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Summary

MPLS VPN technology has emerged recently through its various
advantages, especially in terms of optimization of performance,
quality of service and security. However as each technology,
MPLS is influenced by scalability.

In this paper we will first study the following technologies: MPLS,
MPLS VPN, MPLS VPN protected by IPsec. Then we will
perform an experimental study of scalability under GNS3; by
increasing the load and varying technologies, in order to deduce
the impact of the tunnel layer on the performance of real-time
applications.

For performance measurements we used VOIP traffic generated
by IP SLA probes. The evaluation criteria are: (i) jitter, (ii) latency,
(iif) MOS score, (iv) loss rate.
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1. Introduction

Ensure good quality of communications networks
becoming a primary task for modern enterprises. Indeed,
most of companies have geographically distributed branch
offices, which need as far as possible, have the best quality
of network communications. Especially in the case where
equipment such as videoconferencing systems are installed.
With the multiplication of connections, data protection is a
major challenge for companies. Using a virtual private
network is one of the key points of an optimized security
policy.

Unlike the IP protocol [1]. The MPLS reduces the number
of routing searches and eliminates the need to have a
particular routing protocol on each router.

Unlike the IP protocol [1]. The MPLS reduces the number
of routing searches and eliminates the need to have a
particular routing protocol on each router.

By assigning a label [2] to each packet, it is possible to
maintain the simplicity of an architecture and also to
increase its scalability.
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1.1 MPLS

We distinguish two major components in MPLS routing [3].
First, the "Control plane" [4] that controls information and
labels exchanged between adjacent devices.

The second is called the "Data plane" [5]. Also known as
"forwarding plan", it controls the transmission of
information based either on the destination addresses or on
the labels.

MPLS technology consists of combining the concepts of
Layer 3 (Routing), and the mechanisms of Layer 2
(Switching).

This technology brings the connected mode to the IP
protocol which uses the services of level 2 (e.g. ATM [6]).
The main goal of MPLS, was previously, to increase the
speed of processing datagrams. However with the
appearance of Gigabit routers, operators use it for traffic
engineering [7] and tunneling VPN.

1.2 MPLS VPN

In an MPLS VPN, an acronym for VVPLS [8], data does not
transit via the Internet, but via an MPLS backbone network
of the service provider. In other words, unlike the client
VPN [9], the data is not processed at source and destination
gateways; they are processed at the MPLS of service
provider network.

At first, the packets arrive at an LER router acronym of
Label Edge Router [10] which assigns them a label
according to their origin and transport mode. Once labeled,
LER router assigns to the packets a path specifically
adapted for each label.

The labeled data packets follow their specific route, marked
by LSR (Labeling Switching Routers) [11], which routes
them along the correct path.
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Fig. 1 MPLS VPN

However, two scenarios for securing the MPLS can be

performed:

(i) End-to-end security: The client can deploy an additional
security layer by IPsec protocol [12] [13] in the CE
gateways. This is not advisable if the customer has a
service agreement with the ISP, because end-to-end
encryption will make the classification process
impossible, which represents the preliminary phase of
implementing QoS policies.

(i) Security between CE and PE: This is the most deployed
solution because the data passes without encryption.

1.3 MPLS VPN IPsec

IPsec, is a tunneling protocol based on two protocols ESP
[14] and AH [15]. The ESP protocol guarantees
confidentiality, integrity and authentication, while the AH
protocol only provides data integrity and authentication.
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Fig. 2 methods for implementing the encapsulation of IPsec header
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IPsec operates in two modes: tunnel mode and transport
mode. The transport mode is interposed between the
network layer and the transport layer of the OSI model.
The tunnel mode adds a new public IP header and encrypts
the entire payload. (Fig. 2).

IPsec relies on several protocols for its proper functioning;
Namely the ISAKMP protocol [16] for managing security
associations and the IKE protocol [17] to negotiate policies
and establish IPsec tunnels.

1.4 1P SLA

IP SLA [18] is a Cisco method that allows to generate test
traffic between different network devices, such as routers or
switches, to measure the quality of the link and applications.
The advantage of this method is that it is not necessary to
install additional equipment and does not require the
development of new software or protocols.
In an enterprise network, quality from one end to the other
must be able to be qualified according to precise criteria.
This is called SLA (Service Level Agreement).
The quality of a network is measured by several indicators:

* Latencytime

o itter time

»  Percentage of packets lost (packet loss)

»  Server response time
The paper is organized as follows, we will first present the
related works. We will describe the simulation environment
in the third section. The results obtained will be discussed
in the fourth section, and we will conclude in the fifth
section.

2. Related works

Performance evaluation is an active research area, as most
decisions related to deployment, engineering, or design are
based on results and recommendations of the evaluation.
Concerning our problem, we will try to answer on a certain
number of problems:

* Measure the impact of packet load.

* Measure the quality induced by MPLS compared to IP.

* Measure the impact of the tunnel layer on VOIP

performances.

Several research studies have been carried out comparing
the performances of the IP and MPLS networks [19-20-21].
All these studies have resulted in the efficiency of the
MPLS protocol compared to IP. The work was carried out
by varying the architecture or applications. The obtained
results seem very normal and expected given the nature of
the MPLS protocol which offers better results,
independently of the transport network or transported
applications.
The work [22-23-24] performed a comparative study
including traffic engineering (TE). The authors have
demonstrated that the integration of TE offers a much
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higher efficiency. However, this work did not take into
account the increase in traffic load, which may change at
some point the degree of preference of different
technologies.

Previous work has been carried out under simulators such
as OPNET Modeler. Papers [25-26] performed
measurements in a GNS3 environment; overall, the results
obtained have retained the same degree of preference.
MPLS VPN technology has been widely discussed, article
[27] deals with various MPLS VPN technologies. Several
works compared its effectiveness compared to IP tunneling.
According to our research, all the work showed the
efficiency of the MPLS VPN compared to other tunneling
technologies [28-29-30]. None of these works addressed the
IPsec protocol issue in MPLS VPN, its deployment, and its
impact on network performance and transported
applications.

Taking into account our remarks on previous work, we will
propose a study that includes (i) MPLS, (ii) MPLS IPsec
VPN, (iii) MPLS TE and (iv) IP. These studies will be
carried out by increasing the load of the packets, taking into
account the smooth configurations of the network.

3. Experimental Scenario
3.1 Simulation Environment

This project addresses voice performance and evaluates the
performance of MPLS, MPLS VPN, MPLS IPsec VPNs
and IP networks.

Studies were performed under Graphical Network
Simulator GNS3 [31]. As background traffic, we used
VOIP traffic. For the generation of traffic, we used IP SLA.
Network Testbed is shown in Fig. 3:
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Fig. 3 Network Testbed

From this Testbed, 64 scenarios was created based on IP,
MPLS, MPLS VPN and MPLS IPsec VPN technologies,

for each technology we increased the packet load by 22,
from 64 to 475000.

3.2 Simulation Parameters
Table 1 shows the VOIP application settings.

Table 1: VOIP Parameters

Traffic VOIP
Codec G.711 with silence suppression

Packet interval 20 ms

Number of packets 1000

Table 2 illustrates the evaluation criteria:

Table 2: Evaluation Criteria
Jitter is the variation of latency over time.
Specifically, jitter is the difference in end-to-end
Jitter transmission delay between selected packets in the
same packet stream, without taking into account
eventually lost packets (RFC 3393)

Refers to the time required for a data packet to
pass from the source to the destination through a
network.Latency = network_delay +
encoding_delay + decoding_delay +
compression_delay + decompression_delay
Mean Opinion Score stands for MOS is a note
given to an audio codec to characterize the quality
of the reproduction of speech. The score can range

MOS from O (very bad) to 5 (excellent, comparable to
the original version). It is defined by the ITU-T in
the standard « P.800 : Méthodes d'évaluation
subjective de la qualité de transmission ».

Latency

Loss
rate
Table 3 illustrates the configuration of the equipment used
in the simulation:

Percentage of Packet Loss

Table 3: Routers and links used in simulation

P €7200-advipservicesk9-mz.152-4.S5.image
PE €7200-advipservicesk9-mz.152-4.S5.image
CE c3745-advipservicesk9-mz.124-25d.image
Link CE-PE FastEthernet 10MB
Link PE-P GigaEthernet 1000MB
Link P-P GigaEthernet 1000MB

Table 4 illustrates routing protocols used in the simulation:

Table 4: Routing protocols of experimentation
intra-cloud routing OSPF
Between CE and PE | EIGRP
VPN Tunnel Routing | MP-BGP
Table 5 shows the IPsec parameters used in the IPsec MPLS
VPN scenario:

Table 5: IPsec Parameters
Authentication | PSK
Integrity SHA
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Encryption AES
Group 5
Lifetime 86400

4. Obtained results and discussion

4.1 Jitter

Figure 4 illustrates the jitter value in the various scenarios:
IP (a), MPLS (b), MPLS VPN (c), and MPLS VPN IPsec
(d).
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Fig. 4 Jitter

The obtained results show that in the first three scenarios
the values are almost identical. However, with the
introduction of the encryption layer the jitter increases,
from the scenarios of 46875 bytes of load.

4.2 Loss Rate

Figure 5 illustrates loss rate results, as shown, all IP Based

scenarios bypass recommended loss rate values. IP pass to

5% from the scenario of 2048 byte, while IPsec MPLS VPN

resists to the load up to the scenario of 46875 byte. However

MPLS Based technologies offer a loss rate less than 1%.
Loss Rate (%)
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Fig. 5 Loss Rate

4.3 Latency

Figure 6 illustrates the latency results. Taking into account
the results of the loss rate, it can be seen that the IP protocol
is not scalable even if it proposes a lower latency compared
to the other scenarios.

The MPLS protocol offers good results, the same results are
shown from MPLS VPN. The difference between them is
justified by the process of routing in the tunnel and the dual
labeling process performed in MPLS VPN.

IPsec, as in the IP network, adds an additional delay, making
VOIP unusable from scenario of 46875 bytes.
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Fig. 6 Latency

4.4 MOS

Figure 7 shows the MOS score. MPLS offers the most
suitable score, while IP and IPsec based scenarios offer the
worst quality of speech. MPLS VPN offers an acceptable
score.
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Fig. 7 MOS Score
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5. Conclusion

In this study we evaluated the scalability of architectures:
(i) IP, (ii) MPLS, (iii) MPLS VPN, and (iv) MPLS IPsec
VPN. Measurements were made by increasing the packet
load. The results obtained showed that the IP network is
affected by a high latency and a bad MOS score. In contrast,
MPLS technology is a faster transfer technique than IP
transmission even when the loads rise.

MPLS VPN offers acceptable results close to MPLS
technology alone in terms of latency, jitter and MOS score.
Its additional values can be justified by dual labeling and
routing on the tunnel.

IPsec in MPLS VPN leads to a degradation of performance
with the rising loads.
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