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Abstract 
Chaotic signals have different properties in engineering 
applications which are the main of interests and many researchers 
concentrate on them. One of the important applications of chaotic 
signals is chaotic communications. In this paper, a novel chaotic 
system is used to communicate audio signals through wired 
channel. In order to use chaotic signals to communicate, the 
master and slave systems should be synchronized before any data 
transmission. In this correspondence, a novel output feedback 
controller is designed to synchronize the master and slave 
systems using only one state. After synchronization, analog audio 
signals are masked with one of the state of chaotic system to 
improve its privacy. Simulation results are provided to see the 
effectiveness of the chaotic masking in increasing data security. 
In order to make our proposed scheme practical, whole system is 
implemented using analog circuits and claims are demonstrated 
in practice. 
Keywords 
Chaotic signals; Output feedback controller; Chaos masking; 
Analog implementation. 

1. Introduction 

Chaotic signals have a variety of inherent features such as 
random-like, sensitive to initial conditions and hard to 
prediction. When Lorenz in 1963 introduced the first 
chaotic system [1], deep researches in applications of this 
field has been started. Although chaos theory and fractals 
has a large history in mathematics over 300 years, its 
applications in engineering and environment has a hot 
topic in the three past decades. Chaotic signals have a 
great potential to be applied in communication 
applications. One of the most important problem in chaos-
based communications is synchronization of master and 
slave systems [2]. Furthermore, in practical applications 
the existence of random signal (such as noise) makes the 

synchronization goal of chaotic systems even more 
complex. For the purpose of synchronization, various 
types of methods are proposed. These methods can be 
categorized into two general groups: full-state 
synchronization [3, 4] and output feedback controller [5, 
6]. In the full state scheme, all the state variables should be 
used to achieve the synchronization goal. On the other 
hand, output feedback controller methods only use the 
information of one state to synchronize the master and 
slave systems. 
Chaotic signals have a variety of applications in 
engineering such as mechanical [7], biological [8], 
electronics [9] and optoelectronics systems [10]. Study of 
the chaos is an interesting subject because of its 
importance in detecting and controlling the dynamic 
behavior of the abovementioned systems [11]. On the 
other hand, chaotic signals have great potential for secure 
communication and image encryption. In this 
correspondence, an implementation and performance 
evaluation of an improved chaotic image encryption 
approach proposed by Suri et al. which scrutinized chaotic 
encryption techniques [12]. Ozkaynak et al. give a general 
attack scenario in order to conduct security analyses of 
chaos based cryptosystems [13]. An improvement color 
image encryption algorithm based on DNA operations and 
real and complex chaotic systems is proposed by Li et al. 
with one-time pad [14].  
Chaos communications can be divided into three main 
group: Chaos Masking, Chaos Shift Keying and Chaos 
Modulation. Chaotic masking for the first time was 
proposed by Kocarev et al. in 1992 [15], in which the 
analog signal a(t) is added to one of the state of chaotic 
system, x(t). Chaos shift keying was presented by Parlitz et 
al. [16] and Dedieu et al. [17]. Chaos shift keying is 
mainly used to transmit digital signals. At the transmitter,  
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Fig. 2. Circuit diagram for equations (3). AD633: Analog multiplier, TL084 low cost quad op-amps. R1 = 100kΩ, R2 = 5kΩ, R3 = 7.5kΩ, R4 = 25kΩ, R5 
= 10kΩ, R6 = 150kΩ, R7 = 10kΩ (potentiometer), R8=1kΩ, R9 = 1.2kΩ, R10 = 1.6kΩ, R11 = 56kΩ, R12 = 680Ω, R13 = 9kΩ, R14 = 12kΩ, R15 = 40kΩ, 

R16 = 20kΩ, R17 = 250kΩ, R18 = 1MΩ, R19 = 3kΩ, and C = 200nF. In all circuits we have used supply voltages V+ = +9V and V- = -9V. 

the controller term should be injected in the construction of the second state of slave system as a new input according to Fig. 
3(b). 

 
Fig. 3. Controller part. (a) The designed controller corresponds to Eq. 4. (b) Injection of the designed controller to reconstruct the second slave state. In all 

circuits we have used supply voltages V+ = +9V and V- = -9V. 

The practical results of the controlled master and slave 
system with each other are reported in Fig. 4 for designing 
gain K=2.15. As depicted before, Synchronization of the 
master and slave systems is a crucial issue in the 
application of chaos masking. In the synchronization phase, 
we used the second state of master and slave systems. So, 
the first and third states can be used for data transmission. 
There is a key point which should be mentioned. Due to 

synchronization time and physical limitations, before any 
data transmission we should wait until the master and 
slave systems has been synchronized completely. The 
result of implementation of the controller at the receiver 
are provided in the Fig. 4. As it is clear in Fig. 4, the 
designed output feedback controller can successfully 
synchronize the master and slave systems. 
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Fig. 4.  Result of applying controller to the slave system. (Left to right) (a) Xs(t) vs. Xm(t), (b) Ys(t) vs. Ym(t) and (c) Zs(t) vs. Zm(t). 

For the chaos masking part, we can use any audio input 
device for out experiment. We decide to use a limited song 
as input. Note that the audio which is came from the audio 
input device has small amplitude. In order to magnify the 
amplitude, we design an audio amplifier using LM396. 
This part is the first step in the chaos masking scheme 
which is shown in Fig. 5. At the second step, in order to 
eliminate loading effect of the previous stages, the 
magnified audio data and third system state (Zm(t)) are 
buffered. The obtained waveforms are added to each other 
to form chaos masked signal and transmitted to the 
receiver side through wired noisy channel. At the receiver, 
the masked signal is received with a small delay 
transmission in noisy situation.  

 

Fig. 5.  Audio amplifier part for the chaos masking. In all circuits we 
have used supply voltages V+ = +9V.   

It should be again mentioned that the master and slave 
systems have been synchronized before any data 
transmission. So, the received signal is subtracted from the 
third state of the slave system. As theoretically described 
above, the obtained signal should be noisy version of the 
original audio data. 
We employ a low pass filter at this stage to decrease the 
power of the noise. In Fig. 6 the original audio data are 
shown for a limit time (16 seconds).  

 

Fig. 6.  Original audio data for the application of chaos masking. 

Then, the magnified audio input is buffered and added to 
the third state of the master system (Zm(t)). The obtained 
signal called chaos masked signal which is like a noise 
rather than a desired signal and is shown in Fig. 7. The 
received signal at the receiver should be recovered in order 
to obtain the desired signal. For this purpose, we first 
implement a subtraction circuit as depicted in Fig. 8. 

 
Fig. 7.  Chaos masked of the original input data. 

 

Fig. 8.  Subtraction circuit to recover the original audio data. 
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Due to eliminate the loading effect of the previous stages, 
the inputs should be buffered. At the final stage, the 
extracted audio data should be filtered to decrease the 
power of the noise and better recovery. The final result is 
provided in Fig. 9. 

 

Fig. 9.  The recovered audio data at the receiver side. 

4. Conclusion 

In this paper, we concentrate on applications of chaotic 
systems in secure communications. In this correspondence, 
a novel integer order chaotic system is used for the chaos 
masking. In order to synchronize the master and slave 
system, a new output feedback controller is designed using 
LMI toolbox and implemented by analog circuits. To 
achieve practical results, the chaos masking 
communication scheme is implemented by utilizing analog 
circuits. We show that the master and slave systems can 
synchronize only with one state and audio data can be 
recovered successfully at the receiver side. 
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