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Abstract

Chaotic signals have different properties in engineering
applications which are the main of interests and many researchers
concentrate on them. One of the important applications of chaotic
signals is chaotic communications. In this paper, a novel chaotic
system is used to communicate audio signals through wired
channel. In order to use chaotic signals to communicate, the
master and slave systems should be synchronized before any data
transmission. In this correspondence, a novel output feedback
controller is designed to synchronize the master and slave
systems using only one state. After synchronization, analog audio
signals are masked with one of the state of chaotic system to
improve its privacy. Simulation results are provided to see the
effectiveness of the chaotic masking in increasing data security.
In order to make our proposed scheme practical, whole system is
implemented using analog circuits and claims are demonstrated
in practice.
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1. Introduction

Chaotic signals have a variety of inherent features such as
random-like, sensitive to initial conditions and hard to
prediction. When Lorenz in 1963 introduced the first
chaotic system [1], deep researches in applications of this
field has been started. Although chaos theory and fractals
has a large history in mathematics over 300 years, its
applications in engineering and environment has a hot
topic in the three past decades. Chaotic signals have a
great potential to be applied in communication
applications. One of the most important problem in chaos-
based communications is synchronization of master and
slave systems [2]. Furthermore, in practical applications
the existence of random signal (such as noise) makes the
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synchronization goal of chaotic systems even more
complex. For the purpose of synchronization, various
types of methods are proposed. These methods can be
categorized into two general groups: full-state
synchronization [3, 4] and output feedback controller [5,
6]. In the full state scheme, all the state variables should be
used to achieve the synchronization goal. On the other
hand, output feedback controller methods only use the
information of one state to synchronize the master and
slave systems.

Chaotic signals have a variety of applications in
engineering such as mechanical [7], biological [8],
electronics [9] and optoelectronics systems [10]. Study of
the chaos is an interesting subject because of its
importance in detecting and controlling the dynamic
behavior of the abovementioned systems [11]. On the
other hand, chaotic signals have great potential for secure
communication and image encryption. In this
correspondence, an implementation and performance
evaluation of an improved chaotic image encryption
approach proposed by Suri et al. which scrutinized chaotic
encryption techniques [12]. Ozkaynak et al. give a general
attack scenario in order to conduct security analyses of
chaos based cryptosystems [13]. An improvement color
image encryption algorithm based on DNA operations and
real and complex chaotic systems is proposed by Li et al.
with one-time pad [14].

Chaos communications can be divided into three main
group: Chaos Masking, Chaos Shift Keying and Chaos
Modulation. Chaotic masking for the first time was
proposed by Kocarev et al. in 1992 [15], in which the
analog signal a(t) is added to one of the state of chaotic
system, x(t). Chaos shift keying was presented by Parlitz et
al. [16] and Dedieu et al. [17]. Chaos shift keying is
mainly used to transmit digital signals. At the transmitter,
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two different chaotic systems are used for 0-bits and 1-bais
of the information signal, respectively. That 1s, the
employed chaotic system 1s switched from time to time by
the information signal At the receiver side, only one of the
two chaotic systems 15 needed, and the information bits are
recovered according to whether or not the response system
can achieve chaos synchmnization with the drive system.
Chaos modulation was proposed in 1993 [18]. Different
from chaos masking and chaos switching schemes, in a
chaos modulation scheme the message signal m(t) 1s
injected into the sender system so that its dynamics 1s
changed according to the message signal continuously.

In thus paper, we employ novel attractors in the ﬁejd of
chaos masking apphcatmn_ For this purpose, a novel
output feedback controller is designed to synchronize the
master and slave systems only with one state After
synchronization goal, the audio signal masks with one the
state of chaotic system at the transmutter. After passing the
signal through wired channel, the desired signal from the
received signal should be recovered to achieve the
transmitted audio signal

This paper is orgamized as follows: Section II describes
basic properties of the chaotic system and application of
the chaotic systems in chaos masking. Section III provide
simulation and implementation results of the proposed
scheme. Finally, we conclude in section IV.

2. Chaos control and masking

A Basic porpeties of the chaotic system

The mteger order of chaotic system is proposed in [19] and
defined as follows:

Xx=—10x+10y+15z+3vz
y=T0x—¥y
z=—05x"-0.5y*+05xy -5z 1)

Where x, v and z are state variables. Due to wide range of
variables, we use an “scaled-form™ of the system where

X=15x Y=I10v

state variables are normalized as:

and £= 15z which the dynamic of (1) reduces to -
K=-10K+20Y +13Z+30YZ,
<Y =33X-Y,

|Z =—25X =107 +3XY -5Z @)

Corresponding phase portraits with initial conditions [0.1,

-0.1, 0.1] are shown in Fig 1. Tt should be mentioned that

Lyapunov exponents of the system (1) are L, =246 .

L,=-0.01 L.=-18.43
2 and 3
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Fiz. 1. Phase portraits of svatem (3), (2} Y- space, (b) Z-X space and ()
Z-Y space.

A Output feedback controller Design

In this sub-section, we design an output feedback
controller which uses only one state to synchromze the
master and slave systems. An important property of this
scheme is that other states of the systems can be used to
send and receive data and under certain conditions [20] the
received signal can be recovered completely. We define

state errors as: & (1) =x,(1) —x,(1)
&,(D=y.(t)-yu(t) 4 &s(D=2,(D)—z,(t)
Consider the master system as follows:

Ky =—10%, +20v, =15z, +30v, 2,

Vo =35x_ v,
I, = —2.5x; -1 U‘f_-"; +34, ¥, 52, 3)
And the slave system 1s defined as:

‘x, =—10x, + 20y, +1.5z, +30y z,
vy, =35%,—v, +ult)

|z, =—2.5x] —10y] +5x,y, — 5z, )

Where lower indices m and s corresponds to master and
slave systems ,u(t)zk(eﬂﬂ} and K 1s the controller
gain which should be designed. We construct the error
system as follows:

e =—10g +&(20+30z )+e,(15+y,)

e=3e-e-+ke

& =e(25(x +x }3y +3x )+e (0, +y, ))—Se (5)
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In this paper, we use the Lyapunov function to obtain the
synchronization of master and slave systems. The
Lyapunov candidate function of system (2) 15 defined as:

V= aef +be§ + cej
(6)

Where a, b and ¢ are positive constants. Taking the
derivative of Eq. (6) with respect to time yvields

V =2aee +2be,e, +2cee,
By substituting (5) into (7), we have:

(7
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+H=20c(y, + v, e,e;, —100e] < (—20a)e] +(40a+70b+60az |)|g
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+(3a+60aly, | +20cx_| +10c]y, e,
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3
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Where X, Y, Z are the upper bounds of the state variables,

—20a
A=| * 2bk-b
# *

Tn order to ensure that the state errors converge to zero,
matrix A should be negative definite. In this paper, we
solve the abovementioned problem with MATLAB® LMI
Control Toolbox.

A. Chaos Masking

Due to inherent properties of chaotic signal in hiding
information, they are used in secure communications. In

this paper, we briefly describe the chaotic masking scheme.

In [20], the authors demonstrate that under certain
conditions the recetved chaotic signal can be recovered
completely. First, before any data transmission, the two
systems should be synchromzed with each other using
abovementioned controller. After passing certain amount
of time Ts (the time when error of the synchronization
become negligible), we use the state z(t) to mask the data
with 1t. Therefore, we have:

m(t)=z_(t)+1i(t) 10)

Where i(t) corresponds to the audio input signal and mt)
15 the result of masking. The signal m(t) 1s transmitted to
the recerver with the effect of Gaussian white noise. At the

receiver, the received signal subtracted from synchronized
state zs(t). We have:

r(t)=m(t)—z (t)=z_(t)+i(t) +n(t)—z (1) an
Where £(t) 1s the received signal, n(t) comresponds to

additive Gaussian noise. As we describe above, after time
Ts, the error of the system is negligible and therefore the

e= l:|‘£-‘1|

&

es|—1[ftcejJ =elAe

T
)and

(8)

=

40a+70b+60aZ 3a+60aY +20cX+10cY

40eY
—10c¢
(9

term zmit)-zs(t) approximately is zero. There are some key
points which should be mentioned. As depicted above, the
chaos masking adds the audio mput information to one of
the states of chaotic system. So, if the amplitude of the
audio data becomes larger and dominates the amplitude of
the system state, the dynamical behavior of the slave
system changes and no desired data will be available at the
recerver. It 1s wital that the amplitude of the audio should
be in the order of chaotic signals for successful data
transmission.  Another important thing is that data
transmission is done in a noisy environment and the power
of noise 15 infinite. If the amplitude of noise 1s
considerable in companson with chaos masked data, the
data will be lost.

3. Impementations and Results

In this section, we implement the chaos masking
communications step by step. First, the original chaotic
system (corresponds to Eq. 2) should be implemented. The
result 15 shown in Fig. 2 In this implementation, the
components consist of low cost and quad Op-Amp
(TLO84), analog multiplier (AD633) and metal film
resistors and capacitors. The slave system exactly has the
same implementation except in the adding coniroller
according to Eq. 4. The design of controller 1s done in two
steps: the first step 1s the controller term of the Eq. 4. As
depicted in Fig_ 3(a). In the second step,
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TLOES,
-

Fig. 2. Circuit diagram for equations (3). AD633: Analog multiplier, TL084 low cost quad op-amps. R1 = 100kQ, R2 = 5kQ, R3 = 7.5kQ, R4 = 25kQ, RS
= 10kQ, R6 = 150kQ, R7 = 10k (potentiometer), R8=1kQ, R9 = 1.2kQ, R10 = 1.6kQ, R11 =56k, R12 = 680Q, R13 = 9kQ, R14 = 12kQ, R15 = 40kQ,
R16 =20kQ, R17 =250kQ, R18 = IMQ, R19 =3k, and C = 200nF. In all circuits we have used supply voltages V+=+9V and V- =-9V.

the controller term should be injected in the construction of the second state of slave system as a new input according to Fig.

3(b).

(al

Bedtermt
foml

(b

Fig. 3. Controller part. (a) The designed controller corresponds to Eq. 4. (b) Injection of the designed controller to reconstruct the second slave state. In all
circuits we have used supply voltages V+ = +9V and V- = -9V.

The practical results of the controlled master and slave
system with each other are reported in Fig. 4 for designing
gain K=2.15. As depicted before, Synchronization of the
master and slave systems is a crucial issue in the
application of chaos masking. In the synchronization phase,
we used the second state of master and slave systems. So,
the first and third states can be used for data transmission.
There is a key point which should be mentioned. Due to

synchronization time and physical limitations, before any
data transmission we should wait until the master and
slave systems has been synchronized completely. The
result of implementation of the controller at the receiver
are provided in the Fig. 4. As it is clear in Fig. 4, the
designed output feedback controller can successfully
synchronize the master and slave systems.
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Fig. 4. Result of applying controller to the slave system. (Left to right) (a) Xs(t) vs. Xm(t), (b) Ys(t) vs. Ym(t) and (c) Zs(t) vs. Zm(t).

For the chaos masking part, we can use any audio input
device for out experiment. We decide to use a limited song
as input. Note that the audio which is came from the audio
input device has small amplitude. In order to magnify the
amplitude, we design an audio amplifier using LM396.
This part is the first step in the chaos masking scheme
which is shown in Fig. 5. At the second step, in order to
eliminate loading effect of the previous stages, the
magnified audio data and third system state (Zm(t)) are
buffered. The obtained waveforms are added to each other
to form chaos masked signal and transmitted to the
receiver side through wired noisy channel. At the receiver,
the masked signal is received with a small delay
transmission in noisy situation.

Vs

10uF

Fig. 5. Audio amplifier part for the chaos masking. In all circuits we
have used supply voltages V+ = +9V.

It should be again mentioned that the master and slave
systems have been synchronized before any data
transmission. So, the received signal is subtracted from the
third state of the slave system. As theoretically described
above, the obtained signal should be noisy version of the
original audio data.

We employ a low pass filter at this stage to decrease the
power of the noise. In Fig. 6 the original audio data are
shown for a limit time (16 seconds).

Fig. 6. Original audio data for the application of chaos masking.

Then, the magnified audio input is buffered and added to
the third state of the master system (Zm(t)). The obtained
signal called chaos masked signal which is like a noise
rather than a desired signal and is shown in Fig. 7. The
received signal at the receiver should be recovered in order
to obtain the desired signal. For this purpose, we first

implement a subtraction circuit as depicted in Fig. 8
s n e A

Fig. 7. Chaos masked of the original input data.
1k
E— s

Bufierad 1
State Z 1R

1k TILOE2

uffered
received
signal

10%

=\s

Fig. 8. Subtraction circuit to recover the original audio data.
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Due to eliminate the loading effect of the previous stages,
the inputs should be buffered. At the final stage, the
extracted audio data should be filtered to decrease the
power of the noise and better recovery. The final result is
provided in Fig. 9.

Fig. 9. The recovered audio data at the receiver side.

4. Conclusion

In this paper, we concentrate on applications of chaotic
systems in secure communications. In this correspondence,
a novel integer order chaotic system is used for the chaos
masking. In order to synchronize the master and slave
system, a new output feedback controller is designed using
LMI toolbox and implemented by analog circuits. To
achieve  practical results, the chaos masking
communication scheme is implemented by utilizing analog
circuits. We show that the master and slave systems can
synchronize only with one state and audio data can be
recovered successfully at the receiver side.
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