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Summary

In recent year the exchange of information is become widely
used. This information is accessible to all, so security is one of
the important concept should provide for this information.
Message Authentication is one of concept in digital world that is
used to verify the integrity of message, message authentication
confirm that the data received and send are same (means no
modification, deletion or insertion). This paper aims to design
and implementation new method for calculation Message
Authentication Code (MAC) based on shared secret substitution-
box (S-Box) key to provide the message integrity. The
methodology consists of four steps: firstly generation the S-Box
table using the shared secret key. Secondly, split the message M
into blocks (each block will contain number of bits). Thirdly,
apply the substitution operation for each character in each block
(depend on the index of character in block and block number)
using S-Box table. Finally, use mathematical operation to
generate the MAC from blocks. The MAC will attach to message
and send to receiver, the receiver compare the incoming MAC
with calculator MAC, if there is a mismatch the receiver knows
that the message has been modify. The result shows, without any
doubt, are faster (no rounds), more secure, and less complex
comparing with standard method of MAC.
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1. Introduction

Data security is an interesting topic as a fastest evolution
of data communication over unsecured channel. Data in
digital world can be easily captured by hackers. The
problem statement in data security is that the message can
be modified during transmit without been distinguishing by
the receiver.

Message Authentication Code (MAC) is a keyed hash
function, the input message can be any variable length, but
the output tag has to be fixed length. The MAC means that

the message should arrived exactly as same as sender sends.

The generated tag is used to determine that how the MAC
algorithm is protected [1]. There are three actors of the
standard message authentication. These actors are sender,
receiver and attacker. The sender and the receiver share
secret key(s), while the attacker tries to have this share
key(s) by doing brute force attack, or corrupt the original
message.
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The main characteristics of our algorithm are using simple
mathematical operation when apply summation operation
to the 3 number. Moreover, the generated tag from the
substitution message not from the original message to
avoid the cryptanalysis attack. For more complexity the
substitution operation is indirect as the operation is not
only based on the S-Box but rather is based on the
following: the index of character, block number, and
weight of character. The reset of the paper is organized as
follows: in section 2 we discuss the related work of MAC
algorithm, while section 3 deals with design and generate
the S-Box table. In the section 4 we describe our
methodology to generate the tag. The requirements and
properties of our methodology shows in section 5 .In
section 6 we show the experimental results and discuss the
result. Finally, we conclude this paper in section 7.

2. Related Work

There are several ways to generate MAC that are different
in complexity, time execution and security.

Petrank and Rackoff [2] presented Encryption the CBC
(Chaining Block Cipher) - MAC (EMAC) value with new
key. They proved that EMAC is secure when the message
length is a positive multiple of the block size. In William
Stalling [3] proposed a keyed-hash message authentication
code (HMAC). This method becomes widely used as MAC
function and spread implemented in many applications and
protocols. The weakness of this algorithm is that the
executions time is twice long comparing with hash function.
The main reason behind that is the HMAC includes two
executions of the hidden hash function for every output
block.

Keting Jia, et al. [4] tested the CBC-MAC without the
truncation function and showed that the CBC-MAC is not
secure when message is variable length. The authors
provided a prove that the Message Authentication Code
(MACs) such as CBC-MAC, three-key encipher CBC
mode, OMAC [5], PC-MAC, TMAC, FCBC, XCBC,
EMAC, ECBC, MT-MAC, CMAC are vulnerable to
second pre-image attack.

Building two types of CBC-MAC, called GCBC1 and
GCBC2, which presented by the Mridul Nandi [6]. This
algorithm is been proven that the length extension attack
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could be happened when the message input is variable
length, in this state the CBC-MAC is insecure.

Neeta wadhwa, et al. [1] designed a single method to
generate the integrity, authentication, confidentiality and
availability. This method does not generate a fix length of
MAC for all variable length of a message as well. It
generate quarter of the length of original message. While
the standard properties of MAC algorithm obtain to
generate a fix output (tag) length.

Nicky Mouha, et al. [7] presented multi MAC algorithms,
which are the Universal MAC [8], GMAC [9], and Poly-
1305-AES [10]. These methods are based on universal
hash functions that used a nonce number as input. The
nonce number must use for one time only to avoid the
forgery attack. The researchers concluded when the tags
are truncated the GMAC and Poly-1305 will become
insecure.

3. Design and Generate S-Box Key

Substitution-Box (S-Box) is a non-linear transformation
and implemented as lookup table which makes the
correlations between the key and the cipher-text as
complex (confusion). The substitution-box is widely used
in most new encryption algorithm. It is used to prove the
robust cryptographic  primitive versus differential
cryptanalysis and linear transformation [11]. S-Box is one
of major properties that is used to determine the strong of
symmetric cryptographic. The purpose of the S-Box table
is to replace each input byte with another output byte by
substitution operation. There are two types of S-Box which
are static and dynamic. In static S-Box there is no relation
with the cipher key as well as contains of S-Box are not
depend on the secret key. Therefore, the secret key is used
only to change the address of S-Box. Thus, the static S-
Box will produce same output in each round. So, the static
S-Box is easy to cryptanalysis. The dynamic S-Box has a
relation with the secret key and the output is changing in
each round according to a secret key. Therefore, this type
is more secure than the static. The dynamic S-Box can be
generated by Pseudo Random Sequence Generator
algorithm [12].

In this paper, the generation of S-Box table depends on the
two important values. Firstly, the shared secret key and
secondly the Pseudo-Random Number Generators (PRNG)
which depends on the four prime numbers. The S-Box
structure contains 16 rows and 256 columns (16x256). The
16 rows represent the block size of message (16-byte) and
the 256 columns represent the range of ASCII characters
(Contain the printable and non-printable characters).

3.1 S-Box Construction [13]

S-Box is constructed by 4096 elements (16x256) using
Pseudo-Random Number Generation algorithm to generate
range numbers between [0...256] and generate positions in
range of [0... 4095]. Then each row in S-Box will
circularly shift left/right according to value of the secret
key. The complete algorithm (algorithm 1) is shown
below:
e Pseudo-code to
Numbers:
a. Initial two large prime numbers x , y

b. Forloopi=0,1,2,..., 4095 do
€. X=(x*y+1) mod 256

d. array_of numbers(i) = x

Generate Pseudo-Random

e. end for loop

e Pseudo-code to Generate Random Numbers for
positions:
a. Initial two large prime numbers a, b

b. Forloopj=0,1,2,..., 4095
a=(a*b+1) mod 4096

array_of_positions(j) = a

a o

e. end of loop

e Generate S-Box table:
a. Initial key as vector of integer, array_of_numbers,
array_of_positions, rounds

b. Fill S-Box(l , j) from array_of_numbers, where
i=0,...,15 and j=0,...,255

c. For loop round=1,...,rounds do
d. For loop row=0,...,15 do

e. If key(row) is even then row in S-Box is
circularly shifted to left of key(row).

f. If key(row) is odd then row in S-Box is circularly
shifted to right of key(row).

g. End for row loop
h. End for round loop

i. All element in S-Box are permuted according to
values in array_of_positions

j. Now the S-Box is generated.

After generate the S-Box, as shown in Fig 1, we conclude
that the robust S-Box does not depend on the generation
method. To prove this conclusion, the result is compared
with security parameters such as balanced output with 0(s)
and 1(s), Avalanche effect, Hamming distance between
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words, and finally less time execution compare with exist
algorithm
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Fig. 1 Substitution-Box Data.

One of the most known attack algorithm is by count each
character frequency which based on Language properties,
such algorithm is called cryptanalysis attack. Therefore, to
prevent this type of attack, the S-Box algorithm generate
similar character’s frequency, as shown in Fig 2.

Fig. 2 Substitution-Box Histogram.

4. Methodology

New design and implementation of proposed algorithm
(Mathematical Message Authentication Code (MMAC))
used to verify the integrity of a message. The proposed
algorithm produces MAC (tag) for the message. This
message then will be sent including its MAC. In the
receiver side, calculate the new MAC for this message to
compare with the received one for matching propose. Fig.
3 show this process.
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Fig. 3 Shows the sender and receiver process

To construct a MAC, there are three common algorithms:
construction based on universal hash, block cipher, and
cryptographic hash function. In this paper, our MAC
construction is based on block cipher algorithm [4].

Algorithm (2): MAC Construction Algorithm:

e First Step (Generate the S-Box): in this step the
proposed algorithm generates the S-Box table (as Sub-
Key Generation) by using: the above proposed method
(Algorithm 1), shared secret key, and four prime
numbers. The generated S-Box table will use in third
step.

e Second Step (Preprocessing): the preprocessing step
contain padding bytes (key characters) to end of
message to complete the final block size if it is not
completed. Then split the input message (M) to the
blocks according to n-bytes. The block size should
equal or larger than 128-bits to avoid the Birthday
Attack. Therefore, in this paper we use 128-bits (16-
bytes) as block size.

e Third Step (Substitution Operation): the
substitution operation for each block of the message
will be applied. The operation is based on S-Box table,
character, index of character in the block (to avoid
duplicate character in the same block), and block
number (to avoid duplicate character in the different
block but the same index of character). Doing such
operations is to avoid the cryptanalysis or any attack
by producing cipher text to be used to calculate the
MAC
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The Encryption-then-MAC (EtM) is the best case
for message integrity [14]. MAC based on EtM
the will be generated from the encrypted message.
To generate a cipher text from a given message,
we use substitution operation. Therefore, the
character, which regards as a column name in the
S-Box whiles the row, is the index of the same
character. The substitution character sums up with
the block number and original character mod 256;
to generate the corresponding cipher character.

e Fourth Step (Mathematical Operation): use

mathematical equation to generate the MAC from
the message. The MAC must be depending on the
all blocks, therefore the CBC-Mode will used in
this step.
In CBC-Mode set the key as initial vector, in each
round the function is summation between each:
the byte in previous block, byte in current block,
and previous byte in current block. Finally the
final block is a MAC (tag) generated. Fig 4 shows
the block diagram for proposal methodology.
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Fig. 4 Block diagram to generate the Message Authentication Code

Pseudo Code for Algorithm (2):
e Initial Message (M), Secret Key (K), 4 Prime
Numbers (P), initial-vector (1V).
e S-Box Data = GenerateSBox(k, P), using
Algorithm ().
Split M to List<Block>.
For Loop i=0...block count
For Loop j=0...character count in block
C-block (i)(j) = SubstitutionOperation(block(i)(j),
j, I, S-Box Data).
End For j
End For i
For Loop s=0...C-block count
IV = Sum (1V, C-block(s))
End For s

e MAC=IV

The sender algorithm generates MAC based on Eq. 1. Fig
5.a shows the sender procedure.
MAC = C (K. M) (1)

Where:

MAC: Message Authentication Code.
C: MAC function.

K: shared secret key.

M: input message.

Then message and MAC will send to the receiver. The
receiver algorithm generates MAC’ based on equation (1).
Fig 5.b shows the receiver procedure. The message will be
verified by comparing/matching the two generated MAC’s
in receiver side. If any mismatch will be detected, then the
message has been altered (e.g. insert character, delete,
modify).
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Fig. 5 (a) Flowchart for sender (b) Flowchart for receiver

Examplel: The example shows the result for each step of
proposal methodology. The input message is “This
Message is used in test example to provide Message
Authentication Code”. The key is “ComputerSciencel”
while prime numbers are (7933, 8161, 9901, 10009).

1. Generate the S-Box Step: generate the S-Box table by
using the key and the prime numbers.

2. Preprocessing Step: “This Message is used in test
example to provide Message Authentication CodeCompu”,
by added “Compu” to complete the final block, then split
message to five blocks, where block size is 16-bytes (128-
bits):



IJCSNS International Journal of Computer Science and Network Security, VOL.17 No.7, July 2017 35

Block-1: 84, 104, 105, 115, 32, 77, 101, 115, 115, 97, 103,
101, 32, 105, 115, 32

Block-2: 117, 115, 101, 100, 32, 105, 110, 32, 116, 101,
115, 116, 32, 101, 120, 97

Block-3: 109, 112, 108, 101, 32, 116, 111, 32, 112, 114,
111, 118, 105, 100, 101, 32

Block-4: 77, 101, 115, 115, 97, 103, 101, 32, 65, 117, 116,
104, 101, 110, 116, 105

Block-5: 99, 97, 116, 105, 111, 110, 32, 67, 111, 100, 101,
67,111, 109, 112, 117

3. Substitution Step: The results after substitution
operation using s-box are:

Block-1: 210, 150, 81, 221, 156, 196, 130, 10, 242, 228,
126, 25, 250, 110, 14, 72

Block-2: 161, 61, 157, 23, 157, 237, 190, 73, 209, 189, 39,
21,251, 69, 124, 194

Block-3: 198, 120, 87, 234, 158, 165, 26, 74, 238, 27, 232,
56, 38, 152, 170, 74

Block-4: 223, 139, 250, 224, 123, 241, 133, 75, 233, 235,
184, 155, 29, 9, 179, 51

Block-5: 59, 53, 214, 143, 99, 114, 186, 116, 196, 118,
138, 78, 229, 0, 66, 235

4. Mathematical Step: used to generate MAC (tag), the
result is:

MAC: 236, 179, 223, 253, 217, 156, 19, 192, 172, 87, 68,
129, 241, 68, 135, 38

5. Requirements and Properties of MMAC

1. Variable length of input message making our

algorithm flexible.

Fix length of MAC value.

Contain the S-Box key.

One way algorithm.

No two different messages have a same MAC

value.

MMAC are efficiency and easy to compute.

7. If we change one bit/byte from a message then the
MAC value will be changed more than half bytes.

8. Pseudo Randomness value.

arwn

o

6. Result and Discussion

The result shows, without any doubt, that the propose
algorithm is very efficient and secure in the following
aspects, comparing with well-known literature algorithms:

e Fast: the proposed algorithm has faster execution time
than standard algorithms. We compare our algorithm
with CMAC-AES (Cipher-Based Message

Authentication Code-Advanced Encryption Standard),
MAC-Triple-DES (Message Authentication Code-
Triple-Data Encryption Standard) and CMAC-DES
(Cipher-Based Message Authentication Code-Data
Encryption Standard) MACs algorithm. And compare
with  HMAC-SHA-128 (Secure Hash Algorithm)
HMAC algorithm. Table 1 and Fig 6 shows the
executing time of algorithms.

Table 1: Execute time compared with standard algorithms

no Algorithm Execution Block Data set

Name Time Size Size
Lo| AMACSHA | 367ms 128-bit | 273KB
2. MAC-Triple- o

DES 52.4 ms 128-hit 273 KB
3. CMAC-AES 50 ms 128-hit 273 KB
4. CMAC-DES 35.3ms 128-hit 273 KB
5 s 26 ms 128-bit | 273 KB

(proposed)

The significant less time came as a result of using:
1- Asingle round instead of multiple rounds.
2- A simple substitution encryption instead of using
triple DES or AES.
3- Simple mathematical equation (summation of 3
numbers) instead of using complex equations.

60
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20 A
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0

HMAC- MAC-
SHA-128 Triple-DES

CMAC-AES CMAC-DES MMAC

Fig. 6 Execute time compard with standard algorithms

e Less Complexity: standard MAC algorithms use very
complex AES which lead to very low throughput. In
other hand, the proposed algorithm is less complexity
by avoiding AES to increase the throughput.

e Secure: to demonstrate the security of our algorithm,
we test it with some of the most robust attacks in this
type of security service and show how to avoid each
attack in our algorithm. Below are the high effective
attacks and how we provide a better solution:

1- Block re-ordering attack: the attacker exchanges
the order of message blocks [15].
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Our_proposed Solution: authenticate each block
based on its index (block number). Therefore, if any
attack changes the order block then the MAC will
be changed as well, while other methods do not
change the MAC.

Truncation attack: some of MAC algorithms not
based on the final block, therefore when the attacker
deletes blocks from the end of the message, the
MAC value here will not change [15].

Our proposed Solution: while proposed algorithm
generates the MAC value based on all blocks (using
block number) to avoid any changed.

Mix and Match attack: the attacker has valid tags
(tagl, tag2, tag3) and (tagl’, tag2’, tag3’) on the
message (messagel, message2, message3) and
(messagel’, message2’, message3’). The attacker
outputs (tagl, tag2’, tag3) on the message
(messagel, message2’, message3) [15].
Our_proposed Solution: authentication of each
block changes most (more than half) bits of the
MAC block.

Brute-force attack: in this attack, the attacker tries
all possible keys to get the correct plain-text that
corresponds to the cipher-text. The number of trials
depends on the length of the key (27%¥iz%) This
attack is more difficult on MAC than on Hash [3].
Our proposed Solution: in our method we generate
a strong and large S-Box Sub-key which depends on
secret keys and a robust algorithm. Thus, the
number of attack tries will be huge.

Cryptanalysis attack: here, the attacker tries to
deduce a plain-text or key that is taken from the
analysis of cipher-text. The analysis is based on the
target algorithm and the knowledge of the general
characteristics of the plain-text [3].

Our proposed Solution: this attack cannot be
happened in our proposed method, because the
generation of the cipher-text is based on the S-Box
table that has same frequency for each character. In
addition, is based on block number, index of
character in the block, and the weight of the
character.

Birthday attack: it’s also called the birthday
paradox attack. The birthday attack against the
MAC function with range size R which requires
(RY?) trials to obtain the collision block [16].

Our proposed Solution: in our method the key size
is 128-hits which means the number of trials to get a

collision is very large. Therefore, the sending
message is hard to be attacked.

7- Second pre-image resistance: it is one of pre-
image attacks against cryptographic hash functions.
it tries to find another message for the same tag. It
also refers to weak collision resistance. The attacker
should not find the two messages that have the same
tag [4].

Our_proposed Solution: in our algorithm we
focused on the position of the character in the
message, the weight of it, block number, and also
used the CBC-Mode that each block depends on the
previous block. Therefore, any change in the
original message will cause generated a different tag.

8- Man in the middle attack: when sender transmits a
message plus the tag, the adversary intercepts and
modifies the message. Then the attacker will
calculate a new tag. While the receiver is not able to
detect that the message was modified [3].

Our proposed Solution: in our MAC generator is
based on the shared secret key, so the receiver will
know when the adversary modifies the message.

7. Conclusion and Future Work

We conclude that the new method (Mathematical Message
Authentication Code (MMAC)) is faster and more secure
as it is single round, simple mathematical equation, and
without using the AES-algorithm. Our algorithm is used to
provide integrity of a message (message authentication)
and also is used to provide user authentication, which
means that the receiver can prove that the received
message was sent by authorize sender.

The implementation of this algorithm is efficient and uses
the optimize way. However, we can use parallel
substitution operation for blocks rather than sequential
substitution operation for blocks.
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