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Summary

Near Field Communication (NFC) is an attractive technology
which is used in several countries for contactless payment
operations via mobiles. This technology is suffered from
increasing the security weaknesses. In the NFC mobile payment

systems, the payment operations are vulnerable to various attacks.

Therefore, the authentication protocol in the NFC technology has
the highest priority to develop such systems. This paper proposes
a new secure authentication protocol to provide strong security
features for the NFC mobile payment systems, called (SAP-NFC)
protocol. Compared with the recent NFC mobile payment
authentication protocols, the security analysis has illustrated that
the proposed SAP-NFC protocol can achieve highest level of
security by supporting the fully mutual authentication, the key

forward/backward secrecy, anonymity and untraceability features.

In addition to, the SAP-NFC protocol is secure against replay
attack, impersonate attack, tracking attack and desynchronization
attack.
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1. Introduction

Mobile payment systems are becoming a key tool for
payment serving providers (PSPs) [4]. In growing
countries, the mobile payment systems have been used as a
means of expanding the marketing services to their local
communities, which is estimated to be more than half of
the world population [2], [3]. The investment on mobile
payment systems can grow up to 22.2% during the next
year across the world, that will increase the revenue share
of mobile money up to 9% in 2018 [4].

The NFC technology is one of the most attractive
technology that is used in a wide range of mobile payment
systems to deliver the payment services for customers via
their mobiles [2]. In these systems, the NFC mobile is
served as identification device or as a credit card [9], [10].

The NFC technology is a wireless communication
technology that has been developed from Radio Frequency
Identification (RFID) technology [12], [15], and [16]. The
NFC technology has the following attributes [17], [19],
and [26]: (1) the distance between communication NFC
devices (i.e., the NFC mobile and NFC Point of Sale
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(POS)) must be less than 10 cm; (2) the frequency band is
13.56 MHz; (3) the speed range from 106 Kbps up to 424
Kbps.
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Fig. 1. The NFC mobile payment entities.

Fig.1 shows the main entities of the NFC mobile payment
systems that can be summarized as the following: (1) the
Authentication Center (AuC) that contains the security
information of all NFC mobiles and NFC POSs in the
system; (2) the mobile that is integrated with the NFC
technology; (3) the POS that also must be integrated with
the NFC technology.

In order to establish a secure communication due to no
credibility between the NFC devices, both of the NFC
mobile and NFC POS have to register in the AuC as
trusted third party (TTP) using secure communication
channels [18], [25], and [27]. In general, to execute the
payment transactions, the NFC mobile payment system
executes the following steps [22], [23], and [24]: (1) the
NFC mobile user puts his/her phone near the NFC POS to
send the transaction request message; (2) the NFC POS
forwards the received request message to the AuC; (3) the
AuC verifies the NFC devices and sends the transaction
response message back to the NFC POS; (4) upon
receiving the transaction response message, the NFC POS
authenticates NFC mobile, then NFC POS forwards the
response message to the NFC mobile; (6) the latter
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authenticates the NFC POS and executes the payment
transaction with the NFC POS.

The communication channels between the NFC devices in
NFC mobile payment systems are susceptible to numerous
attacks such as; replay attack, impersonate attack, tracking
attack and desynchronize attack [1], [8], and [11] . In this
situation, the authentication service is considered an
essential component to develop secure mobile payment
protocol. In order to achieve high level of security, there
have been many research works on authentication
protocols for NFC mobile payment systems [5], [6], [14]
[20], and [21]. This paper proposes a secure authentication
protocol for NFC mobile payment systems to defeat the
security threats during the transactions of payment, called
SAP-NFC protocol. The proposed protocol can overcome
the existing attacks; such as replay attack, impersonate
attack, tracking attack and desynchronize attack.
Furthermore, the SAP-protocol can achieve a set of
attractive security features such as fully mutual
authentication feature, the key forward/backward secrecy
feature, anonymity feature and untraceability features.

This paper is organized as follows: Section 2 introduces
the related works. The SAP-NFC protocol is introduced in
section 3 .The security analysis of the proposed protocols
are discussed in section 4. Finally, this paper will be
concluded in section 5.

2. Related Work

Recently, a lot of research works on the authentication
protocol for NFC mobile payment systems have been
conducted. It is reasonable to suggest that majority
solutions to defeat security drawbacks of the NFC mobile
payment systems in the reported investigation are based on
asymmetric techniques [12], [13], [15], [20], and [21]. Due
to the limited resources of NFC devices and the amount of
data that can be transferred by NFC technology, the author
believes that symmetric techniques are more efficient to
solve these problems. Therefore, this section introduces the
summary about the recent protocols that are based on the
symmetric technique to solve such issue.

In 2015, Thammarat et al. [7] introduce a secure
lightweight protocol for NFC communications with mutual
authentication based on limited-use of session key. The
proposed protocol contains two main sub-parts: (1) the
NFCAuthvl is performed between the NFC device and
authentication server; (2) the NFCAuthv2 is performed
between the NFC device, POS, and authentication server.
Moreover, the introduced protocol contains a set of
authentication operations that can be summarized as the
following: (1) executes the encryption/decryption

operations base on symmetric techniques six times; (2)
performs the hash function nine times; (3) exchanges eight
authentication messages between the authentication entities.
However, the proposed protocol includes a set of
drawbacks: (1) the mutual authentication is satisfied
partially; (2) the key forward/backward secrecy is not
satisfied; (3) cannot achieve the NFC mobile anonymity
aspect; (4) connote defeat the tracking attack; (5) cannot
defeat the desynchronization attack; (6) is not efficient in
term of the amounts of data that are transmitted among the
NFC devices.

In 2017, Tung and Juang [28] design a secure and efficient
mutual authentication scheme for NFC mobile Devices.
The proposed scheme includes two phase: (1) the
registration phase that is performed between NFC mobile
and the authentication server; (2) the authentication phase
that is performed between the NFC1, POS and
authentication sever. In this protocol, the authentication
entities perform a set of authentication operations: (1)
execute the hash function nine times; (2) exchange seven
authentication messages; (3) However, the proposed
protocol is lacked for some security aspects, which are
important for NFC mobile authentication protocols: (1) the
mutual authentication is satisfied partially; (2) the key
forward/backward secrecy is not satisfied; (3) cannot
achieve the NFC mobile anonymity and untraceability
aspects; (4) cannot prevent the tracking attack; (5) the
amounts of data that are transmitted among the NFC
devices relatively is not efficient.

3. Proposed Work (SAP-NFC protocol)

This section demonstrates the assumptions, design
requirements and the notation of the SAP-NFC protocol,
respectively. In addition to, the SAP-NFC protocol
description during the registration phase and authentication
phase is discussed, respectively.

3.1 Assumptions

The SAP-NFC protocol is performed based on a set of
assumptions: (1) the structure of SAP-NFC protocol
consists of two NFC devices and AuC as TTP to perform
the registration and ldentification processes during the
authentication session; (2) the NFC devices can register in
the AuC using secure communication channels during the
registration phase; (3) the communication channels
between the authentication entities during the
authentication phase are susceptible to various attacks; (4)
the AuC can verify the identities of an NFC device by a set
of the authentication messages; (5) the authentication



258 IJCSNS International Journal of Computer Science and Network Security, VOL.17 No.8, August 2017

parameters that are stored in the authentication entities can
be accessed and updated using a secure access control
method; (6) the NFC mobile cannot perform any payment
operations outside the range of NFC POS; (7) each NFC
device has its own session key.

3.2 Design Requirements

In order to resist the existing attacks: (1) the NFC devices
can produce pseudo random numbers; (2) both of the AuC
and NFC devices can update their secret key; (3) the AuC
can save the new and old secret keys of the NFC devices in
database; (4) the mutual authentication must be achieved
between all authentication entities; (4) the hash function is
used to conceal the NFC devices identities; (5) the Key
derivation function (KDF) is used by the authentication
entities to derive a new session secret key.

3.3 Notation

Table 1: SAP-NFC Protocol notation.

Notation Description
IDNj NFC device with identity j
Kj initial secret key of NFC device j
KPnew New secret key of the NFC POS that is stored in AuC
KPold Old secret key of the NFC POS that is stored in AuC
KMnew New secret key of the mobile that is stored in AuC
KMold Old secret key of the mobile that is stored in AuC
KM Secret key of NFC mobile
KP Secret key of NFC POS
IDP Identity of NFC POS
IDM Identity of NFC mobile
Rj Random number that is generated by NFC device j
HIDP Hash value that is generated by the NFC POS
R1,R3 Random numbers that are generated by NFC POS
HIDM Hash value that is generated by the NFC mobile
R2 Random number that is generated by the NFC mobile
M1 Hash value that is generated by the NFC mobile
XM7 Expected Hash value that is generated by the mobile
M2 Validation message that is generated by NFC mobile
M3 Hash value that is generated by the NFC POS
XM5 Expected Hash value that is generated by the POS
M4,M7 Validation message that is generated by NFC POS
M5,M6 Hash values that are generated by the AuC
XM1,XM3 Expected Hash values that are generated by the AuC
E() Encryption function
D() Decryption function
IDMX Encryption value of NFC mobile identity
IDPX Encryption value of NFC mobile identity
KDF Derivation function
H Hash function
XY X value is Xored with the Y value
XY X value is updated to the Y value
j Authentication session number
F1,F2 Flag values

3.4 Registration Phase

In the registration phase, each NFC device must sign itself
into the AuC as shown fig. 2. The communication channels
are secured between the NFC devices and AuC during the
registration phase. The detail of the registration phase is
summarized as follows: (1) the NFC device sends the
registration request message which contains the NFC
device identity (IDNj) and the random number (Rj) that is
generated by the NFC device; (2) upon receiving the
registration request message, the AuC generates the initial
secret key (Kj) of the NFC device using the KDF; (3) the
AuC sends the confirmation message to the NFC device;
(4) when the confirmation message is received, the NFC
device performs the KDF function to derive the Kj.

| — : Communication channels between NFS POS and AnC.

l --------- Communication channelsbetween NFS Mobile and AuC.

NFC devices

Q)

I IDNj, Rj

Regisiration request message
Kj = (IDNj, Rj)
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Fig. 2. The registration phase in SAP-NFC protocol

3.5 Authentication Phase

AuC NFC POS NFC Mobike

IDPnew, IDPold, KPnew, KPold
IDMnaw, IDMold, KMnaw, KMold

IDP, KP DM, KM

R1, HIDP, HIDM, M1, M2, M3, M4

Authenticati

IDMX, IDPX, M5, M6

IDPnewj+1 7 H (IDPnew] || R3)
IDPoldj+1 7 IDPnewj
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Fig. 3. The authentication phase in SAP-NFC protocol
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Initially, the authentication entities have the following
data: (1) each NFC mobile includes the mobile identity
(IDM) and secret key (KM); (2) each NFC POS includes
the POS identity (IDP) and its secret key (KR); (3) the
AuC contains the secret data of all NFC devises in the
system such as the IDM and IDP. To manage the updating
process of the secret keys for all NFC devices in each
authentication session (j), the AuC also contains the old
and new secret keys of NFC devices such (KPold, KPnew,
KMold, KMnew).

Fig. 3 illustrates the steps of the authentication phase in the
SAP-NFC protocol. In order to start the payment
transaction, the NFC POS sends the authentication request
message for NFC mobile. This message contains the
random number (R1) that has been generated by the NFC
POS.

Upon receiving the authentication request message from
the NFC POS, the NFC mobile performs the following
steps to identify itself to the AuC: (1) generates the random
number (R2); (2) calculates the hash value (HIDM) as
HIDM = H (IDM || R1); (3) computes the hash value (M1)
as M1 = H (KM || R1 || R2); (4) computes the validation
message (M2) as M2 = IDM @ R2; (5) sends the
authentication challenge message back to the NFC POS
which contains HIDM, M1 and M2.

When the authentication challenge message is received, the
NFC POS performs the following steps to identify itself to
the AuC: (1) generates the random number (R3); (2)
calculates the hash value (HIDP) as HIDP = H (IDP || R1);
(3) computes the hash value (M3) as M3 = H (KP || R1 ||
R3); (4) computes the validation message (M4) as M4 =
IDP@®R3; (5) forwards the authentication challenge
message back to the AuC which contains R1, HIDM,
HIDP, M1, M2, M3 and M4.

Upon receiving the authentication challenge message from
the NFC POS, the AuC computes the following steps to
verify NFC mobile: (1) for all the stored IDMs either in the
IDMnew or IDMold lists, the AuC computes H
(IDMnew/IDMold || R1) until it finds a match value with
the received value of HIDM, if the IDM in the IDMnew
list then the flag value (F1) sets 1 and the KMnew is
retrieved, else if the IDM in the IDMold list then F1 sets 0
and KMold is retrieved. In case there is no match value,
the AuC terminates the session; (2) extracts the R2 as R2 =
IDM @ M2; (3) computes expected hash value XM1 as
XM1 = (KMnew/KMnew || R1 || R2), in case the computed
XM1 value is not equal to M1 value that has been received,
the AuC terminates the session, else the NFC mobile is
verified.

In the same context, the AuC computes the following steps
to verify the NFC POS: (4) for all the stored IDPs either in
the IDPnew or IDPold lists, the AuC computes H
(IDPnew/IDPold || R1) until it finds a match value with the
received value of HIDP, if the IDP in the IDPnew list then

the flag value (F2) sets 1 and the KPnew is retrieved, else
if the IDP in the IDPold list then F2 sets 0 and KPold is
retrieved. In case there is no match value, the AuC
terminates the session; (5) extracts the R3 as R3 =
IDP @ M4; (6) computes expected hash value XM3 as
XM3 = (KPnew/KPnew || R1 || R3), in case the computed
XM3 value is not equal to M3 value that has been received,
the AuC terminates the session, else the NFC POS is
verified.

Through steps 3 and 6, both of the NFC mobile and NFC
POS are authenticated by the AuC. In order to prepare the
authentication response message, the AuC performs the
following steps: (7) computes the hash value (M5) as M5 =
H (R1 | R3 | IDM); (8) encrypts the IDM as IDMX
E(IDM)KPold/KPnew; (9) computes the hash value (M6)
as M6 = H (R1 || R2 || IDP); (10) encrypts the IDP as IDPX
= E(IDP)KMold/KMnew; (11) sends the authentication
response message which includes M5, M6, IDPX and
IDMX back to the NFC POS; (12) if F1 = 1, the AuC
updates the NFC mobile identity and their secret key as
IDMnewj+1<—H (IDMnewj || R2), IDMoldj+1< IDMnewj
and KMnewj+1—KDF (KMj, R2), KMoldj+1 «— KM,;,
respectively; (13) if F2 = 1, the AuC updates the NFC POS
identity and the secret key as IDPnewj+1<—H (IDPj || R3),
IDPoldj+1—IDPj and KPnewj+1—KDF (KPj,R3),
KPoldj+1—KPj, respectively.

When the NFC POS receives the authentication response
message, the NFC POS performs the following steps: (1)
decrypts IDMX as IDM = D (IDMX) KP; (2) computes
the expected hash value (XM5) as XM5 = H (R1 || R3 ||
IDM) to verify the AuC and NFC mobile. In case both
values, i.e., XM5 and M5 values are not equal then the
NFC POS terminates the authentication session else; (3)
computes the validation message (M7) as M7 = M6 @ IDP;
(4) forwards the authentication response message which
contains the M7 value and IDPX to the NFC mobile; (5)
updates both of the NFC POS identity and the secret key as
IDP«<—H (IDP || R3) and KP—KDF (KP, R3), respectively.
Upon receiving the authentication response message, the
NFC Mobile performs the following steps: (1) decrypts
IDPX as IDP = D (IDPX) KM; (2) computes the expected
hash value (XM7) as XM7 = (H (R1 || R2 || IDP) @ IDP) to
authenticate both of the NFC POS and AuC. In case both
values, i.e., XM7 and M7 are not equal then the NFC
terminates the authentication session else; (3) updates both
of NFC mobile identity and the secret key as IDM«H
(IDM || R2) and KM«—KDF (KM, R2), respectively.

4. Security Analysis
In this section, the security analysis is conducted to

demonstrate that the SAP-NFC protocol can support
attractive security features with high security level during
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the mobile payment transactions. Moreover, this section
illustrates how the SAP-NFC protocol can resist the
existing attacks. The security achievements of the SAP-
NFC protocol have been compared with the security
achievements of the recent NFC mobile payment
authentication protocols in [7], [28].

4.1 Mutual authentication

The SAP-NFC protocol supposes that all the
communication channels between the authentication
entities are susceptible to attack during the authentication
phase. Therefore, the SAP-NFC protocol deploys a set of
hash values and validation messages to achieve the mutual
authentication between all authentication entities. In order
to authenticate the NFC mobile, the AuC checks whether
the IDM in the NFC mobile identity Lists (i.e., IDMold
and IDMnew Lists) or not. After that, the AuC verifies
whether XM1 value is equal to the M1 value or not.
Subsequently, if the IDM is not in the IDM lists or XM1 is
not the same as M1, the NFC mobile will be considered is
not legitimate then the AuC terminates the authentication
session.

The same process is performed by the AuC to authenticate
the NFC POS, the AuC checks whether the IDP in the
NFC POS identity Lists (i.e., IDPold and IDPnew Lists) or
not. After that, the AuC verifies whether XM3 value is
equal to the M3 value or not. Subsequently, if the IDP is
not in the IDP lists or XM3 is not the same as M3, the
NFC POS will be considered is not legitimate then the
AuC terminates the authentication session.

The NFC POS verifies whether the XM5 value is equal to
the M5 value or not. If XM5 is not the same as M5, the
AuC will be considered is not legitimate TTP then, the
NFC POS terminates the authentication session. In the
same manner, the NFC mobile verifies whether the M7
value is equal to the M7 value or not. If XM7 is not the
same as M7, the AuC will be considered is not legitimate
TTP, then the NFC mobile terminates the authentication
session. Whereas both of NFC devices authenticates each
other indirectly through the IDPX and IDMX. Therefore,
the SAP-NFC protocol can support fully mutual
authenticate feature between all authentication entities.

4.2 Key backward/forward secrecy (KFS/KBS)

An attacker cannot deduce the session keys during the
authentication phase in the SAP-NFC protocol due to using
a set of one time functions. The KM is protected by the
hash function with the R2 that is generated by the NFC
mobile and is not transmitted as plain message between the
authentication entities. In the same manner, the KP is not
sent as plain text between authentication entities, it is
protected by the hash function with the R3 that is

generated by the NFC POS. In addition to, the KM and KP
are updated after each successful authentication session by
the AuC and NFC devices using the KDF function.
Therefore, if the validation messages and hash values are
compromised by the attacker, the latter cannot guess the
session keys. In other words, deducing the session keys is
difficult problem computationally.

4.3 Anonymity and Untraceability

The SAP-NFC protocol protects the IDM and IDP within
the challenge and response messages either by the hash or
encryption functions. Moreover, NFC devices identities are
updated after each successful authentication session using
the hash function with fresh random numbers that are
generated during the authentication phase. Thus, the SAP-
NFC protocol can support anonymity and untraceability
features, only a legitimate AuC that has information related
to the NFC devices can determine the identity and the
location of the NFC devices during the payment
transactions.

4.4 Resistance to attacks

Assume that the adversary can eavesdrop and obtain the
authentication messages that are exchanged between the
NFC payment system entities. In the same time, assume the
adversary can reuse and retransmit these messages to
impersonate the authentication entities.

In contrast, the SAP-NFC protocol provides many security
features that can be summarized as the following: (1) all
authentication parameters are protected by hash functions;
(2) an adversary cannot obtain the session keys or any
authentication parameters that are transmitted between the
authentication entities; (3) both of IDM and IDP are
updated after each successful authentication session by the
AuC and the NFC devices; (4) the NFC devices identities
(iie., IDP and IDM) are concealed during the
authentication phase; (5) the secret session keys (i.e., KP
and KM) are renewed after each successful authentication;
(6) if the authentication session is not successful, the
existing identities and session keys of the NFC devices will
be used for next authentication session with fresh
authentication parameters such as the R1,R2 and R3;(7)
fully mutual authentication must be achieved between all
authentication entities; (8) the session keys cannot be
deduced by the adversary. Therefore, the SAP-NFC
protocol can defeat the following attacks:

4.4.1 Replay attack

In the SAP-NFC protocol, just a legitimate AuC that has
information related to the NFC devices can authenticate
both of the NFC mobile and NFC POS. The IDM and IDP
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are protected during transmission via the hash function, the
IDM and IDP are updated after each successful
authentication session by the AuC and the NFC devices,
the secret session keys also are renewed after each
successful authentication by the AuC and the NFC devices.
Therefore, only an authorized authentication entities can
decrypt the NFC mobile’s or NFC POS’s reply. If the
adversary tries to reuse the authentication messages that
have been eavesdropped from the previous authentication
sessions, the authentication entities in the SAP-NFC
protocol can avoid the reusing of the same random
numbers for next authentication sessions. Therefore, the
SAP-NFC can defeat replay attack.

4.4.2 Tracking attack

The SAP-NFC protocol achieves the Location privacy
feature. In the proposed protocol, the authentication
entities update their authentication parameters after each
successful authentication session, so the exchanged
messages values are updating continuously. This means,
the authentication entities responses are anonymous.
Suppose the authentication session is not successful, the
adversary will not be able to track the mobile location
where the IDMX, IDPX, M1, M2, M3, M4, M5, M6 and
M7 are not fixed due to the freshly random numbers that
are generated by the NFC devices. Thus, the SAP-NFC can
defeat the tracking of the mobile holder location.

4.4.3 Desynchronization attack

The SAP-NFC protocol can defeat the desynchronization
attack between the authentication entities. In despite of an
adversary can block the messages between the
authentication entities, the AuC can use the IDPold and
IDMold to identify NFC POS and NFC mobile,
respectively. Assume that the AuC is failed to authenticate
the NFC mobile or the NFC POS. Subsequently, the NFC
devices will not receive IDMX, IDPX, M5, M6 and M7. In
this case, the NFC devices will not update their identities
and their secret session keys. Then the NFC mobile and
NFC POS will still match the AuC values of (IDMold,
KMold) and (IDPold, KPold), respectively.

4.4.4 Impersonate attack

The SAP-NFC protocol can defeat the impersonate attacks.
In particular, the adversary cannot impersonate any of the
authentication entities. In order to impersonate the NFC
mobile entity, the adversary must be able to compute a
valid response (i.e., HIDM, M1 and M2) to NFC POS
request. However, the adversary cannot compute such

responses without knowledge of IDM, KM and R2. In the
same manner, the adversary cannot impersonate the NFC
POS, adversary must be able to compute a valid challenge
messages (i.e., R1, HIDP, M3 and M4) to the AuC, and
also must be able to compute a valid response messages
(i.e., R1, IDPX and M7) to NFC mobile. However, the
adversary cannot compute such challenge and response
messages without knowledge of IDP, KP and R3. Due to
the adversary cannot compute the response (i.e., M5, M6,
IDPX and IDMX) without knowledge of IDM, IDP, KM,
KP, R2 and R3, the adversary also cannot impersonate the
AuC. Moreover, the current value of HIDM, HIDP, M1,
M2, M3, M4, M5, M6, m7, IDPX and IDMX are updating
continuously in each authentication session.

4.5 Security Achievements

Table 2 shows that the SE-H protocol achieves the highest
level of security among the other authentication protocols
in [7], [28]. The notation (=), (T) and (¥) denote that the
security feature is fully satisfied, partially satisfied and is
not satisfied, respectively.

Table 2. Statues of Security Achievements of the authentication protocol
Security features [7] |[28] | SAP-NFC
Mutual Authentication. T T
Anonymity and untraceability.

Key backward/forward secrecy.
Renew the session key periodically.
Secure against replay attack.
Secure against desynchronization attack.
Secure against Impersonate attack.
Secure against tracking attack.

el I e e e R
e I I e e

5. Conclusions

This paper proposes a new secure authentication protocol
to provide strong security features for the NFC mobile
payment systems, called (SAP-NFC) protocol. Comparing
with the recent mobile payment protocols that are based on
symmetric cryptography, the SAP-NFC protocol can
achieve highest level of security by supporting the fully
mutual authentication, the KFS/KBS, anonymity and
untraceability features. The fully mutual authentication
between all authentication entities is achieved based on a
set of hash values and validation messages, the KFS/KBS
are satisfied by using the KDF functions to derive the new
secret keys of the NFC devices. The identities of the
authentication entities are completely concealed using the
hash function whereas the identities and the secret keys of
the NFC devices are renewed in each successful
authentication session. The security analysis demonstrates
that the SAP-NFC protocol can defeat the existing attacks
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such as replay attack, impersonate attack, tracking attack
and desynchronization attack.
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