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Summary

The cloud computing is a revolutionary change in the IT field. One
of Cloud Computing evolution is Cloud Federation. Thanks to this
paradigm, cloud providers can federate themselves, in order to
reduce costs and enlarge their capabilities, through cooperating
together. However, some limitations have to be overcome firstly.
One of the major requirement is a strong identity management
solution.

Using Cloud Federation, the customers can get services from
several Cloud Service Providers belonging to the federation. In
this context, Single Sign-On property can be adopted to verify
identities of users without requiring them to be authenticated with
each service provider separately. The advantage is that only one
authentication is required to access all resources. However, if a
password is hacked by a malicious person, he will have access to
all services. Thus, authentication in Cloud federation is still a
major research challenge that remains unsolved.

This paper suggests a new authentication model to address
authentication concerns in the Cloud federation context and
support multi-domain clients in a multi-provider environment. It
is based on Single Sign-on property combined with One Time
Password mechanism to enhance security. The paper also shows
how the proposed solution can be successfully applied to manage
the authentication needed among clouds for the federation
establishment and present some implementation details. The
proposed architecture offers significant advantages like the easy to
use and strong security.
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1. Introduction

The cloud computing is an explosive revolution in the IT
field that allows to provision resources as a service over the
network [1]. Services range from Software as a Service
(SaaS) to Platform as a Service (PaaS) or Infrastructure as a
Service (laaS). Furthermore, four different deployment
models are offered: private, community, public, and hybrid
clouds. Thanks to this paradigm, the user can benefit from
on-demand access to resources that can be rapidly
provisioned, reduced IT management and maintenance
costs, high availability, and pay per use [2].

In Cloud computing, it is desirable that users are able to
access or use applications hosted in another cloud. In this
context, “Cloud Federation” came to light. Providers
federate themselves to cooperate with other federated ones
with the purpose to enlarge their computing and storage
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capabilities, and allow users to access various resources or
services after verification of their identity [3].

Despite Cloud Federation benefits, there is the downside
associated with the use of the Cloud federation model such
as security concerns [4]. Federated identity management
represents the first issue to be solved. It deals with the
establishment of trust relationships between various
security domains to share authentication data, and reduce
management complexity and security risks.

Current federated identity solutions help to simplify
authentication procedures for end users using, generally,
Single Sign-On (SSO) mechanism based-password.
However, authentication based-password do not provide
strong security and its use is not recommended. Also, when
the password is violated, all services related to this one will
be impacted.

In this paper, we try to face the identity management and
authentication issues in cloud federation. We propose a
complex and strong solution using the Single Sign-On
authentication based on the One Time Password (OTP). The
proposal brings multiple advantages, it allows user to access
and use several services without having to be authenticated
by providing credentials several times. Also, even if the
password is violated, a hacker cannot access or use services
since an OTP code is required to complete the
authentication process.

The paper is organized as follows. Section Il presents
preliminaries. Section I11 highlights the main related works.
After that, we provide the proposal in section 1V and its
implementation in section V. Finally, conclusions are
summarized in section VI.

2. Preliminaries
2.1 Federation

Cloud federation (Fig. 1) is an association between several
Cloud providers which will be aggregated in a single pool
[2]. The main goal is to overcome limitations like the lack
of available resources, and to meet the dynamic and
unpredictable user requirements like quality of service or
easy authentication [4].

Identity federation is one of the basic elements of any
interoperable infrastructure. If it does not exist, users cannot
use the infrastructure easily. They will deal with managing
multiple identities and credentials and will need to be
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concerned with the specific details of each service provider
authentication process separately.

Moreover, any federated infrastructure should leverage the
establishment of relationships between the users and the
resource providers. If a federated identity system does not
exist, the resource providers need to define access policies
individually for each of the users and groups willing to
access the infrastructure, whereas the users need to
negotiate their access policy and shares of the resources
with each of the resource providers. When the number of
users increase this becomes an overwhelming task for the
resource providers [5].

Cloud servir-i{z-' ovider 1

Cloud servil g provider 2

Cloud service provider 3

Fig 1. Cloud Federation
2.2 Single Sign On

Single Sign-On (SSO) is an authentication mechanism in
which a Cloud Service Consumer needs to be authenticated
only once while accessing various services from multiple
service providers, or when accessing multiple services from
the same service provider.

This service relies on several identity federation standards,
such as the WS-Federation Security Assertion Markup
Language (SAML), OAuth and other ones, to simplify the
federation across multiple applications.

In the context of Cloud Federation, we distinguished two
types of cloud: home cloud and foreign cloud [6]. Software
as a Service allows users to register or log in using their
home Cloud credentials. Once users have successfully
authenticated themselves, proof of authentication and
associated attributes are shared securely so that foreign
Clouds can authenticate them without intervention on their
part.

The using of the SSO mechanism offers several advantages
such us enhanced user experience with single-sign-on
across multiple IT domains, increased external access
security for identity information control and multiplication
of business partnership opportunities to provide more
services to the customers [7]. However, security concerns
have persisted since, if a password is hacked by a malicious
person, he will have access to all network services related
to this password.

3. Related works

With the increasing interest in the cloud computing
paradigm, security is becoming an important concern for
researchers since it constitutes the main barrier to its
adoption.

Between the main security open issues is an appropriate
identity management system in the context of Cloud
Federation.

In [1], the authors analyze the Federated Identity
Management process and propose a taxonomy that helps in
the classification of the involved risks in order to mitigate
vulnerabilities and threats when decisions about
collaboration are made.

The authors propose in paper [3] a solution based on the
Cross-Cloud Federation Manager, a new component placed
inside the cloud architectures, allowing a cloud to establish
the federation with other clouds according to a three-phase
model: discovery, matchmaking and authentication. As for
[6], it presents a reference architecture to address the
Identity Management (IdM) problem in the InterCloud
context. In the same context, the work [8] proposes a
technical solution based on the Security Assertion Markup
Language (SAML) technology. More specifically, it
designed a new SAML profile named Cross-Cloud
Authentication Agent, which defines the steps needed for a
secure cloud SSO authentication to be performed by the
authentication agents of the involved clouds. The work [9]
concerns the use of the Virtual Organization Membership
Service (VOMS), a well proven technology in the Grid area,
to provide identity federation across different providers.
The papers [4], [10] give the workflow model for the
proposed approach of SSO in the Cloud Federation. Also,
authors of papers [11], [12] are working on improving the
way to use SSO to achieve Authentication. In the same
context, [13] proposes an authentication infrastructure that
achieves single sign-on (SSO), which allows users to log in
once and access the various cloud systems without being
asked to log in again at each system. Furthermore [14], [15]
also work on authentication based SSO. The paper [14]
offers a scalable user authentication scheme for cloud
computing environment. In the suggested model, various
tools and techniques have been introduced and used by
using the concept of agent. Therefore, a client-based user
authentication agent has been introduced to confirm identity
of the user in client-side. For the work [15], it leads to
implementation of Cloud for Storage and Virtual Machines
Images to run the SSO on the top layer of the Cloud.

The authentication in the context of laaS was proposed in
the paper [16]. It presents a proposal to tackle a much more
complex scenario, allowing sharing of information through
all cloud abstraction layers, as well as on environments
spanning multiple laaS providers.

Other works like [17], [18] are based on trust. In [17], the
authors extend the optimization to include identity
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federation in the Marketplace. This optimization is achieved
by introducing provisioning steps to pre-establish trust
amongst enterprise applications’ Resource Servers, its
associated Authorization Server and the clients interested in
access to protected resources. They then introduce the
notion of referral tokens to enable Marketplace applications
federation across organizations. In this architecture, the
trust is provisioned and synchronized as a prerequisite step
to authentication amongst all communicating entities in
OAuth protocol, and referral tokens are used to establish a
trust federation for Marketplace applications across
organizations. For the paper [18], it is designed and
proposed a privacy enhanced and trust-aware IdM
architecture compliance with SAMLV2/ID-FF standards.
The aim is to provide an efficient identity management and
access control, as well as dynamic, autonomic, and user-
centric system for better scalability in cloud computing
services. With the inclusion of reputation information and
the introduction of the Trust. Mobile users may participate
in the cloud federation in a more active way.

Existing authentication solutions are diverse but generally
based on SSO technique. Sometimes, the used
authentication mechanism is not specified and often times
it relies on passwords which are inconvenient to the user
and sometimes insecure. When a password is stolen all
services used by the consumer will be violated. For this
reason, existing solutions still have to be improved.

4. Proposed model

In this work, we suppose that several Cloud service
providers are part of a given federation and that trust
relationship is already established between those providers.
The access to Cloud resources can be done online through a
Web browser.

Unlike the majority of solutions that rely on SSO based
password and that are so unsecured, we will propose an easy
to use and a secure model that supports authentication in
Cloud Federation. Thanks to this proposal, the user has not
to choose one password per service which is hard to
remember. Using SSO mechanism, he can use just one
password to access to all services supplied by Cloud
providers belonging to the federation. Also, in order to
enhance security in this context, two factor authentication is
used. After password verification, an OTP code will be sent
to the user number phone. Next, the user is asked to enter
the received code. Finally, if the entered code is correct,
access will be allowed to him.

Authentication is managed by a trusted third party (Fig. 2)
that verifies if the requested service belongs to the
federation to enable automatic authentication or not. It acts
as an intermediary between the Cloud providers.

Cloud federation

TRUSTED
—— THIRD
PARTY

Cloud servié \provider 1 Cloud servi g provider 2

Cloud service provider 3

Fig 2. Cloud Federation and trusted party

In order to illustrate the applicability of our proposal, we
present an example scenario

We start from the use case in where the user is registered to
the cloud 1. But he is not registered to the cloud 2, and has
not wished to register with another set of information for
registering to another service.

Cloud 1 and Cloud 2 are part of the same federation. For
this, the user can choose to register with Cloud 1
information. Third party verifies if the user is effectively
registered to Cloud 1, if yes, he will be automatically
registered to Cloud 2 without providing his information
another time.

In the Cloud 2 login in case, after the user verification, the
user will not be asked to provide his credentials since he is
already authenticated in Cloud 1. The user will be
automatically redirected to the OTP page to type the
received code. If it is correct, he will be redirected to the
Cloud 2 homepage. So, he does not need to enter the identity
credentials each time he wants to use resources from the
cloud partners in the federation, only the OTP code will be
required.

4.1 Registration process

The figure 3 shows the registration process. When the user
does registration in one of Clouds belonging to the
federation, for each registration request to another Cloud
belonging to the same federation, he will not be required to
provide his information another time, the registration will
be done automatically. The registration steps are as follows.
User requests to register to use the resources of Cloud 1.
2. The subscription page appears.

3. The user should size the required information to register.
4. Register is successfully done.

5. When the user requests to register to use Cloud 2 or
Cloud 3 resources with Cloud 1.

6. TTP verifies if the user belongs to the database.

7. If yes, the subscription is done automatically since the
both clouds belong to the federation.

=
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|-

Cloud1 subscription request

Cloud 1 service

Subscription page

User information

Register to Cloud 1 done

Cloud 2 service

Result of database verification

Cloud 3 service

Result of database verification

Cleud2 subscription request

Register to Cloud 2 done

Cloud3 subscription request

Register to Cloud 3 done

Fig 3. Registration process
4.2 Authentication process

Figure 4 shows the subscription process. When the user is
registered and authenticated in the Cloud 1, and registered in
the Cloud 2 belonging to the same federation, he will not be
required to provide his credentials another time, just the
received one time password is required to secure
authentication since it is valid only for once.

1. The user requests to log in to use the resources of Cloud
1.

2. The authentication page appears.

3. The user should type his credentials and the received
OTP code to log in.

4. Log in is successfully done.

5. When the user requests to login in to use Cloud 2 or
Cloud 3 resources with Cloud 1.

6. TTP verifies if the user belongs to the database.

7. The login in is done automatically, after typing OTP
code only, since the both clouds belong to the federation.

I! Cloud 1 service

Cloudl log in reguest _]

Log in page

User credentials
»

Verification of credentials OTP code sent

Typing of OTP code

Verification of OTP code, Log in to Cloud 1

Cloud 2 service

Cloud2 login request Result of database verification

OTP code sent

Typing of OTP code

Verification of OTP Code, Log in to Cloud 2

Cloud 2 service

Cloud2 login request Result of database verification

OTP code sent

Typing of OTP code

Verification of OTP Code, Log in to Cloud 2
|

Fig 4. Authentication process

5. Implementation and discussion

The implementation of the proposed solution uses SSO
based-OTP. It was developed by using C# language, .NET
framework and Visual Studio environment. The integrated
database is used to store user information.

5.1 Registration steps

The user should firstly register to one of the Clouds
belonging to the federation. For this reason user will register
to Cloud 1 by providing information such as username,
email, number phone, password and country (Fig. 5). After
that, for other Clouds, user can choose to register normally
by providing his information another time or register
automatically with Cloud 1 by clicking on “register with
Cloud 1” (Fig. 6). In the last case, the user will be directly
redirected to the Cloud 2 login page (Fig 7).

4 > O localhost ¥ = 4 @
UserName chaimaa belbergui
Email [aabelbergui@gmail com |
Phone number (0601301349
Password
Confirm
password
Country

submit_| [ reset

Fig 5. Cloud 1 registration
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Type letter from The image -
| L 1
| == Hew reqiatration here

Fig 7. Cloud 2 login page
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5.2 Authentication steps

When the user is registered and authenticated in Cloud 1 by
providing his username, password and CAPTCHA code, to
discriminate himself with machine (Fig. 8), and after the
registration in Cloud 2 (Fig. 6), the user can authenticate
himself to access or use resources of Cloud 2 normally by
providing his credentials (username and password) another
time or log in automatically with Cloud 1 by clicking on “log
in with Cloud 1” (Fig. 7). In the last case, he does not have
to redo all authentication process, he will be directly
redirected to the OTP page and the OTP code will be
generated and sent to him on his phone. When the entered
OTP code is correct, he will be redirected to the Cloud 2
home page (Fig. 9).
O | tocainost e x| = B & -

Legin page

(EITT TET, P r— |

Password (s 1

'g\ﬁgﬁﬁj Click to generate 2 new Captcha

:gu-g' letter from The image :
= New reqisteayion here
a.
[ O | tocamost % | =

Homepage

Welcome to Cloud 1

Fig 8. Cloud 1 authentication
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Fig 9. Cloud 2 authentication
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6. Conclusion

In the context of Cloud Federation, one of the main security
issues is the identity management. Many cloud solutions
deals with this concern, however, it does not meet security
requirements.

In order to overcome the limitations of the current
authentication solutions in the context of the Cloud
federation, we have provided an authentication solution
focusing our attention on the need of users to access
resources easily and securely. The proposed Identity
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Federation approach has been described, designed using
SSO based OTP to enforce security and implemented using
Asp.Net.

Thanks to our proposal, consumer can use services easily,
without having to authenticate himself several times, and
securely since an OTP cannot be reused.
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