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Abstract

A major challenge in cloud and mobile cloud computing is to
ensure security and privacy of user’s personal information (e.g.,
financial data, health record, location information) from
malicious attacks. It is important for a cloud service provider
(CSP) to establish trust and gain confidence by providing proper
security and privacy to the clients. Authentication is important
for establishing accountability and authorization of the users
while allocating cloud resources. Researchers have proposed
several techniques, such as token-based, image and biometric
based, to make the authentication process more efficient, secure
and user friendly. In this paper, we discuss different
authentication techniques proposed for both cloud and mobile
cloud computing environments. We categorize the algorithms
based on its input, i.e. the credentials required for validating
users. However, we emphasize that the classification is not
precise, as it is difficult to classify the authentication algorithms
relying on more than one user credentials (multi-factor
authentication). To understand the complexity and delay of an
authentication process, we focus on the number of entities
involved in an authentication process and the number of
handshakes taking place between them. We also compare the
authentication algorithms on the basis of design principles and
popular security attacks.

Index Terms

Could Computing, Mobile Cloud computing, Authentication,
Confidentiality, Integrity.

1. Introduction

With the increasing number of cloud based applications,
one of the major concerns of cloud computing (CC) and
mobile cloud computing (MCC) is to provide data security
to its users. It includes confidentiality, integrity,
availability and accountability of the data [1]. Security is
particularly important for applications transmitting
personal information and performing financial transactions
[2]. In MCC, as the data transactions between cloud and
mobile devices are over unreliable wireless medium, the
issue of data security becomes even more challenging. In
this paper, we focus on one particular aspect of security
dealing with the accountability on CC and MCC, which is
obtained by authentication of the users.

Authentication is a process of verifying the identity of an
individual or an object such as a mobile device. It requires
the user or object to furnish its credentials which is
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compared with the ones already present in the database [3]
[4]. This is important for providing security and privacy to
the users [5], particularly for applications transmitting
sensitive and personal data to the cloud. Some of the
challenges of authentication include complexity in
providing user credentials, number of handshakes required
for wverification and delay. In MCC, the task of
authentication becomes more complex, as the
communication between the cloud and mobile device
takes place over various wireless networks (Wi-Fi, 3G,
4G). Authentication delay is important in MCC for the
real time applications such as online movie watching,
online game playing [6].

In this paper, we discussed the authentication techniques
for both CC and MCC. Similar types of approaches also
done by the researches to make a comprehensive study on
authentication. But in most of the cases they have cover
only either the authentication techniques in CC or MCC.
Suppose in [7] authors presents a state-of-the-art of MCC
authentication and in [8] authors reviewed some of the
authentication method of CC only. In [9] authors only
review a very few approaches based on biometric
mechanisms for only the cloud computing and [10]
explained the algorithm which is based on text and token,
but they totally ignore the biometric approaches. To the
best of our knowledge this paper in the first approach
where we cover the authentication techniques for both the
CC and MCC.

We classify these techniques according to the user inputs
such as text-based [11] [12] [13] [14] [15] [16] [17] [18],
device-based [19] [20] [21] [22] [23], image and biometric
based [24] [25] [26] [27] [28], third party authentication
[5], [6], [29], and hybrid authentication [30] [31] [32]. The
choice of an authentication technique depends upon the
level of security we need to enforce for a particular
application. Moreover, we also need to consider the
available resources for implementing such technique, as
the resources of a mobile device, i.e., computational
power, bandwidth, are not same compared to a desktop
computer. Thus, in order to understand the complexity and
delay required in an authentication process, we consider
the entities involved in the authentication process, the user
credentials required and the numbers of handshakes
between the cloud and user devices. Some authentication
process requires 4-way handshaking [12], [15], [16], [19],
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[26], [31], while others require 2-way handshaking [12]
[16]. The trade-off is between the security and the
complexity of these techniques.

Finally, to wunderstand the effectiveness of the
authentication techniques, we discuss their performance
under different types of attacks, such as sniffer attack,
DosS attack, dictionary attack. We also discuss the basic
characteristics of the authentication techniques based on
its functional entities.

Rest of the paper is organized as follows. In section-1l &
I1l, introduces the authentication model and discuss
different authentication techniques based on user input and
handshakes. In section -IV we present the attacks and
design paradigms of authentication algorithms and finally
we conclude our discussion in section-V.

2. Architecture of authentication in cc and
mcc

Authentication is the process of determining the identity
of a user, device or a server by verifying its credentials. It
is essential for maintaining security of a system. After
verification, a set of privileges can be granted to the valid
users or services can be rejected for malicious entities.
Authentication is a mandatory process and is usually the
first step required for accessing a service, such as online
financial transaction through debit/credit cards or for
accessing email accounts, online purchases, online
ticketing, online learning, online gaming. The protocols
used for authentication are generally designed by

considering the constraints and requirements of the system.

For example, authentication protocol of a communication
networks (like GSM, 3G), is different from that used for
verifying email accounts. In CC and MCC, authentication
plays a major role in providing security and establishing
trust in the system. Due to unavailability of an
authentication standard for CC and MCC, the
responsibility of authentication relies on the CSP.

In a traditional authentication technique, users need to
enter multiple keys for accessing a service from a system,
e.g., username/password or PIN, which is verified by the
system using its database. The process is repeated by the
user for accessing a different service or when the session
expires due to user mobility or network failure. Currently,
most CSPs use traditional authentication for providing
their services [3]. However, the authentication process
incurs significant delay as the keys are entered manually
(sometimes using mobile devices). Thus, the traditional
authentication technique is not efficient for accessing on-
demand services from multiple CSPs. This is more
significant for MCC, as switching between various cloud-
based services or changing network condition requires re-
initiation the authentication process, incurring significant
overhead on the mobile devices.

As the resources in a cloud environment are shared and
accessed by several users in the network, it increases the
system vulnerability to both internal and external attacks.
Thus, new authentication model, such as biometric or
device based authentication [25], [27], is required for
providing better security to the users. Moreover, for the
applications  offloading computational or storage
requirements to the cloud, seamless authentication model
is required for accessing uninterrupted services from
different CSPs. The authentication model of CC and MCC
can be different, as the two platforms differ significantly
in terms of technology. In MCC, for example, biometric
information can be used for fast authentication; but in CC,
same may be difficult due to the hardware limitations. In
addition, the authentication model for MCC must be
lightweight, considering the resource limitations of the

mobile devices [15].
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Figure 1: Architecture of CC and MCC

Figure-1 shows the general authentication architecture for
CC and MCC. A request for authentication or for any
service from a user is handled by a cloud entity, which we
refer as cloud controller. A cloud controller provides an
interface for the user for interaction with the cloud. On
receiving an authentication request, the controller
forwards it to an authentication server that stores the
information of all users and their privileges in a database.
The identity of the requester is verified by the
authentication server and based on the result access to the
cloud can be granted or denied. After successful
authentication, the user can access the services of the
cloud through the controller.

Another mode of authentication in CC and MCC is called
the third party authentication, shown in the figure 1. Since
a cloud user can access various on demand services form
different CSPs using multiple devices and networks, an
efficient authentication model is important for providing
security and smooth services. To this end, researchers
have proposed the third party authentication technique, in
which the authentication requirements from different
applications are handled by a third party server on users
behalf. In a third party authentication, users send their
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authentication request to the third party authentication
server. The server then sends the required authentication
information (e.g. username/password) to the cloud
controller, which is verified by the authentication server in
the cloud. Finally, the controller sends an accept or deny
response back to the user via the third party server. The
third party authentication technique is more effective for
MCC applications, as it is improving the battery life time
of the devices by reducing the computational and
communication overheads [5], [6]. However, for
successful implementation of this technique, the
trustworthiness of the third party authenticator is essential
for both the user and CSP.

The authentication techniques in CC can be classified
based on the type of credentials that users enter for
authentication with the system [33]. The credentials can be
textual, graphical, bio-metric, device-based or a
combination of all. The underlay complexity of the
authentication algorithm depends primarily on the input
from the theme of this paper and discusses various
authentication techniques for CC and MCC. At the
beginning we define some common terms of
authentication and in table-1 we define users and the level
of security the system demands for its services. The
essential features of an authentication

algorithm include simplicity of the process, security of the
personal information passed through the network and the
delay

in processing the authentication request. Another mode of
classifying the authentication techniques is based on the
number of messages exchanged between user and the
cloud in the authentication process. It is also known as
handshaking between the two entities. The parameter is
important for understanding the architecture of an
algorithm and is directly related with the communication
delay.

In this section, we focus on the main the notations used in
this paper. After that classify the authentication techniques
based on user inputs and the number of handshakes.

3. Authentication in cc and mcc
A. Authentication Technigues in CC

1) Text Based: This is one of the popular authentication

schemes for accessing traditional and cloud-based services.

In this scheme, a user enters text information or keys
through a keyboard for its identification. It can be a

username and password shared between a client and server.

The security of a username and password based
authentication depends on the strength of password. For
improving security, the password should be unpredictable,
long combination of all characters and unique for each
system. Although authentication using username and

password can be used for a cloud environment. But as
discussed above it is not efficient for accessing on-demand
services, particularly through mobile devices. Moreover,
in most cases, username and password can be
compromised using modern attacks like dictionary,
eavesdropping, man-in-the middle, replay attacks [15].
Researchers have proposed various modifications to
overcome such limitations [12], [13], [14], [16], [17], as
discussed below.

In authentication techniques the use of smart card is very
familiar. In [12] authors proposed an authentication
algorithm which is based on smart card. Mutual
authentication has been provided in this authentication
algorithm and 4-way handshaking is needed to complete
the whole authentication process, which is shown in figure
2. Before sending the authentication request to the cloud, a
local server checks the validity of the user by using its ID,
PW and smart card information. If the user is valid an
authentication request (M1) is sent to the cloud. After that
cloud generates an OTP (K) and computes (M2) hash
function using (M1, K) and send M2 to the user. The user
verifies the authenticity of the cloud by computing hash
function (B) on M2. On successful verification, it
proceeds to the next phase to authenticate itself and send
M3 containing hash value using ID, (B") and time stamp.
In the last phase, cloud verifies the identity of the user and
sends the message M4 to valid user containing a hash
function of a session key (Sk). Finally user gets the
conformation reply, which is verified by comparing the
session key.

Table 1: Notations used in the paper

Notations Definition

Ui User U or U;

AS Trusted authentication Server
M Message M or M;

PW Password

ID User identity Information
TA Trusted Authority

P Private Key

Q Public Key

H Hash function

Sk Session Key

N Nonce

I Concatenation Operation

For improving security, authors in [16] suggest
authentication of both user and the device. User’s
authentication is performed by checking the username and
password. For device authentication users need to install
an application called client based user authentication
(CBUA) to get the access code for the registered device.
The paper also proposes two methods for accessing cloud
services using unauthorized devices. (a) Personal phone/e-
mail for retrieving the access code and (b) By comparing
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the location of authorized and unauthorized devices. The
proposed algorithm uses a 4-way handshaking for
authenticating user and device (figure-2). The first two
handshakes verifies the device and the last two is used for
user verification.

2) Token Based: Electronic IDs (elD) are unique for
every user and it can be used for unique identification and
authentication. [14] describes a “secure identity across
borders linked (STORK)” framework for secure cloud
authentication using elDs. The proposed framework is
designed to authenticate users of eighteen European Union
(EU) nations using their elDs in a cost effective and
secure manner. STORK is a SAML based protocol. It
provides SSO between different clouds. Once a user is
authenticated with a cloud provider via STORK, it needs
not re-authenticate on other clouds for accessing services.
STORK performs seamless authentication for the user on
all collaborating cloud service providers. Chiang et. al
[17] discuss a framework for accessing multiple cloud
services using the idea of single sign-on (SSO) over a
hybrid cloud platform. It is based on OpenID and O’Auth
for authentication, authorization and file synchronization.
The OpenlD platform supports SSO and using O’Auth, a
user can get access to a third party service, as discussed
above. For designing a hybrid cloud environment,
authors consider Google Apps and Hadoop as the public
and private cloud, respectively.

[11] proposes an algorithm for sharing cloud storage
space among multiple users. Two phase mutual
authentication takes place between the users trying to
access shared resource and also between the user and the
cloud. In the proposed algorithm, users get their identity
(i.e private or public key) from a trusted authentication
component (TA) present in the cloud. The identity of a
user acts as a token, while accessing the shared resource.
For mutual authentication between two users, say Ul
trying to access the storage space owned by U2, first Ul
sends a request message to U2 containing various
information, including a hash value computed on the
public key of U2 and the private key of Ul. U2
recalculates and compares the result with the received
hash value to authenticate U1. Using same procedure, Ul
also authenticates U2. A token is shared by U2 to grant
permission to Ul to access the storage space. Another
mutual authentication takes place between U1 and the TA.
On completing the authentication processes, Ul can use
the token to access the shared space.

3) Device Based: The device based approaches are
primarily used for implicit authentication. In the following,
we focus on the proposed algorithms that rely on device

information for user identification [20], [34] [35], [36],
[37], [38].

In [38], authors propose an authentication architecture by
combining both explicit and implicit authentication factors
to gain access to different cloud services. Explicit
authentication can be performed using username-password,
swiping card, SMS or by voice, depending on the
sensitivity of the cloud service. For implicit authentication,
the algorithm collects various information from the user
mobile device, such as messaging behaviour, browsing
history, call history, typing motion and typing patterns.
The algorithm uses meta-learner, which is a machine
learning engine, to assign relevant weights to the above
factors by comparing with the training data set already
present in the database. Finally, authentication score is
computed as a weighted sum and compared with the
sensitivity level of the service that a user wants to access.
More authentications (either explicit or implicit) can be
performed if current authentication score is less than that
sensitivity of the service. The Proposed algorithm lessens
the user’s work burden of authentication by upto 29%.
Human behaviours are based on habits. For example, a
person’s route to office, the time spent in the office or
his/her activities in the weekend [47]. Such human
behaviours do not change very frequently and it can be
used to uniquely identify a person. In [47], authors discuss
an implicit authentication algorithm by collecting
independent features from the user’s mobile device, which
includes the location information of the user, browsing
history, phone calls, SMS. Then, the algorithm extract
features from these data, performs clustering and finally
generates an authentication score using machine learning
algorithm, showing the probability that the device is with
a legitimate user.

GPS (Global Positioning System) is being widely used in
cloud computing environment to locate an authentic user.
In GPS-Directed mobile cloud GPS applications are taking
services from cloud at the back end. Authentication in
GPSdirected mobile cloud has been firmly described in
[24]. In GPS-directed mobile cloud seamless
authentication have been done between the devices and
cloud through wireless networks. In the proposed
algorithm cloud provides the data which are needed for
authentication and GPS provides the real geographic
locations and timing of that data. In the proposed
algorithm vertical-horizontal design have been used for
authentication which is a cross layer design.
Vulnerabilities and possible threats are well explained in
the paper.
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Figure 2: Authentication using 4-way handshake in CC

In [20] authors propose a secure cloud based RFID
authentication algorithm for protecting the privacy of
RFID tags and readers against untrusted database keeps in
the cloud. The algorithm operates in two phases. In the
registration phase, RFID reader writes its identifier R and
initializes a session identifier S into the tag. Moreover, the
reader saves an encrypted record H(R||T||S);E(R|[T||S) in a
database, where T is the tag identifier. In the
authentication phase, first, the reader needs to retrieve T
and S from the database. For this, the tag generates a hash
function H(R||T]||S) and sends it to the reader. The reader
uses H(R|[T||S) as index and reads the corresponding
E(R||T||S) from the database, decrypts and obtains T and S.
Subsequently, mutual authentication takes place between
tag and the reader. To authenticate the tag, reader sends a
pseudorandom number Nr as a challenge message. The tag
sends back a hash function H(R||T||Nr) as a response,
which is verified by the reader. Similarly, a challenge
message is generated by the tag for authenticating the
reader.

4) Image and Biometric Based: As mentioned before,
traditional alphanumeric authentication system suffers
from several limitations, including difficulty in
remembering long string for password and typing
password in a small mobile phone. As a result such
techniques are vulnerable to many security threats, such as
dictionary attack [24], surfing attack, spyware attack and
social engineering attack [26]. To overcome these
challenges, researchers have proposed graphical or image
based password authentication as an alternative to the
traditional approach. It is easy to remember pictures

compare to a string of characters, such as people’s face,
places visited, animals or flowers. Moreover, graphical
passwords can be easily selected or drawn on the touch
screen of a mobile device. [24], [26], [39] are the recent
works on image based authentication, as discussed below.

In [24] authors proposes a graphical password based
authentication for the cloud computing environment. In
the login phase, 4-way handshakes are needed between the
client device and the cloud environment (figure-2). User
first presented with a set of images from a library for
selection. The selected image along with user ID is sent to
the authentication server in the cloud for verification. On
successful verification the user is asked to enter the
graphical password, which is a path traced over the
selected image. The graphical password is verified by the
authentication server. The selected image and graphical
password should match the information provided during
the registration phase. On successful verification, user can
access the cloud services. [26] discusses similar
authentication technique using graphical password.

[39] presents an image based two factor authentication
algorithm. The three main components for this algorithm
are trusted third party (TTP), service provider (SP) and
user. TTP generates shared key (sh) using edge detection
on an image (img) and by reading the corresponding gray-
scale pixel values. In the setting phase, the user applies
MD5 hash function on its username and password and
forwards the result to the TTP. The TPP, again forwards
these information along with the img and sh to the cloud
as a public key and also forwards a secret key to the user,
consisting of sh, img and a product of two large prime
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numbers. The authentication phase, requires 3-way
handshake between the SP and user. To begin with, the
user sends the first factor for authentication to the SP,
containing a random number and hash values of username
and password. On successful verification, the SP generates
a random number by choosing pixel of the image pi 2 img
at location (x,y). Then, SP sends pi and (X,y) to the user as
a challenge message. The user verifies the pixel value pi at
img(x,y). On success, the user generates the second factor
by using edge detection on img and encrypting the result
with key Ki =sh _ pi. Finally, the user sends the encrypted
message (E’) to SP. Then the SP computes the key in a
similar way, performs encryption and compares the result
with E’ to authenticate the user.

Biometric information of a person, i.e. finger print, face
recognition, iris, can be used for authentication. This is
more secure, difficult to lose, faked or duplicated, and also
it cannot

be pirated [25]. Although biometric sensors are not readily
available in current mobile phones, but in future the

scenario may change as the demand and necessity increase.

None the less, the biometric authentication is gaining
popularity, particularly for dealing with bank transactions
[40]. Researcher are investigating options to integrate
biometric authentication and cloud computing, to improve
security for accessing cloud services [27], [41].

In [27] the authors proposed a cognitive authentication
scheme called cloud cognitive authenticator (CCA) which
uses cognitive biometrics as an authentication parameter.
Cognitive biometrics have the capability of recording both
the sentimental and cognitive status of an user. CCA is the
combination of biometrics, advanced encryption standard
(AES) and zero knowledge protocol (ZKP), providing
rigid security with very less power and storage capacity.
CCA operates in four steps. Firstly, it reads the
electrodermal response (EDR) of the skin conductance of
the user, which is checked to determine the mental state of
the user. On successful verification, CCA proceeds to the
second step, where an encrypted user-id is generated by
merging the EDR reading, IP address, device details and
current timestamp. Thirdly, the user-id is transmitted to
the cloud for decryption. Finally, connection with the
hypervisor is established by employing ZKP protocol.

5) Hybrid: A combination of two or more of the above
approaches can be used for authentication. We classify
them as hybrid authentication technique. These
approaches fall under the realm of multi-factor
authentications (MFA), such as combining text and
biometric authentications [31] or by combining device
information with biometrics [16]. MFA creates multiple
layer of defence against malicious attacks. An
unauthorized person must compromise or break all
layers/factors to access a system. MFA provides more
security and robustness to the authentication algorithms.
Researchers have also designed and studied several hybrid

authentication techniques for CC and MCC. Most of the
algorithms discussed in the device-based section use MFA
and belongs to this category [20], [34], [42]. However, we
notice that device’s information is not essential for
designing a hybrid authentication algorithm. In this
section, we discuss hybrid authentication algorithms that
rely on multiple factors for user authentication [16], [31].
Yassin et.al. in [31] discussed a two factor authentication
using username/password and fingerprint as biometric
information of the users. Three components of this
algorithm are user, data owner (DW) and the service
provider (SP). In this, for the first factor (username and
password) Schnorr digital signature is used so that DW
cannot impersonate users to login. It also extracts three
features form the user’s fingerprint (pattern, points and
shape) to enhance the security for user authentication.
There are four phases of this algorithm. In the setup and
registration phase, user sends its identity (fingerprint (Fpi),
username Uni = H(Uni), password Pwi = H(Pwi)) to DW.
Using this, DW generates public system parameters (PK)
and a secret key (SK) and forwards to SP and user,
respectively. User encrypts SK using private key, which is
hash value computed on password and a shared key
between user and SP, and stores it in a storage devices for
future use. Encryption protects the secret key (SK), even if
the storage device is lost. Information in SK is used in the
login and authentication phase. A 4-way handshake takes
place between user and SP in the login phase, as shown in
figure-2.

In [16], authors propose an agent-based model ‘access
control and user authentication (ACUA)’ using one client-
based and four cloud-based agents. The client-based user
authentication (CBUA) agent is an application installed in
the user’s registered device. ACUA sends an access code
to CBUA and registers the device using its MAC ID. The
login phase uses 4-way handshake between CBUA and
ACUA, as shown in figure-2. CBUA initiates the process
by sending a login request to the cloud user authentication
(CUA) agent. CUA checks the access code and sends back
a accept/reject message to CBUA. On receiving an accept
message, CBUA sends user’s login information (i.e.,
username and password) to CUA. Finally, CUA sends
back the ACK/NACK to the CBUA for authentication.
Moreover, in the proposed algorithm, authors investigate
two tools for accessing cloud services though unregistered
devices, namely user authorization code (UAC) and region
detection. In UAC, the CUA agent generates and sends an
authorization code though user’s email, which is used
during the authentication process. In the region detection
mode, location of the user (i.e., registered device location)
is compared with the location of the un-authorized devices,
before accepting the authentication request.
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B. Authentication in Mobile Cloud Computing

As discussed in section-ll, authentication in MCC is
different from CC. Communication in MCC occur over an
insecure wireless network, which demands more security
against malicious attacks. Other challenges in designing
an authentication algorithm for MCC include mobility of
the users, heterogeneity of the wireless networks and
resource limitations of the mobile devices (processing
speed, storage, energy and bandwidth). Thus, the
authentication algorithm for MCC needs to be adaptive to
various changes in the network and needs to be light-
weight and energy-efficient. Moreover, the authentication
process in MCC should reduce user interaction by using
sensors, camera, microphone that are available in the
mobile devices. Some research works on this topic [42],
[43], [44], [45], [46], [47]. [48], [49], [50], [51] are
discussed below. We begin our discussion by introducing
three frameworks [5], [6], [29], [52] for authenticating
mobile users in MCC. These framework consider a
separate entity for handling the authentication request on
behalf of the user with an aim to reduce the authentication
overhead of the MCC. Details of these algorithms are
discussed below.

[52] propose an architecture for authentication and single
sign-on (SSO) for an operator centric mobile cloud
environment, where the mobile operator hosts a cloud
environment for its users. In this framework, user
concurrently gets authenticated with cloud at the time it
connects with the serving mobile network. The proposed
algorithm, EC-AKA3 (Ensured Confidentiality
Authentication and Key Agreement Protocol), is designed
on the basics of LTE AKA (Long Term Evolution) and is
an extension of EC-AKA2 [53]. In EC-AKAS3, the
authentication is moved from the application layer to the
LTE NAS (Non-Access Stratum) layer. Figure-3, shows
the authentication procedure and the messages passed
between different entities in EC-AKA3. First, the user
equipment (UE), intending service from the service
network’s cloud (SNC), sends a NAS attach request to the
service network’s mobility management entity (MME)
containing identity (IMSI number), that can only be
verified by the home subscriber server (HSS). MME
forwards the message to HSS along with the serving
network’s 1d (SNID) and HSS responds to MME with a
user’s identity certificate. A mutual authentication takes
place between MME and UE. On success, MME generate
a proxy certificate for future use and acts as an identity
provider (1dP) for SSO. MME uses the proxy certificate to
authenticate UE, and after which the UE can access
services from the cloud.

MiLAMob [6], is a SaaS authentication framework for
handling authentication request on behalf of the mobile
users in MCC. The framework can adopt any open
standard authentication approach to identify the user, such

as OAuth 2.0 used by social networking services
(Facebook, Google+, and Twitter) and can use the access
token to authenticate the user with an laaS cloud provider
(Amazon S3, Dropbox, MEGA). A key component of
MiLAMob, see figure-3, is a middleware that connects
mobile users, social networking clouds, and laaS clouds.
To access service from an laaS cloud, a mobile user first
sends a request to the MiLAMob middleware using its
URL. The middleware, using OAuth 2.0 redirects the
request to a social networking for authentication. If the
authentication is successful, the middleware receives an
access token (as discussed before). The middleware
retrieves the user’s laaS security credentials from its
repository and sends a login request to the laaS cloud over
HTTPS protocol. On success, the middleware retrieves
and delivers the requested object to the user.

Implicit authentication can be used for validating mobile
users in MCC. As mentioned above, advantage of implicit
authentication is that it reduces user interaction and can be
performed seamlessly in the background to improve QoS
for the user. TrustCube or Trust3 [29], is a framework that
uses implicit authentication to validate mobile users in
MCC. It supports fine-grained and user-specific polices to
make the authentication process flexible and secure. Four
components of this framework are client device (CD), data
aggregator (DA), authentication engine (AE) and
authentication consumer (AC), and figure-3. An agent in a
CD periodically sends user’s behavioral information, such
as phone calls, SMS, browsing history, location and
network information to the DA. The AE generates an
authentication score by collecting data from the DA or CD
and comparing the recent and past behavioral pattern of
the user. The AC (i.e. a web server) can set or modify
policies by informing the AE. Before serving a client, as
shown in figure-3, the AC authenticates the client through
AE. The AE retrieves the policy, collects data from the
CD and/or

DA and generates an authentication score and sends the
result back to the AC. If the authentication score is less
than a threshold value, more authentications can be
performed. On successful verification, the AC provides
service to the CD.

As discussed earlier, zero knowledge proof (ZKP) is a
technique that can be used to hide the identity of a prover
and a verifier in an authentication process. SeDiCi 2.0 [5],
is a ZKP based authentication protocol for MCC. It relies
on a trusted third party (TTP) to provide mutual
authentication between consumers and service providers
without revealing their password. The authentication
process of SeDiCi 2.0 is shown in figure-3. First, the
client sends a request for a service (or a webpage), for
which an authentication is needed. The service generates a
unique number, i.e. Auth ID, for the current session and
sends it to the client. For authentication, client sends the
service’s URI and Auth ID to the authentication service
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(AS). The AS verifies the given URI and if successful,
inserts the Auth ID in the URI and sends the
authentication decision to the client. The client provides
the login details (as URI) to the service and the service
verifies the same from the AS. Finally, the service returns
the authentication result to the client.

Serving User Serving Home
Network’s Equipment Network's Subscriber
MME (UE) Cloud (SNC)| [Server (HSS)
(4D) -
2)
(3)
)
(5) o
(6)
)
(8)

EC-Authentication and Key Agreement (EC-AKA3)

(1) NAS attachment request from UE to HDSS.

(2-3) MME request verification and user’s identity certificate
from HSS.

(4-5) User authentication request to UE by MME and response.
(6-8) Request for service to SC from UE and authenticated
through MME.

Social

Mobil . . laaS
UOselre Middleware Nect:\l.'\éc:’cl’(;ng Cloud
SR
- @
3) -
(4)
(5)
®
(7)
(8)
PR C)!
(10)
MiLAMob

(1) User contacts the middleware (via URL) to access laaS.

(2) Middleware redirection for authentication (Oauth 2.0).

(3-5) User forwards login credentials and on success passes

the security access token to the middle ware .

(6-7) Middleware sends login request and laaS accept or deny.
(8-10) Middleware fetches and returns requests requested object
to the user.

Client Authentication A Data " Authentication
Device (CD) (Consumer (AC) QEE'DQE)E or Engine (AE)
(W) -
(2)
- 3)
4) -

» (5)

(6)

()

- (8)

TrustCude

(1) Authentication request to AC.

(2) Redirection of the request to the IA.

(3-7) AE collects data fromm CD and/or DA for authentication
and sends result to AC.

(8) AC provides service to CD.

Client (C) Service (S) A;;?\ﬁggc(itg’;‘
(1
(2)
(3)
)
(5)
©
(7)
B ®)
SeDiCi 2.0

(1) Client requests for a Service.

(2) Service sends Auth ID and asks for user credentials.

(3-5) Client verifies service from AS and forwards the client’'s URI
to the service.

(6-8) Service verifies client by contacting AS and returns the
authentication status to client.

Figure.3: Authentication Handshakes in MCC.

Keystroke dynamics is another behavioural biometric
information that can be used for user authentication [54]
[55] [56] [57] [58]. This scheme analyze the pattern of
users interaction with the keyboard by collecting various
information for the device such as typing pressure, latency
between two successive keystrokes, key holding time. As
mobile devices are equipped with lot of sensors (like
pressure sensors [59], accelerometer and gyroscope [60]),
this authentication procedure is more applicable for
mobile cloud computing environment. In [58] authors
proposed an authentication algorithm based on the
keystroke dynamics. The behavioural information used in
this algorithm are the inter-key keystroke duration, key
holding time and finger pressure. For experimental
purpose, authors consider a notebook touch pad, which is
similar to a mobile touch screen. Finally the collected data
is analyzed using KNN classification algorithm. Based on
which, authenticity of a user can be determined. [54]
analyzes the keystroke sound measured through a
microphone to apprehend user’s behavioral information
and uses it for authentication.

Authors in [41] propose a framework considering hand
writing as a biometric information for authenticating users.
In this, users enter their handwritten password on the
touch screen of a smart phones which is analyzed on
opensourse Apache Hadoop [61] cloud platform for
authentication. Major steps in the algorithm include
preprocessing, feature extraction and classification. In pre-
processing, operations are performed on the raw image to
enhance image rendering and to prepare it for
segmentation. The next step extracts and analyzes two
types of features of the input characters, using pixel
density and segmentation, for training and verification
purposes. Three techniques are used for classifying
featured data, i.e. artificial neural network (ANN), K-
nearest Neighbour(KNN) and euclidean distance. Parallel
combination is used to combine the three classifying
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techniques. After classification, final decision on the
authenticity of the user is made based on a majority or
weighted sum. In majority voting, each classifier’s
decision is treated as a vote and total numbers of vote is
checked with a threshold value. For weighted voting each
classifier is assigned with a weighted co-efficient
according to its accuracy.

Table 2: Security Comparison table

Text Image Device | Hybrid
[12] [15] | [24][27] [30] [31]
Sniffer attack v | v v
Impersonation attack 4 v v v
Replay attack v | v |V v v
DoS attack v v
Modification attack 4 v v
Man-in-the middle v v v v v
attack
Forward & Backward v |
attack
Offline attack
Dictionary attack v v
Insider attack v
Phishing attack v v v

Rassan et al. in [49], proposes an authentication algorithm
for MCC using biometric information of the users. In the
registration phase of this algorithm, user captures the
fingertip (biometric) information using the camera of a
mobile device and then send it to the cloud. In cloud,
image processing techniques, such as preprocessing, core-
point detection and feature extraction are used on the
image and the features are stored in a database for future
user verification. For login, user follows the same
procedure to send the fingertip image to the cloud. The
features are extracted in the cloud and is compared with
the one stored in the database. If the two match
successfully, the user is accepted or otherwise denied
access to the cloud. A 2-way handshake takes place in this
algorithm.

[47] considers the use of message digest for authentication
in MCC. A message digest is a fixed size hash value
returned by the corresponding hash function. Two
message digests are used in [47] — MDuser digest for
user’s policy and MDcloud for the cloud policy
information. In the registration phase, user sends a
registration request to the cloud server by including
userlD, hash password and other information such as
credit card, device information. On receiving the request,
the cloud server computes two message digests; prepares a
message containing MDuser, MDcloud, its public key
PKpub cloud and a database pointer (CF). Finally, the
cloud server encrypts the whole message using Tk =

userlD_hashfpasswordg, as the key and sends it to the user.

In the login phase, mutual authentication takes place
between cloud server and the user. First, the cloud
authenticates the mobile and then the mobile authenticates

cloud according to the data stored in the registration phase
and finally they authenticate each other.

Table 3: Design principles of authentication algorithm
[24] [ [12] [ [20] | [19] | [5]
No Secure Channel v v
Mutual Authentication v v v
Message Encryption v
Privacy v
Message Integrity v 4 4
Two-factor Authentication | v v v
Secret Value Updating v

4. Comparison tables

It is important to analyze the security threats or
vulnerabilities of a system to counter all possible attacks.
Hackers use different types of attacks to get unauthorized
access to the system, steal user’s identity for committing
fraud. Attacks can be broadly classified in two different
categories, namely structured and unstructured attacks.
The structured attacks are performed by highly motivated
and technically sound attackers, while unstructured
attackers are individuals with little experience and use
weak tools like password crackers to attack a system. The
CC and MCC environment are also vulnerable to various
external and internal attacks [43], [62]. The external
attacks in CC and MCC, are carried out by outsiders
having no access to the internal system, while the internal
attacks are performed by authorized personal of the
system.

Attacks can be passive (traffic analysis, data capturing) or
active (forge log in, DOS, Message modification).
Authentication algorithms should be capable of handling
these all attacks.

There are many research works focusing on the security
issues on cloud and mobile cloud computing [62], [63],
[64]. In this section, we provide a comparative analysis of
the authentication algorithms to understand their
resistance against different malicious attacks, such as
Man-in-the middle attack, DOS attack, Dictionary and
phishing attacks, as shown in table-1l. For this, we
consider algorithms from each category, i.e., text based
[12], [15], [24], image or biometric based [19], [27],
device based [30] and hybrid [31] authentication
techniques.

Common attacks on an authentication process are
dictionary, man-in-the middle, impersonation and replay
attack. As most traditional authentications are text based,
attackers may try the dictionary attack by systematically
trying all common passwords, like family name, birthday
or child’s name, etc. The success probability of a
dictionary attack can be minimized by making the
password unpredictable by using long combination of
alpha-numeric and special characters (both in uppercase,



IJCSNS International Journal of Computer Science and Network Security, VOL.17 No.11, November 2017 37

lowercase) and by using unique password for each system.
In man-in-the middle attack, the attacker secretly listens to
the conversation between two parties and tries to alter the
messages exchanged between them. Most authentication
algorithms discussed above handle this problem [15], [19],
[24] by using the concept of out-of-band secure channel,
hashing and by encrypting/decrypting messages.
Impersonation and replay attack can be resisted by using
random values or OTP as second factor authentication. In
some cases IMEI number of devices is used as it cannot be
altered by a third party.

In table-11l, we show the design principles of different
authentication algorithms. The design of an authentication
algorithm depends on various factors, including security
demands of applications, communication media through
which user credentials are transmitted and the type of user
credentials needed for authentication. A secure channel
and message encryption techniques [24] are generally used
to meet the demands of sensitive applications, like
banking and commerce. Message integrity is an important
design consideration [19], [20], [24], which can be
maintained by using various cryptographic technique, such
as Hashing. Mutual authentication [5], [20], [24] and
multi-factor authentication [5], [12] are also considered to
furnish a rigid and secure system for the users.

5. Conclusion

In this paper, we investigate the proposed and widely used
authentication techniques for cloud and mobile cloud
computing. We classify the authentication algorithms
according to the user credentials as text-based, token-
based, image and biometric based device-based and
hybrid-based approaches. The text-based authentication is
the most popular technique for verifying user’s identity
and it relies on user credentials, like username/password
or OTP. The image or biometric based algorithms use
fingerprint, eris, ECG, EED or blood pressure for user
identification. The device-based techniques mainly
perform implicit authentication by collecting behavioral
information from the users mobile device, such as
messaging behavior, browsing history, call history, typing
motion and typing patterns. To understand the complexity
and delay of the algorithms, we consider the number of
entities, the user credentials required and the numbers of
handshakes involved in an authentication process. Finally,
we analyze the performance of the authentication
algorithms under different attacks and provide their
comparative functional analysis.
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