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Summary 
Nowadays, the expanded use of the Internet and the 
establishment of advanced technology systems lead to a wide and 
an international increase in the use of the online banking (also 
known as e-banking).   
However, the e-banking technology can be impacted by a range 
of fraud incidents and cyber-attacks. The present article aims to 
give a clear definition of the e-banking term. Also, it will 
describe the nature of the above mentioned. Finally, it will 
provide recommendations and suggestions in order to develop 
and strengthen the security aspect of the electronic banking 
Key words: 
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1. Introduction 

Over the past few years, thanks to the spectacular 
technological leap, the number of the offshore services has 
remarkably increased. Thus, we have moved, in a very 
short time, from the era of postal mail to the digital era.  E-
banking is one the major services that has made life simple 
and easy; a user can now do a lot of things while he is 
sitting on a sofa. This goes from transferring money to 
applying for a credit.  

Studies show that e-banking has multidimensional 
advantages for both individuals and companies, but it is 
not without some challenges and issues related to the 
security and the interest of customers [1]. Since security is 
considered to be one of the main preoccupations for both 
large and small organizations, electronic banking systems 
are also confronted to cyber-attacks just like any other 
system connected to the Internet. 

This study will mainly focus on the security aspect of the 
« e-banking » technology in the context of scientific 
research perspective. The first part of this paper will 
present the e-Banking in a general way. It defines this 
vague term, presents its services and also lists the 
advantages and risks related to this technology. The second 
part will be dedicated to the analysis of previous works in 
order to identify it limits, challenges and issues.  

Finally, the third part will be devoted to the types of 
attacks and recommendations and suggestions in order to 
develop and strengthen security. 

2. Overview of e-Banking  

"Electronic Banking" or "e-Banking" is a fuzzy term; it can 
be defined in several ways. In a simple way, this may mean 
providing information or services by a bank to its 
customers, via a computer, a television, or a mobile phone. 

The definition of e-banking, a contraction of electronic 
banking, varies greatly from one author to another. 
Authors sometimes refer to distinct aspects, sometimes to 
the same thing, or overlap partly [2], below some 
definitions are given:   

 Electronic banking: refers to the provision of 
retail and small value banking products and 
services through electronic channels. Such 
products and services can include deposit-taking, 
lending, account management, the provision of 
financial advice, electronic bill payment, and the 
provision of other electronic payment products 
and services such as electronic money [3]. 

 Electronic banking or e-banking: form of banking 
where an account is maintained via the Internet 
rather than, or as well as, at a bank branch [4]. 

 E-banking: web-banking, pc-banking, net-banking, 
home-banking, etc. Different terms refer to the 
“Electronic Banking”. Thanks to the web, you 
have the possibility to manage your account from 
your home [2].  

The fact that there are several definitions is not a 
coincidence, but rather by going back in the history of e-
banking since its launch in 1981 in the USA with the first 
service [5][6][7], passing through its evolution and its 
arrival in Europe [8][9] can explain the vague term of e-
Banking. 
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2.1 One bank and different families 

When it comes to e-banking, we have to distinguish 
between banks whose activities are 100% based on the 
Internet and those whose Internet activity supports (mobile 
banking), not to mention the traditional bank. We can 
distinguish three main families: First, “bricks and mortar” 
(traditional banks) [10]. Secondly, “clicks and mortar” and 
finally the “Pure Players”. We will focus on the last two 
families: 

 Clicks and mortar: or click-and-click business 
models is “the integration of the Internet channel 
and the traditional retail channel (bricks and 
mortar)” [11]. In the banking context, the click 
and mortar bank is the bank that has a physical 
agency, while offering its same services on the 
internet. 

 Pure player: are companies that do not have an 
up-front store presence and sell products only via 
the internet [12].  If we project this definition on 
banks, we will have a 100% electronic bank 
without tangible facilities and which provides 
services to its customers throughout the Web. 

2.2 Services offered by the electronic banking: 

Services offered by electronic banking to the customers are 
merely a fusion between the services of the traditional 
bank ("bricks and mortar") and technology/automation, 
which exceeds by far services offered by the traditional 
bank.  

 

Fig. 1 Services offered by e-Banking 

2.3 Advantages and risks of e-Banking: 

There are many e-Banking advantages: for the customer 
and the electronic bank both [13].   As there are benefits, 
there are risks and issues too associated with this 
technology. We can name two types of electronic banking 
risks: general and application risks. General risks may 
include access to physical equipment, logical access to 
systems, and information technologies. Application risks 
could be the result of an error situation, for example, 
application information is not available in real-time due to 
a system failure [14]. The table below represents the 
advantages and the risks of this technology, in a general 
way:  

Table 1: The advantages and the risks of e-Banking 

Advantages Risks 
 To the customer :  

- Reducing his time in 
making different account’s 
operations,  
- Saving money,  
- Having access to his 
services at any time he 
would like to, in addition to 
the accessibility of the 
services via Internet [13].  

 To the bank:  
- Having a decrease in 
expenses and an increase in 
profitability,  
- Less paperwork since the 
administrative tasks are 
computerized 
- Access to the service 
would be at anytime, the 
need of the personnel and 
the investments for the 
development of the 
infrastructure are remarkably 
reduced because of the 
absence of physical 
agencies. [13] 

 General risks 
[14] 

 Application risks 
[14], 

 Credit risk [15],  
 Market risks 

[15],  
 Strategic 

Risk[15] ,  
 Reputation risk 

[15] ,  
 Legal risk [3], 
 Operational risk 

[3] 

 
The latter risk (operational risk) is very important for our 
study, and means the risk of direct or indirect loss resulting 
from inadequate processes or failure for people and 
systems or external events. This type of risk is related to:  

 Maintenance, design and implementation systems,  
 Misuse of products and services by the customer,  
 Security risk: In the absence of appropriate security 

checking, not only hackers could damage the bank 
by disclosing the personal data of customers, but 
also third parties can destroy the information 
system by injecting harmful viruses. In addition to 
external attacks, banks are exposed to fraud [3]… 
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3. Literature Review  

The ease of use of e-Banking platforms is in conflict with 
security because most users are not able to complete the 
installation of the applications and systems of the 
electronic bank while respecting the instructions which 
generates security problems related to the knowledge and 
motivation of users. This is why a team carried out an in-
depth study, the first of its kind on CAPTCHAs deployed 
in electronic banking around the world. The aim of this 
study was to prevent malicious connections middle man) 
for banking transactions. The study proposed a new set of 
image processing and recognition techniques, but limits 
this technology to unexplored and replaced by other 
alternative solutions such as those based on hardware 
tokens [16]. 

Still in the same context, following an on-line survey of the 
bank's security problems in Malaysia, the results suggested 
that most end-users experience many difficulties, 
especially with regard to technical terminology, security 
and other technical problems. What prompted the 
researchers revealed a conclusion is that the developer 
should find the best way to provide clear explanations so 
that it can accommodate any type of users so that they can 
understand the technical terminology and meaning 
functionality even though banks are well equipped with 
many security features such as SSL and digital certificates 
[17].  

Other researches were more generous. They classify 
attacks and vulnerabilities which affect the online systems 
banking while linking them with the security models 
present at the time. This study also revealed that the 
weakest link in the chain is the user, in order to obtain 
authentication and identification information using social 
engineering or using malware, what was recommended is 
to develop a security model to detect frauds and real-time 
attacks based on the data mining and pattern recognition 
methods [18]. This contribution joins the study which was 
able to demonstrate that the common problem, affecting 
the information security and the confidentiality of 
customers, is the lack of security control of the electronic 
service provider that can harm the loss of confidentiality. 
Besides, another problem is the subsequent misuse of 
confidential customer information, as in the case of 
identity theft [19].  

As for malwares, one of the most complicated and 
dangerous financial malwares called Emmental, has been 
identified and modeled. The result of the research was able 
to prevent these malware from entering the computer, 
classifying and registering their behavior and providing 
ways to block them. They also incited the authorities to 
redefine, conceive and implement secure banking services 

such as:  secure Internet, secure mobile applications, 
secure electronic money, etc. They mentioned that today, 
attacks are more complicated, combined and wider, then 
more former and common solutions are no longer used and 
there is a need for new more powerful methods [20].  

Also, there is a solution for detection of behavioral 
anomalies proposed for banks in order to detect the 
financial transactions made in suspicious circumstances, 
but this solution is implemented in the internal systems 
only, hence its limitation [21]. And finally, one of the most 
relevant results revealed that even the strongest passwords 
can be easily guessed with dictionary attacks or via 
Keyloggers (via sniffers, snoopware,). In order to 
overcome this risk, electronic banks have included virtual 
keyboards in their applications, but the risk remains latent 
when a hardware Trojan in the VGA screens can capture 
any sensitive information inserted via a virtual keyboard, 
which constitutes a new security challenge in mobile 
banking [22]. 

We can notice that:  The majority of the works put the light 
on a certain type of attacks, without proposing solutions, or 
they propose arbitrary and traditional solutions without 
taking into account the development of technology and IoT. 
Without forgetting that when we approach the e-banking; it 
is a whole connected system, from the internal system of 
the bank, to the end customer while passing through a 
transmission channel.  Also the risks related to a 
connection via a browser can be similar as different to a 
connection via the application.  Thus, there is no work 
which puts in set: The definitions, the global risks and the 
analysis of the security aspect. The objective of the next 
section will be dedicated for the analysis of the security 
aspect, the presentation of the risks and attacks and the 
proposition of the recommendations and solutions which 
banks can adopt to enhance the security of their platforms. 

4. Analysis and studies of the security in e-
Banking:  

4.1 The impact of security breaches: 

In addition to the advantages, the banking industry has 
faced cyber threats due to Internet connectivity.  The main 
challenge for the e-banking sector is the intensive use of 
information technology applications related to the e-
banking. This leads to threats of electronic security, cyber-
attacks on the profile of customers, embezzlement, fraud in 
terms of data messages, the confidentiality of anti-theft 
customers, the secret of financial transactions [23]. 
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Many statistical reports provide examples on the 
dimension and the effects of security breaches in e-
Banking.  According to the SANS survey of 2016, which 
measures the state of risk and security in the financial 
sector, the financial services industry is under the deluge of 
ransom and hacking attacks, which are increasing  
dramatically [24]. 

According to Symantec in its latest report released in 2016; 
more than 430 million new unique pieces of malware in 
2015 and 36% more than the previous year was detected. 
Symantec researchers have discovered a new Android 
phishing Trojan that incites the users to enter their banking 
information by creating a fake login page over legitimate 
banking applications. Threats such as "Dridex" use 
exclusively spam e-mail campaigns and include real 
company names into the sender's address and the body of 
the e-mail [25]. 

Another study reveals that 60% of bank managers agree 
that online identity theft has been identified by their bank. 
While the attack through malicious code and a denial of 
service attack were agreed by 54% of the executives.  In 
fact, the attacks inspired by Wikileaks against the main of 
e-commerce sites fueled the interest of the fraudsters.  The 
cases of hacking as well as credit card fraud or ATM have 
also been identified or reported in banks. The 
sophistication of phishing, vishing and spoofing attacks are 
also identified and confirmed by 76% of the bank's 
executives. The phishing, the falsification, the hacking and 
the identity theft online are some of the main challenges 
for banks [26]. 

4.2 Types of attacks: 

In order to propose security models and radical solutions, 
it is necessary to understand and to determine, at first, the 
attack methods and the existing vulnerabilities on which 
they are based [26]. The search attempted to categorize 
and classify the diverse sorts of attacks against the e-
banking in different ways. The main security threats or 
attacks of electronic banking platforms are; denial of 
service, illegitimate use, disclosure of information and 
repudiation [27]. Other researchers have presented a 
classification for the current attacks on the online banking 
systems [28]. Another study proposed a hierarchy causes 
that included three main categories; legitimate access, 
control of devices, and theft of property [29]. There is a 
model (Attack Weapon Model) that presents the main and 
the effective attacks, explains how to exploit inherited 
vulnerabilities (social engineering and phishing attacks) 
and takes control of software ( malicious software) and 
identity theft of a legitimate user (fake pages of websites 
and malicious software). Such a grouping is one of the 

lowest and most regular used for attacks on the online 
banking system [19]. 

From another angle, the objective of an attacker can vary. 
The attacker may attempt to exploit vulnerabilities specific 
to the operating systems, where he can try again not to 
authorize entry on a website leading to a denial of service 
to clients [30].   Here is a non-exhaustive list of the types 
of attacks: 

Table 2: Types of attacks 

Type of attack The definition 

DOS attack 

Denial-of-service attack is a cyber-
attack where the perpetrator seeks to 
make a machine or network 
resource unavailable to its 
intended users by temporarily or 
indefinitely disrupting services of 
a host connected to the Internet. 
Denial of service is typically 
accomplished by flooding the 
targeted machine or resource with 
superfluous requests in an attempt 
to overload systems and prevent 
some or all legitimate requests from 
being fulfilled [31]. 

Ransomware attack 

This malware takes advantage of 
people’s fear of revealing their 
private information, losing their 
critical data, or facing irreversible 
hardware damage [32]. 
Ransomware is 
computer malware that installs 
covertly on a victim's device and 
that either mounts the crypto viral 
extortion attack from crypto 
virology that holds the victim's data 
hostage [33]. 

Man-In-The-
Middle  attack 

(MITM, sometimes called a "bucket 
brigade attack") [34], MITM targets 
the actual data that flows between 
endpoints, and the confidentiality 
and integrity of the data itself, the 
common scenario involves: Two 
endpoints (victims) and a third party 
(attacker). The attacker has access 
on communication channel between 
two endpoints, and can manipulate 
their messages.  As a result, the 
attacker has convinced both victims 
that they use secure channel, but in 
reality it has access to all encrypted 
messages [35]. 

Phishing 

is an online identity theft, which 
attempts to steal sensitive 
information such as username, 
password, and online banking 
details from its victims [36]. This is 
a type of semantic attack 
[37][38][39], in which attackers try 
to fool and steal money from 
legitimate Internet users sending e-
mails rather than exploiting bugs in 
computer software. The attacker 
creates a fraudulent web site which 
has the look-and-feel of the 
legitimate website.  Phishing e-
mails employ a variety of tactics to 
trick people into disclosing their 
confidential information such as 
usernames, passwords, national 

https://en.wikipedia.org/wiki/Cyber-attack
https://en.wikipedia.org/wiki/Cyber-attack
https://en.wikipedia.org/wiki/User_(computing)
https://en.wikipedia.org/wiki/Network_service
https://en.wikipedia.org/wiki/Host_(network)
https://en.wikipedia.org/wiki/Internet
https://en.wikipedia.org/wiki/Malware
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insurance numbers and credit/debit 
card numbers [37] [40].  

Pharming 
 

Pharming attacks a sophisticated 
version of phishing attacks. The 
attacker inject Trojans and/or 
worms into users’ computers or the 
DNS server that causes different 
types of attacks (modifying users’ 
hosts file, DNS cache poisoning, 
domain hijacking, static domain 
spoofing, etc.).This kind of attack 
will redirect web users to the forged 
page in order to get their privacy 
information, account passwords or 
other important information. The 
terrible danger of pharming attack is 
that even if the users carefully check 
the URL before they visit a website, 
they cannot find any exception 
[41][42]. 

Vishing 

Voice phishing is the criminal 
practice of using social 
engineering over the telephone 
system to gain access to private 
personal and financial information 
from the public for the purpose of 
financial reward [43]. Voice 
phishing is typically used to steal 
credit card numbers or other 
information used in identity 
theft schemes from individuals [44]. 

Spoofing 

When the adversary pretends to be 
the legitimate transmitter to spread 
false messages, or be the legitimate 
receiver to filch confidential 
information  [45].  

Disclosure of 
Information: 

The dissemination of information to 
anyone who is not authorized to 
access that information. These threat 
actions can cause unauthorized 
disclosure: Exposure, interception, 
inference, intrusion  [46][47].  

Repudiation attack 

A repudiation attack happens when 
an application or system does not 
adopt controls to properly track and 
log users' actions, thus permitting 
malicious manipulation or forging 
the identification of new actions. 
This attack can be used to change 
the authoring information of actions 
executed by a malicious user in 
order to log wrong data to log files. 
Its usage can be extended to general 
data manipulation in the name of 
others, in a similar manner as 
spoofing mail messages. 
Repudiation refers to a denial of 
participation in all or part of the 
communication [48].  

Social engineering 
attack 

The authors define social 
engineering as “the science of using 
social interaction as a means to 
persuade an individual or an 
organization to comply with a 
specific request from an attacker 
where either the social interaction, 
the persuasion or the request 
involves a computer-related entity” 
[49]. There are many models and 
taxonomies concerning social 
engineering attacks The most 
commonly known model is Kevin 
Mitnick’s social engineering attack 
cycle as described in his book, The 
art of deception: controlling the 
human element of security [50].  

Port scanners 

In this type of attack, the attacker 
uses various techniques to steal the 
sensitive information, by sending 
different types of signals to the 
system to retrieve the message and 
get the acknowledgement to ensure 
the details of the communication 
channel. The main focus is to 
collect the important information 
related to hardware and software 
used by the system to plan ahead for 
the type of attack, which can be 
performed on such system [51]. 

Password cracking 

Consists of an attacker trying 
many passwords or passphrases with 
the hope of eventually guessing 
correctly. The attacker 
systematically checks all possible 
passwords and passphrases until the 
correct one is found.  More common 
methods of password cracking, such 
as dictionary attacks, pattern 
checking, word list substitution, 
etc… [52]. 

Trojans 

Trojan  attacks  are  intended  to  
affect  normal  circuit  operation,   
potentially  with  catastrophic  
consequences  in  critical   
applications  in  many different  
domains. They can also aim at 
leaking secret information from 
inside a chip  through  covert  
channels  or  affect  the  reliability  
of an  IC( integrated  circuit)  
through  undesired  process  
changes  that  cause 
device/interconnect wear-out and 
long-term reliability issues [53].  

5. Previsions, Recommendations: 

Online banking is carried out by a series of transactions in 
diverse environments between the end user and the system. 
These transactions are always vulnerable to hacker attacks. 
As a result, from the threats listed previously, it became 
essential to design and to develop models of effective 
security in order to offer an online safe access. 

Without mentioning traditional solutions and methods [19] 
and based on the reports and previsions (forecasts) of 
several renowned organizations, many actions are 
recommended. it should be taken into consideration when 
implementing security policies or developing new 
technological and practicable solutions. Better still, these 
organizations have begun to form partnerships, which is a 
"must" for continued growth in front of these risks. 

According to the predictive study led by "Symantec" and 
raised several results, we found that Malware without file 
will increase, Secure Sockets Layer's abuse  will pull in 
increased  Phishing  sites using HTTPS, drones will be 
used for attacks of espionage and explosions [54]. As for 
“McAfee”, the machine learning of social engineering 
attacks is accelerated and sharing the intelligence of the 
threat makes big progress [55].  

https://en.wikipedia.org/wiki/Social_engineering_(security)
https://en.wikipedia.org/wiki/Social_engineering_(security)
https://en.wikipedia.org/wiki/PSTN
https://en.wikipedia.org/wiki/PSTN
https://en.wikipedia.org/wiki/Identity_theft
https://en.wikipedia.org/wiki/Identity_theft
https://en.wikipedia.org/wiki/Password
https://en.wikipedia.org/wiki/Passphrase
https://en.wikipedia.org/wiki/Dictionary_attack
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And, at the end, for "Gartner", always known for their 
ability to put percentages beside their predictions; until 
2018, more than 50% of IoT device manufacturers will not 
be able to cope with threats arising from weak 
authentication practices. This prediction is rather revealing, 
and what was recommended; Push the industry towards 
authentication standards, but companies should identify the 
authentication’s risks, establish identity assurance 
requirements and use high security measures [59]. By 2019, 
the use of passwords and tokens in medium-risk 
applications will decrease by 55% due to the introduction 
of recognition technologies. To solve this, companies 
should look for products that focus on developing a 
continuous trust environment with a good user experience, 
while using biometric and analytical resources [56]. 

Also, by 2022, the majority of companies and 
organizations will be based on the Block Chain [56].  
Thanks to the block chain service platform, the number of 
transactions can be considerably reduced, as well as their 
costs, and the transaction time can be shortened. The 
world's 42 largest financial giants, including JP Morgan 
chase, Citibank, Goldman Sachs Group, have invested 
massively in the research, development and service 
platform of the Block Chain  [57].  

To summarize, in order to combat these attacks, it is also 
necessary to initiate education and sensitization of the 
consumers, this action should be carried out in 
collaboration with the government and other private 
organizations. The education should be organized to 
ensure that the users understand the sensitivity of the data, 
the level of confidentiality and the mechanisms allowing to 
securing the transaction [26]. It also implements "on the 
point" security models with technology and meets 
requirements and standards. This says that it is necessary 
to plan collaboration with the technology industries and the 
banks. 

6. Conclusion  

With the development, the extension of advanced 
instruments and innovation have gradually permeated our 
daily lives, the requirement of the digital security has 
grown. To improve our cybernetic defenses, industry must 
cooperate. Banks should consider security issues as a 
major aspect of their administration offerings. Similarly, it 
is committed to providing secure management of online 
situations in light of the propelled security methods. The 
security and the insurance of the data exchanged between 
the customers and the bank are, for all the accounts, a 
difficult incentive in the field of e-Banking.  The man in 
the middle, the phishing and data leakage, for example, 

cannot be completely destroyed, but it can be moderated 
by identifying it in time. The adequacy of e-Banking is 
based on its confidentiality, integrity and non-repudiation. 

As Thomas Edison reportedly said last century:"There's a 
way to do it better — find it." 
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