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Summary

Wireless network technologies, specifically 802.16e technology,
have been imposed recently thanks to the wide range, the
broadband and especially the mobility offered compared to other
wireless networks. However, this technology like other wireless,
suffers from several weaknesses especially in terms of security
and quality of service. The IPsec standard can be used to mitigate
security deficiency, but this standard adds additional latencies to
the network and the applications being transported. Some work
has addressed and studied the effect of site-to-site IPsec VPN
tunneling on the same networks. However, with modern networks,
which can contain a very large number of WiMax antennas, these
VPN tunnels cannot guarantee and respond easily to scalability.
The DMVPN technology meets this limit, it allows to create
multiple IPsec VPN tunnels in an automatic, dynamic and with a
minimum of configuration. Based on our research, no scientific
work has done a comparative study on the impact of conventional
VPN and DMVPN technology on the performance of the 802.16e
network. This was a motivation for us to complete the previous
work, while responding to the issues that we have defined. These
studies were conducted under OPNET Modeler, we used Voice
over IP applications using the G.729 codec. The evaluation criteria
are: WiMax delay, throughput and convergence time. Regarding
VOIP we chose as metric: jitter, end-to-end delay, loss rate and
MOS score.
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1. Introduction

In recent years, we have seen a very strong trend in the use
of digital communications technologies (ICT). Like wired
networks, wireless is an inherent complement to fixed
broadband networks by adding the necessary mobility
element to areas with high throughput demands. Wireless
networks are expected to replace wireline broadband in
some geographical areas while they should be extended to
other areas where wired infrastructure is not economically
viable.

1.1 WiMax IEEE 802.16e

The IEEE 802.16 standard [1], known as WiMax
Worldwide Interoperability for Microwave Access, is a
high-speed wireless and long-distance WMAN connection.
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It authorizes a flow of 70 Mb / s on maximum 50 km. In
addition to the point-to-point mode, the WiMax can also
work in point-to-multipoint mode, that is to say the
infrastructure mode that is known for Wi-Fi, or the same
operation as 2G technologies, 3G mobile phone. Thus, as in
2G, a base station named BTS (Base Transeiver Station) or
BS (Base Station) sends to the clients and receives their
requests, then transmits them to the network of the service
provider. WiMax technology is used today in the Moroccan
university to ensure interconnection between several
institutions and the site of the presidency.

WiMax mobile, also called IEEE 802.16e [2], mobile
WIMAX provides the ability to connect mobile clients to
the Internet. Thus it opens the way to mobile telephony over
IP or more broadly mobile broadband services. The mobile
WIMAX would allow to move while remaining connected
to the Internet, this via a mobile device equipped with a
WIMAX card. In other words, to move in the entirety of a
covered area via a central antenna without disconnection.
Subsequently WIMAX will move from one coverage area
to another without disconnection.

1.2 DMVPN IPsec

Dynamic Multipoint Virtual Private Network "DMVPN"
[3] [4] technology provides fully meshed connectivity
between multiple sites in a dynamic, fast and automatic way.
DMVPN offers scalability [5]; that is, by adding a new BTS
the old ones did not undergo any additional modifications.
The DMVPN architecture is mainly composed of two types
of HUB and SPOKE equipment, the HUB equipment called
master of the topology plays a key role in the creation of
tunnels between various SPOKEs, the connection between
a HUB and the SPOKES must be performed by permanent
tunnels, however, the link between SPOKE is provided by
dynamic tunnels created on demand [6]. The basic
architecture of DMVPN is illustrated in Figure 1:
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Fig. 1 DMVPN network example

The DMVPN solution relies on several protocols;
Multipoint Generic Routing Encapsulation "mGRE", [7]
Next-Hop Resolution Protocol "NHRP" [8], Internet
Protocol Security [9] "IPsec" and Dynamic Routing
Protocols [10] [11] [12].

® mGRE allows you to create multiple VPN
connections on a single tunnel interface.

® NHRP works on a client / server principle. The
Hub acts as a server that will store a database of
tunnel addresses and physical addresses of
Spokes.

® |Psec a protocol that guarantees the integrity and
authentication of data, confidentiality is on
demand. IPsec exploits two sub-protocols [13]:
ESP (Encapsulation Security Payload) and AH
(Authentication Header), the first guaranteeing
the three fundamentals of security namely
confidentiality, integrity and authentication, the
second only guarantees the first two
fundamentals. IPsec can optionally operate in
two modes: the transport mode used to secure
machine-to-machine connections and the tunnel
mode between two sites. Regardless of the two

possible AH / ESP protocols, two modes are
possible, tunnel or transport. In the transport
mode, one can choose the protocol AH, ESP or
both. In the tunnel mode, you have to choose
between the AH or ESP protocol. This mode
creates a new IP packet encapsulating the one to
be transported [14].

Several research studies have addressed the problem of the
impact of encryption on the performance of an 802.16 and
802.11 network [15] [16] [17]. According to our research,
no scientific work has addressed the impact of the IPsec
protocol on the 802.16e network taking into account the
increase in the number of intermediate equipment. Some
work has addressed and studied the effect of site-to-site
IPsec VPN tunneling on the same networks. However, with
modern networks, which can contain a very large number
of WiMax antennas, these VPN tunnels can not guarantee
and easily follow the scalability. The DMVPN technology
meets this limit, it allows to create multiple IPsec VPN
tunnels in an automatic, dynamic and with a minimum of
configuration. Based on our research, no scientific work has
done a comparative study on the impact of conventional
VPN and DMVPN technology on the performance of the
802.16e network.

This paper complement above works by including the new
VPN technology, the application simulated is VOIP,
evaluation criteria fixed are :Jitter, Latency, Loss Rate and
score MOS.

The rest of the paper is organized as following; Section 2
will be reserved for the discussion of evaluation scenarios,
in Section 3 we will discuss obtained results and we will
conclude on the fourth section.

2. Simulation environment
2.1 Experimental model

By default, evaluating scalability is complicated because
several criteria must be considered, such as the number of
BTSs, the different IPsec protocols, and the number of sites.
In order to evaluate the scalability we realized five
scenarios, we increased the number of BS by 4. The
topology realized under OPNET Modeler 14.5 is illustrated
through figure 2:
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Fig. 2 Experimental model

2.2 Experimental parameters

As evaluation traffic, we used VOIP. The codec used is
G.729 [18] because it is less bandwidth consuming than
G.711. Also, it is used to get quality telephony [19].

Concerning the configuration of the network, the
modulation technique used is OFDM with a gain of 15dBi
and a power of 500mW. The IPsec protocol was used for
the security of exchanges between BTS, so the IPsec mode
used is Transport, the AES, SHA, DH 2 and Pre-shared Key
protocols were chosen. Based on research on the impact of

internal routing protocols on VOIP, EIGRP was the most
recommended and best suited for fast and reliable real-time
application routing, for this reason we used it for the whole
scenarios realized.

Concerning the connections between equipment, in this
simulation we used the SONET OC3 PPP cables between
the BTS HUB and ISP, DS3 was used on each SPOKE. the
server connection is guaranteed by a 10GigabitEthernet
cable

The evaluation criteria are summarized in the table below.

Table 1: Table captions should be placed above the table

Criteria Signification
Latenc The delay between the sending of a packet from the source until its reception, this delay encompasses the
Yy following deadlines: Registration with the BS or AP + processing + the queue + Propagation.

MOS[20] Mean Opinion Score's acronym allows to evaluate the quality of the voice. This score ranges from 1 to 5,
where 5 is the perfect quality, this score is influenced mainly by the codec to use and the rate of loss.

Loss Rate The amount of traffic received versus the traffic sent. In a wireless network such as WiMax, the VOIP loss
rate should not exceed 3% for quality telephony
IT two consecutive packets leave the source node with time stamps t1 & t2 and are played back at the

Jitter destination node at time t3 & t4, then: ) ]

jitter = (t4 - t3) - (t2 - t1) Negative jitter indicates that the time difference between the packets at the
destination node was less than that at the source node.
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3. Obtained results and discussion
3.1 MOS Score
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Fig. 3 MOS Score

The result of Figure 3 illustrates the MOS score of the five
scenarios ranging from 4 BTS to 20 BTS connected by
DMVPN technology. From a first reading we find that the
MOS score of the 20 BTS scenario has reached a critical
threshold of 1, which implies that the quality is not
acceptable. This is due to the number of tunnel connections
established in this scenario. In addition, the task of
encryption will be much more complex, since the BTS
antenna must maintain several tables SAD and SPD for
each destination. note that the exemplary quality of the
VOIP by the CODEC used is 3.5. 3.2 Latency

B VPHS-4 BTS_Poec-DES-1

average {in Yoice Packel Erd-lo-End Delay (sec))

B VPS8 BTS_Psec.DES-1
average (N Woee Facket End-to-End Deday (sec))

B VPNE-12 BTS_Psec-DES-1
sveroge (in Vokce Packet End-to-End Celay (3e¢1)

B VPHE-AE BTS Pasc-DES-1
averane (n Wise Facket End-to-End Detay (sec)

W VPRS- 20 BTS_Panc-DES-1
averane (n ose Packet End-to-End Detay (sec))

A 5 5

BF B BF C B BF
o o - o 0" o o
# # 2 # £ £

Fig. 4 VOIP Latency

The result of Figure 4 illustrates the end-to-end delay of
VOIP in all scenarios. We see the same thing as the
previous scenario, the end-to-end delay of the last scenario
far exceeded the recommended value of 300 msec. A small
imperceptible difference is observed between the different
scenarios of 4, 8, 12 and 16 BTS. This difference does not
influence in any way the quality of the VOIP. This
remarkable increase in the end-to-end delay in the last
scenario can be interpreted by the congestion of the Internet
link and especially the excessive delay of the encryption
and decryption in communicating sites.

3.3 Jitter
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Fig. 5 VOIP lJitter

The result of Figure 5 illustrates VOIP jitter in all scenarios.
We find that jitter up to 16 BTS scenario. The BS scenario
reaches a very intolerable value of 280 msec, this is justified
by the delay in the queue due to the encryption layer. We
can say that the variation of the jitter is too high in these
scenarios. This variation follows the following formula: y
= 9x4 - 88x3 + 295x2 - 381x + 185

3.4 Loss Rate
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Fig 6 VOIP Loss Rate
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The result of Figure 6 illustrates the loss rate of VOIP in all
scenarios. The results obtained confirm those preceded.
The loss rate up to 16 BS scenario was acceptable, while
beyond this number this rate becomes unacceptable for the
same reasons as latency and jitter.

4. Conclusion

In this paper we evaluated the Scalability of the protected
Multipoint Dynamic VPN by IPsec in a WiMax Network.
The study was conducted under OPNET Modeler, VOIP
traffic was used to evaluate performance. We have created
five scenarios in each one we increase the number of BTS
in the order of 4. The results obtained have shown that the
increase in the number of IPsec tunnels has a direct
influence on the performance of the whole system. The
evaluation focused on jitter, latency, MOS score and loss
rate. We have shown that the quality of VOIP was: perfect
in scenarios of 4, 8 up to 12 BTS, acceptable in scenario 16
BTS and completely unacceptable in the scenario of 20
BTS.
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