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Summary 
Cloud computing is a model of advanced computing which has a 
strong impact on information technology. Cloud computing 
provides remote accessing to shared digital resources in the 
stored cloud. Practically on cloud servers using Web services 
that provide a huge benefits to the user in various applications 
such as social networking, banking, finance, storage and e-mail, 
and achieve many features related to flexibility, ease of use, 
reliability and performance with high and low cost. Cloud 
computing gives opportunity to the users to upload and offload 
data to the cloud using client devices i.e. mobile applications. 
There are some potential concerns related to security and privacy 
with cloud computing because cloud systems are usually in a 
public domain. This paper presents three efficient hybrid 
homomorphic encryption techniques for image encryption to 
ensure the safe exchange of private images in the public cloud 
based on the block pixel position. The proposed techniques 
constraint on El-Gamal and Enhanced Homomorphic 
Cryptosystem (EHC).  Many methods of security analysis have 
been implemented on proposed techniques which used many 
types of images with many experiments. The results showed that 
our methods are very invulnerability and efficient in terms of 
security and time compared with El-Gamal and EHC schemes, 
because they take the good characteristics of El-Gamal and EHC 
methods like very good security and small run time executions. 
Key words: 
Cloud Computing; El-Gamal cryptosystem; Homomorphic 
Encryption Cryptosystem; Enhanced Homomorphic 
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1. Introduction 

NIST describes cloud computing as "a model for enabling 
appropriate and demand-driven access to a network of 
configurable computing resources (e.g. servers, networks, 
applications, services, and storage) that can be quickly 
delivered and released with minimal administrative effort 
or interaction". NIST defines four publishing models: 
public, private, community, and hybrid cloud [1]. This 
paper focuses on public cloud which is a cloud 
infrastructure that serves the general public or wide range 
of organizations [2]. Public cloud services may be free or 
rather inexpensive. The public cloud does not mean that 
user data is generally visible; cloud vendors generally 
provide an access control mechanism for users, such as 

Google and Amazon, which serve businesses and 
consumers online [3]. 
 However, the public clouds are the least safe model 
compared to other cloud models so that all data and 
applications on public cloud are more prone to malicious 
attacks [4]. Cloud computing is used to store a large 
amount of data which  allows consumers to access these 
data remotely from anywhere and at any time in the future  
instead of storing data in hard drives such as hard disc, 
pen drives and CD-ROMs. As the data owners tend to 
store their data in a cloud which is the latest trend of 
storage technologies [5]. Information security is very 
useful in our daily lives and this is very important and 
digital images are one of the data that users usually need 
to ensure their security. Reliable image encryption 
techniques are great importance to protect data from fraud, 
tampering and unauthorized access [6]. This paper try to 
enhance the security of transferred images on the cloud by 
implementing three hybrid scenarios on tow encryption 
algorithms El-Gamal and Enhanced Homomorphic 
Cryptosystem (EHC) to produce the proposed three hybrid 
cryptosystems.     

2. Literature survey 

The researchers in [7] uses partial homomorphic 
encryption based on El-Gamal scheme to achieve image 
security and then explained how to multiply many of 
cipher images so that it will be more resist to cracking. 
The statistical test MSE (Mean Squared Error) is used to 
compare between the original image and decrypted image 
for checking errors detection. The Results of MSE test is 
equal to 0 this means the original image and decrypted 
image is exactly identical. 
The researchers in [8] proposes a new technique of 
scalable coding for encrypted images. In the encryption 
stage, the pseudorandom numbers which are derives from 
a private key are masked by a modulo-256 addition with 
original pixels of image. Then they quantize the encrypted 
image with hadamard coefficients.  
In [9] the authors present a chaotic cryptosystem for 
image encryption that provide low computation 
complexity. In this proposed method the encryption 
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process is implemented in the client equipment. A new 
lossy compression technique for encrypted image is 
proposed, which is based on the compressive sensing CS. 
The article in [10] in their method they use RSA, AES and 
Murmur-Hash. The method encrypts the pixels with RSA 
and AES separately, and to achieve image integrity, 
Murmur-Hash is embedded in encrypted image thus 
improving both of security and performance. The 
encrypted image is also decrypted without any loss of 
information.  
Other proposed encryption method shows in [11] 
proposed fully homomorphic cryptosystem which is based 
on the learning with errors (LWE) problem. Their method 
is a modified scheme from the BVG cryptosystem for 
image encryption that provide less computations over the 
cloud. In this scheme, they modify basic LWE based FHE 
to process decimal inputs directly as described in BGV 
cryptosystem. 

3. Security in public cloud 

Despite increased data breaches and hacking in the public 
cloud, data security can be achieved with high-quality 
security solutions based on the use cryptograph [12]. 
Cryptography is the science that deals with information 
security and protection against unauthorized access. It is 
achieved by converting this sensitive information into a 
form incomprehensible by attackers though stored and 
transmitted. The main purpose of cryptography is to keep 
the data in secure from unauthorized users. Data 
encryption mostly is a scramble for data content, such as 
text, image, audio, and video to compose unreadable, 
intangible or incomprehensible data during 
communication or storage. The reverse of data encryption 
process is called data decryption. Because of the security 
features of cryptography it is used on a wide scale today, 
cryptography provides a number of security objectives 
such as: [13] 

1) Authentication: is intended to verify user identity. 
Identity and authentication management is 
concerned with preventing unauthorized persons 
from accessing IT resources [14]. 

2) Confidentiality:  means that protected data is only 
accessed by authorized persons who have 
permission access to the protected data. [15]. 

3) Data Integrity: refers to the protection of data 
from modification, deletion, theft or unauthorized 
fabrication. User data rights are protected by 
preventing unauthorized persons from 
unauthorized access to data, manipulation, 
misuse or theft of data [16]. 

4) Non-Repudiation: A process to prove that the 
sender sent this message. In other words, the 
sender is not allowed to deny his message. 

5) Access Control: means that only authorized 
parties are able to access the given information. 

4. Homomorphic Encryption Cryptosystem 

Security of communications and data is paramount 
important as digital communication and networks are 
constantly growing and evolving. Communication security 
is achieved by using encryption with aim of ensuring the 
confidentiality of data in communications and storage. 
The problem of encryption occurs when you are required 
to publicly compute private data or to modify a function or 
algorithm somehow make sure that it is still executable 
with privacy guarantee [17]. This can be achieved by 
using an encryption system which is homomorphic 
encryption techniques. This technique has significant 
advances in computing, particularly in cloud computing. 
Homomorphic encryption provides a way to securely 
transfer and store confidential information across and in a 
computer system [18]. The essential property of 
homomorphic cryptosystems is that the computation that 
performed on the encrypted data gives the same result if 
implemented on plain data. [19]. Homomorphic 
cryptosystem includes four basic functions: key generation, 
encryption, decryption, and evaluation process. In 
Evaluation process, the operations are performed on the 
encrypted data without using private key. When we 
decrypt the result of evaluation algorithm, it gives the 
same result as if we performed the operation on the 
original data [20]. Homomorphic cryptosystems are 
classified to three models according to the operations that 
performed on the data [21]: 

1) Partially Homomorphic Cryptosystem:  Allows 
one operation to be performed on encrypted data 
such as addition or multiplication. 

2) Somewhat Homomorphic Cryptosystem: Has 
various operations which are allowed to be 
performed on encrypted data, with a limited 
range of multiplication and addition operations. 

3) Fully Homomorphic Cryptosystem: Supports 
unlimited number of mathematical 
operations to be performed on encrypted 
data from the previous two models. 

4.1 El-Gamal Encryption Scheme 

In 1985, Tahir El-Gamal has been developed El-Gamal 
scheme which bases on discrete logarithm problem for 
finite fields. Algorithm (1) explains the steps of El-Gamal 
Cryptosystem [22]: 

 
Algorithm (1): El-Gamal cryptosystem 

Key generation  
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• Choose a large prime number p 
• Choose the base alpha < p. 
• Choose the private key a < p. 
• Compute beta = alpha a(mod p) 
Public keys:{ p, alpha and beta } 
private key:{a} 
Encryption of a message 
Input : Massage m  
• Choose a secret random number k ϵ [2 –, p-2] 
• Compute c1= alpha k(mod p)  
• Compute c2= beta k  (mod p) × m 
Output: c= {c1,c2} 
Decryption of a message 
• Compute m= c1

-a×c2 mod p 
• Output : original massage m 

 
El-Gamal is efficient algorithm for security according to 
use discreet numbers that make crashing the key is more 
difficult. However, this algorithm is time consuming 
because it use complex operation in encryption and 
decryption but it a strong method duo to the 
randomization of encryption process that led to make the 
cipher text for a specific message m is not repeated. 
However; the randomization can protects the cipher text 
from attacks such as a probable text attack. Additionally, 
because of the robust structure of El-Gamal cryptosystem, 
there is no relation between the encryption of message1, 
message2 and message1*message2, or any other simple 
operation of message1, and message2 which other systems 
lack for this feature such as RSA cryptosystem [23]. In 
other hand, El-Gamal cryptosystem need for randomness 
that make it slow especially when used for digital 
signature. The other drawback of the El-Gamal 
cryptosystem is that message is encrypt to (c1, c2) which 
means the cipher text is twice as long as the plaintext [24]. 

4.2 Gorti’s Enhanced Homomorphic Cryptosystem 
(EHC) 

Nowadays, holomorphic cryptosystem have been 
frequently used in different applications. In 2013, 
Gorti & et al. proposed EHC which is the new 
Enhanced Homomorphic Cryptosystem. The steps of 
EHC is explained in the algorithm (2) below [25]. 

 
Algorithm (2): EHC cryptosystem 

Key generation  
• Choose a large prime number p and q ( p> q) 
• Compute n= p × q 
public key:{n} 
private key:{p, q} 
Encryption of a message  
• Input : Massage m  

• Generate a random number r 
• Compute c = m + r × p q mod n 
• Output: c 
Decryption of a message 
• Compute m= c  mod p 
• Output : original massage m 

 
EHC can be describe as follow: [26] 

1) At encryption steps, the algorithm uses the 
private keys q, and p and r. the keys are too large 
so it takes long time to hack these private keys. 

2) The private key will randomly be generated for 
each encryption process. This leads to the fact 
that the same plain text does not give the same 
cipher text, this prevents the intruder from 
breaking the cipher text even if has a strong 
observation. 

3) EHC is a fully homomorphic cryptosystem which 
support both addition and multiplication. 

4) Decryption takes a short time.  
5) In terms of performance, EHC consumes less 

memory and power. 

5. Proposed method 

 

Fig.1  Proposed method mechanism 

Fig. 1, illustrate the proposed method mechanism; Images 
of data owner are encrypted with El-Gamal-EHC 
according to public key cloud server. The encrypted image 
will be uploaded to store it in cloud server, when user 
requests an image that is stored in server as encrypted 
form. The cloud server will decrypt demand image with 
his private key and encrypt the image again with user's 
public key. Then the cloud sends the encrypted image to 
the user. The final encrypted image is decrypted by the 
user according to the user's private key. This process will 
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secure the encrypted image from alteration which causes 
by an authorized user in man in the middle attack. This 
paper l illustrates three techniques of hybrid homomorphic 
cryptosystem based on exploit the spatial block pixel 
position, these techniques are: 

• El-Gamal-EHC based on Odd and Even block 
index (EEOE). the algorithm of this method 
shown in fig. 2. 

• El-Gamal-EHC based on block position in lower 
Triangle (EEBPT), the algorithm of this method 
shown in fig.3. 

• El-Gamal-EHC based on Zigzag Scan and 
Counter (EEZSC), the algorithm of this method 
shown in fig.5. 

In order to achieve the security and prevent unauthorized 
members from accessing when images are exchange on 
the public cloud, the hybrid cryptosystems are applied to 
encrypt the images using El-Gamal, on the other hand 
using EHC for reduce the execution time and expand the 
strength of cryptosystem.  

 

Fig.2  El-Gamal-EHC based on Odd and Even block index (EEOE) 

Fig 2, the original image is separated into three channels:  
red, green and blue. The channels are divided into 1024 
blocks which have 8 * 8 pixels. The resulted blocks are 
stored in a vector. In the encryption process, the blocks 
with even index are encrypted with El-Gamal. However, 
the blocks with odd index are encrypted with EHC. The 
same indices are considered in decryption process. 
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Fig.3  El-Gamal-EHC based on block position in lower Triangle (EEBPT) 

In Fig. 3, the original image is separated into three 
channels:  red, green and blue. The channels are divided 
into 1024 blocks which have 8 * 8 pixels. The resulted 
blocks are stored in a two-dimensional array. In the 
encryption process, the blocks which are in index that pass 
the equation (1) 
 f= (i+1)/ (j+1) mod 2           (1) 
If the value of f greater than 0 then the algorithm encrypts 
the current block using El-Gamal method otherwise 
encrypts the current block using EHC method. In this 
scheme 368 blocks are encrypted with El-Gamal 
cryptosystem and the remaining 656 blocks are encrypted 
with EHC. Fig. 4, illustrates that the blocks which are in 
red colour is encrypted with El-Gamal and other blocks 
with EHC.  

 

Fig. 4  Layer of image (32*32 blocks) encrypted with (EEBPT). 

 

Fig. 5  El-Gamal-EHC based on Zigzag Scan and Counter (EEZSC) 

Fig. 5 follows the steps in fig 2 and fig 3.However, the 
code is zigzag scanning which start from the upper left 
corner of the two dimension array of blocks. Note that, the 
blocks are encrypted with El-Gamal should not exceed of 
200 blocks, while the rest of blocks encrypts by EHC 
scheme. 
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6. Statistical tests 

Quality assessment is a very important stage to check the 
efficiency and effectiveness of cryptographic algorithms. 
There are many methods to assess cryptography 
techniques. The following image encryption quality 
metrics are used for evaluation [27], [28], [29] , [30]. 
 
6.1 PSNR Peak Signal-to-Noise Ratio is the ratio 
between plain image and cipher image and it is measured 
in disciple. The higher value of PSNR is refers to the 
cipher image is closer to plain image; therefore, for better 
encryption the PSNR must be lower value. 
Equation (2) shows the mean the average squared error 
(MSE). The MSE computes the difference between the 
plain and cipher images .Equation (3) shows PSNR which 
affect by MSE value. 

𝑀𝑀𝑀𝑀𝑀𝑀 = 1
𝑀𝑀×𝑁𝑁

 ∑ ∑ [𝑥𝑥(𝑚𝑚,𝑛𝑛) − 𝑥𝑥′(𝑚𝑚,𝑛𝑛)]2𝑁𝑁−1
𝑛𝑛=0

𝑀𝑀−1
𝑚𝑚=0  (2) 

𝑃𝑃𝑀𝑀𝑃𝑃𝑃𝑃 = 10 log10
2552

𝑀𝑀𝑀𝑀𝑀𝑀
         (3) 

Table 1: PSNR between plain image and cipher image for all methods 

 

The results of PSNR for the methods are very closed, that 
mean the encrypted images takes the characterization of 
two hybrid methods El-Gamal and EHC together.  

6.2 Correlation Coefficient Analysis (see equation 4): 
is used to evaluate the quality of the encryption. The 
higher correlation images, the closer correlation 
coefficient value to 1 should be occurred. In other hand, 
for encrypted images, the closer correlation coefficient 
value to 0 that means the lower correlation between cipher 
and plain images. 

𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶 =  ∑ ∑ (𝐼𝐼1(𝑟𝑟,𝑐𝑐)−𝐼𝐼′1)(𝐼𝐼2(𝑟𝑟,𝑐𝑐)−𝐼𝐼′2)𝑁𝑁
𝑐𝑐=1

𝑁𝑁
𝑟𝑟=1

��∑ ∑ (𝐼𝐼1(𝑟𝑟,𝑐𝑐)−𝐼𝐼′1)2𝑀𝑀
𝑐𝑐=1

𝑁𝑁
𝑟𝑟=1 ��∑ ∑ (𝐼𝐼2(𝑟𝑟,𝑐𝑐)−𝐼𝐼′2)2𝑀𝑀

𝑐𝑐=1
𝑁𝑁
𝑟𝑟=1 �

     

(4) 

Table 2: Correlation results for all methods. 

 

 

 
The correlation results is very close to 0 that mean the 
proposed methods is very efficient like El-Gamal and 
EHC. 

6.3 Entropy is the expected value (or average of 
information) that can be extracted from the message, 
and expressed by equation (5). 

𝐻𝐻(𝑠𝑠) = −∑ 𝑃𝑃(𝑠𝑠𝑖𝑖) log2 𝑃𝑃(𝑠𝑠𝑖𝑖)2𝑁𝑁 −1
𝑖𝑖=0             (5) 

Table 3: Entropy results for all methods 
Images Entropy(bit) 

Plain image 
Entropy(bit) 
cipher image 

El-Gamal 

Entropy(bit) 
cipher image 

EHC 
Lena 7.2454 6.4150 6.4556 

Pepper 7.5729 6.4016 6.4380 
Baboon 7.3794 6.4595 6.5010 

 

Images Entropy(bit) 
cipher image 

EEOE 

Entropy(bit) 
cipher 
image 

EEBPT 

Entropy(bit) 
cipher 
image 

EEZSC 
Lena 6.3845 6.2993 6.4365 

pepper 6.3765 6.2937 6.4192 
Baboon 6.4173 6.3094 6.4703 
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The results show that the proposed cryptosystems gave 
entropy values that do not leak information. 

6.4 The Number of Pixels Change Rate NPCR and 
the Unified Average Changing Intensity UACI: NPCR is 
the average change in image's pixels between the 
encrypted image and the original image whenever the 
value is high and close to 99% were better. The unified 
average changing intensity (UACI) measures the average 
intensity of the differences between the original image and 
the encrypted image. NPCR and UACI of plain and cipher 
images are defined in equations (6, 7, and 8). 

𝑃𝑃𝑃𝑃𝐶𝐶𝑃𝑃 =
∑ 𝐷𝐷(𝑖𝑖,𝑗𝑗)𝑖𝑖,𝑗𝑗

𝑊𝑊×𝐻𝐻
 × 100                  (6) 

                          D (i, j) defined as: 

                       𝐷𝐷(𝑖𝑖, 𝑗𝑗) =  �1 𝑖𝑖𝑖𝑖 𝑐𝑐1(𝑖𝑖, 𝑗𝑗) = 𝑐𝑐2(𝑖𝑖, 𝑗𝑗)
0 𝑖𝑖𝑖𝑖 𝑐𝑐1(𝑖𝑖, 𝑗𝑗) ≠ 𝑐𝑐2(𝑖𝑖, 𝑗𝑗)                

(7) 

               𝑈𝑈𝑈𝑈𝐶𝐶𝑈𝑈 = 1
𝑊𝑊×𝐻𝐻

∑ |𝑐𝑐1 (𝑖𝑖,𝑗𝑗)−𝑐𝑐2(𝑖𝑖,𝑗𝑗)|
255𝑖𝑖,𝑗𝑗 × 100              (8) 

Table 4: NPCR results for all methods 

 

Table 5: UACI results for all methods 

 

6.5 Time: In all Internet services, including cloud 
services, time is critical for users, especially in uploading 
and down loading digital files such as images. In the 
proposed algorithms, fair results have been obtained in 
terms of time compared to the El-Gamal and EHC 
algorithms. 

Table 6: Time results for all methods 

 

 

 

7 Conclusion and future work 

This paper, explained a way of secure the digital images 
on public cloud which uses the hybrid homomorphic 
cryptosystem including El-Gamal and EHC. The proposed 
methods (EEOE, EEBPT, and EEZSC) give better results in 
term of time and security compared with the two previous 
methods, because they take the good characteristics of El-
Gamal and EHC methods like very good security and 
small run time executions. In future work we will work on 
the authentication of encrypted image using 
steganography and hash function to ensure integrity of 
image and user authentication. 
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