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Abstract

An effective secure routing protocol is proposed against
distributed denial of service attack. These networks are used to
fix real world problems by deploying the sensor nodes in
antagonistic places to keep the surveillance on motion,
temperature, sound, vibrations etc. these nodes are power and
memory constraints that makes them vulnerable to network
attacks. Thus the network security should be efficient and with
least computationally complex in order to save memory and
battery drainage. The proposed mechanism scrutinize the nodes
and block the malicious node if found attacker node or infected
node to maintain the real semantics of web. Intrusion prevention
scheme is used to allow selected nodes of the network behave as
intrusion prevention system nodes. These IPS nodes operate in
their multihop area in the network and keep scanning the hops
periodically. Whenever this IPS node senses swift data packet
passing other than selected (TCP-UDP packets), the infected
node is blocked immediately and this message is send to the
legitimate node in order to change the routes. We used network
simulator version 2 for the simulation and the proposed
mechanism provided better results against DDoS attacks. After
we applied the proposed mechanism to the network with infected
nodes, the performance parameters have been revamped.
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1. Introduction

Wireless sensors are group of specialized sensors and
actuators which are integrated into machines, structures,
and many other places in environment, and capable of
transmitting sensed information to monitor and large scale
tracking of physical world with grater details and at large
scale [1]. Sensors acquire real time information and
transmit it to external systems such as the satellite network
and the internet. Applications of these sensor network is
going to be versatile, manufacturing units, homeland
security, conservation of natural resources, smart cities,
and home automation, asset tracking, intelligent
agriculture and health care systems etc [2]. WSN is one of
the emerging technologies and it technically supports
Internet of Things (10T).
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Sensors connected with lead wires and fiber optic cables
require significant installation and maintenance cost,
wireless Sensor Network (WSN) can eliminate these cost.
WSNSs are scalable, consumes very less power, and
software programmable, data acquisition is reliable and
accurate, requires no real maintenance [3].

WSN consist of multiple nodes which counts from few to
several hundreds to thousands, nodes connect with each
other and perform the given functions: sensing, relaying
data and exchanging the data with other networks [4]. A
node for sensing is called sensor node, data relaying node
is router and data exchanging node is sink node. Every
sensor has integrated components: transducer, a
microcontroller, a radio transceiver and power supply unit
[5]. Transducer generated electric signals for sensed
natural phenomena and environmental changes,
microcontroller process these signals and stores the output,
radio transceiver transfers the data to sink node which in
turn connects to external devices and transmit the data to
internet [6]. Recent advances in Integrated Circuits and
Micro Electro Mechanical Systems (MEMS) provided us
single low-cost package with wireless communication and
signal processing capability [7]. There are many types of
sensors based on type of sensing, temperature, humidity,
lightning conditions, pressure etc.

WSN uses IEEE 802.15.4 wireless Personal Area Network
Protocol (WPAN), Bluetooth, RFID, Zigbee protocol [8].

Challenges and limitations to be addressed in WSN are
same as of wireless network and few are specific to WSN,
among those challenges to address are energy efficiency,
signal distortion, security, amount of data transmission,
maintenance of sensor which are geographically spread
across large distance [9]. Energy efficiency is addressed
with optimization of hardware and software to consume
less energy without compromising the objective of WSN,
security mechanisms like public key cryptography are not
possible in WSN with limited energy and processing
power, on the other hand WSN are susceptible for denial
of service attacks, authorization of sensor which can
provide information, authentication of  sensors,
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confidentiality such that other devices should not intercept
the messages between sensors, and many other issues in
security of WSN are to be addressed [10]. Attacks on
WSN can occur at different layers.

Physical layer attacks include jamming: interference with
radio frequency signals used by sensors and tampering:
physical access to the sensor where attacker can extract
sensitive information from like crypto keys and other data
from the sensor node [11].

Link Layer attacks include collision: when two nodes try
to transmit with same frequency at the same time, which
can result in collision and change in information
transmitted [12], mechanism to deal with collision
detection and correction demands more processing power.
Exhaustion: with repeated collision can exhaust the
resources and lose of energy. Network Layer attacks
include sink hole attack where attacker creates a node
which depicts itself as next hop in the network by forging
network information. Sybil: where one host has more than
one identity. Transport layer also faces attacks like
flooding and Desynchronization [13].

2. Distributed denial of service Attack

DDosS attack is one of major threats in the modern Wolds
internet. The literature of computer networks has
demonstrated the impact of DDoS in an efficient manner.
The major goal of DDoS attack is to disrupt the services
provided by the system by prohibiting the access to the
server or machine instead of destabilizing the service itself
[14]. These attacks either target bandwidth or connectivity
to decline the network capability of providing the
specified services. DDoS normally achieve their goal by
flooding the target with fake packets that decline its
network and processing capability [15].

DDoS is a simple technique but powerful and ruthless to
target and harm the modern network resources. It has a
DID many to one feature to already existing DOS attack
[16]. Thus making its detection and prevention more
difficult along with securing its impact. DDoS has not got
specific feature that could be used specifically for its
detection [17].

Modern networks web semantics describe the availability
of recourses and services at the end user level with
relatively efficient and reliable but DDoS attack can be
one problem that may make it difficult to maintain the
web semantics of modern networks [18]. DDoS attack is a
ruthless attack that is launched to stop or decline the
quality of service provided by the system. These attacks
do not damage data directly but make the resources and
other nodes to compromise [19].

To launch a DDoS attack, an attacker uses a group of
coordinative compromised nodes to attack one or groups
of targets. The DDoS attacker enhances the effectiveness
of the attack using client hewer technology by controlling
the resources of group of unaware and unwilling nodes
which later serve as attack roots and sources [20]. A
typical DDoS attack is comprised of basic four elements
as shown in Figure 1.
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Fig. 1 DDoS Attack architecture and its key elements.
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A DDosS attack can be described as shown in Figure 2
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Fig. 2 DDoS description.

Some powerful and advanced tools are available to
increase the impact of attack and the potentiality of the
attackers to be more ruthless and damageable for the
victims e.g. TRINOO, TFN, TFNZK, STACHELDRATH
and SHAFT.
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3. Related Work

In [21], a framework with security and survivability as
major features is proposed by Qian T etal, as both
security and survivability are extremely important for
almost all modern wireless sensor network applications.
The authors have used composite sensor nodes for single
unit architecture of survivability and security. A key
management policy is also proposed by the authors along
with the major mechanism to manage framework and
cooperation between security and survivability together.
The results obtained from this mechanism proved that in
wireless sensor networks the security and survivability can
be improved and enhanced together if a better framework
is designed for the system. But in some important
scenarios or with some different settings this frame work
fails to maintain the balance between security and
survivability. This is a major loophole in this framework.
To overcome this loophole in this framework (Thein T
Chef) [22] proposed another mechanism to deal with the
situation when the network failure occurs or there is an
attack in the network.

In [23, 24] Boukercheet.al. has explained that the most
common and easy targets of the network attacks are
localization systems that can damage the entire
functionality of wireless sensor network that in turn will
spoil military decision making along with other serious
issues. In this study they have shown that current
localization based system are susceptible to many attacks
and how can we use the existing mechanism and
methodologies to avoid these harmful attacks in wireless
sensor networks. They have divided the security
frameworks into distance estimation, localization algo,
position competition for secure localization systems. In
this research study, the authors have focused and
displayed the limitations of localization systems which are
currently available. They have also done a thorough study
and have mentioned various kinds of attacks on these
systems but they have not suggested or proposed any new
or updation for an existing mechanism to keep these
systems secure. It is difficult to achieve CIA triangle
(confidentiality, Integrity, Availability) in wireless sensor
networks because of the size of the network and the large
number of sensor nodes deployed in different areas and
are vulnerable to attacks due to their different constraints.
In order to overcome this problem of security and securing
the wireless sensor networks from various kinds of cyber
attacks, an effective security framework is proposed by
Ren et.al.[ 25 ] using secret keys which are related to
various deployed positions and selected keys are stored on
every nodes based on their individual location. This
location oriented method binds the effect of compromised
nodes effectively to their local hops or local area only
without disturbing the security routines. The proposed

framework of multi-functional key management and end-
to-end data security provides the report of forwarding
routes along with node to node and node to sink
authentication. The methodology is reliable and efficient
in securing the networks from DDoS attacks. The major
drawback found in this framework is its complexity and
time in efficiency due to its MAC and cryptographic based
approach. Another similar framework (Algo) that secures
the network form DDoS attacks which is based on
localization is mentioned in [24].

In [26] Dsouza et.al. Proposed the secure multipath
routing protocol that is based on digital signature and have
used a digital signature based on public key to provide
authentication between nodes, date integrity but due to the
complexity of public key digital signature, they are
feasible in wireless sensor networks. In this research
article the authors have proposed a cryptographic
mechanism to secure the networks from different types of
network attacks but they did not provide any technical or
practical results. The sensor nodes of wireless sensor
networks being computational, power and memory
constraints, any method or technique that involves
complex competition or requires time is not feasible in
securing data or its delivery in the network. D.Pietro et.al.
[27] Has proposed a mechanism to deal with above
mentioned problems using a deep analysis of security
related issues in wireless sensor networks and prepared
some techniques to secure the networks from some of the
existing attacks in wireless sensor networks. There are
many security mechanism that are used to safeguard the
wireless sensor networks e.g cryptographic algorithm [28],
SKM, security based on MAC [29, 30, 31] etc. and it does
not stop here as the research is going on continuously.
Every mechanism is efficient and reliable than its previous
ones but we have to continue to keep it secure. In this
proposed mechanism we used scheme based on IPS which
in turn is based on secure routing. We integrated our
module with AOMDB protocol and used NS2 (network
simulator) to check and analyze the results. The results
obtained are impressive and dealing with DDoS attacks in
wireless sensor networks.

4. Proposed Mechanism
Algorithm 1

We have designed an algorithm as shown in Figure 3 to
scan and analyze the impact of DDoS attack with
AOMDYV protocol. This attack floods the network with
fake packets and consume the bandwidth and the prohibits
the legitimate user from sending the genuine data packets.
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Fig. 3 DDoS Attack

Algorithm 2

Here we present an algorithm as shown in Figure 4 to
prevent the DDoS attack using intrusion prevention
system. A node P is selected to monitor the behavior of all
the existing hops under a specific range and update the
routing table about the odd behavior in the network. After
this P checks all the data and if it finds any malicious node
it blocks the node and sends this information to the sender
and the genuine sender node uses another safe route for its
data packets.
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Fig. 4 Proposed Prevention System

5. Simulation and Results

For simulation we used NS-2 to implement AOMDV with
DDoS environment and its preventive measures. The
parameters used in this simulation and analysis are shown
in the Table 1 and Table 2 contains the performance
parameters that are used to compare the existing normal
protocol's performance with proposed mechanism.

Table 1: Simulation Parameters

Field Value
Simulator-Version NS-2
Simulation time 180Seconds
Transmission Rangel 120m
No. of Nodes 10-180
Area 800mx800m
Protocol AOMDV
Transmission Range 2 250m
Speed 0-25 m/s.
App. Traffic CBR
Packet Size 512B
Traffic Size 5p/Sec
Network Model R-W Point Model
Pause Time 10,20,40,60,80,100 to 160Seconds
MAC 802.15.4
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Table 2: Performance Parameters
Packet Delivery Ratio
Packet Loss %age
Normalized Routing Load
Average and End-to-End Delay

We used 180 nodes to deploy the wireless sensor network
for simulating the normal behavior and examine the
results using the parameters mentioned in the Table 2.
After storing the results, we launched a DDoS attack in
the same scenario and deployed our proposed mechanism
by selecting a random node as intruder node which
generates packet flood and forwards them towards the
target and prevents the target from serving the legitimate
nodes. It also infects other nodes of the network using the
same method. When this attack module was implemented
in the normal scenario, the unwanted and malicious packet
flood on compromising nodes degraded all the
performance parameters tremendously.

In our proposed mechanism, we prepared a secure module,
a prevention algorithm that is implemented with
compromised network to protect the wireless sensor
network from DDoS attacks. Some nodes are elected and
set as IPS nodes (Intrusion prevention system nodes) in
this methodology and their main job is to scan the network
periodically with a selected threshold time within its range
in order to find the infected and intruder nodes which
generate frequent, large and unwanted packets passing
through a specific node. If any such node is detected by
the IPS node then all the activities from this node are
blocked in the network and this message is send to all the
other legitimate nodes in the network which are trying to
route their data through this infected node.

In the initial steps we simulated and compared the
performance of all the three selected scenarios which
included N-AOMDV, A-AOMDV and S-AOMDV by
comparing different pause time with all the selected
performance parameters including packet delivery fraction,
normalized routing load, End-to-End delay and Packet
Loss Percentage. The results obtained from this simulation
are showed in Figure 5, Figure 6, Figure 7 and Figure 8
respectively. These results proved that all the performance
indicators were degraded in A-AOMDV (DDoS-
AOMDV) as this specific scenario was having DDoS
attack in the network. The pause time increased the
performance as the pause time and sensor node mobility
are inversely proportional to each other i.e. increase in the
pause time will decrease the mobility of the sensor nodes.
The results showed that performance using the secure-
AOMDV increases tremendously that too approximately
to Normal —~-AOMDV.
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After this session, we compared all the selected
performance indicators with the number of nodes as
shown in Figure 9, Figure 10, Figure 11 and Figure 12.
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The results show that increase in the number of nodes
decreases the performance. Increasing number of nodes
means increasing connections for DDoS-AOMDV, thus
increasing malicious nodes. The results proved that even
in the case of increasing number of nodes, the
performance increases almost to that of normal AOMDV
using our secure —~AAOMDV.

6. Conclusion

In this research article, we have proposed an efficient and
effective security mechanism against distributed denial of
service attacks for wireless sensor networks to maintain
the real web semantics of modern world's internet. After
simulation, we did a comparative study of parameters to
compare the results obtained from our proposed
mechanism with normal vector and DDoS vector. Our
proposed model is compatible with AODMV and works
properly and blocks the infected node that generates the
DDoS flood packets in the wireless sensor networks. The
results proved a better performance than normal scenario.
By applying our proposed mechanism, the performance of
the routing protocol is highly improved in presence of a
DDosS attack.
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