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Summary

In the world where distributed systems have become so gigantic
and trivial that only isolation of the failure is not enough. We need
to have some mechanism where we can not only pin point and
isolate the failure but also move towards its recovery. Therefore,

the idea of self-healing in an operating system came into existence.

This article is solely about the different approaches and techniques
to achieve self-healing in an operating system keeping huge
distributed systems into consideration.
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1. Introduction

Data in volatile memory and user applications are mainly
lost when there is a crash in operating system because of
errors occurred by faults within software and hardware.
This is due to the most operating systems, which are
structured and designed to stop working when there is error
detection regardless of the probability that application and
user data might be intact. Handling, code reloading, micro-
rebooting, watchdog timer based recovery and transactional
components can be essentially implemented to attempt self-
healing of an operating system from different variety of
errors. A survey of several self-healing techniques is
essential to be explored, which can be applied to provide
self-healing personality to an operating system and
corresponding models [1].

The emergence of self-healing in operating systems is
determined from web applications, which requires auto-
monitoring of the web application on a daily basis. It is a
fact that the online functionality is recovered through its
fast mechanism and services provided to the customers.
The significance of self-healing techniques is fundamental
in operating systems that considers a run for few hours in
web-applications [2]. Numerous factors are resided with a
self-healing technique that causes a stop to operating
system. These factors are comprehensively emerged in the
form of internal and external forms. The server might be
affected from viruses and worms and are included in the
internal factor whereas external factors entail attackers that
alter the web pages content and attack the website
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[3].Thereby, self-healing is used to heal the drawbacks and
such concerns without having human interaction. Hence the
objective of this paper is to examine the emphasis of self-
healing technique in operating systems. A critical review is
constructed based on its significance to examine the
emphasis in operating systems.

2. Literature Review

Numerous articles have postulated the importance of™ self-
healing in operating systems [4-6]. Self-healing has been
determined as a system that enables the operation perfectly
without the assistance of human interaction in order to
make fundamental modifications for restoring process. The
efficacy of self-healing system is highly attributed in
regenerative engineering. The performance of self-healing
system is emerged in the detection of disruptions, deriving
a remedy, recovering with the help of sound strategy and
diagnosing failure root cause [7]. On the contrary, self-
healing system is consequently use to reconfigure the
system in assuring the restricted work capability. The
classification of self-healing is not comprehended
effectively in the domain of software engineering.
Therefore, ad-hoc compositions are accessible, which are
associated with software systems to capture the needs of
software services [4].

Lin, Wen & Xue [8] have examined the impact of self-
healing algorithm for transmission systems based on
complex network theory. It has been observed that self-
healing strategies are control options that are implemented
to strive a power system to a less vulnerable and more
secure operating system. The implementation of self-
healing algorithm is preferentially driven to prevent, correct
and restorative self-healing phases. The strategies used in
the restorative strategies include the network
reconfiguration phase, the load restoration phase and the
black-start phase. The core emphasis of restorative self-
healing control is to pace up the power supply restoration
into interrupted customers, specifically high priority loads
as well as to mitigate the energy not provided from the
power system. The restored region and the unrestored
region of a power system are included in the transmission
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system of a self-healing strategy that defines the nodes and
transmission of blackout and outage.

Cunha [9] has examined the effectiveness of self-healing
techniques for video-streaming applications. The
proposition of self-healing techniques for video-streaming
approach determines the autonomic element framework
related to a server node in a video-streaming delivery
system. The major initiatives of self-healing techniques are
determined to predict failure, repair and failure diagnosis.
The combination of self-healing lifecycle activities
represents proactive failure recovery. Performance failures
are included in the self-healing structures for the failure
assumptions that overcome the system rebooting problem
and restarting components. The detection of abnormal
system behaviours are used to predict the online learning
and batch learning algorithms. The determination of failure
profile is used to diagnose all predicted failures.

Schneider, Barker & Dobson [10] have explored the
efficacy of self-healing techniques in addressing the rise of
complex requirements of management system. The
rationale of using these frameworks was to provide the
classification and analysis for autonomous sensory data in
detecting and reducing drawbacks. The interface associated
to the operational costs, human administrators and
enhancing current mitigation techniques were classically
used to mitigate the needs of operating systems.
Architectural differences including research areas,
biological likenesses and network behaviours are described
by using self-healing frameworks. A comparative
understanding of each framework is assessed from the
shared properties of self-healing methodologies. Self-
managing systems are included in the wide ranging
applications that promote the operations of self-healing
systems.

It has been examined that the detection and fault location
are instigated with the assistance of telephone calls and
assures the grid operators that indicate the accurate
locations of the fault. The objective of self-healing systems
in this perspective is to handle the issue and address the
complexity without human interaction. The service
restoration application of self-healing systems are notable
to explore the affection of open switch feeder [10].

Duarte et al [7] have explored the implications of self-
healing techniques in controlling and monitoring
distribution systems. The categories of self-healing
solutions are presented in this review that evaluates the
intelligence distribution between field devices. Moreover,
it emphasizes the location of controller in the substation
level to obtain data and send it to field devices. Being
effective in controlling process, self-healing systems are
centralized in controlling the devices and multiple
substations.

In cloud environment, there can be many issues or
complications including modification, replacement and
deletion of a component. The risk of having these problems
occurred is very high. For instance, when an attacker
substitutes an application component by another that works
in the same manner as the original but has some
transformations, which may cause serious problem for
owner and the client both [11].

There are no tests performed by the owners to examine if
the component has been transformed or not, this is because
of the complex structure of this type of application which
has lack of knowledge at the owner level. Software systems
have several irregular and uncategorized conditions that
appear between the system software’s components. In order
to handle such conditions, the software structure has been
split into two layers, which includes the healing layer and
the functional layer. Many capabilities are offered by this
type of software [12].

The investigation of fault locations has been processed
since the development of massive applications of self-
healing techniques. It has been emphasized that the paucity
of control change and baseline configuration might
instigate faults and determines the respective sources to
mitigate the impact. It is a fact that self-healing systems
techniques are essential in determining the abilities of
detection and resolving fault location without the assistance
of human intervention. On the contrary, the implications of
self-healing techniques reflect the inherent incentives for
changing control schemes and preserving baseline
configurations [9].

The performance of self-healing characterization is
performed by the centralized solutions without having the
similar communication structure. A modified genetic
algorithm is usually been used to determine the sequence of
the best operation for restoration of services. The algorithm
helps to consider several parameters as its main function [8].
A structure was developed with several processes to ensure
the available requirements of the software.

The structure is in line parallel to communicate by receiving
and sending messages. Additionally, the chosen hardware
for the solution provides the required reliability and
performance. The simulation represented that the self-
healing solution can most importantly reduce the indexes
continuity. By the end of the deployment and development
of the solution, it will be probable to evaluate the outcomes
and regulate and control the precise and accurate
advantages of the solutions [5].

The notable challenges of fault detection have been posed
on machine learning and artificial intelligence. The
evolutionary or search-space algorithms are leveraged
using self-healing systems to explore accurate or optimal
solutions [10]. These techniques are preferential in
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determining the highly cost-effective approaches that
determine or identify the fault location. Therefore, the
importance of self-healing system is determined from the
challenges and opportunities posed on the operating
systems domain to consequently highlight the features and
dependency without human interference [4].

Self-healing operating systems are capable to provide fine-
grained fault isolation for administrators and users of a
modern operating system. The effectiveness of its provision
is to resolve the problems experienced in the hardware or
software of the operating system [13]. Accessibility of self-
healing system is emerged in the form of automated,
proactive and intelligent diagnoses of errors that are
investigated in the operating system. Targeted automated
responses are triggered by the diagnosis system, which
enables to reduce the particular issue and avoid it to get
worse [14]. The capabilities of self-healing system are
associated with the latest model that is oriented simply
around system administrators and higher level abstractions.

Self-healing operating system endows a chain of
commands to the applications that permit the transparency
and act effectively as assorted processors, more hardware
threads per core and multiple cores per die. The inclusion
of virtual memory endows various applications to scale
transparency with accessible physical memory resources
and emerged as a programming abstraction. The sheer pre-
requisite of self-healing system is the capability of making
diagnoses and taking actions comparatively to that of
human doctor [15]. The implementation of intelligent self-
diagnosis and self-healing is emerged in the self-healing
systems and operating systems.

The effectiveness of self-healing system model is shown in
the replacement of traditional error messages with error
handling, correction and detection, producing diagnoses
applications for automated diagnosis. Automated diagnosis
and hardware and software entities responses are provided
by self-healing operating systems [14]. The dependency of
recursive fine-grained services is provided through the
effectiveness of self-healing systems. The capability of
self-healing systems is effectual in presenting simplified
administrative associations for diagnosing issues and;
therefore, the effects are observed on the resources and
services of operating systems. The management of
operating systems is able to implement automated
diagnoses system that explores error symptoms by
considering self-healing design.

The high performance of grids target is based on the
computing of large sets of resources that endow number of
independent organizations. The essence of volatile
organizations is largely associated to the nodes of self-
healing distributed systems. The efficacy of grid operating
system is considered to provide easiness to users and

programmers from the burden of volatile and highly
distributed resources.

Simple abstractions are provided by a grid operating system
for highly distributed resources in order to accomplish this
objective. The variability of self-healing system is effectual
in the fault-tolerance applications that significantly sustains
the extent of error symptoms. It has been emphasized that
the applicability and mechanisms of the self-healing system
continuously implement applications for additions, failures,
and removals of nodes [11]. On the contrary, the
dependency of self-healing system is not entirely based
upon the set of nodes throughout the entire lifespan of the
system.

The contribution of self-healing system is based on the
contributions of its architecture that endows generic and
transparent fault-tolerance policies and applications and
decentralizes application control applications. Self-healing
system is entirely emerged upon its top level node;
application management service. The main services of the
system is to interact with the service controls applications
and its executions [12], [26]. Moreover, location-
independent names are included in the logical files of
persistence data management service stores. On the
contrary, the lifetime of applications is dependent on the
lifetime of these files. In addition, the management of
volatile data to private applications is managed through the
volatile data management service. It is evident that shared
data abstractions are offered by volatile data management
service for creating distributed applications that is
communicated through the applications of shared-memory
[13], [25]. Fault-tolerance mechanisms can be applicable
through volatile data management service that allows to
replace shared information to enhance performance.

The description of self-healing is notified as a property that
allows a system to acknowledge the operation appropriately.
Moreover, it further enhances the necessary adjustments in
the system to restore shared data without human
intervention. Assisted healing systems are categorized in
the healing system that need human intervention as an agent
external system. It is emphasized that self-healing systems
are capable to recover from the drastic state and return to
the normative state in order to focus on the dependable
systems. The effectiveness of self-healing systems is
normally referred in the dealing of electronic devices,
which regulate algorithm for voltage scaling and dynamic
frequency and for multimedia portable functions.

The association of self-healing operating systems and non-
self-states of a system is dependent on the typical
characteristics of the operating system. The normalcy of its
operations is associated to the attentive operations that
specifically allows self-healing systems to mitigate the
impact of deviations on recovery and maintenance of the
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system [9]. It has been examined that modularity,
performance and fidelity are fundamental properties that
vary in distinctive environments and in intended utilities.
Thereby, the systems of self-healing strategies are
cohesively focused to define the healthy system and
demonstrate indicative thresholds. The initiation of healing
process is specifically dependent on the demonstration of
indicative thresholds [10]. The specific strategy of self-
healing operating system is often dynamic and modify as
the variations are operated under different conditions.

The maintenance of operating system health is preferably
witnessed from the employment of different strategies that
sustain and explore the normal applicability of the self-
healing operating system. The comprehension of fuzzy
zone separation is associated to the healthy and unhealthy
states of the employed strategy. Thereby, the efficacy of
self-healing systems is dominant from the assurance of
component redundancy and from the consideration of
devising healing policies [15], [27]. The production of
reliable and effective systems management is continued to
challenge from the augmenting complexity of modern
computing environments. The static abilities of human
management are demonstrating reductions in the relative
effectiveness.

The emergence of self-healing systems mechanisms is used
to address the increasing complexity pre-requisite of
management systems. The classification and analysis of
sensory information are attempted from these frameworks
that specifically reduce and detect error symptoms [9]. It is
emphasized that the requirement for enhancing the current
reduction techniques is based on the human administrators
interface and reducing operational costs.

The use of machine learning languages is realized through
the self-healing methodologies in the artificial intelligence.
Architectural differences are described through research
areas, network behaviours and biological similarities. A
broad spectrum of emphasized advances are notified for
demands and knowledge throughout the field [12]. On the
contrary, the efficacy of solutions and the similarities
existed among implementations has been comprehensively
demonstrated.

Self-healing term is additionally connected to web
applications, self-recuperating of web application require
activities of daily routines for observing the web
application and a quick system of recuperation that can
keep the online usefulness and administration offering to
the client accessible constantly. The significance of
growing quick robotized self-healing web applications was
produced from the impact that might be brought about if the
web application for a business or an organization is ceased
to keep running for couple of hours [13], [24]. For instance,
an online business, a bank may lose client trust and lose

fiscally on the off chance that it is not working for a couple
of hours.

Many variables may influence a web application and make
it stop. These components might be either interior or
exterior. The inward variable incorporate infections and
viruses that may influence the server of the web application.
The outside elements incorporate aggressors that assault the
site and change the substance of website pages for a web
application for various reasons including the utilization of
various strategies, for example, xss, sql mixture [13], [23].
In the era of evolution, the web application facilitates server
numerous issues including removal of a part, supplanting of
a segment or changing a segment.

The danger of having one of these three elements is high.
For instance, supplanting a web application checkout part
by an aggressor that shows the capacity of an
indistinguishable route from the principle segment. Yet
with minor changes, it would enable the aggressor to take
shared data, which will make a noteworthy issue and
misfortune the web application proprietor and clients [8].
The vast majority of web application proprietor do not
perform tests to check if the segment has been changed or
not and that is a direct result of the mind perplexing
engineering of the web application and absence of
information at the proprietor level.

Self-healing primary point is to have a robotized framework
that can mend itself without human connection. It has
diverse pre characterized activities and methods that are
reasonable for framework recuperation from various
expected disappointment states. It can roll out the
framework to improve the contaminated state to the solid
state [8], [21]. The self-healing property has control over an
arrangement of natural variables that the framework keep
running into. Programmed Self-Healing Software idea is a
sort of exceedingly productive, versatile and a mindful
framework outline, which is additionally connected to
security for fitting response against each conceivable risk
[9], [20]. To the extent, any product is concerned as it is a
sort of never ceasing process. It is a scaffold between a long
haul unwavering quality and short-term solidarity.

Self-healing components, frameworks, devices give an
extraordinary answer for the gigantic and complicated
framework that require awesome exertion, cost, time and
information to be recouped from various sorts of mistakes
either huge or basic. What's more, shape the mistakes that
are difficult to oversee by human. The idea of self-healing
that were raised from autonomic processing incorporated
the distinctive classifications of autonomic figuring (self-
arrangement, self-enhancement, self-rebuilding and self-
assurance) [3-4], [18]. When it is incorporated then the PC
world and the robotization of frameworks can surely build
up a software that can effectively control itself as being
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controlled through a human. Greatest self-properties can be
accomplished by the obligation of independent self-
dependable element, which controls a progressive system

of various circumstances that the product confront in nature.

One way to deal with understanding development in a self-
mending condition is by assessing frameworks state by
means of behavioral properties. By understanding the
extent of frameworks and execution of self-healing
practices, it ends up plainly conceivable to assess self-
mending  strategies against existing usage [5].
Understanding the adequacy of self-healing frameworks
philosophies against current methodologies gives a
functional standard to understand the headway of self-
healing frameworks outside of the Autonomic Maturity
Model. In any case, this objective can be accomplished
from an arrangement of criteria that must be characterized
[6-8]. Self-healing frameworks systems are assessed both
for the current and future frameworks. It is thus that
figuring condition, learning procedure, and administration
style were chosen for correlation.

It is expected that processing situations may never be
completely self-ruling and that a few issues will uncertainly
require human association. In spite of the fact that this is
not with regards to the underlying proposition, eventually it
is maybe unavoidable [9], [22]. For instance, there are no
known programming answers for moderate non-repetitive
equipment disappointments. Notwithstanding, diagnosing
and raising such a circumstance to a chairman is as yet an
attractive  “self-mending” conduct [10]. All things
considered, frameworks that can work to the edge of their

constraints are as yet thought to be effectively self-mending.

The terminologies of self-healing in modern operating
systems have been effectual in assorted meanings. The
concept of self-healing in modern operating systems is
capable to stimulate the correct operation and regardless of
human intervention. The significance of this approach is
consequent in making essential adoptions for restoring
functionalities of self-healing systems to normality. The
efficacy of self-healing systems in modern operating
systems is based on the detection of error symptoms and the
essential replacement of self-repairing systems with self-
healing systems [8], [19]. The automatic detection of
system failures attributes self-healing systems and the
techniques applied to recover the system functionalities
from these failures.

The accomplishment of self-healing operating systems is
dependent on the degraded, unacceptable and intentional
states of system. The intensification of operating
environment in self-healing systems is based on large-scale
and unreliable systems that possess assorted error sources
and vary over time. On the contrary, the self-healing
alignment’s robustness is not dependent on a single crucial

component but the whole system must be capable to recover
from failures. Thereby, minor impact is evident on the
whole system through failures of single element. It is
evident that there is no apparent and fine zone, which
separates system failures from acceptable to unacceptable
states. It is further revealed that there is a transmission line
between acceptable and unacceptable zones of self-healing
systems.

The effectiveness of self-healing systems is revealed from
the attributes of fuzzy transition zone along with an
indistinct degraded state. The specific degraded state
apparently revealed that self-healing systems are caused by
the adverse conditions of operating systems into the
acceptable state. On the contrary, these adverse conditions
somehow causes self-healing system closer to failure.
When smaller portions fail, these large unpredictable
systems did not eventually stop operations but resume
operations with potentially significant failure on
performance. Additional time for actions and recovery
techniques are provided to bring the system into acceptable
state regardless of interruption [8]. Another common
example for the failures of self-healing systems is the state
explosion issue of massive systems along with numerous
procedures.

It is evident that causation of possible states is due to the
number of processes for growing exponentially. The
intention of self-healing operating systems is to propose
solutions for handling all the potential states to explore
common attributes. Moreover, the influence of self-healing
policies intends to demonstrate three level model on the
basis of reflection, reaction and routine. Furthermore,
action, utility and goal functions are different types of
policies that augment behavioral specification and
correspond to reaction, routine and reflection levels [3],
[16]. Therefore, the contribution of self-healing systems in
resilience and fault-tolerating computing is dominant for
maintaining the system to its intended function.

The autonomous approach of self-healing systems is
preferable to indicate specific frameworks and to diversify
approaches to indicate, explore and recover from failures.
It is evident that three aspects are common to discuss and
compare the efficacy of self-healing systems. Learning
methodologies, management style and computing
environment are the specific aspects intertwined to
determine the effectiveness of intended self-healing
systems. Therefore, the implemented self-healing
approaches are more commonly notified under computing
environments and particular management styles. It is
evident that self-healing systems are contrasted bottom-up
and top-down management styles in order to
comprehensively utilize self-healing frameworks.
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The effectiveness of self-healing systems is determined
within computing environments, which are referred as
resources that manages and utilizes a particular set of
system. Computing environments have distinctive assets
and infrastructures, which depends on the systems’ needs.
The difference in each infrastructure is based on the
categorization, utilization and resource frameworks.
Profound impact is based on the differences and approaches
utilized by respective goals of self-healing frameworks [4].
Front-end, back-end and middleware are the system
responsibilities  used to  differentiate  standard
infrastructures. Physical assets are emulated by virtualized
infrastructures and multi-system resource management
systems.

Resources of self-healing systems are allocated
dynamically from physical machines collection and to
create virtualized paradigms. The paradigms of these
frameworks are operated specifically as physical systems.
Multiple infrastructure types are comprised in computing
environments. For instance, some of the computing
environments are able to interact with each other in a
physical pattern and further depends upon a centralized
service model. The instigation of front-end web service is
specifically based on a single tier infrastructure as adopted
by number of self-healing frameworks.

The frameworks of self-healing systems depend on sharing
resources that lead to a natural integration system. The
illustration of sharing resources is conceptualized to reduce
remotely faults in a bottom-up pattern. The initial caution
is further emphasized that presents among different
approaches of self-healing systems and to modify
configurations from alternative nodes. Therefore, localized
healing strategies are preferable frameworks to detect these
faulty cases. It is evident that localized healing frameworks
ignore direct administration as compared to other devices.

The comprehensive pattern of top-down management styles
are dependent on the hierarchical infrastructure in order to
accept and devise child systems policies. Parent-nodes
databases are utilized to subordinate the nodes
communication periodically. The collective systems
behavior is able to communicate the parent with its
alternative node solution [12], [17]. Top-down
methodologies can execute autonomous instructions
instead of an administrator required to allow individual
sy stem. Thereby, it is examined that self-healing systems
are able to detect faults and mitigate its impact in operating
systems with its effective frameworks.

3. Conclusion

Self-healing systems have been emerged as an innovative
and creative systems that resolve and identify the fault

location without the assistance of an individual. The core
perspectives of self-healing systems lie in enhancing the
applicability of operating systems to dominate their
development error free. Wider domains of operating
systems potentially represent faults and complexities,
which become difficult to be resolved. Self-healing systems
using its high-definition features identify these threats and
reconfigure the complexities in the operating systems.

The emphasis of past researches has been evident in
presenting the wider applications of self-healing systems in
different domains such as artificial intelligence, computer
networking, autonomous fault detection and video-
streaming applications. The use of self-healing techniques
can be accessible in robust and fault-tolerant approaches
using common technology. Therefore, the use of self-
healing techniques might be interesting in defence sector.
The capability of damage recovering can provide benefit to
unmanned exploration systems including drones and robots.
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