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Summary

The act of terrorism in the last two decades has caused society of
many damages and developmental setbacks in which the cost may
be inestimable as trillions of United States Dollars have been lost
globally. This study provides an empirical model technique for
assessing individuals towards terrorism using people’s profiling to
mitigate frequency attacks. Though, there have been research
efforts in the direction of terrorism prevention yet assessing
individuals with profiling on a large scale through empirical model
remains a gap in literature. This research used least square
regression technique to generate a mathematical or empirical
model that can assessed individual tendency towards crime such
as terrorism. During data analysis and model evaluation, a profile
of one hundred people was selected by random sampling. The
experimental result shows a record of 97.34% assessing accuracy
on the generalized test. Assessing rate shows the effectiveness and
superiority of the model when compared with some state-of-the-
art algorithms and models on terrorism prevention studies such as
using data mining technique, machine learning algorithms, fuzzy
logic, social media analysis models, knowledge-based framework,
anomalies detection etc. Hence, this work proposes a simple but
efficient method of the least square empirical model for assessing
individuals’ tendency towards terrorism.
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1. Introduction

There has been research on terrorism prevention such as
identifying dangerous materials like chemical, biological,
radiological, nuclear [1,2,3,4] suicide bombing [5] and the
use ofair defense systemscounter  measures for
attacks [6]. While, some study focused on the different
attacks in terrorism by modeling their relationship, [7]
rather than pattern of individual terrorists (as people) and
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applying empirical analysis to detect such individuals
[7]. Some work concentrates on location of vulnerable safe
places for terrorist hide-out using geographical information
system [8].

Meanwhile, other researchers continued terrorist activity
detection by investigating the individual incident in
terrorism [9]. Other prevention measures include focused
on the use of social network analysis, knowledge-based,
software, encryption, scenario planning [10, 11],
application of operation research models [12] analytical
models [13,14,15,16], and game-theoretic models [17, 18]
to explore uncertainty about terrorist activities. Other
current approaches such as confronting, preventing violent
extremism and deradicalization are having little effects [19].
Recently, the use of inference statistics was common among
the researchers. Nevertheless, the continued used of
explanatory and descriptive statistics will remain because of
its usefulness in providing an evidence. However, for the
current trend in the forensic study and future perspective,
there is need to be more focus on empirical research not
only for a better performance and accuracy but for more
proving evidence in terrorism prevention [20,21,22,23].
Nowadays, digital forensic pieces of evidence are gathered
from the medium such as e-mails, internet browser histories
[24,25,26]. Although security agencies are actively working
on the prevention, detection, investigation and prosecution
of potential terrorists. However, preventing all attacks and
assessing individual tendency toward terrorism is quite
difficult that the most dangerous terrorist attack is caused
by "individual actors [19]. A trained individual terrorist or
criminal is capable of death and destruction using
improvised weapons [28,29,30,31,32]. Just as an individual
with a potentially lethal weapon who has peaceful
intentions, does not pose a threat.Though the recent
research approaches to terrorism has been encouraging.
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However, most terrorism research methods are fragmentary,
as they lack validations and have few empirical analysesthat
could provide evidence and, they are typically inconclusive
[19].

Therefore, to addressed these problemsof fragmentary,
validation and analysis,this research propose people’s
profiling method as a solution to terrorism in the society.
The scope of the study is within crime prevention
techniques through people’s profiling. The motivation for
this research originates from the past and present security
challenge of terrorism in the society. Also, this research
effort will be beneficiary to the government security
organizations like police, army, intelligent agencies,
immigration, custom, and prison unit. Furthermore, this
work will be useful to communities, nations and global
society effort to finding a solution to terrorism security
challenge.

2. Security screening to counter-terrorism

Over the past decade, security screening to counter -
terrorism has become a high-priority issue of national
interest and concern especially at aviation sector and public
places [33]. The motorist and passenger screening operation
at highway, bus station and motor part, railway
station, super-markets, hotels, schools, holidays centers,
seaport and an airport terminal can be subdivided into
multiple screening stages, with decisions made to assign
each traveler to one of several available security groups at
each such stage. An individual passenger’s assessed attack
threat or risk value may first have determined by an
automated prescreening machine system is updated after the
passenger proceeds through each screening stage.

Though, designing flexible screening policies that provide
optimal security under imperfect individual risk
information can be quite challenging. However, such some
flexible screening policies are necessary for the adequate
security of lives and properties. The screening rule must be
strategic and not give the terrorist an advantage to attack for
example behavioral detection must be introduced or
integrated by government security agencies to detect
anomalous or suspicious behavior by individuals or
passengers in the major city and non-city terminals. Such
character can be questioned or interrogated and possibly
referred to police or immigration officers.

In a terrorism, prevalent society security screening is a
critical component of road-networks, railway station,
market and supermarket, public offices and buildings,
seaport and airport systems. Thus, an improved security
checkpoint separates certain individuals into a secure,
enclosed wanding station for further
security screening. Regrettably,  the traditional  testing
system deployment by various security personnel was not
only insufficient but ineffective and inefficient for assessing

individual towards terrorism. Crime prevention through the
traditional security multiple searches can be tedious, time
wasting, inefficient and without significant success as
illustrated in Figure 1.

Traditional Security Screening

E 1st Screening
An unknown I-l

' 2nd Screening
| A Who is the unknown criminal?

" 3rd Screening [

A Terrorist escaped security screening

Individual

4th Screening

h )
|al\w Finally set free by security guard

Fig. 1 Traditional crime prevention technique: assessing or screening of
individuals towards crime.

3. Preliminaries

Case I- In a Bayesian network analysis and queueing
theory:

Giventhatk=1.2,....K,i=1.2,..k and m=0,1,... k, define
random variables Zm,ik such that

(i) ZE = +oo, for1<i <k €))
(i) Z,’ﬁl_i = —oo,form>k—i+1 (2)
(i) [ATOvE[28, a [R]| A E (25, wa|F] @
(iv) z¥, = at (4)

(v) [ATi(l)vE 23, i1 |Fi]] NE[ZY 4 i |R] (5

fori1<m <k-i+1landfori<k-—1
forl<m <k—i+1land fori<k-1
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where, F;, i= 1,2,....kis a sigma field over all possible
realizations of vector{ATi(”},’;:L k=1,2,3,..K,and the
notations v and A imply maximum and minimum,
respectively.

Then considering stage | >1, when there are k = 1,2,...,.K
remaining individuals to test at “k” security screening in
“intervals.” If for each individuali= 1, 2, ... k, partition

the line segment [0,1] € R into k—i+ 1 random intervals
defined by the breakpoints 0, such as,

E [Z]k(—i, i+1 |Fi]'E [leg—i, i+1 |Fi]' B [Zf i+1 |Fi]’ L

Then, the optimal assignment (OA) is to assign the ith
individual to the mth most secure interval remaining if ati(”
lies in the mth highest interval or, alternatively, if

Z,I.:l'i = ati(l).

Case I1-Probability theory:

Ina profiling approach on airport  security
screening, William Press proposes a mathematical method
known as “square root biased sampling technique”
[34]. The square-root-biased sampling is a mathematically
optimal compromise between random sampling and strong
profiling that can identify a criminal, given fixed screening
resources [34]. In this technique if the probability of finding
a criminal is z + 1st looks such as;

(2-tm*)*tm (1 — t,, *)*t,, * and the probability of not
finding the criminal is exactly z > 0 looks,

where, a single criminal is expressed as K = m*k = m =
Then the average up “W” "up"of looks needed can be given
as;

o = D @+ D=ty ¥y + = 1/t = (6)

Also, the expectation can be given over the remaining
random variable, namely, that value m is m . This
expectation can minimize the subjectto . t; = 1, which can
be stated as;

N
Hp = Z Pm/tm ()

Then minimizing with a Lagrange multiplier to the optimal
choice for the tm's as;

t 1
—_mz (8)

mz2

Pm =

and the mean number
can be written as;

up" of tests per discover criminal

N
o=t )2 ©)

The equation (9)indicates that individuals should be
selected for screening proportionally to the square root of
prior probability. The use of “priors” for screening make the
screening to be weak because it can result in secondary
screening being distributed over a much larger segment of
the population compare to “strong profiling”. Therefore,
equation (9) should be a known result, in a simple way, if
there is only a single criminal [34].

The critiques of the square-root-biased sampling technique
are that it is biased since the tests are not uniform among
the people asbeing a citizen of a country does not make
someone not to be a potential terrorist.

Assessing an individual’s tendency towards crime is a
vision-based empirical model for crime prevention that
requires robust mathematical expression, i.e. an expression
that can be applying to people’s profiling. The output of
people’s profiling is the fundamental element in the
subsequent process of detecting a criminal [31, 35]. The
fundamental task of this process is to separate the criminal
from the non-criminal [35]. According to Jonathan Rae,
[35] “If people’s profiling is possible, it would be an
irresistibly attractive method for countering crimes such
as cybercrime, network intrusion or terrorist attacks as it
would maximize the efficiency of prophylactic resource
allocation, increasing the likelihood of the interception of
an attack”.

Security measures allow the public to continue to live
normal lives even in an increasingly dangerous world. As a
result of the increasing dangers in the society, security
precautions are becoming common parts of modern life. For
instance, security checkpoints at public locations provide
increased safety to the public through the screening,
location, and collection of identified harmful materials,
thereby helping to prevent the presence of these harmful
materials in the public places. In exchange for this increased
safety, the public are made to trades inconvenience and loss
privacy.

4. Security Intelligence Service

People’s profilingcan help to discover behavioral
frequencies (normal and abnormalities), and patterns that
can lead to attributing in identifier a person involved in a
crime. An example of profiling is a rapist profiling, theft
profiling, robbery profiling, cybercriminal profiling,
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network intruders profiling and terrorist profiling. Which
can be used to focus on a criminal at populations within a
crowd of legal residence, foreigners, travelers for example
at the airport terminal, seaport, rail station, bus station etc.
In his study of security screen at the airport, a researcher
named William Press at the University of Texas at Austin
has found that secondary security screening at airports is
mathematically flawed and has identified a way to select
people for screenings more efficiently and fairly [34]. Basic
criminal assessing, or suspicion indicators can be of the
form in Figure 2.

The Situation

Person's story Behavior

Individuals
Assessment
ISuspicion
indicators for

Crime
Appearance

Belongings

Fig. 2 Basic crime assessment indicators and process

As highlighted in Figure 1, the basic crime assessment or
indicators can begin from the situation at hand. The
situation means in a security attempt to prevent terrorism,
an individual can be assessed or suspected based on some
indicators this include behavior, appearance, belongings,
documents, and person’s story.

5. Intelligence Cycle

In some country security intelligence service has a unique
assessment process [36]. The process follows in conducting
investigations, collecting intelligence, assessing it and
reporting to the Government can be illustrated in what is
known as the "security intelligence cycle". Identifying
terrorism threats include the first stage of the cycle is the
identification of a potential threat. Terrorism threats to
security of lives and properties could arise from: long-term
circumstances such as the presence of organization working
under some form of cover, or short-term circumstances for
example, a visit to ones’ country by someone thought to be
pursuing a terrorist objective. Before decision action to
investigate a potential threat, there must be a clear
understanding of what that threat comprises, so that any

investigation is appropriate and effectively directed. This
security intelligence cycle can be illustrated as in Figure 3.
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Fig. 3 An illustration in form of intelligence cycle

Collection of information: Once data has been collected, the
next phase is to examine it, which involves assessing and
Figure 4.

Fig. 4 Data collection and investigation processes

An investigation processes involves extracting the relevant
pieces of information from the collected data. Then analysis
involves extraction of relevant data to draw conclusions.
Reporting is the process of preparing and presenting the
outcome of the analysis. Therefore, intelligence model
involves capturing, recording and analysis of network
events to discover the source of attacks.

6. Proposed new method

Recent advances in mathematics, statistics and computer
science provide a powerful tool for modeling complex
probability distributions by automatically discovering
intermediate abstractions from a huge number of basic
features. This paper proposes least square regression model
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to peoples profiling to mitigate terrorism attacks.The
ordinary least square modeling involves the use of statistical
techniques that allow the recognition of patterns in large
quantities of data, aggregated in databases. When these
patterns or relationships are used to identify or represent
people, they can be called profiling.

The profiling information such as behavior, belongings,
documents in possession, organization membership, email
activities, website affiliation, social media profiles, phone

Profiling parameter
ontology
Ofl ST SCENe
include

records analysis, and banking activities. Other include
travel records, nationality, occupation, marital status, office
address, residential address, handwriting recognition etc.

All these profiles information was extracted and analyzed
on a hundred individual and collectively, using least squares
regression model. The aims at performing the analysis of
one hundred people for assessing individuals using
profiling is demonstrated in the proposed modeling Figure
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Fig. 5 Flow chart of the proposed model

Mathematical proof;

Let parameter “y”assume to be a linear combination of
some independent input parameter plus
some independent parameter referred to as disturbance or
noise “e”. The way the independent parameters are
combined is defined by a variable vector:y =X4 + €. Also,
assuming that the disturbance term is drawn from a standard
Normal distribution:e~N(0,1). For some estimate of the
model variables1, the model’s prediction errors/residuals
"e" are the difference between the model prediction and the
observed output values and this can be express as;

e=y-X1 (10)

The ordinary least squares (OLS) solution to the problem
(means determining an optimal solution for1) involves

minimizing the sum of the squared errors with respect to the
model variables, 1. Then the sum of squared errors is equal
to the inner product of the residuals vector with itselfZe? =
ele:
where,
ele = (y-X1)T(y-X1)

= YTy —y"(X2) - XDy +
(X1)"(x1)
=yTy — (XAlT y— (XAlT y +A(XA )T(XT)
=y"y —2(XD)"y + XD (X1)
=yTy—2ATXTy +
ATXTX
i.e,
e"e = yTy —22TXTy +ATXTX (1)
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Then, determining the estimator of the model variables, 1,
and minimizing the sum of squared residuals with respect
to the variables, then let integrate as follow;

0
—_— T =
37 [eTe] =0

=-2xTy + 2xTxA

Hence, xTy = xTx1 (12)

T
due to the identitya‘;—ab = b, for vectors a and b. Thus, this

relationship is matrix form of the Normal Equations.
Therefore, solving for1 gives the analytical solution to
the ordinary least squares problem as:

1 = (aX"X) X"y (13)

Ordinary least squares regression are parametric, in that the
regression function is defined in terms of a finite number of
unknown variables that are estimated from the dataset.

In the dataset approach to this research, values of numbers
were assigned to each parameter to form a dataset because
in dataset parameter design approach Sarah Bouslaugh and
Paul Andrew Watters [48], stated that “Before you can use
statisticsto analyse a problem, you must convert
information about the problem into data. That is, you must
establish or adopt a system of assigning values, most often
numbers, to the objects or concepts that are central to the
problem in question. This is not an esoteric process but
something people do every day” [37].

Therefore, to obtain a dataset from each variable of people’s
profile parameters, in each of the different design model of
people’s profiling, a regression analysis technique was
applied with the aid of a statistical software. Francis Chin,
and Gultekin Ozsoyoglu [38] stated maintained that the
“design of a statistical database should use a statistical
security management facility to enforce the security
problems at the conceptual model level”.

In the analysis of individual terrorist, linear and generalized
regression modeling provide a set of tools apply to data in
the form of cases (hamed groups) by variables (traits and
behaviors of the groups).

7. Experimental results and discussion

The result of the test is a generalised empirical expression,
Y, for detecting individuals as a function of the stipulated
input parameters, Xi: i = 1,2,3,...,100, was obtained as
model equation from the given original equation;

Y = ao + alx1+a2x2+a3x3+...+a100x100 + €k...... as in

€]

|. The Mathematical model

Y = 0.3159 -0.0236x:+0.0171x,+0.0004x3+0.0002x-
2.0757x5-0.1133x6+0.0209x7-
0.0018xg+2.62284X9+0.0454x10+0.0075%11+0.0455%1,+1
.91172x13-0.4660X14-0.0003X15

+0.0083x16+0.0003%17 -0.0554%15+1.0857X19-0.6780X20-
0.0471x21+0.0070%22+0.0012x53

+0.0003X24-2.0257%25-0.1134X56+0.0106X57 —
0.0019x25+0.0319%29+0.0461x30-
0.0472x3;+0.0071%3,+0.0001x33+0.0002%34-2.0757 X35-
0.1133%36+0.0208x37-
0.0018x35+2.61173%39+0.0454X40+0.0075x41+0.0455X 40+
1.91172x43-0.4660%44-0.0001X45

+0.0083x46+0.0003X47 -0.0554X45+1.0857X49-0.6780Xs50-
0.0471x51+0.0070x5,+0.0012Xs53

+0.0003X54-2.0257X55-0.1134X56+0.0106X57 —
0.0019x58+0.0319x%59+0.0461 Xg0-
0.0472x%61+0.0071X62+0.0001X63+0.0002X64-2.0757 X5~
0.1133Xg6+0.0105X67-
0.0018x65+2.61173X69+0.0454X70+0.0075x71+0.0455X7,+
1.91172X73-0.4660X74-0.0001X75

+0.0083x76+0.0003x%77 -0.0554x78+1.0857%79-0.6780xg0-

0.0471xg1+0.0070x5,+0.0012Xg3

+0.0003Xg4-2.0257%g5-0.1134xg6+0.0106Xg7-
0.0019xgs+0.0319x%g9+0.0461 Xg0-
0.0472X91+0.0071Xg2+0.0189x93-0.064 X94-

0.0557x95+0.1130x96+0.0036X97- 0.0016X0s
+0.02164x99+0.05922x10 (14)

i.e. Y =0.97342

Therefore, Y =0.97.342 = 97% detection rates of crime, or
a prediction of 97.34% accuracy, where Y is acceptable at,
Y <1 i.e. the summation of Y is less than 1, and 0.3159 is
constant, the Xi’s represent parameters or independent
variables of each person’s profiling.

This is an interesting result of mathematical model used for
crime detection using people’s profiling. The mathematic
formula have ability to capture large number of people such
as in hundreds to billions for assessment on crime at once
to generate an instant output if data are readly available.
Equation (14), is referred to as the model equation of Y. The
equation (14) is an important design empirical equation
which can be used to predict or determine the degree or
value of the individual’s in the generalized empirical
expression, Y, from given values of Xi, which are the
independent variables. The sum of the calculated value of
the model, Y, from given values of Xi, is given as 0.97342
Therefore, Y is predicted at; 0.97.342 or an approx., 97%,
that means Y, is significant and acceptable for generalized
detecting prediction on the individual.
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Il. Summary of F-test statistical data and validations

The coefficient of determination, R2, of the model is
presented in Table IV, which indicates goodness-of-fit of
the regression and shows the percentage of the variation in
Y that could be accounted for by the one hundred (100) X
variables. In this work, it is observed that 97.34% of
prediction, Y, could be accounted for by these one hundred
(100) Independent Variables, X; while, perhaps 2.67%
could be explained by other factors. The errors are being
minimized at 2.741936 x 10-3, while the absolute
percentage error obtained is 0.412.

In making decisions involving validity, Andrew Siegel and
other researchers have shown that R2 can be used in testing
the validity of a model [20,39,40,41]. Since the model
(equation (5)) produced R2 of 0.89625 or approximately
90% it means that R2 = 0.89625 is greater than the
benchmark scale or threshold value of R2 =0.673 or 67.3°%
for n =15 and k = 1,2,3,...,15, this stand at the acceptable
level of validity. Thus, this model equation is significant at
the given significant level of 5%.The summary of the F-test
statistics on people’s profiling detecting prediction is
presented in Table I.

Table 1: Summary of F-test statistics on people’s profiling detection

prediction
Parameter Value
Dependent Variable Y (100)
Ind Independent Variables X(100,000)
Coefficient of Determination, (R2) 0.97342
Coefficient of Variation 0.0508
Mean Square Error, MSE 0.002741936
Square Root of MSE 0.052363499
Average Absolute % Error 0.412
Number of observations, n 20

Table 1l presents the result of t-test statistics on an individual
profile.In Table Il there are values of the regression
coefficients, b(i), and the t-values for every independent
variable X;. This gives the validity or acceptability of each of
the independent variables.

Table 2: Computational results for the model validation process

Indepe | R Stand | vl Rej | 1
ndepe egre and | value wer
ndent ssion. ard to %‘{ﬁ?a eHcé of
variabl | Coeffi | Error test Leve}/l at test
e cient | Sh(i) | Ho=B 2| at
(=1 5%

x2 | 00741 | 9939 [ 4021 | 0.1876 | Yes | 29
x11 | 00081 | 999 | 3172 | 0.3493 | ves | D5t
x17 | 00001 | 0900 | 3222 | 0.4528 | ves |
x25 | 0.0000 | %990 | 3124 | 05443 | ves | 02
= 2378 o

X29 | 5qge7 | 2370 | 3.044 | 03886 | Yes | Det
- [ 0050 7

X31 | o113 | V80 | 3024 | 0.0503 | ves | 33
x34 | 00105 | 0926 | 3016 | 0.608 | ves | &3
- 0.011 0.0

X36 | goo1g | X | 3.004 | 08743 | Yes | 02
x38 | 27283 | 0091 | 3012 | 0.0108 | Yes | &5

x40 | 0.0564 | 005 | 3.460
x42 | 00085 | 0013 | 2440
xa4 | 0.0543 | 0027 | 2.480
xa1 | 00418 | 0918 | 2,060
xs5 | 0576 | 9371 | 3360

xe5 | 0.0000 | 9090 | 2840
2378 | 2.180

0.050 | 3.860

0.0
0.5463 | Yes 856
0.0
0.5381 | Yes 88
0.0881

ves | ois
0.0419 | Yes | 93
0.1838 | Yes | -2
05443 | Yes | g9
X76 | 51567 0.3886 | Yes | St
X85 | 1143 0.0593 | Yes | &i%
xo5 | 0.0105 | 90% | 3405 | 0698 | ves | $3

In Table Il the t-values of nineteen suspected peoples
among the one hundred peoples sampled and tested on
profiling in which their t-value are significantly higher than
threshold t-value 2.365. As each X’s, has a calculated t-
values of 4.021, 3.172, 3.222, 3.124, 3.044, 3.024, 3.016,
3.004, 3.012, 3.460, 2.440, 2.480, 2.960,3.360, 2.840, 2.180,
3.860,3.405 and 3.575 respectively.
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T
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t-value to test Ho =B{i) =1
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of 2.355 which 15

the threshold
value
2|2 !? g

Fig. 6 Graphical representation of t-value as a function of the people’s profiling

The dotted line in Fig. 6, demarcate the standard t-values of
2.365 from the resulting variables of people’s profiling that
are significantly higher than 2.365. Hence, the plot above
the dotted line indicates the ten notable indicators for
assessing an individual for a crime. Therefore, for
acceptability, it is required that at least one of the t-values

of the input parameters exceeds the threshold value, the
developed model equation is acceptable by the t-test
validation. Furthermore, the graph representation of the
regression coefficient, bi, as a function of the input
parameters, Xi: i =1,2,3,...,100, is shown in Figure7.

Regression Cosfficient [bi}, a5 2 Function of the People’s Frofiling )

ie. 2.7284=0
Yot X Ve w W W
Ly S l.br\--r\-ur\-uh—nc:m% (=31 P
e L e e e e e o E

___________________ At least one value of
B{i) is significantly = 0

Fig. 7 Graphical representation of regression coefficient, bi, as a function of the people’s profiling

Figure 7 clearly show the validation of the use of the
empirical expression given in equation (14) for the
calculation of prediction, Y. To further validate the
empirical model in equation (14), since at least one value of
bi is not equal to zero (0) i.e. since the value of the

regression coefficient, bi, for X9, X18, X21. X23, X26, X59,
X68, X71, X73, X76, and X100 are significantly greater
than zero, the design or model could be accepted as being
valid. Moreover, it suggests that the variables (Xi’s) are
linearly related to, Y.
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8. Conclusion

With a simple mathematical model, we explored the
antiterrorist effectiveness of society through individual
profiling systems. The effectiveness and efficiency of the
model are tested on one hundred benchmark functions with
different characteristics. The results show that the proposed
prevention method is efficient and effective in terms of data
analysis factors such as performance, accuracy, detection
speed and validations.

The research objective was achieved as there was a record
0f 0.97.342 or 97.34% an approximately 97% prediction on
the overall testwhich signifies the level of performance.
This means that people’s profiling have asignificant effect
toward optimizimation of security if been integrated into the
system as a solution to terrorism management challenge as
it will be more effective, efficient, reliable and productive.

9. Future Work

This study proposes an empirical model for assessing
individual towards terrorism using people’s profiling. In
addition, the empirical data can aid forensic and security
research [42-68] and complexity in the society like
other methods currently in practice. Meanwhile, the future
works will focus on combination of regression analysis and
traditional spatial pattern analysis such as data clustering.
Inaddition to other emerging approaches to terrorism
research and integrate the developed mathematical formula
into a software for assessing an individual for terrorism.
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