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Summary

Cloud computing technology has attracted various industries
including healthcare systems, as an efficient and cost-effective
medium for providing services over the Internet for various
purposes worldwide. Despite the growing popularity, healthcare
institutions are concerned about ensuring the security of patient
data shared over the Internet. The aims of this article were: a) to
examine the existing information security solutions in healthcare
industry, b) to review the strengths and weakness, and c) to
propose a new cloud-based information security approach by
combining the strengths and minimizing the weaknesses. We
searched four major databases: PubMed, Scopus, ISI Web
Sciences, and Science Direct, in two phases, using such key
terms as cloud-based health information security; healthcare
informatics; and cloud computing technology. Of the 231 initial
quality entries, 21 eligible articles and 15 projects were
examined systematically by an expert panel, and the findings
were grouped into: administrative, technical and physical
information security domains.

Five groups of security solutions were identified (Table 1),
collectively offering 17 advantages to cloud-based information
communication (Table 2). Also, 15 successful cloud-based
information projects with their effective security solutions and
methods are presented in Table 3.

Appropriate security solutions for cloud-based healthcare data
communication enhance the confidentiality of the Internet
services and improve collaborations among healthcare
institutions. The best approach for providing cloud-based
information exchange is to combine security solutions to ensure
confidentiality and accessibility, maximizing collaboration
among healthcare institutions, while reducing or eliminating
potential threats worldwide.
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1. Introduction

Cloud computing is an important topic in the development
of information technology (IT) and has attracted the
attention of communication researchers as a new
opportunity for the provision of internet services to a
whole host of clients worldwide (1, 2). This technology is
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efficiently capable of providing services over the internet
on demand and at a set cost by sharing computing
resources with users for various purposes (3, 4). The
application of cloud computing in healthcare industry has
enabled users to have efficient access to myriad of
hardware and software resources worldwide, at any time
and place where internet is available (5). Without cloud
computing technology, healthcare institutions have to
invest separately in the infrastructures to maintain
effective communication, prompt access to patients’
records and provision of quality medical services among
their physicians and providers (6). However, in the
presence of cloud computing technology, the subscribing
healthcare institutions equally benefit the system and
enjoy its services without a need to own the technology
).

Besides the growing popularity of cloud computing
applications in healthcare industry, there exist some
concerns, mainly surrounding the security of patient
information. Although there are innovative and effective
protocols for information security, particularly for
healthcare applications exists; a large number of
institutions are concerned about adopting cloud computing
over locally controlled internet servers. Further, the
architecture of information security in traditional internet
system has major differences with the protocols designed
for cloud computing, with which most users are not
familiar (8, 9).

Unless the information security concerns are properly and
transparently addressed, most healthcare institutions will
remain hesitant to adopt cloud computing services as a
modern means of information exchange among physicians,
other institutions, and most importantly, the patients (10).
Therefore, providers of cloud services to healthcare
institutions must pay high attention to the security and
privacy of not only their own information but also those of
other institutions to minimize or eliminate security threats.
This effort not only provides security to the cloud
computing providers but also gains the satisfaction and
trust of the healthcare institutions involved

(12).
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To date, several research projects have been conducted to
investigate the potential threats to cloud-based health
information systems and some promising solutions on the
system architecture and ensuring information security
have been suggested. However, some fundamental
disagreements by IT experts still remain. Major troubling
issues regarding health information security include:
Inconsistencies among current health information systems
and the technical architecture.

Limited access to cloud-based health information in some
geographic regions.

Shortage of healthcare information laws in many countries,
at federal, state and local levels (7, 12, 13).

Given the above facts, the urgent need for a systematic
research to explore and resolve the security challenges
facing cloud-based health information systems remains a
vital task. The aims of this systematic review were: a) to
compare and contrast the current health information
security protocols, b) to examine their strengths and
weakness, and ¢) and to design and recommend a new
health information security protocol that combines the
strengths of the current protocols, while minimizing or
eliminating their weaknesses.

2. Methods

Phase 1: We searched four major healthcare literature
databases, such as PubMed, Scopus, ISI Web Sciences,
and Science Direct. The key terms used to search these
databases included “cloud-based health information
security; healthcare informatics; and cloud computing
technology”. We identified and reviewed many relevant
articles, 21 of which had all of the following selection
criteria:

) Studied various aspects of cloud-based healthcare
information security or healthcare informatics.

) Were published between 2010 and 2017 in
reputable English journals and were retrieved in full-text.
) Were indexed by one or more of the selected
databases, as identified above.

The selected articles were primarily reviewed and
approved by a panel of three academicians experienced in
medical informatics. The articles (N=21) were further
reviewed in detail by two members of the panel, who
noted their findings of the selected articles independently
and grouped them into specific categories (Table 1). The
members’ findings were deliberated collectively by the
panel with a focus on the significant merits of the
extracted security methods. The approved findings were
then assigned for inclusion in the manuscript.

Phase 2: Following the completion of Phase 1, we
compared the security architecture of 15 credible
published projects (Table 3) that had utilized cloud
computing technology. The key terms and major

databases used to search for these projects were the same
as those in Phase 1.

3. Results

In this review, “security controls” refer to protecting,
defeating, preventing or minimizing security threats to
cloud-based health information and related data (14).
These are categorized in three groups: administrative,
technical  (or logical) and physical controls.
Administrative Control involves standard procedures and
written guidelines that have been established by experts in
the field. Technical Control refers to monitoring the
appropriate access to information and computer systems
through the use of software, hardware and relevant data.
Physical Control covers the protection of computers,
technical equipment, and the work environment (15, 16).
Alternatively, and based on recent research, security
solutions to safeguard cloud computing technology are
grouped into five headings: security standards, security
protocols, encryption techniques, regulations and
procedures, and access control mechanisms (Table 1).
Detailed descriptions of these heading and the components
are presented below.

Table 1: Security solutions to safeguard cloud computing technology
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Security Standards:

The security standards provide specific frameworks for the
management of cloud-based health information exchange
and its environment, such that potential threats and
hacking against the system are prevented or minimized.
International Organization for Standardization (1SO) was
founded in 1946. SO is an international organization
aimed at establishing and standardizing the security and
management of computer information systems worldwide.
1ISO27001, 1S027002, 1S0O27006, 1SO27799 and
1SO18808 are well known information security standards
that are issued and authorized by 1SO (17, 18).

Digital Imaging and Communications in Medicine
(DICOM) is one of the most successfully applied
standards in clinical computing systems. It is used for the
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exchange of image data between picture archiving and
communication system (PACS) and other healthcare
communication systems locally, regionally and worldwide
(19).

HL7 or Health Level -7 refers to a set of international
standards for transfer of clinical and administrative data
between software applications used by various healthcare
providers. These standards focus on the application layer,
which is "layer 7" in the OSI model. The HL7 standards
are produced by the Health Level Seven International, that
is an international standards organization, and are adopted
by other standards issuing bodies such as American
National Standards Institute and 1SO (20, 21).

Security Protocols:

The most popular security protocols used in cloud
computing technology are HTTP, SMTP, MIME, HTMLS5,
TCP/IP and WADO.

HTTP or Hyper Text Transfer Protocol refers to the
communications protocol used to connect to Web servers
on the Internet or on a local network (intranet). Its primary
function is to provide secure connection with servers via
Web and send HTML pages to the users’ browsers (22).
SMTP is part of the application layer of the TCP/IP
protocol. Using a process called ‘"store and
forward", SMTP moves Email messages across networks.
It works closely with another protocol called the Mail
Transfer Agent (MTA) to send user’s communications to
the right computer and Email inbox (23).

MIME stands for Multipurpose Internet Mail Extensions
and is an Internet standard for extending Email format to
support text in character sets other than ASCII and non-
text attachments generated by audio, video, images, and
other programs (24).

HTMLS5 is amarkup language used to structuring and
presenting content on the Web. It is the fifth and current
major version that exists in two standardized forms (25).
TCP/IP  or Transmission Control Protocol/Internet
Protocol consists of communication protocols that
are used to connect network devices together on the
Internet. TCP/IP may also be used as a communication
protocol in a private network such as intranet or extranet
(26).

WADO or Web Access to DICOM Persistent Objects is a
web-based protocol for sharing and retrieving
DICOM image data to and from healthcare institutions,
using the http and https protocols (13).

Encryption Techniques:

The use of encryption techniques is one of the powerful
cloud-based security mechanisms against data loss or theft.
The algorithms are divided into symmetric and
asymmetric encryptions, depending on whether the
technique uses a public or private key for the encryption
or decryption of information, respectively, at the time of
data transmission to the cloud computing system.
Asymmetric algorithms provide a higher level of security

than the symmetric ones, thus they are used more
frequently to protect cloud computing technology (27, 28).
SKE or symmetric key encryption is an algorithm for
cryptography, that uses the same keys for both encryption
of plain text and decryption of cipher text. The keys may
be identical or there may be a simple transformation to go
between the two keys. In practice, the keys represent a
shared secret between two or more parties that can be used
to maintain a private information link. Although SKE is
simpler and faster, the fact that both parties have access to
the same secret key is one of the main drawbacks. The
most popular SKE is data encryption standard (DES) (29).
PKE or public key encryption is used to secure electronic
communication over an open networked environment,
such as the Internet. This cryptographic system uses pairs
of keys, i.e., public keys which may be disseminated
widely, and private keys which are known only to the
owner. This system avoids the SKE problem, because the
public key can be distributed in a non-secure way, but the
private key is never shared or transmitted (29).

SOAP stands for Simple Object Access Protocol,
a messaging protocol that allows programs that run on
disparate operating systems, such as Windows or Linux, to
communicate with each other using HTTP and XML (30).
STTP or the Secure Token Transfer Protocol enables two
entities to exchange a set of tokens that is needed to
perform a certain task, e.g., verify authenticity. STTP is
intended to be used in case a mechanism to securely
transfer tokens is missing for a particular context in other
protocols (31).

SSL or Secure Sockets Layer is a standard security
technology for making an encrypted link between a web
server and a browser. It ensures that all exchanged data
remain private. SSL is an industry standard and is used by
hundreds of websites to protect their online transactions
and the clients (32).

TLS or Transport Layer Security and SSL
are protocols that provide security for communication
among computer and Internet networks. Multiple versions
of TLS and SSL are frequently used for web
browsing, Email, instant messaging, and voice over
IP (VolIP). Websites use  these protocols to secure
communications between their servers and web browsers
(32).

Regulations and Policies:

Considering the growth of cloud-based computing and the
applicable services needed by various institutions, it is
essential that the related security regulations and policies
are developed and enforced by the governments and
private sector alike. The regulation and policies provide a
secure environment for various healthcare institutions,
convincing them to trust the system when they share or
exchange confidential patients’ information among the
members of healthcare community (27, 33, 34).
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HIPAA stands for Health Insurance Portability and
Accountability Act, which is a section within the U.S.
Department of Health and Human Services. Passed in
1996, HIPAA was established to make health care
delivery more efficient and confidential, as well as
providing more Americans with health insurance coverage
based on three provisions: portability, tax and
administrative simplification (35).

Federation ID is a field within the Internet webpage of
certain organizations that permits the administration to
select case-sensitive usernames and format for their clients
to log in (36).

Access Control Mechanisms & Methods:

Access control mechanisms enable the system to check the
users’ identity without them noticing it. Thus, only
authorized users are allowed to enter the system and have
access to the cloud-based information (37). There are three
control mechanisms to access the cloud-based system: 1)
Access Control list (ACL) consists of the eligibility
checks to determine the person’s right to access the
system; 2) Role-based Access Control (RBAC) operates
based on the role of individuals within the system; and 3)
Fine-grained Access Control (FGAC) is similar to RBAC
but includes certain predetermined targets before allowing
access to the system (38). The most popular access
methods are: Open 1D, XACML and Shibboleth.

ACL or Access Control List is a table
identifies which access rights each user has to a particular
system object, such as a file or the directory. The list has
an entry for each system user with access privileges, such
as the ability to read, write or execute a file. The list is

implemented differently by various operating systems (39).

RBAC refers to Role-based Access Control or Role-based
Security. It is a policy neutral access control mechanism
that authorizes users to access the system. RBAC is used
by many organizations for mandatory or discretionary
access controls, depending on the role and privileges of
the users in the organization (40).

FGAC or Fine Grained Access Control is a mechanism to
implement a transparent security policy. It is an efficient
mechanism for ensure security while avoiding rewrites or
modifications of applications written against the database

(41).

Access Methods:

OpenlID refers to an open
standard and decentralized authentication protocol. It

allows users to be authenticated by co-operating sites,
using a third-party service and eliminates the need
for webmasters to have their own login systems. It also
permits users to log in to multiple websites without using
a separate ID and password for each (42).

XACML or eXtensible Access Control Markup Language
is a fine-grained, attribute-based access control policy
language. It isa processing model describing how to

evaluate access requests according to the published rules,
regulations and policies for XACML (43).

Shibboleth is asingle log-in protocol for computer
networks and the Internet. It allows people to log in, using
just one identity to various systems run by groups of
federated organizations or institutions, such as universities
or public service institutions (44).

The major advantages of applying security solutions to
cloud-based information systems are listed in Table 2.

Table 2: Advantages of Security Solutions in Cloud Computing
Technology
Advantages

o Capable of expansion and
advancement
o Executable on every
transmission protocol )
o Not limited by programming
models
o Improving authentication
methods
o Compressed messages and
transmittable information
» Non-reputation ability
« Improving digital signature
methods
» Enhancing encrypted data
communication
o Open, decentralized standard
» Authentication ability for all
security services
o Enhancing the systems
integrity = "
» Accurate identification and
management of users
o Efficient number of
authorized access and service
fees determination
« Consistency in security
architecture per region
e Consistency in the use of
security solutions
e Improving systems
consistency
¢ Enhancing the role of
security policy makers

Solutions

Securit
Protocols

Encryption
Techn?ques

Access Control
Mechanisms and
Methods

Regulations
& Policies

Methods and Solutions in Cloud-based Health
Information Projects: Similar to other business sectors,
healthcare industry has enjoyed the many services
available by cloud computing system. Studies have
shown that the application of cloud computing services is
welcomed in many healthcare programs and is on the rise
in various countries worldwide. This section presents the
details on the types and methods of security solutions used
in the architecture of cloud-based health information
communication (Table 3).
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Table 3: Security Solutions Used in Healthcare Information Projects
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3. Discussion

Security challenges facing cloud computing technology,
particularly in healthcare industry, can affect the
advantages, efficacy and application of this technology by
many users worldwide. The type of cloud impacts the
choice of security solutions and techniques, and the
architecture of the cloud-based information system. In the
architecture of projects that use public clouds for service
provision (12, 13, 46, 47), the security protocols and
encryption are highly emphasized to prevent unauthorized
access to the information. This enhances the system’s
trustworthiness for the users to transmit and receive their
confidential information. However, in projects that
provide services through private clouds (45, 49, 53, 55),
less encryption and security techniques are used, due to
the small work environments and limited number of
individuals using the system.

Solutions to control access exist in the architecture of the
majority of security projects (7, 12, 45, 47, 51-54, 57), and
the cloud type does not have much influence over the
choice of solutions. Ordinarily, SSO is popular in projects

using public clouds as the access control solutions,
whereas ACL is generally employed by those on private
clouds, with limited and easily identifiable users and
defined privileges for access.

Regulations and policies have not been emphasized and
enforced as much in the majority of projects using cloud
computing technology (7, 52), despite the fact that
governments and policy makers can and should play an
important role in this context. Indeed, the shortage of
regulations and policies for the new technology can affect
its growth and application in the society. Whereas
development and implementation of clear and enforceable
regulation and policies can minimize if not eliminate
much potential conflicts in the application of cloud
computing in many public and private sectors including
healthcare industry (33).

4. Conclusions

Using appropriate security solutions in the design and
development of cloud-based health information system
enhances the trust and confidentiality of the service users.
Also, having a secure internet environment for
information exchange and collaboration stimulates the
participation and constructive interactions among
healthcare institutions. The findings of this systematic
review indicate that the best and plausible approach to
develop an enhanced security for the provision of cloud-
based health information would be combining several
security solutions. Such an approach not only ensures the
confidentiality of private information but also provides
immense capability and potentials for professional
collaborations among healthcare institutions, locally,
regionally and globally. Applying multiple solution
techniques to the system improves the health information
security, accessibility, architecture and the satisfaction,
and significantly reduces or eliminates potential threats to
the security of highly private information.
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