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Abstract 
In modern world the use of internet is increasingly rapidly and 
data exchanged over internet is increasing on daily basis. More 
the data or transactions carried out over internet more there’s a 
need to secure data. Security is a main concern as they play with 
confidentiality of data either in every field. Cryptography is one 
of the best option to overcome this as it maintain the privacy of 
user and this cannot be implemented with use of encryption 
process. There are two types of cryptographic techniques namely 
symmetric and asymmetric. In this study a comprehensive 
comparison among multiple symmetric techniques is discussed 
in detail.   
Key-terms:  
Symmetric Ciphers, Block Cipher, IOT, dynamic nature, Modern 
Ciphers, security metric. 

1. Introduction 

One of the top priorities of state is to acquire appropriate 
countermeasures to protect its national information. Main 
reason for this tendency is to improve performance & 
security of communication system for a country. Easy and 
fast accesses to information comprising computing 
resources are sharing the internet and these may be 
considered as requirement of developed country. 
Information Technology is becoming popular now-a-days 
and information security hence is considered as basic 
component. Requirement of information security has been 
increased because of access use of internet, distributed 
network and communication facilities. Efficiency and 
operation of information system application depends on 
their security and reliability. 
Security is the most challenging aspects over the internet 
and in network applications. Ratio of the exchanged data 
over the internet is increasing rapidly. Cryptography is the 
modern science of achieving security by encoding 
messages in unreadable format and original message can 
only be readable from only intended user. The main goal 
of cryptography is to keep the data privacy from 
unauthorized access[1][2]. It is the practice to provide 
secure communication in presence of adversaries to 
maintain information security such as data confidentiality, 

data integrity, authentication, and non-repudiation.  The 
process to convert plain text into unintelligible text or 
cipher text in cryptography is called encryption. The 
cipher text is understandable only to someone who knows 
how to decrypt it. Message or information is encrypted 
using an encryption algorithm.  Usually this is done with 
the use of an encryption key, which specifies how the 
message is to be encoded. Any intruder that can see the 
cipher text should not be able to analyze the original 
message[3]. 
Data owner is able to decipher the text using a decryption 
algorithm which usually requires a secret decryption key. 
There are many of cryptographic algorithms used for 
encrypting data and most of all fall into two general 
categories Public key system and Private Key system. 
Public key system is known as asymmetric algorithm and 
private key system are known as symmetric algorithms. 
Symmetric and asymmetric are widely accepted types of 
cryptography in which symmetric is focused towards 
ensuring secure communication between sender and 
receiver by using same key at both ends, and asymmetric 
requires one key for encryption and second for 
decryption[2].  In this research paper different symmetric 
cryptographic algorithms are analyzed and a comparative 
study is discussed while considering multiple parameters. 

2. Literature Review 

2.1 Background Concepts: Symmetric Ciphers 

It is already known that use of internet and online 
transaction is increasing every second at high rate and 
demand of securing terabytes of data present over the 
internet is challenge. Term ‘Cryptography’ is essential 
part of information security making the virtual humanity a 
safer place. There are many cryptographic algorithms 
present that can be used. Data owner prefers cryptographic 
algorithm which has low cost and high performance. 
However, in actual those algorithms which are one stop 
door to solution does not exist. At present there are many 
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common algorithms with an outlay of performance trade 
off [4][5]. 

2.2 Symmetric Encryption Algorithms 

• DES:  
DES originated in 1970’s when US government’s needs 
security for their data and sensitive information. NIST 
petitioned proposal but none of the proposals were 
suitable. In 1974, IBM came up with algorithm based on 
HosrtFiestal namely Lucifier Cipher which was accepted 
by during 1973-1974[6]. 
Data encryption standard (DES) was considered as 
symmetric block cipher used for encryption of data. It was 
derived from IBM proposed algorithm called lucifier[7]. 
DES was designed in 1970’s by IBM and later in 1975’s 
adopted by NIST as Federal Information Processing 
Standard (FIPS). It takes fixed length of plaintext and by 
transforming through series of operations into cipher text. 
DES uses56-bit key with 8 parity bits key for 
transformation, operates on 64 bits block size and includes 
16 rounds.  
• Blowfish: 
Blowfish designed in 1993 by Bruce Schneier which was 
included in a large number of encryption 
products[4].Blowfish has a variable key length from 0 up 
to 448 bits preferably 32 to 448bits. It has a 64-bit block 
size and is a 16-round Feistel cipher which uses large key-
dependent S-boxes. Blowfish uses round keys and all the 
S-boxes are generated by multiple iterations of the block 
cipher. This enhances the security of the block cipher, 
since it makes exhaustive key search very difficult, and it 
could be considered as the most secure symmetric 
algorithm [8]. 
• 3-Way:  
3-Way a block cipher developed in 1994 by Joan Daemen. 
It was considered to be very efficient in a wide range of 
hardware platforms. Its key length is 96 bits and it uses 
three 32-bit words in the algorithm for its computation, so 
its name is 3-Way. The block size of 3-WAY is 96 bits 
and is11-round S-P network[7].  
• GOST:  
GOST block cipher was established by the government of 
the Soviet Union as its national standardization strategy 
[9]. GOST has key size of 256 bits and operates over a 64-
bit block size. GOST is a Feistel network of 32 rounds and 
is S-box based algorithm.  
• International Data Encryption Algorithm 

(IDEA): 
IDEA was develop by Xuejia Kai and James Massey of 
ETH Zurichin 1991. Originally it was called improved 
proposed encryption standard (IPES). The algorithm was 
developed as replacement of DES. It uses 52 sub keys and 

each of them is 16 bit long. IDEA has 64-bit block size 
and has 8 rounds.  
• LOKI 97: 
LOKI97 develop by Lawrie Brown, assisted by Jennifer 
Seberry and Josef Pieprzyk. Initially LOKI 89 and LOKI 
91 were designed as replacement for DES, both of them 
uses 64-bit block, 64-bit key and 16 rounds of feistel 
cipher but they have difference in choice of particular S-
box, P-box and Expansion table[10], LOKI 97 has block 
size of 128 bit and has variable key length i.e. 128, 192 
and 256. 
• RC2:  
RC2 a symmetric key block ciphers develop by Ron 
Rivest in 1987, it was sponsored by Lotus for their Lotus 
Notes software [11]. RC2 is a 64-bit block size, variable 
key length and has 16 rounds.   
• RC5: 
RC5 a symmetric block cipher designed by Ronald Rivest 
in 1994. Author[12] describes RC5 is considered as fast 
block cipher and suitable for hardware implementations. 
RC5 has a variable number of rounds, word size and a 
secret key. It has heavy use of data-dependent rotations 
due to which differential and linear cryptanalysis attacks 
are not possible[13]. It suggests to use 128bit key and has 
variable block length 32, 64 and 128bit. 
• RC6: 
RC6 derived from RC5 and developed by Ron Rivest, 
Matt Robshaw, Ray Sidney, and Yiqun Lisa Yin. It is 
considered as an upgraded version of RC5 and provides 
better security against attacks as compared to RC5. It uses 
four registers each comprises of 32 bit and is more secure 
than the RC5. It has variable key length 128, 192 and 256 
and is a 128bit block cipher. 
• SKIPJACK: 
Skipjack a block cipher algorithm develops by NSA. 
Originally it was made for use of clipper cipher[14]. 
Skipjack an encryption algorithm for transmission of 
voice data, uses deffiehelmen key exchange protocol for 
distribution of keys. AT&T researcher Matt Blaze, 
establishes a severe weakness in the Escrowed Encryption 
System (EES)[15], that allow a malicious party to bypass 
the clipper chip's escrow capability. SKIPJACK is a 64bit 
block cipher with a key size of 80 bits and operates over 
32 rounds.  
• Tiny Encryption Algorithm (TEA): 
TEA a small code block cipher algorithm as name suggest 
tiny. It was designed by David Wheeler and Roger 
Needham of Cambridge Computer Laboratory which was 
presented at fast software workshop in 1994 [16] It can be 
included in any type of small software package, e.g. 
software on our phone or software for GPS in our cars 
[17]. It is a feistel cipher which uses operations of XOR, 
ADD and shift in this case. It works on confusion and 
diffusion properties of shannon’s without need of P-Box 
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and S-Box. TEA has 64 bit block size with a key length of 
128 bit and has Feistel network structure. 
• XXTEA: 
XXTEA block cipher is a corrected version of TEA, its 
purpose was to overcome the weakness of TEA algorithm. 
XXTEA was developed by Roger Needham and David 
Wheeler of the Cambridge Computer Laboratory, the 
algorithm was presented in an unpublished technical 
report in October 1998[18]. It is a 64bir block cipher with 
a key size of 128 bit and has 32 rounds. 
• DES-X: 
DES-X a symmetric key block cipher a flavor of DES 
enhances the complexity of brute force by a key whitening 
technique. Originally DES originates in 70’s having 56-bit 
key size and with 256 possible combination of key. A 
scheme was proposed to enhance the DES algorithm that 
was DES-X in 1984 by RivonShivest later this was 
included in RSA Security’s BSAFE cryptography library 
in 19080’s [19]. DES-X enhances DES by XORing its 64 
bits first key (K1) to the plain text before applying any 
DES round and in the end XORing again with second 
(K2) after encryption. 
• 3-DES: 
Triple DES or Triple data encryption algorithm TDEA 
was design in 1990’s. The purpose of this algorithm was 
to overcome the flaws or weakness of DES. In 1998 
electronic frontier foundation (EFF) broken the DES 
encryption in less than three days, there was a need to pick 
an algorithm with a longer key. There isn’t enough time 
before sun burns out to brute-force triple DES said by 
famous cryptographer expert Bruce Schneier. 3DES was 
considered as improved version of DES in key length and 
repeat the procedure three times in each data block[20]. It 
operates over 64bit block size, 168 bit key and has 48 
rounds. 
• SQUARE: 
SQUARE an iterated block cipher with a key length of 
128 bits and block size of 128 bits designed by john 
Daeman and Vincent Rijmen. Square concentrates on the 
conflict against differential and linear cryptanalysis. Its 
design approach allow us to use higher block lengths. 
Design of SQUARE was published in 1997 which led to 
Rijndael key scheduler and was further implemented for 
AES [21].Basic operations of cipher are invertible 
transformation which are comprises of 4 x 4 array of 
bytes[22]. 
• Twofish: 
Twofish a 128 bit block cipher with variable key length 
designed by Bruce Schneier, John Kelsey, Doug Whiting, 
David Wagner, Chris Hall, and Niels Ferguson. Twofish 
was considered from the top five finalist of advance 
encryption standard. It uses the concept of key-dependent 
S-Box and Pseudo-Hadamard Transform which make it 
strong against different attack. It has complex key 

schedule phenomenon and each S-Box is dependent on 
key[23]. 
• Threefish: 
Threefish a symteric block cipher develop by 
bruceschneier, Niels Ferguson, Stefan Lucks, Doug 
Whiting, Mihirbellare, jesse walker in 2008. Threefish is 
same like blowfish and twofish. But, threefish uses three 
type of keys 256, 512 and 1024 bits and its block size is 
same as key size. It has 72 rounds generally but for 1024 
bits it operates encryption on 80 rounds. Apart from both 
of them, threefish is tweakable block cipher i.e. it take 
three parameters as input a key, a tweak value and a block 
of message. The tweak value is used to encrypt block of 
message. Threefish doesn’t use any S-Box or other table 
lookups in order to avoid time attack[24]. 
• CAST-128:  
CAST-128 alternatively called CAST-5 is a symmetric 
key block cipher designed in 1996 by Carlisle Adams and 
Stafford Tavares. CAST-128 is a 12 or 16 rounds of feistel 
network and 64bit block cipher with variable key size of 
40 to 128. 16 rounds of feistel networks are only 
implemented if 128 bit key size is used. It includes large 
components of 8x32-bit S-boxes which are based on key-
dependent rotations, bent functions, XOR operations, and 
modular addition & subtraction operations [25]. 
• CAST-256: 
CAST-256 also called CAST-6 is a symmetric block 
cipher which was published in 1998 by Carlisle Adams 
and Stafford Tavares. It is extension of its precedent 
CAST-128[26]. CAST-256 uses same procedure and 
operations as CAST-128 apart from few, it contains 
double block size as of CAST-128 and contains variable 
key size i.e. 128, 160, 192, 224 or 256 bit. CAST-256 
works on 48feistel network rounds also called 12 quad-
rounds[27]. 
• Camelia:  
Camellia a 128 bit block cipher with a variable key length 
developed by Mitsubishi Electric. It was approved by 
International organization for standard (ISO) for Japanese 
CRYPTREC project and European Union's NESSIE 
project. Camellia was considered suitable for software and 
hardware implementations from low-cost smart cards to 
high speed traffic network systems[28]. 
• MISTY1: 
MISTY1 or MISTY-1 a 64 bit block cipher designed by 
Mitsuru Matsui, Tetsuya Ichikawa, Toru Sorimachi, 
Toshio Tokita, Atsuhiro Yamagishi in 1995. It works with 
128 bit key with variable number of rounds[29].MISTY 
was specialized for Mitsubishi Electric and is one of the 
selected algorithms used by Japanese government in 
CRYPTREC and European NISSIE project. But, it was 
dropped as candidate by CRYPREC in 2013. In 2015 after 
almost 20 years of failure of cryptanalytic attempts, 
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MISTY was broken by Yosuke Todo by implementing 
integral cryptanalysis[30]. 
• KASUMI: 
KASUMI a name originally derived from MISTY1 
algorithm, a 64 bit block cipher algorithm and has 128-bit 
key which is optimized for hardware proficiency. 
KASUMI is eight round feistel network structure, round 
functions in feistel-like network transformation are 
irreversible, and each round function uses a round key 
consisting 16-sub keys originally derived from 128-bit key 
from fix key schedule [31]. KASUMI a block cipher 
which has been specifically used in Universal mobile 
telecommunication systems (UMTS), GSM and Global 
packet radio service (GPRS) mobile communication 
systems.  
• Crypton:  
CRYPTON a symmetric block encryption algorithm 
developed by ChaeHoon Lim is a 128-bit block cipher and 
it was proposed as a candidate for AES[32].CRYPTON a 
block cipher with variable key size of 128, 192 and 256-
bit key which proves its hardware implementations are 
more efficient as compared to software implementation. 
This algorithm doesn’t uses very large operations or 
addition and multiplication, is simply performs XOR 
operations and they can be performed in parallel mode. It 
is SPN (Substitution-permutation network) 128-bit block 
cipher based on SQUARE. Each block is represented in 
4x4 byte array and performs each round transformation in 
sequence. Whereas, each round consists of four parallel 
steps including column wise bit permutation, column-to-
row transportation, byte-wise permutation and key 
addition at last. This encryption process involves 12 
repetition rounds of same round transformation and 
decryption occurs in same manner but with different key 
schedule[33]. 
• Information Concealment Engine (ICE):  
Information Concealment Engine (ICE) a symmetric block 
cipher develop by Kwan presented at Fast Software 
Encryption Workshop in January 1997. It is 64-bit Feistel 
structure similar to DES, but it introduce the concept of 
key-dependent permutation which led to resistance against 
linear and differential attacks. ICE standard version 
operates on 64-bit block and takes 64-bit key with 16 sub-
keys in 16 rounds. A fast version namely Thin-ICE 
operates over 64-bit block with 8 rounds and 64-bit key 
and open ended variants ICE-n uses 16n rounds and 64n-
bit keys. ICE take 64-bit plaintext as input and spilt it into 
two halves i.e. 32-bit. Every round of function F take right 
half of 32-bit and a 60-bit sub-key and the output of this is 
XORed with left half  and then they are swapped with 
each other. The Expansion function, keyed permutation, 
Xor operations, S-boxes, permutation function and key 
schedule repeats for all round but in final round where the 
swap is left out, the two halves are concatenated and 
cipher text is formulated[34]. 

3. Related Work: 

This section discusses the results and information that is 
obtained from different sources and previous work done in 
the field of cryptographic algorithms. Previously different 
work has been done by comparing algorithms on various 
parameters like encryption and decryption speed, power 
consumption, memory utilization. 
Author of [24] has done comparison on symmetric key 
encryption algorithms. A fair comparison among five 
algorithms like Blowfish, RC2, RC5, Two Fish, and Three 
Fish is done. Authors concluded that among these five 
algorithms Three Fish algorithm uses variable number of 
bits ranges from 256-1024 and it encrypts data 72 times, 
which makes the data impossible to be decrypt or hacked.  
In paper[35]authors have compared the performance of 
Blowfish and Skipjack. Both of these were implemented 
using Microsoft Visual and .Net Framework, varying 
different file size and its content. Authors concluded result 
which shows that Blowfish is faster than Skipjack. 
However, security wasn’t considered as a metric during 
their experiment. They only consider performance in 
terms of encryption and decryption time.  
In paper[36] authors have done comparison among 
different techniques of cryptography. Authors analyzed 
the performance of symmetric and asymmetric algorithms 
on basis of multiple parameters like encryption and 
decryption time, key generation time among different file 
sizes. The experiments were conducted on Java Platform 
by concluding that symmetric techniques are 
computationally inexpensive then asymmetric techniques. 
In paper[37]authors have compared the performance of 
secret key encryption algorithms i.e. DES, 3DES, 
Blowfish and AES. Authors have compared the 
performance in terms of measuring execution times by 
using different block cipher modes on two different 
hardware platforms. At the end, results were analyzed and 
authors concluded that Blowfish is fastest algorithm 
among all of them. 
In paper[38]authors have done comprehensive 
comparative analysis of different symmetric cryptographic 
algorithms based on different parameters. Authors 
concluded the objective of their work, to analyse the 
performance in terms of scalability, flexibility, reliability, 
robustness and security. Authors highlight the limitations 
of symmetric and asymmetric algorithms which are 
considered as essential parameters for secure wireless or 
wired communication. During the analysis, they also 
figured out that Rijndael algorithm was considered most 
suitable in terms of security, flexibility, and memory 
usage and encryption performance as compared with 
others algorithms which are being compromised by few of 
these characteristics. 
In paper[37] authors have compare the performance of 
two encryption algorithms i.e. AES and DES. They 
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analyze the performance in terms of processing time, CPU 
utilization, and encryption throughput on two different 
operating systems i.e. MAC and Windows. The simulation 
was performed on visual basic .NET 2013 version, which 
concluded that AES is faster than DES in execution time 
for the two platforms and has high throughput, whereas 
DES has less CPU utilization on both of the platform.  
In paper[4]authors have done comprehensive evaluation of 
cryptographic algorithms namely DES, 3Des, Blowisfish, 
RSA and AES. They evaluated the performance of 
algorithms by measuring multiple parameters i.e. 
encryption and decryption time, memory used, avalanche 
effect and entropy (randomness). Authors concluded that 
each algorithm has its limitations and strength, in order to 
apply cryptographic algorithm to any application we 
should have sound knowledge regarding its performance, 
strength and its weakness. From experimental analysis, 
Blowfish consumes less memory for implementation in 
any of application as compared to other algorithms and 
Blowfish is suitable to be implemented in software 
platforms where time and memory is major aspect. For 
cryptographic strength AES is best and where network 
bandwidth is required DES is considered to be best suited 
algorithm. 
In paper[39] authors have analyze the performance and 
efficiency of different cryptographic algorithms namely 
DES, 3DES, CAST-128, RC2, Blowfish and IDEA. They 
have compared the performance by analyzing multiple 
parameters in different input data formats. I.e. text, audio 
and video. After analyzing results authors concluded that 
3DES has more power consumption, CAST-128 has better 
throughput and RC2 can be implemented for smaller data 
whereas, Blowfish has least power consumption as 
compared to others and hence they concluded that 
Blowfish has better performance and efficiency in all 
perspective. 

4. Comparative Study: 

 

 

 

 

 

 

 

Table1: Comparison of modes with Multiprocessing factors among 
various algorithms 

 
Algorith

ms 
 

Modes 
Parallel 

multiproces
sing 

Key size 
increase/dec

rease 
 

DES 
Yes 

CBC,CFB,EC
B OFB 

No Initial 64 to 
56 bit 

 
3-DES Yes No 

Three times 
increase then 

DES 
AES Yes, CTR No Variable 

BlowFis
h EBC,CBC No Variable 

GOST OFB, CFB No No 
B-REA CBC Yes No 

SERPEN
T N/A Yes Variable 

Square N/A yes Variable 
Shark N/A Yes Fixed 
IDEA N/A Yes Fixed 

CRYPT
ON N/A Yes Variable 

Table 2: Comparison of Recursive and S-Box Dependent data Operations 

 
Algorithms 

 
Recursive 

nature 

Galois 
field 

(finite 
field) 

Key 
dependent 

S-Box 

DES  No  No  No  
3-DES  Yes  No  No  

AES 
Yes, 

In transformation 
rounds. 

 Varies with key 

Yes, 
(Round 

constant)  
No  

Blowfish No No Yes  
Two-fish  No No Yes 

Three-fish No  No No  
RC5 No  No  No 

MRVLK N/A N/A Yes  
Khufu No N/A Yes 

Table 3: Comparison among randomness nature and expansion table 

Algorithms  Random 
key 

Key table 
expansion S-box   

B-REA Yes   No  
No,  

Mono-
alphabetic 
substation  

RC5 No  Yes  No  
IDEA No  No  No  
CAST No  No  Yes [51] 

Blowfish  No  Yes up to 448 
into sub-keys 

No, data 
dependent 

substitution 
Three-fish No  Nos No S-Box 
MRVLK Yes  N/A Yes 

PRESENT No N/A yes 
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Table 4: Comparison of Cryptographic primitives and their security 

Algor
ithm 

Cryptograph
ic Primitives 

Encryp
tion 

Primiti
ves  

Source Security 
services 

DES Confussion,D
iffussion 

Substitu
tion, 

Permuta
tion 

IBM, 
enhanced 
by NSA 

Confiden
tiality  

AES Confussion,D
iffussion 

Substitu
tion, 
Shift, 
Bit 

Mixing 

Independ
ent 

Dutch 
cryptogr
aphers 

Confiden
tiality 

CAST N/A 
Substitu
tion, Bit 
rotation 

Develop
ers, 

supporte
d by  

Canadian 
Governm

ent 

Confiden
tiality 

TEA Confusion, 
Diffusion 

XOR, 
ADD, 
Sift 

Independ
ent 

cryptogr
aphers 

Confiden
tiality 

Blowf
ish 

Confusion, 
Diffusion 

Substitu
tion  

Independ
ent 

cryptogr
aphers 

Confiden
tiality 

Table 5: Comparison among Dynamic nature of algorithms 

Algorithm  Dynamic Key 
Schedule 

Dynamic S-
Box 

MRVL  × 
DES × × 
AES × × 
RC5 × × 

Random 
PRESENT   
VBEDM  × 

Table 6: Comparison of data dependent values 

Algorithm 
Iterated 

Bock 
Ciphers 

Tweak 
Value 

Key-Data 
Dependent 
Rotations 

ThreeFish ×  × 
Square  ×  

Curupira-1  × × 
IDEA × × × 
RC5 × ×  

Table 7: Comparison of keyed values and constraint resources 

Algorithm 
Cyclic 
Key 

Schedule 

Key 
Dependent 

Permutation 
Constrained 
Resources 

FEAL × ×  
Curupira × ×  

ICE ×   
CRYPTON × ×  
KASUMI × ×  

AES  × × 
MISTY × ×  

5. Conclusion and Future Directions: 

Information security is becoming a main cause of attention 
now-a-days and cryptography plays very important role in 
it. By applying cryptographic algorithms, security can be 
enhanced in every field. In this research different 

symmetric cryptographic algorithms have been discussed 
and a comparative study among multiple parameters has 
been performed. Each algorithm has its own strengths and 
weakness and its benefit comparable among multiple 
parameters. Multiple parameters of different nature are 
discussed i.e. static, variable and dynamic. Before 
applying cryptographic solution to any domain or 
environment, there’s a need to have knowledge about the 
nature of algorithms. Hence, this study is carried out on 
this basis and will be beneficial in all aspects. 
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Table 8: Comparison of general description of various algorithms 
Algorithm Key Block Rounds  Rotations  

DES 64 bit initial 
then 56 bit 

64 bit fixed 
block/ S-

Box Fixed 
16 Fixed  

3DES 3x56 Same size. 48 Fixed  

RC1 Not 
implemented 

Not 
implemented N/A N/A 

Rc2 Variable  
sized key 64 bit block 

18 rounds, 
fiestel 

network 
Fixed 

Rc3 Not secured Not secured N/A N/A 

Rc5  

0 - 2040 bits 
key size, 

suggested is 
64 bit 

Variable 32, 
64, 128, 

suggested is 
128 bit-key  

0-255, 
suggested 

is 12 
rounds.  

Data 
dependent  

Rc6 

128, 192, 
256, key must 
be multiple of 

32 bits  

0 to 2040 
bits (128 

suggested) 
20  

Data 
dependent 
rotations  

Blowfish 

32 to 448 
recommended 
is 128, must 

be multiple of 
32 

64 bit 

16 rounds, 
each round 
depends on 

key 
dependent 

permutation 

N/A 

Twofish Upto 256 bits 128 bit 16  N/A 

Three-fish 256, 512, 
1024 bits 

Key size 
equal to 

block size 
72 rounds N/A 

IDEA 128 bit  64 bit  8.5 N/A 

CAST 
40-128, used 
when key is 

80 bits  
64 block  

12-16 ,  full 
16 used 

when key is 
greater then 

80 bits 

Key 
dependent 

PRESENT 80 bit and 
128-bit key 64-bit block 31 rounds N/A 

SERPENT 128,192, 256  128 bit  

32 bit 
round base 

on four 
bloack of 

32 bits  

N/A 

AES  128, 192, 256 128 
Key 

dependent 
rounds 

Fixed  

MRVLK  

Random 
Variable key 

selection 
depends on 

message 

Variable 
block length Variable  

Random 
bitwise 
rotation 

(data 
dependent) 

VBEDM[59] 
Not fixed, 
Unlimited 
key size 

Variable 
block for 

each round 
Variable  N/A 

Crypton 
Variable key 
size 128, 192 
and 256 bit 

128-bit 12 Fixed 

ICE 64 bits 64 bits 8  Fixed 

SQUARE 128 bits 128 bits 8 
Iterated 
block 
cipher 

 


