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Summary

Many regions in the world have recently sought to integrate and
apply advanced technologies in various aspects of life. Internet of
things applications have become popular in many different areas
such as smart homes, e-health, smart cities, and smart connected
devices, and many more. However, the rapid proliferation of the
Internet of things applications may face many of the security
limitations and challenges that have recently become the focus of
most researchers in this area. This paper aims to provide a
comprehensive overview of security challenges and limitations in
10T environments. Moreover, the survey has been conducted to
take the views of researchers and IT experts on the main
challenges and limitations of the Internet of things technology.
Keywords:
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1. Introduction

The Internet has great importance in our life. It provides a
unique and interconnected system through which devices
can connect across the world using a set of communication
protocols. In the beginning, the Internet was limited to
surfing fixed websites and enabling users to communicate
with each other by e-mail service. At present, new and
multiple Internet technologies have emerged.

The presence of intelligent devices is significant and
become a mandatory part of our daily lives, in which it
connects different things remotely at any time. The number
of connected smart devices is increasing exponentially day
by day, so the Internet of Things (10T) is the ideal solution
for managing and monitoring these smart devices.

The 10T term means connecting various things to the
Internet. An intelligent terminal can enable physical
components to communicate with each other without the
need for human interaction [1].

Kevin Ashton mentioned this idea in 1999 during a
presentation at Proctor & Gamble. He used this term to
link the idea of radio frequency identification (RFID) to
the new Internet theme [2]. At an early stage, the usage of
IoT technology is equivalent to the use of RFID
technology and connecting it to the Internet.

According to Gartner, 20 billion 10T devices are expected
to be connected to the Internet by 2020. In the 1990s, sales
points and logistics were the most significant and most
promising Internet applications. 10T technology was used
to identify goods automatically and share information
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online. At present, most loT applications are still just an
extension of data collection applications, and not yet
intelligent or real dialogue between objects and things [3].
The 10T concept is expressed according to the conceptual
framework [4] as shown in Figure 1.
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Fig. 1 10T Conceptual Framework

The development of Internet things plays an essential role
in gradually changing human life towards intelligence.
Many smart applications rely on IoT technology such as
smart home, healthcare monitoring, route planning,
building management, and smart city.

10T is the critical future in the Internet world. Therefore,
security services such as privacy and authentication are a
crucial factor for modern technologies to achieve the
benefits of 10T services [5]. Besides, 10T creates an
excellent opportunity for economic growth and life that is
more comfortable. However, it causes significant security
risks, especially when these devices are compromised or
vulnerable to cyber-attack. Therefore, the adoption of
adequate security and authentication techniques are
necessary for a broad and rapid 10T deployment.

One of the primary motivations behind this study is the
spread and growth of loT usages in various aspects,
although many security concerns and issues may arise
when adopting loT different environments. This paper
aims to find out the fundamental security requirement,
challenges, limitations that affect the adapting of loT
technology.

The rest of this paper is organized as follows. Section Il
describes the architecture of 10T. Section Il overviews the
main security requirements of loT. Section IV reviews
some security challenges and limitations that face adopting
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IoT technology. Finally, the results of the conducted
survey are discussed in section V.

2. 10T Architecture

loT was introduced as a third wave of web pages after
static web pages (WWW). A global network connects
different types of objects from anywhere, and anytime
using Internet protocol (IP) [6].

According to [7, 8], the 10T architecture consists of five
layers; perception, network, middleware, application, and
business Layers, as shown in Figure 2.
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Fig. 2 10T Architecture Layers

1) Perception Layer

The perception layer is also called the recognition layer.
The essential task of this layer is to identify the objects and
collect information. This layer consists of a group of
physical objects, things. It is responsible for collecting data
and providing information to the objects. The
responsibility of the layer is to secure how data is collected,
stored and transmitted to the network layer. The perception
layer includes RFID (Radio-Frequency Identification),
sensors, camera, GPS (The Global Positioning System),
etc. and it depends on the characteristics of each element,
such as protocols or communication technologies used [9].

2) Network layer

The most advanced layer of conventional 10T architecture
is the network layer. It likes a neural network and
considers the brain of loT. The network layer is
responsible for transferring and processing data provided
by the perception layer. It has a significant role in handling
the data related to loT management [10].

The network and communication technology used in this
layer such as wired, wireless and satellite depend on the
techniques adopted by the perception layer [9]. The
perception layer is closely related to the network layer

based on communication techniques used such as Wi-Fi,
and Bluetooth [11].

3) Middleware Layer

Middleware Layer is also known as a processing layer. It
is built over the network layer. In this layer, the loT
systems run [12]. It provides an APl (Application
Programming Interface) to implement applications.
Moreover, it provides many services such as data analysis,
data processing, detect and manage devices, data collection,
and discovery of information by Object Naming Service
(ONS) or Electronic Product Code (EPC). Middleware
Layer uses standard protocols that as CoAP, MQTT,
XMPP, and HTTP.

4) Application Layer

The application layer contains an application user interface.
Applications that are part of the application layer consume
web services and application-programming interface that is
exposed to the middle layer. It is responsible for delivery
and providing various applications in many areas where
0T technology can be deployed and applied, for example,
smart homes, smart cities, smart health, and others [13].
The primary goal of the Application layer is to connect loT
users and applications.

5) Business Layer

The business layer manages the whole 10T systems such as
applications, business models, and data have been received
from the application layer. The business layer develops
IoT applications and contributes to the development of
successful business models for the promotion of loT
related technologies [14]. Furthermore, this layer should
manage and maintain the privacy of users, which is
indispensable to the internet of things.

3. Security Requirements

Fundamental security issues in loT systems require
protecting two critical aspects, which are confidential data
and identity authentication. Furthermore, five main
requirements in information security are considered; data
availability, data confidentiality, data integrity, authenticity,
and authorization and breach any of these areas will cause
security damages or problems to the 10T system [15].
Correspondingly, each of the five layers of loT must meet
these requirements. Figure 3 shows the main security
requirements for 10T environment.

a) Data Availability
Data availability is crucial in the 1oT. It contributes to
ensuring that users have access to the security and
reliability of available data. 10T system needs to provide
backup of vital information to prevent data loss. Some
attacks cause harms related to data availability such as
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denial-of-service (DoS) and distributed-denial of services
(DDoS) attacks [15].
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Fig. 3 10T Security Requirements

b) Data Confidentiality
Data confidentially requires protection of data using
specific encryption techniques and mechanisms to prevent
data disclosure and any unauthorized access to loT
equipment and devices [16].

c) Data Integrity
Data integrity refers to protecting valuable and sensitive
information from the risk cybercriminals. Several things
affect data integrity, for example, server downtime. The
cyclic redundancy check (CRC) is a way to ensure data
integrity and detect message encryption errors by adding a
fixed-length value to detect network errors in 10T [15].

d) Authentication and authorization
Authentication and authorization issues play an essential
role in 10T security. They verify the identity of users or
devices and then grant access to non-suspicious loT
objects or services [17].

4. Security Challenges and Limitations

Although 10T technology offers many advantages and
benefits in many areas and solves a range of problems in
different sectors, it still faces a range of different security
challenges and limitations.

4.1 Security Challenges

Security is the most critical issue that may face loT
development. Providing security for loT technology is a
big and real challenge. Since the 10T technology has a
spread scope, and there are many areas of research, we
have focused on the security challenges related to some
aspects such as performance, work efficiency, costs, data,
wireless sensor networks, and other security challenges. In

this section, we will explain some of these potential
security challenges in the 10T environment.

1. Lack of skills:

Specific skills and expertise are essential factors required
for designing, implementing, developing, and managing
security that must be considered. The disruption of any of
these factors may cause damage to the security system in
lIoT. Furthermore, lack of skills and expertise cause slow
adoption of 10T technologies [18, 19].

The number of skilled people who can adequately handle
10T techniques is very limited. Getting the benefits of loT
technology and dealing with their challenges depends
mostly on individual skills.

2. Cost vs. security trade-offs:
The cost plays a crucial role in any project. In loT,
hardware and unit prices are the main contributions to
increase security and safety from one side and reduce
potential risk on another side. The need for special high-
quality equipment requires a high cost of money [20, 21,
22].

3. Privacy protection:

IoT allows anyone to access embedded devices from
anywhere, which affects the privacy of sensitive data.
Therefore, some norms or rules must be set to avoid the
violation of privacy. For example, some of loT devices
sharing the data with other devices and in this case, the
data become insecure, which lead in helping the attackers
and intruders to penetrate the 10T system, and then insert
malicious programs and breach data confidentiality and
privacy [23, 24].

4. 10T Architecture challenge:
Internet of things consists of many connected devices and
sensors. Each device uses a set of different protocols and
standards for communication. There is no well-defined
standards and rules for communication [25].
Some researchers have reported that the number of
internet-connected devices would exceed 30 billion.
Moreover, the applications of 1oT would be not limited
and would increase day by day. These different devices
produced by different manufacturers, even if they do the
same functions.
This challenge refers to the nature of 10T and may lead to a
lack of unified standardization.

5. Data storage in 10T devices:

As the size amount of data increases at a very high rate,
data storage becomes a major problem. Data storage also
affects data protection. When stored data damage, it is
difficult to back up all stored data [26].

There are no clear criteria to ensure that data distributed
within 10T devices is securely transferred to the main data
center because the process of transfer data is not
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synchronized, making it disproportionate to the data center.

As we move forward, this is a major challenge for data
storage and data management companies in terms of
developing tools and standards that address data and
provide security correctly.

6. Varying security measures and requirements for
IoT components:
Some security measures cannot be implemented because
many nodes in 10T lack storage capacity, power, and CPU
that make the system very complicated [24].

7. Complicated expanded system:

0T is a Complex System that can be Widely expanded.
Increasing the number of devices, interactions, and people
is a reason to increase the risks of data security, and
therefore the challenges of managing all these points in the
network to maximize security also increase [27, 28].
Another factor to consider is that the necessary
components of 10T are wireless sensor networks, which act
as data collection by random sensing. Nevertheless, this
random density and density of nodes in WSNs lead to
difficulty and complexity of the implementation.

8. Limited infrastructure resources:

10T devices typically have low processing capabilities and
limited memory. It is a major challenge for 10T hardware
manufacturers and software developers to design
comprehensive security measures within a low memory
64KB to 640KB. Moreover, they need to leave enough
space for security software to defend against security
threats [29]. As a result, the CPU and memory are limited
in loT.

9. Weak security testing and updating:
lIoT devices exceed 24 billion Internet-connected devices
worldwide. Testing all security-related aspects is difficult.
The demand for 10T devices is forcing 10T manufacturers
to produce it quickly regardless of the security quality
inside them. This challenge makes IoT users vulnerable to
security risks and attacks. Some devices may not receive
the required security updates. Applying the updates to the
0T devices can be a challenge because some devices do
not support updates and some older devices may not
support new updates. When the device is not secure, it

makes it vulnerable to hacking and other security problems.

10. Lower power sources and capacity:

Power in loT devices is a crucial factor, in which their
battery cannot easily charge, so the capacity is limited and
thus failure of the network due to an insufficient battery of
the device. Besides, energy efficiency is a significant
challenge in the development of 10T devices and their
communication protocols. Therefore, energy sources are of
great importance, especially in sensor units that have a
battery powered.

4.2 Security Limitations

Although the 10T generates many innovations in versatile
areas of life and has significant benefits, it contains many
limitations that traditional systems are challenging to deal
with them. Because the 10T rather complicated system,
there are different limitations associated with 10T devices.
In this section some security limitations on 10T devices are
presented [30, 31, 32]:

4.2.1  Limitations based on the Network

Multi-Protocol Networking: Devices of the loT may use
network protocols (such as non-IP protocol) to
communicate between nearby networks. At the same time,
it may communicate with an internet service provider via
IP. These are multiple features of the communication
protocols on the internet of thing, making traditional
security schemes inappropriate for devices of loT.

The diversity of devices: 10T devices are a multiplicity
inside the loT networks, ranging from full personal
computer to low radio frequency identification. As a result,
it is difficult to find a single security system that can
accommodate even the simplest devices.

Dynamic network topology: 10T devices can join or
leave the network at any time and anywhere. These
temporal and spatial devices make the network topology
dynamic. Therefore, the current security of the network
does not deal with this sudden type of topological changes,
and this model does not comply with the 10T smart devices
and does not correspond to its security.

Mobility: One of the most prominent features and
characteristics of 10T devices is the mobility feature; that is
mean these devices join a close and proximal network
without previous configuration. Because of this nature of
mobility, we need to develop scalable security algorithms
and mechanisms in loT devices to be compatible with
mobility.

422 Limitations based on the Software

Dynamic security patch: The process of reducing and
mitigating the vulnerabilities of the 10T devices', and the
process of installing effective security on IoT devices is not
a straightforward task. Remote reprogramming may also not
be possible for the devices of 10T due to protocols and
operating systems, so it may not be able to receive codes
and a new library.

Embedded software constraint: Operating systems of 10T
that embedded in 10T devices have thin network protocols
and may lack module security. Consequently, the security
module must be designed for thin protocols.

4.2.3 Limitations based on the Hardware

Tamper resistant packaging: 10T devices may be
deployed in many remote areas and left unattended, the
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attacker may be temper with 10T devices by picking up the
devices and can extract encryption secrets, and modify
programs or add a malicious contract to them. One of the
methods used to resist and defend these attacks is tamper-
resistant packaging.

Memory constraint: 10T devices have RAM and flash

memory is limited compared to traditional devices such as

personal computers and used a lightweight version of

General-Purpose Operating System. Therefore, security

schemes must be highly efficient for memory. Nevertheless,
traditional security algorithms are not designed for

memory efficiency because traditional systems use large

RAM. Consequently, in 10T devices, security schemes may

not have enough memory space due to their small size.

Therefore, traditional security schemes cannot be used to

secure the devices of the loT.

424 Limitations based on WSN

Objects in the loT are controlled via microcontroller,
memory space and often in the power consumption as in
wireless sensor networks. At the same time, device
protocols, for example, Transmission Control Protocol
(TCP) are heavily consumed in the devices. In addition,
the IEEE protocol contained in the WSN has a limited
maximum transmission unit (MTU) that does not meet the
IPv6 primary transmission module. One reason for these
limitations makes it possible for developers to use
particular protocols for the loT.

Although wireless sensor networks and ad-hoc networks
share similarities, there is a range of limitations that
security challenges must overcome. Power management in
wireless sensors is a critical problem in wireless sensors
network because of low power. Moreover, WSNs do not
have the same capacity and memory as in ad-hoc networks.
The transmission range also varies between the ad-hoc
network and WSNs because the wireless sensor networks
are limited in power and therefore have a much shorter
communication range than ad-hoc networks. All of these
limitations make many security algorithms used in ad-hoc
networks, not practical in the wireless sensor networks.

425 Limitations based on 10T Communication

Devices

Devices of the 10T are resources constrained, and therefore,
traditional security mechanisms are not precise in smart
things. According to [29], there are some security
limitations related to the loT communication devices are:
Memory Capacity: Restricted devices use random access
memory (RAM) to store data and storage between a few
kilobytes and 12 kilobytes. Data storage in the loT devices
is limited, and some devices cannot store or send data. As
a result, some data is ignored if it exceeds the limit of
storage.

Energy Capacity: it is the amount of energy the devices
have to maintain itself over a specified period. The energy
sources in the devices are limited and need to be replaced
after a particular time. Some loT devices consume large
amounts of power and are not rechargeable. Therefore. To
save the battery in limited devices, use low-bandwidth
connections.

Processing Capacity: The processing capacity refers to
the amount of power in the devices. Many 10T devices are
small, low-cost with low processing capacity. Therefore,
these devices require lightweight protocols to work
efficiently.

5. Survey and Result Discussion

In this study, we conducted a survey which has been

distributed on faculty members, graduate students, IT

experts and others who have an interest in 10T.

The survey aims to take their views on the most critical

security challenges, and limitations may face 10T. The

number of participants that answer to the questionnaire is

190 participants. This questionnaire involves two main

research questions as follows:

1- What are the main security challenges face 10T?

2- What is the most limitation currently restrict the spread
of loT?

When reviewing respondents’ answers on the questionnaire,
found that 11.1% of them did not know loT security
challenges. While 16.3% of participants do not know about
the limitations that restrict the spread of loT. These
percentages indicate that people should be more aware of
the security issues in 10T since the internet of things is very
important and used in many areas, and the orientation will
now be on it.

5.1 Main Security Challenges face loT
The responses to the first question are shown in Figure 4.

50.0% 45.8%

45.0%

40.0% 25.3%
35.0% 326%

30.0%

25.0% - 22.1%

20.0% 18.4%
15.0% 14.2% 14.2% 1115

0.0%

Fig. 4 Security Challenges of loT
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Based on the ratios in the figure. 4 the privacy protection
of 10T (with 45.8% votes from respondents), the lack of
skills, expertise of 10T adoption (with 38.9% votes from
respondents), and weak security testing and updating in
10T devices (with 35.3% votes from respondents) are the
most security challenges facing l0T; because these three
got the highest vote. Privacy protection is the most
significant security challenges because it needs special
technologies to protect privacy in 1oT. Lack of skills and
experience in 10T and weak security testing and updating
in 0T devices they have the close voting rate.

Also, some of the security challenges in the questionnaire
were observed in ratios such as cost vs. security trade-offs
(with 32.6% of respondents), data storage in loT devices
(with 23.7% of respondents), limited infrastructure
resources (with 22.1% of respondents), architecture
challenge of 10T (with 18.4% of respondents).
Complicated expanded system (with 14.2% of
respondents) and varying security requirements and their
corresponding measures in 10T environments (with 14.2%
of respondents) received the same percentage of voting.
The lowest rating was lower power sources and capacity
(with 8.9% of respondents).

5.2 The most Limitations of loT

Figure 5 represents the opinions of participants on the most
limitation currently restrict the spread of loT.

B Multi and varying communication protocols
= Short communication range

m The diversity of connected devices

m The mobility and dynamic topology

m Frequent dynamic security patch

W Memory and power constraints

N | don't know!

Fig. 5 Limitations of loT

Limitations are limiting the spread of I0T. From their
points of participants’ views, the diversity of connected
devices got the highest vote rate of 17.4%.

15.3% of participants in the questionnaire have selected a
short communication range.

The participants selected memory and power constraints,
multi and varying communication protocols, and these two
limitations received the same percentage of voting 13.2%.
The mobility and dynamic topology got 11.1% votes.
While dynamic security patch got a lower percentage vote
of 9.5%.

6. Conclusion and Future Work

This study classified the architectures of 10T based on five
layers. We have mentioned the most critical aspects of the
security requirements that must be observed in the loT.
Furthermore, the overall security challenges of loT
followed by security limitations related to the 10T devices
have been explored. We have conducted a questionnaire
on the most critical security challenges and restrictions that
face Internet 10T and take people's opinions about it. This
questionnaire was distributed to faculty members from
various universities in Saudi Arabia, graduate students and
IT experts.

This paper provided opportunities for future research work
in this area. We believe that this study is important and
provides a significant contribution to researchers in
developing loT security. Several potential security issues
must be followed for future research, such as
vulnerabilities, threats, and provide practical solutions to
overcome loT security threats.
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