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Summary

The great developments in the world of communications and the
advancement of the associated technologies, such as the Internet
of Things (loT) with web-based and mobile applications, have
changed our way of life. This has created a kind of linkage
between virtual and real worlds, rendering applications and
services to be ubiquitous. We are also witnessing a phenomenon
in which the electronic devices that connect to the Internet and
are widespread making use of technology and providing a better
level of service to users. However, sending and receiving
information over the Internet generates many issues and
problems. The most serious of them is the security and protection
of transmitted information. This issue has become one of the
most important things which is a matter of concern to researchers
as well as the users themselves. Ensuring privacy and security of
the transmitted data is a matter of urgency and cannot be
neglected while dealing with the transmission of data using the
services and tools in the loT. In this article, we provide an
improved algorithm to increase the protection level of transmitted
information by means of cryptographic encryption so that this
information cannot be seen by others or disclosed to anybody.
This algorithm has been evolved as an application that works on
mobile phones so that any user can benefit from it when
exchanging sensitive and confidential information such as
account numbers and passwords with other users.
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1. Introduction

The aim of this research paper is to announce and present
an improved algorithm to increase the protection level of
transmitted information by means of encryption. With the
help of this algorithm, the transmitted information cannot
be breached. Moreover, no sense can be gathered from the
transmitted information in case it was disclosed to others.
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We have formulated this algorithm as an application for
mobile phones so that any user can benefit from it when
exchanging sensitive and confidential information such as
account numbers and passwords to other users.

The issues surrounding information security are not new.
These issues have persisted in all times and have engaged
scientists and researchers in the quest of protecting the
privacy and security of information regardless of its form.
These issues will continue to remain and are expected to
persist over the years as the tendency to protect
confidential information and privacy are inherent for
everyone [1-2]. With the development of computer science
and the complexity of the underlying fields and invasion of
information in all areas of life, researchers had to work in
tandem with the development of this science to this era,
when it has become the need to ensure security and
confidentiality. The integration of information has led to
the disclosure of secrets causing damage and heavy losses
to individuals and companies [3-4]. This is where
cryptography has stepped in and has become one of the
most important branches for dealing with information
security. This helps in communicating the required
confidential and sensitive information, without raising any
kind of doubts. The user of this type of science can send
digital files (text, audio or visual ...) [5-7] on to the other
parties without giving a clue to others that it contains very
personal, secrete and sensitive information. Thus, the
science of steganography has provided a wonderful
solution based on circumventing some of the senses of the
human being to send what they would want in a gentle,
smooth and isolated manner. In addition, the coding
techniques and skills are adequate to prevent attacks even
if attackers acquire transmitted communication or
information in the form of a picture by discovering or
having direct access to this information [8-9].
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1.1 Background

Use of cryptography to protect privacy and security of
information dates back centuries. The Arabs, Greeks,
Persians and Romans have used this science in the
implementation of their military plans. This science was
further developed and exploited during the Second World
War in communicating the so-called open encoded
messages. Figure 1 shows the basic steps of the traditional
process of concealment or retrieval [10-11].

Message
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Cover
F
STEGD Image 1 Extract Function . Secret Message

Fig. 1 Main phases of Steganography

With the passage of time, attackers developed tools to
decrypt steganography messages and hence the protection
of sensitive information once again emerged problematic.
More on this science and surrounding issues can be
learned from [12-14]. Some of these issues are listed
below.

(@) There is always a possibility of having attackers

around. Therefore, encryption must be used for the

data to be converted and transmitted digitally.

(b) There could be a distortion problem which would

occur as a result of information overload on digital data

(c) The possibility of attackers being able to decrypt

the message.

(d) The possibility of attackers being able to detect

the hash algorithm.

(e) The size of the data that can be hidden.

2. Literature Review
2.1 Encryption and Steganography

When we think of concealing a textual document of
information, the foremost thing that comes to mind is the
cryptography or conversion to another format which can
only be decoded by means of a code key. But that does not
mean that encryption is the only way in which information
can be hidden from others as we mentioned historically. In
fact, "Steganography" is one of the ways of concealing
information that is often used by information thieves to
steal  sensitive information. [15]. The  word

""Steganography" means the concealment of information in
a place illegally or in a clandestine manner that is not
completely marked for the purpose of transferring it to
another place, but without anyone knowing it. While
Cryptography is used to hide the contents of the message
(but everyone knows about its existence), Steganography
is used to hide the message originally [16]. For example,
someone may use an electronic image to convey text
messages (or even other hidden images) to someone else
without knowing anyone. The outside observer thinks that
the two people share only pictures, while those images are
loaded with hidden messages that are not clear [17].

A digital image is only a set of dots (pixels), which -
depending on their pattern - contains a number of
unnecessary or unused binary data, or its color intensity is
so weak that it is possible to change it and add information
to it without noticing the change in the real picture. For
example, there are 256 grayscale gradients, but the human
eye does not notice more than 32 gradients, so a slight
change in the pixel value within the image will result in a
change in one color that is impossible for the human eye to
see, especially if we imagine the size of the pixel. And that
one image may contain more than one million pixels and
the distribution of modified pixels in a scatter [18].

2.1 Steganography and Watermark

It should be noted that the steganography is completely
different from a watermark. In steganography, the
concealment is invisible for security purposes in secret or
sometimes illegal while the watermark is often hidden to
preserve the copyright to increase information on the host
file about the rights of its owner [19].

2.2 Information Security and Steganography

There are three issues associated with the information
security, namely:
(@) Reliability: Any person who is not trusted or
authorized will not know about the sensitive
information
(b) Integrity: Ensure that hidden information will not
be affected along the transmission path
(c) Effectiveness: It is not easy to discover hidden
information in a file even if we suspect it exists. It is
not affected or changed by the original file. Ordinary
people will not notice any change to the file in which
the information was hidden [20].

There are many types for steganography as described in
[21] and listed below.

2.1.1 Hide information in a text file and the most
important methods and algorithms [22-23]:

o] First-letter algorithm
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o] Every n-th character
o] Itering the amount of whitespace
o] Using a publicly available cover

2.1.2 Hide information in an image [24]:

o] The most popular medium!

o Least-significant bit (LSB) modifications
o 24-bit vs. 8-bit images
o] Tools to implement LSB: EzStego and
S-Tools

0 Masking and Filtering

0 Algorithms and Transformations
o] Removing all but the two least significant bits of
each color component produces an almost completely
black image. Making that image 85 times brighter
produces the image below. The limited human eye is
used to detect chromatic gradients and minor noise
within the image.

2.1.3 Hide information in a video or audio file [6-7]:

o] Hiding information is better because of the
limited human hearing after the limit of 20000 Hz, this
method is characterized by the large amount of data that
can be hidden and this method is difficult to recognize
because the transfer process is sequential.

o] Another recent type is using vector images, map
of image, or 3D image as a cover [25].

2.1.4 Other Applications of Steganography [26-28]:

i Security issues and confidential information on
the computer and network
ii. Espionage on the information of others (may be
positive or negative)
iii. Military cases and send encrypted information,
confidential and non-noticeable

iv. Medical cases and the discovery of information
more than medical images
V. Legal and copyright issues include information

that cannot be removed. Here we mean watermarks
because one of the most important characteristic of
information (digital) is that it is very easy to produce
and distribute an unlimited number of copies. This may
undermine the music, film, books and software
industries, so it therefore brings together a variety of
important problems relating to the protection of
intellectual property rights and production that needs to
be resolved. In fact, an unlimited number of complete
text, audio, data and video can be produced and
distributed illegally.

It should be noted that there is a risk when using
techniques of steganography illegally. If it is done so, then
some spyware files would be sent to victims. One must be
aware of the existence of something within the receiver

file - there are a lot of algorithms and programs that
provide this facility. However, from the previous
discussion, the second problem is the possibility of
information being hacked by these programs. This
information can be extracted and decrypted.

Convert Text to Binary

Read Image

Split Layers — R+G+B

Enter Key
Pass # Jump # Shift (Start Pixel ) # Sequence of Layers

Convert each Layer to one dimension Array

Repeated until last bit in the message

Find LSB from the current Pixel
Replace LSB by the current bit of message

Move to Next Pixel and Next Bit of Message

3. Proposed Algorithm and Application

Fig. 2 Improved Algorithm of Steganography

3. Proposed Algorithm and Application

Here we outline our idea of distributing encrypted
information in a way that makes it very difficult to access
and decrypt it. The main proposed work is divided to two
parts.

3.1 The First Part

To find a new method using Steganography which would
be very difficult to break into. This is achieved by our
proposed algorithm as shown in Figure 2. The main idea is
to distribute the confidential message randomly in the
Steganography cover each time. In the same time, enable
the authenticated receiver who has the shared key of DES
to know about the distribution methods automatically, by
depending on this key only.

Initially, the system would separate each coloured layers
Red (R), Green (G), and Blue (B) of the cover image, and
convert each layer to one dimension array. Then the Key
of DES would be divided into four components by “#”
sign. The first component would be the small code
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(Selected Password), while the second would refer to the
number of pixels which we have to jump each time, the
third would determine the pixel which we would start
hiding from it. Finally, the last component would be a
sequence of coloured layers. For example, if we suppose
the key is PassKey#3#10#RRG, the hiding would start
from the pixel 10, in the R layer, then in the pixel (10+3)
in the R layer too, then in the pixel 10 but in the G layer.
After, the previous steps would be repeated until entire
message bits are hidden inside the cover image.

In this case, it is very difficult for any attacker to break the
algorithm even if they collect the data from the least
significant bit (LSB) in the cover image and try to decrypt
them. An example for the proposed method is shown in
Figure 3.

3.1 The Second Part

The second part of the system is a simple mobile
application for applying the algorithm of Fig 2. This would
enable users to share their secret data through a very
strong protection method. The main interfaces of the
proposed application are depicted in the Figure 4 and 5. In
the next section we shall discuss the usefulness of our
results.
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Fig. 3 Execution steps of the proposed method

Fig. 4 Interface of mobile application (normal security)
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Fig. 5 Interface of mobile application (Advance security)

4. Results and Discussion

For proving the quality of the improved method, we have
used metrics and have employed Correlation, Mean
squared error (MSE), Peak signal-to-noise ratio (PSNR),
and Bit Error Rate (BER) [29-31]. The correlation
measures the similarity among the cover image and the
new image after carrying the encoded the message.

numberof unchangedpixels
cori= —

numberof _all pixelsin_one imag

MSE below calculates the mean error:

1 AL N 5
MSE =S S, - g >

=1 G =1

Where M, N are the number of rows and columns of the
original image (cover), f ij denotes the element (Pixel) in
the cover image, and gij represents the element (Pixel) of
the new image after hiding message. The PSNR below
measures the Peak Signal to Noise, where L is the level of
peak signal that equals 255.

L2

PSNRindB =10Log,, ————
MSE

Bit Error Rate measures the rate of noise after hiding the
message, is given as:
BER — number _of  errors

total _number _of _bits _send
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After testing the proposed method, the results are
presented in Table 1.

Table 1: Metrics Results of Proposed Method

MSE PSNR Correlation BER

105.074 64.278 0.97 0.3672

From Table 1 we can note that an amount of distortion is
caused by adding the secret message to the cover image.

However, it is very low according to the high PSNR values.

The PSNR will differ according to the size of the secret
message. That reflects the positive results under the term
of human eye sensitivity to the luminance. This means, the
hidden message will be invisible to an attacker completely.
Furthermore, a high value of correlation means that the
result with an encoded secret message is very similar to
the original image, unlike to bit error rate that causes a low
result since the changing of the image was done in the
LSB.

The new method proposed by us is very strong and
resistant to attacks. However, it would cause some
insensitive noise, and have high similarity between the
original image and the result image. But, it is not resistant
to compressing because it depends on the LSB, and that is
what we shall try address in the future by enhancing other
techniques for steganography as wavelet transformation.

5. Conclusion

This paper has demonstrated an improvement for the
steganography technique based on LSB. It has suggested a
new method of making an encryption key which has
divided into four components and can be used for creating
a very complex distribution of a secret message inside the
cover image. This was dependent on the jumping, shifting,
and changing the sequence of the color layers. Hence, no
attacker can retrieve it without the shared used key. In
addition, this research has proposed and implemented a
mobile application for the proposed method to enable any
user to share their extremely confidential and important
data without being concerned about any potential attack.
The testing has shown the efficiency of the proposed
method. In our future research, we intend to focus on the
enhancement of security more vigorously and increase the
amount of data that can be shielded in the cover to provide
higher resistance of the proposed algorithm against
compression attacks.
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