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Summary 
Wireless Sensor Networks (WSN) is an emerging technology used 
in different applications, and thus become an interesting field of 
research. Besides massive advantages, related security breaches 
are the matter of concerns for many researchers to propose new 
security solutions schemes in WSNs, protect critical applications 
in civilian and military areas. In the past, various cryptographic 
solutions are devised to overcome the vulnerable attacks on WSNs. 
This article reviews and analyzes different types of attacks against 
the WSNs application, and describes the state of art security 
solutions. This review aims to benefit researchers as well as 
manufacturers to find new research direction in WSN security. 
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1. Introduction 

The Research advancement of Hardware Engineering 
approaches and powerful software methods that’s would be 
creates collected of several sensors which called a wireless 
sensor network [1] [14] [27]. Wireless Sensor Networks-
WSNs Raises in terms of Groups which spatially discrete as 
well as dedicated sensors for observing and saving the 
bodily situations and these would be able to manage the 
composed data at a mid-point. Sensors are very active and 
small in size, low cost and also have medium processing 
and computational power [31] [19] [35], However, they are 
very cheap than the traditional sensors. WSNs able to 
measure the conditions of the environment such as wind, 
temperature, sound, pollution levels so on and other 
physical conditions. WSNs research emerged in different 
domain of fields, supposed as I-T systems, hardware and 
system of design, Networks, forensic Applications which 
detailed in figure no.2, a different model of programming, 
organization of data, security challenges and different 
factors [2] [25, 7]. WSNs have been high prospective in 
different applications development such as military 
objective and their surveillance [33] [38], utilize the 
purpose of natural disaster [5], tracking data of the patient 
in the biomedical field [10] [20], and for exploration of 
hazardous environment for sensing purpose [37]. WSNs are 

very useful in military networks for tracking and 
surveillance and it is able to give support during recognition 
and identification. According to our knowledge basic 
philosophy of sensor network is to distribute the minute 
sensing in the shape of devices, the goal of this distribution 
phenomena is able to some changes in sensing parameters 
as well as communication with an others device within the 
particular geographic areas for special resolution such as, 
focus to track data, surveillance, monitoring the 
environmental conditions and so on. Wireless sensor 
networks connected to each other within the very short 
range of links, they utilize the special type of infrastructure 
by forwarding the collected data to authorized entities over 
the base-station (BS) [2] [22, 24] [25]. According to the 
recent research approaches sensors can observe the 
temperature, the pressure within the specific area, moisture, 
movements of objects, sounds and more others special 
properties [18].  
In case of intelligent nodes of sensors, which are, very low 
power devices and the take placed in one or more than one 
sensors, in the regard of, a processing, memory, an acuter, 
a radio, etc. Generally speaking, WSNs has no proper 
infrastructure because of it joined with the thousands of 
sensors of nodes and they work together for monitoring 
purpose and getting data about the proper environment. 
WSNs categorized in two types of families. First, one is 
structured and second is unstructured. In regard to 
structured, WSNs nodes deployed in the preplanned 
manners, they are very beneficial during the deployment 
with subordinate networks repair as well as managing cost. 
In unstructured, WSNs environment they are very dense 
collected sensor nodes. Unstructured WSNs environment 
more chances to failure of maintained and lack of 
connectivity between the participant nodes. Nodes of the 
sensor could be deployed in a Hoc way. After the 
deployment phase, the network would be able to leave 
unattended to delivering observing and report generation 
functions.  
In term of security it’s a very important factor during the 
infrastructure of WSNs, nowadays many application 
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suffering because of unavailability of security within the 
networks and many researchers trying to provide a different 
kind of authenticated schemes to WSNs. Security factor in 
WSNs has to be complete and a very basic requirement. 
This kind of requirements are not enough to provide 
authenticity of sensitive information, but it could be 
explored bounded resources in every sensor node, which 
can maintain the sensor networks in the shape of life. 
Adversary inspiration, susceptibilities, and chances that are 
two factors, which able to provide the adversary chances to 
affect the wireless sensor networks. Sensor nodes would be 
able to expose in the risk by capturing the active adversary. 
Therefore, it is possible to damage sensor nodes 
connectivity and loss of communication channel. Many 
keys issues occur during the design of a proper channel of 
WSNs environment, so it is necessary to support the WSNs 
environments against these problems. WSNs need proper 
security in term of authentication, integrity, and 
confidentiality for protection against the adversaries, 
Moreover, the characteristic boundaries in the 
communication channel and for calculating, deployment 
phase of WSNs creates more susceptible in different attacks 
issues. In case of deployment nodes system its occupied 
large size of area and attackers have more chances to attacks 
on confidential data between the sensor nodes, figure no.1 
shows the development of WSNs network. Adversaries are 
sharper they could be able to use the special kind of formula 
to track the sensing data between the sensor nodes. The 
adversary has some special target such as, to detect the 
secret data, to hack the all collected data by within a special 
network and DoS-Denial of services and assured to 
potential threats in the regard of privacy and security within 
the wireless sensor networks. During the capturing of nodes 
by an adversary result could occur in between active and 
passive, as well as physical attacks could be happened by 
an intellectual adversary. Moreover, during the initialize or 
create a setup by an adversary, it will able to collect secret 
information by snooping to message interchanging, even a 
single attack device or under the network with the support 
of a number of attacks devices occurs in the development of 
the network. In condition, if the message were encrypted the 
attacker would be able to capture data about network 
working and there state. Although applications of hardware 
and software development might point out this kind of 
security problems, however, development of new 
technologies in the recent century they facing many security 
challenges issues in wireless sensor networks application 
during the hardware and software level approach.  

 

Fig. 1  WSN environment 

 

Fig. 2  Application of WSNs 

Structure of our paper follows as 1. We discussed the 
background study of wireless sensor networks. 2. about the 
architecture of WSNs and sensor components. 3. 
Classification of attacks 4. Security solutions against the 
WSNs 5. Conclusion of the paper. 

2. Architecture of Wireless Sensor Node 

A sensor node depends on four basic components such as 
sensing component, processing component, radio 
transceiver component, power source component. These 
four components detailed under figure.3. Sensor nodes also 
depend on more additional components. Sensing 
component depends on more two sub-components called 
sensor and analogue, which directed to the digital 
converters. Sensors are able to create analogue signals, 
which can be converted to the digital signal, and then able 
to feed in the processing component. Generally talking, 
processing component connected with the storage 
component and it can be organized the functions that create 
the node of sensors as a collaborator to the sensor nodes for 
assigning the sensing responsibilities. The duty of the 
transceiver component to joints nodes within the network 
environments. We analysis power component is a very 
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important part of the WSNs environment because it would 
be able to supported by the solar cells. 
 

 

Fig. 3  Components of node 

Working flow diagram of sense is given in figure no.4. 
Components design approach provides the flexibility in 
Verities in WSNs applications. Suppose as, it depends on 
the sensor node during the deployment phase, signal 
components are able to be reprogramming or swapped. That 
is permitted in a wide range of verity in different sensors 
and they would be able to use sensing node values. In the 
same way, the radio link could be exchanged according to 
the requirement of application as well as the need for a 
bidirectional communication system. 
 

 

Fig. 4  Workflow of sensor 

3. Classification of Attacks in WSNs 

A wide area sensor network contains large amount sensor 
nodes why can say in thousands, its possibilities they could 
be dispersed over a large range of scale. However, WSNs 
nodes are too much small with regard to communication as 
well as calculating competences and supply power and 
batteries a matter. Such kind of problems causes to attacks 

on WSNs nodes and adversaries have many possibilities of 
ways to attack nodes and hack secret data so easily. 
Hereunder we classified two major attacks and sub attacks. 
 

 

Fig. 5  The main type of attacks 

3.1 Passive Attacks 

It has tried to learn or create use of information from the 
system but it is not able to effect the system resources [17]. 
The attacker just can listen to communication between the 
medium. These attacks could take path earliest preparations, 
beforehand the active attacks. Simply we could say this 
attack in contradiction of privacy. 

3.1.1 Attack on Traffic Analysis 

In an attack messages could be transmitted over the network 
that is susceptible, however, these messages are in 
encrypted form. There could be a big possibility an 
adversary can analysis the multiple patterns of the proper 
communication channel. More chances sensors activities 
could be exposing very easily and network communication 
will be damaged so easily.  

3.1.2 Eavesdropping/Snooping Attack 

This attack is very easy violating the privacy, it could be 
able to detect the secret information, and the adversary 
would able to learn the pattern of contents within the 
communication. During the configuration of a wireless 
sensor network, it’s able to compromises through 
theoretical information against the location of the server. 
This attack behaves more effect against privacy.  

3.2 Active Attacks 

This attack able to modify messages and real-time data 
streaming or able to create the wrong information in the 
communication channel of WSN. An intruder could be able 
to recurrence the basic information streams, attackers could 
change the communication messages, or he/she could be 
able to eliminate a special part of secret data, which can be 
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a most important part of data during the communication 
channel.  

3.2.1 Denial of Service-Attack 

This attack occurs during the failure of nodes or malicious 
function [4] [36]. The easiest denial of service attempts to 
use the obtainable resources to target sensor node, by the 
support of additional needless packets and would able to 
protect valid networks operators to retrieving facilities, 
which they are permitted. This attack has multiple types and 
it could be performed in different layers of the wireless 
sensor network. At the physical layer, these attacks would 
cause overcrowding and interfering.  

3.2.2 Sybil Attack 

Different cases, sensor strength essential to working 
together to achieve the task, they could use the sharing the 
sub-task and redundancy of data. In this situation, the node 
could fictitious more than one node by utilizing the 
identities against genuine nodes. This kind of attack where 
node furnaces the identities of one or more than one called 
a Sybil attack [9] [21]. Sybil attack attempt to down the 
reliability of the information, this attack could be executed 
for hacking the dispersed storage, for routing purpose, 
information combination, voting, for reasonable 
distribution and naughtiness detection. 

3.2.3 Black hole or Sinkhole Attack 

This kind of Attack, a malicious node behaves as a sinkhole 
attack [6]. This attack detects all traffic over sensor 
networks. Particularly this occurs in the flood-constructed 
protocol. In this attack, adversary able to listen to requests 
very silent way for the purpose of routes and then he/she 
response the targeted nodes, then he follows the very short 
level of distance to the base station. Here adversary claims 
that he/she is a real node instead of a fake node, it would be 
able to change true information between the sensor nodes 
[23].  
 

3.2.4 Hello flood Attack 

This attack introduced by [15]. Attacker utilizes packets as 
an armament to persuade the Sensor in WSN. The attacker 
has the ability to send high radio transmission range to 
deliver hello packets nodes to the number of sensor nodes 
and disperse within the large range of sensor nodes, and real 
participant sensors feel that’s it’s our participant instead of 
a fake participant.  

3.2.5 Wormhole Attack 

This type of attack called a critical attack [11]. The 
adversary would able to try store records of multiple packets 

or bit at a proper location within the network and connected 
to another location [16]. This attack is a very noteworthy 
treat within the wireless sensor networks. Since this attack 
could not compromise within a sensor over a network, this 
attack would be performed although a starting point when 
the sensor will start for the communication purpose to each 
other’s and getting information. 

3.2.6 Masquerade Attack 

This attack tries to attempt utilization of false identification 
to achieve the illegal entrée to any computer. The attacker 
will act as an unlicensed system to achieve free access and 
it could increase high rights instead of approving [32]. 
Typically, this attack another type of active attack, suppose 
as, certification arrangement could be achieved, and the 
dishonest person could get all access to the information in 
an illegal way.  

3.2.7 Reply Attack 

This attack is a family attack of the network, in this attack 
adversary could detect the broadcast data and is able to 
create delay time as well as repeated data [34, 8]. This can 
be carried out by an attacker or inventor that could disturb 
the data between the transmission medium. 

3.2.8 Selective forwarding Attack 

Time and secure communication is an essential part of 
within the network. In this type of attack, effected system 
by an adversary would be able to act as usual systems and 
it can drop targeted packets. In this attack, the targeted 
dropped node could be haphazard [30]. 

3.2.9 Node Replication Attack 

In this attack, an adversary creates an easily reasonable 
node and he /she apply some special kind of trick between 
the networks and its try to claim them he/she is 
authenticated node [39]. This attack is very difficult to catch 
without the monitoring of center basis.  

3.2.10 Rushing Attack 

This attack we can say a modern threat in the denial of 
service when it has been applied in contradiction of 
previous routing practice within the network. An attacker 
able to allocate the fake messages to real messages and that 
can arrive later [12].  

3.2.11 Attack on Modification of Messages 

This attack able to attempt the function of modification or 
deletion of contents over networks within the proper 
communication. Adversary able to separate some real part 
of the information and it is providing the delay time during 
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the transferred its effect it causes to be damage of network 
[3]. 

4. Security Solutions in WSNs 

WSNs applications have been the auspicious solution for 
security purpose as well as concern with a key. However, 
Research determinations have been built with cryptography, 
management of key, the purpose for secure routing, the 
security of data and accumulation, interruption and 
recognition in WSNs. Still, have some challenges that’s 
could be noticed. 1: Collections of proper cryptography 
approaches which be subject to processing abilities of nodes 
of the sensor. Identify that there would be no unique 
clarification for each WSNs. 2: Sensor, which is classified 
based on limitations on energy, computing competencies, 
bandwidth, and memory as well as for communication 
channel. For designing the Wireless sensor networks these 
classified points must be gratifying .3: most of the current 
protocols claimed to be a node of sensor and base station of 
the sensor are in a stationary position, conversely, it’s could 
depend on the Variety of situations, suppose as, battlefield 
environments, wherever the base station and probably the 
sensor required to be movable. 

A. Cryptography Concept in WSNs  

In the field of cryptography world encryption and 
decryption methods design for the classical wired networks, 
which are not suitable to be functional for WSNs. Although, 
WSNs based on the very small tiny sensor nodes and they 
are suffering because of the shortage processing system, 
memory, battery power [26] [13] [28]. For applying the 
encryption schemes its need to require additional bits for 
transmission. Therefore, additional memory, battery power, 
and processing them all are significant resources against the 
sensors life. When we use to apply such kind of encryption 
techniques, it could able to increase delay and loss of packet 
in WSNs [29]. 

B. Key Management Technique 

Key management has been stated to the organization of 
cryptographic keys in regard of the cryptosystem. Its 
working based on, distribution and exchange keys as in a 
secure manner. This technique support to the cryptographic 
protocols for design purpose and it follows the proper 
methods within multiple protocols, especially in WSNs 
environment. Key management has a vital role especially in 
sensor node that is allocating secure key within the sensor 
nodes; here are some fundamental principles, which follow 
as:  

1. Key Redistribution scheme: this process refers to 
the generation of keys and installment of keys 
within the different nodes of sensors.  

2. Key establishment/ key exchange scheme: in 
this scheme keys could be exchanged between the 
two parties, simply we can say any pair of nodes 
or a group of different nodes create a secure 
pathway.  

3. Addition and elimination of node/member: In 
the regard of adding member/node in a network, 
the additional node could be able to add for 
creating the secure path within the sensor network 
for another’s secure nodes. During the elimination 
of node/member from a network, then it could not 
be able to take part again during the sensor 
network. 

 
Key revocation scheme: this key helps us for re-issuing 
new key which never been used for cooperated with nodes. 
Especially there are main two types of key management. 
 

 

Fig. 6  Types of key management 

5 Symmetric key: In this section, only one key 
could be preferred to authenticate with sensor node 
deployment. In Redistribution, scheme plays a 
vital role in sensor applications. This key likely to 
used mathematically operations, because of this it 
provides the benefit of very less computational 
power, it also supports to utilize very less battery 
power.  

6 Asymmetric key: In this section, we can use two 
different keys, such as a private and public key for 
the purpose of encryption and decryption process. 
These both keys follow mathematically operation 
for the purpose of cooperation and during 
exchange keys process. This type of key opposite 
to the symmetric keys and this key is not suitable 
for WSNs applications.  

C. Trusted server Scheme-TSS 

This types of schemes are determined by the trusted manner 
and well as protected server, suppose as, key for a base 
station in between the nodes of agreement. Here sever could 
be  
Preserved as the key generation center-KGC. We take a 
simple example, assume that two sensors want to create a 
secure communication channel. In this typical case, the 
symmetric key could be generated for every sensor node 
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within the WSN environments beforehand placement and 
fixed in every sensor nodes of memory. This placement key 
could be used within the two sensors to ensure the 
authentication between them to head the base station. After 
base station would be able to generate the link key or we 
can say session key to broadcast in a secure manner for two 
sensor nodes through single or multi-hops. In the KGC 
scheme, the base station is a very particular selection for the 
server.  

D. Secure Key Redistribution Schemes 

In these schemes, key information could be shared between 
every sensor nodes during the deployment phase of the 
sensor. Recently researchers claim that secure key 
Redistribution schemes are encouraging in the field of 
theoretical schemes.  

E. PUK-Cryptography Scheme 

Public key-PUK cryptography schemes techniques are very 
expensive for tiny sensor nodes since it’s typically RSA 
algorithms which necessitate for high computation and this 
is not fit for small sensor nodes. 
 

F. Secure routing Scheme  

This is the basic functionality of WSNs environment 
because of its transport the information to the base stations  
and later it’s perforce the processing of data. Although, 
routing is very critical functionality in WSNs. A lot of 
routing protocol proposed by researchers for sensor 
applications, Moreover, former research direction that was 
focused on efficiency and effectiveness of sensor networks 
of information broadcastings, and researchers don’t focus to 
the security side of sensor networks and some design issue 
of the network in the sense of routing protocols. Deeply 

study and experimental work in [15] mentioned about 
security at the stage of design in the best way provided for 
routing protocol. 

G. Discovery of Secure Location 

As declared previous, the location of the sensor has been 
played a very important role in different kind of sensor 
applications, as we mentioned in the introduction section. 
Without, protection of such application adversary could 
easily detect the node of the location he could apply 
different types of attacks on such node. Suppose as the 
adversary can delivery wrong reference of location and 
he/she able to responding the real packets stopped in 
multiple locations. Adversary able to cooperate with an 
authenticated node and he would be able to send wicked 
references of location. Here two types of technique deal 
with the adversary in the regard of location discovery in 
WSNs, which based on MMSE-minimum mean square 
estimation and voting-based location estimation-VBLE to 
prevent the wrong location references.  

H. Protected Group Management 

The in-networking function of the unused data is applied in 
WSNs by distributing the network into a very small size of 
groups and examining the information combined to the 
group leader. In this situation, the group leader has a 
responsibility to confirm the data it has come from others 
node or not. For this technique, we need to require group 
key management. In adding or deleting of nodes from the 
group leads to more problems. In such kind of situations, 
we need secure protocols to control this problem. 
In our proposed work, we also compared some security 
protocols with different parameters. Such as 
centralized/decentralized, energy and simulation 
parameters. Which are detailed in Table.1 
 

Table 1. Proposed Results about Security based Routing Mechanism in WSNs application 

Proposed work Cryptography 
Approaches Centralized/Decentralized Energy 

Consumption 
Simulation  

/Results Remarks 

Kyung Jun  Choi 
[40] Symmetric algorithms n/a Measured Applied Block & stream 

cipher 

N. Fournel [41] symmetric Algorithms n/a Measured Applied Block & stream 
cipher 

M. Healy [42] Symmetric algorithms n/a Measured Applied Block & stream 
cipher 

YW law [43] Symmetric algorithms n/a Measured Applied Block & stream 
cipher 

M. Passing [44] Symmetric algorithms n/a Measured Applied Block & stream 
cipher 

L. Batina [45] Asymmetric Algorithms n/a measured applied, n/a , 
applied 

Assessment  
presented 

G Gaubatz [46] Asymmetric Algorithms n/a measured applied, n/a, 
applied 

Assessment  
presented 

A Liu [47] Asymmetric Algorithms n/a measured applied, na, applied Assessment  
presented 
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M .Pugliese [48] Hybrid n/a Measured -------- Assessment  
presented 

R. Riaz [49] Hybrid n/a Measured -------- Assessment  
presented 

C.  Castelluccia [50] Data Accumulation n/a Measured Both ---------- 
P. Wang [51] Data Accumulation n/a Measured Both ---------- 
A. Ali [52] Secure Routing method Decentralized, -----, ------- Measured Both ---------- 

IA. Khan [53] Secure Routing method Decentralized,-----, ------- Measured Both ---------- 
D. Xiao [54] Secure Routing method Decentralized,-----, ------- Measured Both ---------- 

 

5. Conclusion and Future direction 

As the growing fast development of sensors applications, 
these applications need the support of security because 
thousands of sensors deployed in a wide range of area, it 
makes sense that there is communication process of data 
between the sensors nodes would unsecure, and an attacker 
very easily could attack on confidential data. However, our 
survey article provides all answers against the problems. 
We classified different types of attacks on wireless sensors 
applications and discussed security solutions in the state of 
art, our article could be beneficial for security experts of 
WSNs they can use our security proposed techniques for the 
better improvement of security in WSNs. However, we are 
working on this article in extended version. 

The straightforward domains and challenging development 
within the environment of WSNs could make a Networks 
security for those schemes could be highly challenging than 
conservative networks. Nevertheless, much of properties 
against WSNs could help address the Challenges for creating 
more secure networks. Initially, we all must have 
opportunities to make a model for safety solutions against 
the systems for the beginning. Although this kind of 
requirement is earlier part of the research for that system. 
Secondly, most parts of applications are expected in 
Addition to the installation of WSNs within the management 
domain, for the abridging the threat modulation. Third, it 
could be possible to exploit dismissal, scale point, physical 
features against environmental solutions. For suppose, we 
made a plan to create a WSNs environment, so we can 
endure operating. Although, less quantity of sensors portion 
could be compromised. We have opportunities for usage-
terminated sensors to protecting the classified attacks. 
However, the feature of WSNs could permit the original 
fortifications not presentable in conservative networks.  
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