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Summary 
The emergence of Internet-of-Things (IoT) has shown a 
continuous growth due to its efficiency respond, mobility and 
effectiveness in daily activities. In fact, the increasing 
deployment of IoT towards industrial 4.0 applications such as in 
manufacturing, healthcare, transportation and emergency services, 
shows the worth of value in IoT implementation. Due to gigantic 
applications, systems and users using IoT, all of these valuable 
resources fascinate several of cyber-attacks and threats since IoT 
environment is still in progressing, which there are high changes 
of IoT breaches. As a consequence, the number of crimes in IoT 
devices is arising. Studies show that 84% of IoT adopters have 
experienced a security breach. Majority of these devices included 
from manufacturers of smart TVs, webcams, remote power 
outlets, door locks and hubs for controlling multiple devices.  A 
huge of IoT devices have an anti-malware set-up on an electronic 
device and no encryption was used during transaction or file 
transfer, which one cannot fully assure personal data safety.  
Moreover, IoT involves machines that have the ability to remote 
access and possess internet connectivity. However, the 
implementation of IoT for convenient use, rise another 
catastrophic problem that is security and data privacy; and there 
are many security challenges and requirements that need to be 
addressed.  Therefore, in this paper, a systematic literature review 
(SLR) is implemented to determine the related materials and 
achieve the research objectives. The outcome of this paper is to 
introduce IoT Forensics Framework and discussed the current 
challenges, which highlight the critical reviews and findings of 
the study.  The impact of this exploration brings a significant 
enhancement to the phases of IoT Forensics processes and 
proposes a readiness layer in IoT Forensics environment. 
Key words: 
Evidence, Tools, Internet-of-Things, Analyzing Incidents and 
Forensic Investigations. 

1. Introduction 

The incidents analysis and type of evidence is a crucial 
process in forensic investigation. The reason of analyzing 
incidents process in the IoT environment is due to high 
number of cyber-attacks reported [1][2]. The effect of the 
cyber-attacks and hacking activities causes financial losses 
to organizations [3] and individuals. On the other hand, the 
IoT devices and platforms demand a suitable standard of 
procedure (SOP) of digital forensic investigation in 
analyzing incidents in IoT environment.  In fact, the smart 

IoT devices for instance Raspberry Pi has its own common 
methodology [4] to perform the artifacts forensic 
investigation and involved static as well as volatile 
artifacts from Raspberry Pi-IoT platform.  In addition, the 
problem in determining the standard procedure for forensic 
investigation is complex due to the gigantic IoT 
environment that imposed by different vendor, brand, 
operating system, protocol and application of IoT services. 
Finding the optimal solution for analyzing incidents in IoT 
environment is challenging.   
A recent trend is to use digital forensics investigation 
model for IoT [S15] and DFIF-IoT Framework [S16] to 
find the solution for IoT evidence collection, preservation, 
chain of custody and reporting processes; in analyzing 
incidents problems.  Furthermore, the digital forensics 
investigation model in IoT refers to the application of 
forensics domain (i.e.: smart home, smart city and 
wearable), IoT forensic layers (i.e.: Cloud Forensics, 
Network Forensics and Things Forensics) and forensic 
process to obtain evidence (i.e.: Collection, Examination, 
Analysis and Reporting). However, in general, the 
limitation of digital forensics investigation model 
comprises of computing resources which in majority is 
smart devices and cloud-based architecture of IoT product.  
In fact, storing data into the IoT devices for forensics 
purpose still inadequate space and low in speed of data 
processing. Nonetheless, the DFIF-IoT Framework is 
developed with the idea of proposing a framework for 
generic IoT environment. However, due to gigantic 
devices attached to the IoT platform in terms of types of 
devices, number of devices, devices brand and device 
specifications, makes this framework is still in conceptual 
framework. 
Early research on digital forensics is as a service [5], 
which consists of cloud computing or cloud storage such as 
Google Drive, Dropbox and iCloud that are typically used 
by users from every parts of the world. As time moves 
forward, the IoT environment has evolved into several 
components that consists of cloud, “things” and mobile 
applications.  Many “things” [6] has been embedded with 
internet feature and can be detectable from remote location 
based on IP number or MAC address for surveillance or 
monitoring system.  Conversely, IoT environment is not 
complete without the dashboard or mobile applications to 
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view the graphical information or receiving alerts from 
clouds. Thus, the architecture of IoT platform demand a 
modification [7] in digital forensics investigation process 
due to the dynamic changes in IoT environment. 
Therefore, the SLR is carried out to find the advanced of 
IoT Forensics processes, tools and benefits of IoT 
Forensics. Section 2 indicates methods that explains how 
the systematic literature review is conducted. Section 3 
reports the results of our SLR based on the synthesis of 
evidence. Section 4 presents a discussion of our taxonomy 
of forensics evidence, tools for analyzing the evidence and 
proposed IoT Forensics Readiness into the Forensic 
Investigation Framework. Section 5 presents conclusions 
from the review. 

2. Methods 

In this study, a systematic review and meta-analysis 
strategy is adopted in the research methodology. This 
approach is chosen to extract relevant information 
systematically from the current state-of-the-art of future 
technology development. This strategy allows the 
researchers to analyze the methodological quality of the 
included publications and to investigate the reasons for any 
results discrepancies between the studies. 

2.1 Primary Research Questions 

The primary focus of our systematic literature review was 
to understand and identify the digital forensic process that 
is required in the IoT infrastructure settings. The primary 
research question in this study is elaborated as the 
followings: 
Primary research question: What evidence exists in 
digital forensic studies conducted in Internet of Things 
(IoT) settings that presented IoT forensic process to 
investigate IoT incident cases? 
Guided by the primary research question, this systematic 
literature reviews also aimed to answer the following 
secondary sub-questions that are: 

• Sub-question: What is the existing IoT forensic 
framework to investigate IoT incident cases? 

• Sub-question: What is the critical process of IoT 
forensic investigation to be determined? 

• Sub-question: What is the evident type used in the 
forensic investigation that involved IoT devices? 

• Sub-question: What are the challenges in the 
current IoT forensic solutions? 

2.2 Identification of Studies 

The relevant literature is searched based on sub questions 
developed according to PICOC components i.e. population, 

intervention, comparison, outcomes, and study designs. 
Moreover, the empirical studies that investigate Digital 
Forensics in IoT is depending whether or not other 
researcher investigate all major phases in the existing 
Digital Forensic Investigation Framework. Therefore, we 
could not specify specific comparison in our PICOC 
components. Table 1 shows the PICO structure of our 
Identification of Literature: 

Table 1: Summary of PICOC 
Population Internet-of-Things (IoT) 

Intervention Forensic Investigation 
Compariso

n None 

Outcomes Process 

Context 

Review of any empirical studies of forensic 
investigation process within the domain of Internet-of-

Things (IoT) area. No restrictions on the type of 
empirical study apply. 

 
From the individual PICOC component, we derive list of 
keywords associated with the study. For each of the 
keyword, we draw up a list of synonyms and alternative 
terminologies. Finally, the major keywords are linked to 
form a search string using Boolean “AND”, and synonyms 
and alternative terminologies are included in the search 
string using the Boolean “OR”. Example of the complete 
string that we used to search the relevant literature are: 
(“internet-of-things” OR “internet of things” OR IoT 
OR “embedded internet” OR “pervasive computing”) 
AND (forensic OR “forensic investigation” OR “digital 
evidence” OR “electronic evidence”) AND (framework 
OR model OR procedure OR process) 

2.3 Selection of Studies 

Studies are reviewed in two-phase of evaluations. In the 
first phase, general exclusion and inclusion criteria were 
established to limit the scope of studies being evaluated. 
Furthermore, criteria used provides a clear guideline to 
ensure only relevant review is performed. Among the 
studies searched with search strings, studies review is 
excluded if it meets one or more of the following exclusion 
criteria: 

• Studies presenting solely digital forensics. 
• Papers that only described development practices 

in IoT. 
• Papers that only described implementation of IoT 

applications. 
• Papers involving digital forensics, but not in IoT 

settings. 
• Papers evaluating IoT frameworks based on 

technology perception and acceptance. 
• Papers presenting claims by the author(s) with no 

supporting evidence. 
• Papers not written in English. 
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Next, the general inclusion criteria of the studies were 
coded according to the guideline [8]. Therefore, studies are 
included into the second review phase if they meet all of 
the following cases: 

• Studies that empirically investigated digital 
forensic process used in IoT infrastructure. 

• Studies that measured the effectiveness of 
available digital forensic tools used in IoT 
infrastructure. 

• Studies that apply digital forensic framework in 
IoT settings. 

2.4 Data Extraction and Study Quality Assessment 

This section defines reproducible methodology for data 
extraction and studies quality assessment to address the 
specified research questions. The checklist for study 
quality assessment is shown in Table 2. 

Table 2: Checklist for Study Quality Assessment 
No
. Assessment 

1. Was the article is refereed 
2. Were the aim (s) of the study clearly stated? 
3. Were the study or observational units adequately described? 
4. Were the data collections carried out very well? 

5. Were potential confounders adequately controlled for in the 
analysis? 

6. Were approach to and formulation of the analysis well 
conveyed? 

7. Were the findings credible? 

2.5 Studies Screening 

A list of studies was collected from the identified online 
database by examining the title and abstract of studies 
searched based on the search strings given. As IoT is 
relatively a new area, the online database search only 
covered studies published within the period of 2009-2018 
as shown as in Figure 1 
 

 

Fig. 1  Year Distribution (2009-2018) for Primary Search Results. 

To do the primary search, we had collected publications 
from 7 online databases, which are: ISI Web of Knowledge, 
Scopus, IEEEXplore, ACM Digital library, ScienceDirect, 
SpringerLink, and Sage. The databases filtration is from 
availability of online databases in digital library of 
Universiti Teknikal Malaysia Melaka (UTeM) within 
“Computer Science” subject. During the database search, 
1208 studies were initially selected from the online 
database. Next, irrelevant studies that met exclusion 
criteria were excluded from the initial selection. Total 
number of studies that has been included in this primary 
search is 96 studies. Finally, duplicate studies that are 
similarly named from the different online database were 
removed from the dataset, leaving 73 papers for quality 
assessment. The results of the primary search were 
examined in Table 3. 

Table 3: Result of Primary Search 
Online Database Number of 

Papers 
Irrelevan

t 
Relevan

t 
ISI Web of Knowledge 44 25 19 

Scopus 88 66 22 
IEEE Xplore 19 3 16 

ACM Digital Library 316 295 21 
Elsevier / Science 

Direct 8 2 6 

Springer Link 477 468 9 
Sage 256 256 0 
Total 1,208 1,115 93 

 
Figure 2 shows the breakdown of studies screening from 
the collected papers throughout primary and secondary 
screening phase. 1115 out of 1208 studies were eliminated 
after failing to meet the inclusion and exclusion, which 
accumulated to 92% papers collected from the initial 
search. 
 

 

Fig. 2  Breakdown of Studies Screening 
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3. Results and Findings 

In the following section, the results for the SLR’s primary 
research question and secondary research question that is 
four sub-questions are presented. Each study is identified 
as Sn, where n represents the study’s number. 

3.1 Findings from Sub-Questions Search 

Sub-Question: “What is the existing IoT forensic 
framework to investigate IoT incident cases?” 
Answer: The SLR’s ultimate goal was to understand how 
to investigate the IoT incident or crime in order to obtain 
the evidence of the crime. Based on the 73 studies 
analyzed, 14 studies (19 percent) investigated the 
framework of IoT forensic and the IoT forensic approach, 
which discuss the IoT forensic phases and processes, and 
59 studies (80 percent) investigated the potential evidence 
and challenges of IoT environment. In fact, there is 7 
foremost studies in existing IoT Forensics Framework, for 
instance: 

• Digital Forensic Investigation Model,  
• Hybrid Model,  
• 123 Digital Forensics Zones,  
• IoT Based Digital Forensic Model,  
• FAIoT (Forensics Aware Eco System for the 

Internet of Things),  
• Live Evidence Information Aggregator (LEIA) 

and 
• DFIF-IoT Framework. 

 

 
 
Digital Forensic Investigation Model in Figure 3 consists 
of 4 tier model, which are Inception, Interaction, 
Reconstruction and Protection.  These 4 tiers developed by 
Y. Yusof and sparks an enhancement in the process of 
digital forensic investigation process. The purpose of this 
model is to extract the hidden evidence, however, it does 
not provide information about the physical evidence. 

 

Fig. 3  Digital Forensic Investigation Model [8] 

The Hybrid Model is generated by Lee and consists of 
physical and digital evidence that consists of four phases 
that is Preparation, Crime Scene Investigation, Laboratory 
Examination and Conclusion as shown in Figure 4. The 
advantage of the investigation methodology seems 
focusing in evidence in IoT platform. Nevertheless, the 
disadvantage of the hybrid model is it produces slow 
response feedback due to very wide crime cases is 
concerned [6].  

 

Fig. 4  Hybrid Model [9] 

The 1-2-3 zones of digital forensics in Figure 5 provided 
by Harbawi, and Figure 5 is given by Edewedeh, still 
performs in theoretical framework and demand a new 
conceptual consideration [S13], which proposing the Last-
on-Scene (LoS) algorithm based on zoning area in sevens 
procedures.  Zone 1 is the internal network that has all 
connections. Zone 2 contains all devices and the border 
router Zone 3 covers huge data collection which collect, 
examine and analyze the digital evidence. The advantage 
of 1-2-3 zones model is it has a structured process for 
collecting evidence, meanwhile the disadvantage of this 
model is it has a vague direction to conduct the analysis 
and investigation 
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Fig. 5  1-2-3 Zones of Digital Forensics [S13] 

IoT Based Digital Forensic Model as in Figure 6 
proposed by Perumal [S2] covers the beginning of 
Standard Operating Procedure (SOP) investigation till the 
evidence is obtained. Start with authorization, planning 
and obtaining warrant as this is the fundamental process. 
Followed by navigation of the digital forensic investigation 
(which is in black box). Inside the black box shows the 
base device identification refers to device to device or 
machine to machine (M2M) communication. 
The communication is divided in zones medium such as 
4G, Wi-Fi, LTE Ethernet and PLC (Power Line 
Communication). Once medium is located, forensic 
investigators proceed with triage examination.  Here, triage 
deals with big data platform in structured and unstructured 
data that involves router, gateway, cloud and fog platforms. 
The live data extraction gathers data and seized specific 
device from the zone.   The whole process reverts back 
into more common digital forensic procedure which would 
be chain of custody, lab analysis, result, proof and defense, 
obtain and storage as all this stage are more to the current 
method of conducting digital forensic. 
Perumal has proposed a Generalized Cyber Forensic for 
network environment (wired, wireless or IoT) consist of 
three phases, which are collecting the evidence items, 
examining the evidence and handling the evidence.  
Collecting phase involves the collection of intelligence 
information, preserving and identifying seized items. 
Examining phase involves analyzing, interpreting and 
validating of the evidence items. The handling phase 
consists of documenting and presenting pieces of evidence 
in an admissible form in the court of law. The Input is the 
seized network entity/item and the Output is presentable 
facts, presentable in the court of law. 

 

Fig. 6  IoT based Digital Forensic Model [S2] 

FAIoT (Forensics Aware Eco System for the Internet 
of Things) is introduced by Zawoad [S4] in Figure 7 that 
divides the IoT Forensic process in IoT Platform into three 
schemes, which are: Cloud Forensics, Networks Forensics 
and Device Level Forensics. Investigators need to collect 
data from each layer of schemes.  Additional of three 
modules in the FAIoT Model which are: 

• Secure Evidence Preservation – monitor all 
registered IoT devices and store them in the 
evidence repository (Proposed: Hadoop 
Distributed File System). 

• Secure Provenance – chain of custody of the 
evidence.   

• Access to Evidence through API – provide a 
secure read-only APIs to law enforcement 
agencies. 

 
The advantage of FAIoT is it shares the physical 
information to the virtual world, able to identify 
information from surrounding devices that assists in 
criminal incident and determine approximate location. On 
the other hand, the disadvantage of FAIoT is malicious 
users have the opportunity for tampering the evidence. 
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Fig. 7  FAIoT Framework [S4] 

Live Evidence Information Aggregator (LEIA) 
architecture is introduced by Irvin that consists of host-
based, peer-to-peer Distribution, Cloud Based and Law 
Enforcement Controller [S92] that allows interactive of 
sharing resources and information among participating 
devices in order to achieve efficiency for data collection of 
security incident as illustrated in Figure 8.  
 

 

Fig. 8. LEIA Architecture [S92] 

LEIA is important since each of host-based supervisor 
(HBH) that a virtualization layer, P2P provides a reliable, 
scalable among heterogeneous devices. Nonetheless, 
Cloud Based Backend-Differencing Engine (CBB-DE) 
filters system files through hash comparisons that limits to 
devices with “root” capabilities in order to support the data 
collection process. 
Digital Forensics Investigative Model in Internet of 
Things (DFIoT) is introduced by Tanveer [S15]. There 
are three applications such as Application-Specific 
Forensics, Digital Forensics and Forensics Process. The 
information moves between type of applications under 
investigation depending on the component. In most cases, 
data flows from the ‘Application-Specific Forensics’ 
component and feed into ‘Digital Forensics’ component. 
Outcomes from these two components will form into 
evidence through the ‘Forensics Process’. Figure 10 shows 
the specific digital forensics investigation model. 
Left upper circle shape is the application of IoT such as 
Smart Home, Smart City and Wearables. The upper right-
side circle illustrates the forensics implementation in cloud, 
network and IoT Forensics. Forensic Process is the 
investigation done in evidence collection, preservation, 
chain of custody and ensuring integrity from collection to 
reporting. 
 

 

Fig. 9  Digital Forensics Investigation Model in Internet-of-Things 
(DFIoT) [S15] 

Nonetheless, current IoT solutions do not provide any 
means for forensic analysis.  In general, there are still 
limitation of computing resources in majority of the smart 
devices and cloud-based architecture of IoT produce a 
challenging in storing data into the devices for forensic 
purposes. 
Digital Forensic Investigation Framework for Internet 
of Things (DFIF-IoT) is proposed by Kebande and Ray 
[S16]. Figure 10 provides a generic framework that 
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combine three distinct modules, which include: proactive 
process, IoT forensics, and the reactive process. The 
framework consists of three distinct approaches: proactive 
process in the upper rectangle, IoT forensics in the middle 
rectangle and the reactive process in the lower rectangle. 
The concurrent processes are represented with the side-
arrows arrows on the left side. However, a challenge exists 
in creating the generic investigation framework due to 
gigantic devices attached to the IoT platform in terms of 
types of devices, number of devices, devices brand and 
device specifications. 
 

 

Fig. 10  DFIF-IoT Framework [S16] 

Sub-Question: “What is the critical process of IoT 
forensic investigation to be determined?” 
Answer: Critical process is the process believed to 
influence the admissibility, integrity and completeness of 
evidence obtained from the forensic investigation process. 
Altogether, two main layers and five processes were 
identified by a total of 14 studies which investigated how 
the IoT forensic investigation processes are carried out.  
Table 4 lists the forensic phases and processes, studies that 
looked into each phase and every process, whether a 
process in each phase had carried out at IoT layers namely 
device, network and cloud. IoT Readiness phase concerns 
with activities for making the IoT environment forensically 

ready, IoT forensics, and represents different forensic 
schemes where IoT evidence can be extracted from [S16].   

While, IoT Investigation phase concerns with activities for 
obtaining the evidence from IoT layers for the IoT 
incidents or crime [S16] [S79]. The summary of findings 
used to answer this research question is shown in Table 4. 

Table 4: List of Forensic Processes to investigate IoT Evidence 

Phase Process 

IoT Layers 
Device Network Cloud 

To
ta

l S
tu

di
es

 

So
ur

ce
 

To
ta

l S
tu

di
es

 

So
ur

ce
 

To
ta

l S
tu

di
es

 

So
ur

ce
 

Io
T 

R
ea

di
ne

ss
 

Preparati
on 4 

S4, 
S11, 
S14,  
S16 

4 
S4, 

S11, 
S14,  
S16 

4 
S4, 

S11, 
S14,  
S16 

Collectio
n 3 

S4, 
S44, 
S79 

3 
S4, 

S44, 
S79 

2 S4, 
 S79 

Examinat
ion - - - - 1 S79 

Analysis - - - - 1 S79 

Reportin
g - - - - 1 S79 

Io
T 

In
ve

st
ig

at
io

n 

Preparati
on 4 

S6, 
S13, 
S14, 
S16 

6 

S6, 
S13, 
S14, 
S16, 
S56, 
S57 

6 

S6, 
S13, 
S14, 
S16, 
S55, 
S79 

Collectio
n 7 

S11, 
S13, 
S14, 
S15, 
S16, 
S55, 
S56 

7 

S11, 
S13, 
S14, 
S15, 
S16, 
S44, 
S57 

8 

S2, 
S11, 
S13, 
S14, 
S15, 
S16, 
S55, 
S79 

Examinat
ion 6 

S4, 
S6, 

S11, 
S14, 
S15, 
S56 

7 

S4, 
S6, 

S11, 
S14, 
S15, 
S44, 
S57 

6 

S4, 
S6, 

S11, 
S14, 
S15, 
S55 

Analysis 3 
S14, 
S15, 
S16 

5 

S14, 
S15, 
S16, 
S44, 
S57 

5 

S14, 
S15, 
S16, 
S55, 
S79 

Reportin
g 6 

S4, 
S6, 

S11, 
S13, 
S16, 
S56 

5 

S4, 
S6, 

S11, 
S13, 
S16 

7 

S4, 
S6, 

S11, 
S13, 
S16, 
S55, 
S79 

 
Moreover, Table 4 shows at six out of 14 studies 
investigated the IoT Readiness phase [S4] [S11] [S14] 
[S16] [S44] [S79] and 13 out of 14 studies investigated the 
IoT Investigation phase [2] [S4] [S6] [S11] [S13] [S14] 
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[S15] [S16] [S44] [S55] [S56] [S57] [S79]. Five out of six 
studies investigated at the IoT Readiness phase, two 
processes namely Preparation and Collection are carried 
out at all IoT layers [S4] [S11] [S14] [S16] [S44] and, only 
one study investigated the Examination, Analysis and 
Reporting process are only carried out at Cloud layer [S79]. 
Compared to IoT Investigation phase, all processes were 
carried out for all IoT layers.  
In IoT Readiness phase, the Preparation process involve 
with several activities such as monitoring authorization and 
management support and obtain authorization to do the 
investigation [S14], ensuring the operations and 
infrastructure are able to support an investigation [S11], 
identify the need for an investigation [S16], plan on how to 
get the information needed from both inside and outside 
the investigating organization [S4] [S16], identify the 
strategy, policies and previous investigations [S11], 
remove any information that may expose user privacy and 
identify IoT environment that has data that might contain 
potential security [S16]. There are similar activities of 
Preparation process performed in IoT Readiness phase are 
also performed in IoT Investigation phase. However, there 
are several activities only performed in IoT Investigation 
phase such as provide a mechanism for the incident to be 
detected and confirmed [S16], creating scenario [S13] 
[S16], inspect seized things and produce a report on 
possible tools and methods suitable for digital forensic and 
digital evidence retrieval [S13] and inspect irregularities in 
any Next Best Things (NBT) which is directly connected 
to the thing of interest and decide whether digital forensic 
procedure is needed or not [S16].  
In terms of Collection process, the studies shows there are 
four activities are performed in both IoT Forensic phases 
which are determine what a particular piece of digital 
evidence is, and identifying possible sources of data 
[S2][S4][S11][S13][S14][S55][S56][S57][S79]), 
determine where the evidence is physically located 
[S4][S15][S44][S79], duplicate digital evidence using 
standardized and accepted procedures [S79][S15] and 
ensuring integrity and authenticity of the digital evidence  
[S2][S11][S13][S14][S16][S44][S55][S56][S79]).  
However, there is one activity is only performed in IoT 
Readiness which is creating scenario [S79], and one 
activity is only performed in IoT Investigation phase which 
is preventing people from using the digital device or 
allowing other electromagnetic devices to be used within 
affected radius [S14][S79]. 
In terms of Examination process, two main activities are 
performed in both IoT forensic phases which are determine 
and validate techniques to find and interpret significant 
data [S79][S15] and extracting hidden data, discovering 
the hidden data and matching the pattern 
[S4][S6][S11][S14][S16][S44][S79]. However, five 
studies reported several other activities performed only in 

IoT Investigation phase which are determine how the data 
produced, when and by whom [S14][S55][S57], recognize 
obvious pieces of digital evidence and assess the skill level 
of suspect [S14][S44][S56] and transform the data into a 
more manageable size and form for analysis [S14][S44]. 
Of the 14 “IoT forensic framework” studies, only one 
[S79] reported the three activities performed in Analysis 
process at the IoT Readiness phase and carried out only at 
Cloud layer. The activities are constructing detailed 
documentation for analysis and draw conclusions based on 
evidence found, determine significant based on evidence 
found and, organizing the analysis results from the 
collected physical and digital evidence. Compared to 
Analysis process at IoT Investigation phase, eight out of 14 
studies reported any 10 activities are performed. Three 
activities are similar to the activities performed at IoT 
Readiness phase. Other activities are recognize obvious 
pieces of digital evidence and assess the skill level of 
suspect [S44], identifying and locating potential evidence, 
possibly within unconventional locations [S55], build a 
timeline [S14], construct a hypothesis of what occurred, 
and Compare the extracted data with the target [S14][S44], 
creates correlation between sequences of events using 
evidence that is stored in the forensic database [S44][S79], 
enable evidence to be presented in an accepted and 
structured file format [S79] and document the findings and 
all steps taken. 
Only one study [S79] investigated Reporting process 
activities in IoT Readiness phase and carried out only at 
Cloud layer. The activities are interpreting the statistical 
from analysis phase, summarize and provide explanation of 
conclusions and, attempt to confirm each piece of evidence 
and each event in the chain each other, independently, 
evidence or events. Compared to IoT Investigation phase, 
eight [S4][S6][S11][S13][S16][S55][S56][S79] out of 14 
studies reported eight activities performed in this process 
with two activities is similar to activities performed in IoT 
Readiness phase; summarize and provide explanation of 
conclusions[S4] and, attempt to confirm each piece of 
evidence and each event in the chain each other [S79]. The 
other six activities are preparing and presenting the 
information resulting from the analysis phase and chain of 
custody [S4][S6][S13][S16][S55], determine relevance 
issues of the information, its reliability and who can testify 
to it [S11], clarify the evidence and document the findings 
[S4][S56], ensuring physical and digital property is 
returned to proper owner [S79], reviewing the 
investigation to identify areas of improvement [S13] and 
disseminate the information from the investigation [S11]. 
Out of five processes in both IoT Readiness phase and IoT 
Investigation phase, the studies also show that of the 14 
“IoT forensic framework” studies, 11 studies 
[S2][S4][S11][S13][S14][S15][S16][S44][S55][S56][S79] 
reported Collection process. Hence, this shows the 
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Collection process is the most commonly process that are 
investigated and, this indicates that the Collection process 
is the critical process in investigating the IoT incident in 
which it is carried out in both IoT forensic phases; IoT 
Readiness and IoT Investigation. 
Sub-Question: “What is the evident type used in the 
forensic investigation that involved IoT devices?” 
Answer: To discover IoT forensic investigations due to 
emerging environment in IoT that covers different layers; 
namely device, network, and cloud environment. 
Proprietary data formats, protocols, and physical interfaces 
may present complication during identification and 
preservation of evidence [9].  The type and format of the 
evidence collected from IoT devices may introduce some 
variances from typical evidence identified and collected in 
traditional digital investigation. Therefore, it is utmost 
important to identify the type and format of the evidence in 
order to narrow down the scope of investigation, and 
reduce the amount of data set to be extracted and analyzed 
by the investigator. From the analysis, it was found that 40 
out of 71 papers discusses on the possible type of 
evidences in IoT forensic investigations. Three analysis 
categories based on the IoT Layer are presented in the 
Table 5: device, network, and cloud layer. Among the 
categories, source of evidence from IoT device layer form 
the predominant number of papers accounting for 70 
percent of all 40 papers, followed by network with 60 
percent, while source of evidence from cloud constituted 
25 percent. At device layer, type of evidence may be found 
in myriad of IoT devices such as smart phones, home 
appliances, wearable devices, smart vehicles, tags, readers, 
embedded systems sensor nodes, medical implants in 
humans and animals [11]. IoT forensic investigator may be 
required to collect evidence from the local memory of the 
IoT devices [12] such as flash drives, RAMs, cards, and 
SSD. 

Table 5: Type of Evidences in IoT Investigation 
IoT 

Layer Evidence Total 
Studies Sources 

Device 

Log 14 
S4, S17, S20, S21, S24, S29, 

S49, S63, S65, S69, S72, 
S78, S84, S92 

File 13 
S7, S9, S17, S19, S28, S44, 

S46, S50, S56, S73, S81, 
S84, S92 

Table 4 S7, S15, S72, S73 
History 5 S24, S49, S63, S70, S84 
Cookies 2 S24, S80 

Tag 1 S29 
Memory 

dump 2 S4, S56 
Directory 1 S84 

Social 
message 1 S63 

SMS 1 S46 
Health 
record 2 S34, S46 

Network 
Log 

 11 S4, S7, S16, S17, S21, S44, 
S46, S53, S69, S84, S92 

File 3 S11, S55, S92 

Table 7 S4, S7, S8, S9, S15, S20, 
S46 

Registry 2 S4, S55 
Directory 1 S55 

Swap 
Partition 1 S55 

API 1 S70 
Data 

Traffic 12 
S1, S7, S17, S23, S43, S44, 

S46, S55, S69, S70, S79, 
S92 

Memory 
Dump 5 S23, S24, S69, S71, S92 

Cloud 

Log 5 S6, S12, S16, S17, S21 
e-mail 3 S7, S9, S44 
Cache 2 S50, S70 
Social 

message 1 S63 
File 4 S4, S7, S16, S70 

Code 
footprint 1 S71 

 
The evidence is stored in a form of log, file, table, and 
directory. The most cited type of evidence on device layer 
are device logs that has been reported in 14 studies 
[S4][S17][S20][S21][S24][S29][S49][S63][S65][S69][S7
2][S78][S84][S92]. Log may serve as a source of user and 
device activities, particularly when the user was constantly 
mobile. Due to the memory constraint, most logs are stored 
in a text file. Compare to the traditional digital forensic 
investigation, the IoT devices are connected to the Internet. 
Therefore, other possible types of evidence for IoT device 
are History [S24][S49] [S63][S70][S84], Cookies 
[S24][S80], Tag [S29], SMS [S46], and Health Record 
[S34][S46]. The use of logs for investigation also has been 
reported in network layer.  11 studies 
[S4][S7][S16][S17][S21][S44][S46][S53][S69][S84][S92] 
have used log data to support IoT forensic investigation. 
Additionally, network and data traffic is another main 
source of evidence at IoT network layer as been reported 
in [S1][S7][S17][S23][S43][S44][S46][S55] 
[S69][S70][S79][S92]. This type of evidence is 
specifically important to identify possible source of threats. 
Similar to type of evidence on device layer, studies have 
reported that evidence may be stored in a form of file 
[S11][S55][S92], registry [S4][S55], table 
[S4][S7][S8][S9][S15][S20][S46], memory dump 
[S23][S24][S69][S71][S92], and directory [S55]. These 
types of evidence may be found at local storage of gateway 
or edge devices. 
Logs and file also have been identified as the main type of 
evidence at cloud layer. Five studies 
[S6][S12][S16][S17][S21] have reported the use of log 
data during cloud forensic investigation. On the other hand, 
a number of studies [S4][S7][S16][S70] have identified 
file as the source of evidence particularly to help the 
analysis phase during IoT forensic investigation. As files 
are stored in remote locations in a cloud, cache may be one 
of the source of evidence [S50][S70]. The type of evidence 
may also vary according to the cloud services. For example, 
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the cloud web-based service such as email and social 
networking may require e-mail [S7][S9][S44] and social 
message [S63] as the type of evidence. 
Sub-sub-Question: “What are the typical tools for 
collecting and analyzing IoT type of evidence?” 
Answer: There are several forensics tools that are required 
in collecting, acquiring and analyzing the IoT evidence. 
Based on the SLR, the tools can be divided into three main 
types, namely commercial, open-source and self-developed.  
However, due to the critical process identified, this 
research is focused only on the tools that used in collection 
and analyzing processes. The summary of the tools is 
summarized in Table 6. 
Table 6 shows the available digital forensic tools for 
collecting and analyzing IoT evidence. The major 
commercial tools used in IoT forensic collection process is 
EnCase as reported by [S15][S21][S56][S24][S55]. FTK 
has also been chosen by [S15][S21][S24][S55][S56] as the 
most popular forensic tool in collecting IoT evidence.  
Together listed tools are PTK [S55][S56], Grouper [S9], 
Tshark [S27], Cain and Abel [S43], Kismet [S43] and 
Prodiscover [S84]. Although, all these tools are required to 

be purchased and subscribed, the tools are well-performed 
with their functionality and support features. 
Across of three categories of forensic tools, open-source 
tools have been dominantly used in collection IoT 
evidences.  These open source tools have evolved and 
offer many functionalities as similar as with commercial 
tools.  Autopsy appears as the most popular open source 
forensic tool as described by studies from [S15], [S27], 
[S55], [S55] and [S93]. Another popular open source 
forensic tool is Wireshark [S15], [S43], [S55] and [72]. 
The Sleuth Kit (TSK) also have been used as one of the 
most open source tools in collecting IoT evidence [S21], 
[S27] and [S56]. Other open source forensic tools are IDS 
Snort [S7] [S17], GoodFET [S20] [S72], Photorec [S55], 
[S93], OpenStack [S4], MongoDB [S6], OSForensic [S15], 
Volatility [S24], Dumpcap and TCPDump [S43], Linux 
CAINE-Guymager and Fred [S93].  
Some of the authors also have listed several self-developed 
tools for collecting IoT evidence such as GridFS interface 
[S6], CatDetect [S34], Zero Assumption Recovery (ZAR), 
e-Box and 6PANView [S69] Utterance API [S70], Nano 
USB Programmer [S71]. 

Table 6: Type of Tools in IoT Investigation 
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There are several forensic tools in collection process that 
have ability to collect and also analyze IoT evidence 
especially in category commercial tool such as FTK 
[SS27], [S92], [S56] and EnCase[S69], [S56].  Similar to 
open source forensic tools, Volatility is also can be used 
for analyzing the IoT Evidence as stated [S24], [S81], 
[S92]. Study from [S72] have presented that Linux Z-wave 
tools such as GoodFET, Dump-Zprom, EEPROM reader 
and analysis can support for both forensic investigation 
process.  As Hadoop is a software technology designed for 
storing and processing large volumes of data, it also be 
used in analyzing IoT evidence as described by 
[S4][S43],[S44], [S79]. Also Hive and Mahout, R [S43] 
and Spark [S44] are used as the tool for analyzing the IoT 
evidence. Although open-source tools are still dominant, 
but self-developed tools have shown growing attention in 

analyzing IoT Evidence. Among the self-developed tools 
that have been listed WordNet Log2timeline Charles web 
debugging proxy (XK72), Advanced Forensic Format 
(ODFF), Automated Data Reduction System, Multiple-
drive Analysis System [7], Automated Evidence Profiler 
(AEP) [S9]. 
Sub Question: “What are the challenges in the current 
IoT forensic solutions?” 
Answer: There are several challenges faced in IoT forensic 
solutions. In this research, the challenges are divided into 
two main phases namely IoT readiness phase and IoT 
investigation phase. Based on the analysis, 15 studies are 
focused on the challenges in IoT readiness phase and 35 
studies are focused on the challenges in IoT investigation 
phase as summarized in Table 7. 

Table 7: IoT Forensic Challenges 

Phase Process Current 
Challenges 

Total 
Studies Source 
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IoT 
Readiness  

•Device limitation - power consumption, storage 
•Lack of standard IoT digital forensic framework 
•Lack of interoperability between different IoT devices from 
heterogeneous network 
•Privacy concern – limited access to retrieve 
•Time consuming in process implementation under IoT environment 
- difficulty in identifying artefact evidence in IoT environment 
•Difficulty on measure the degree of attacks, how to organize crime, 
type of attacks occurred at the IoT environment, range of terrorism 
and natural disaster to electronic intrusion 

15 
S1, S7, S8, S9, S17, S18, S21, 
S35, S50, S54, S55, S65, S67, 

S69, S78 

IoT 
Investigation 

Preparation 
•Mislead focus of investigation 
•Difficulty on dealing law enforcement agencies among IoT 
environment 

3 S73, S78, S92 

Collection 

•Device limitation - power consumption, Storage 
•Lack of standard IoT digital forensic framework 
•Lack of interoperability between different IoT devices from 
heterogeneous network 
•privacy concern – limited access to retrieve evidence 
•Tools limitation in term of capability and existence 
•Time consuming in process implementation under IoT environment 
- the complexity and velocity of the interactions among vastly 
heterogeneous elements on the Internet 
•Incomplete information of evidence – Difficulty to acquire the 
evidence due to potential attack may delete or removed the crucial 
information at the physical device 

16 
S11, S14, S15, S18, S20, S35, 
S43, S44, S50, S51, S55, S57, 

S70, S85, S92, S93 

IoT 
Investigation 

Examination 

Device Limitation – power consumption, storage 
•Lack of standard IoT digital forensic framework 
•Lack of interoperability between different IoT devices from 
heterogeneous network - Challenge to acquire relevant data and how 
to analyse the data from different standard of IoT devices 
•Tools limitation in term of capability and existence 
•Knowledge limitation 
•Device and Network Failure 
•Network bandwidth limitation 

8 S26, S27, S31, S34, S55, S71, 
S79, S81 

Analysis 

Lack of standard IoT digital forensic framework. 
Tools limitation in term of capability and existence. 
Incomplete information of evidence - difficulty on correlating the 
traces due to incomplete attribution 

5 S18, S55, S72, S79, S93 

Reporting Lack of standard IoT forensic framework 2 S55, S79 
 

Table 7 shows the challenges in IoT readiness phase 
includes the device limitation in terms of power 
consumption and storage [S35][S1], lack of standard IoT 
digital forensic framework [S21][S55][S7][S8][S17], lack 
of  interoperability between different IoT devices from 
heterogeneous network [S54][S69][S78], privacy  concern 
in terms of limited access to retrieve data [S67][S65], time 
consuming in process implementation under IoT 
environment that lead to the difficulty in identifying 
artefact evidence in IoT environment [S9][S18][S50] and, 
difficulty on measuring the degree of attacks, how to 
organize crime, type of attacks occurred at the IoT 
environment, range of terrorism and natural disaster to 
electronic intrusion [S7].  
In IoT investigation phase, the challenges are respected to 
the processed involved in IoT forensic investigation which 
are preparation, collection, examination, analysis and 
reporting. Based on Table 6, two challenges exist in 
preparation process, 7 challenges exist in collection 
process and examination process respectively, three 
challenges exist in analysis process and only one challenge 

is in reporting process. This shows the challenges are most 
occurred in collection process and this finding support the 
result, which it is collection process is identified as the 
critical process in IoT forensics investigation.  
Three studies are discussed the challenges in preparation 
process. The challenges are misled focus of investigation 
[S73][S78] and difficulty on dealing law enforcement 
agencies among IoT environment [S92]. While 16 studies 
deliberated the challenges in collection process and the 
challenges are device limitation in terms of power 
consumption and storage [S35], lack of standard IoT 
digital forensic framework especially in how to collect the 
potential IoT evidence [S55][S57], lack of  interoperability 
between different IoT devices from heterogeneous network 
[S70][S85][S14][S15][S18][S20][S43], privacy concern 
such as limited access to retrieve evidence [S50], tools 
limitation in term of capability and existence [S93][S44], 
time consuming in process implementation under IoT 
environment in which IoT forensics deal with the 
complexity and velocity of the interactions among vastly 
heterogeneous elements on the Internet [S92] and 
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incomplete information of evidence that leads to the 
difficulty to acquire the evidence due to potential attack 
may delete or removed the crucial information at the 
physical device [S11][S51]. 
There are 8 studies elaborated the challenges in 
examination process. From these studies, the challenges 
are device limitation in terms of power consumption and 
storage [S71][S79], lack of standard IoT digital forensic 
framework specifically on how to examine, extract and 
reconstruct the IoT evidence [S55][S79], lack of  
interoperability between different IoT devices from 
heterogeneous network particularly in order to acquire 
relevant data and how to analyse the data from different 
standard of IoT devices [S31][S81], tools limitation in 
term of capability and existence  in order to examine, 
extract and reconstruct the IoT evidence from 
heterogeneous devices and layers [S26], knowledge 
limitation of the investigators about the IoT infrastructure 
and environment [S27], device and network failure which 
possibly caused the evidence lost [S34] and network 
bandwidth limitation [S79].  
Compared to the challenges in analysis process, only 5 
studies stated and discussed the challenges. The challenges 
are lack of standard IoT digital forensic framework 
specifically on how to analyse the IoT evidence 
[S55][S79], tools limitation in term of capability and 
existence  in order to analyse, correlate and interpret the 
IoT evidence [S72][S93] and, incomplete information of 
evidence that leads to the difficulty on correlating the 
traces due to incomplete attribution [S18]. Lastly, not 
many of studies discussed the reporting process in IoT 
forensics investigation process. In this project, found that 
only two studies discussed the challenges in reporting 
process and only one challenge is stated which is lack of 
standard IoT forensics framework especially of how to 
shows the representation of the investigation process and 
the evidence found [S55][S79]. 
Based on the analysis, it has been found that lack of 
standard of IoT forensics framework is the most 
highlighted by many researchers. This shows that a 
standard of IoT forensics framework is important and this 
indicates that there is a need on proposing a new IoT 
forensics framework to be used on investigation IoT 
evidence. 

4. Discussion 

4.1 IoT Forensics Framework 

Cyber-crimes investigation is important and the 
preliminary study on cyber physical crimes starts with the 
digital forensic procedure.   However, the digital forensic 

process part for IoT is still at early phase [13] and lack of 
suitable experiment outcomes due to inaccessibility of 
testing data.  In fact, no vibrant approach for application of 
exclusive identifiers and numbering spaces for numerous 
types of persistent and volatile objects at a global scale [6]. 
Moreover, no enhanced application and further 
development of IoT reference architectures for example 
the Architecture Reference Model (ARM) of the project 
IoT-A. 
A lesser amount of quick advance in semantic 
interoperability for replacing sensor data in heterogeneous 
environments.  There are difficulties in developing a clear 
approach for enabling innovation, trust and ownership of 
data in the IoT while at the same time respecting security 
and privacy in a complex environment [11].  In fact, 
difficulties in evolving business sector, which holds the full 
potential of the Internet of Things.  Inattentive of large-
scale testing and learning environments, which both enable 
the experimentation with complex sensor networks and 
stimulate innovation through replication and experience. In 
truth, the fundamental objective of any digital forensic 
investigation is to obtain forensically sound evidence 
which can be used to determine an activity in the case 
under investigation.  
Evidence is the important components in IoT forensic 
investigation and is used as the proof of the case. 
Therefore, from the analysis gathered and tabulated in 
Table 5, the taxonomy of IoT forensics evidence is 
proposed in Figure 12, which illustrates the taxonomy of 
non-monetary incentives according to the IoT layer 
mapping. Based on the studies that reported IoT forensic 
evidence, it was evident that most IoT forensic 
investigation focuses on log files, system configuration and 
setup files evidence. This study found that the type of log 
evidence may differ according to the layer. Important log 
evidence is stored in RAM [S20][24][55][71][S92], SD 
card [S84], hard disks [S92],  and flash memory 
[S20][S23]. 
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Fig. 12.  Taxonomy of IoT Forensic Evidence 

On device layer, these files give information about every 
activity within the devices. For instance, the IoT devices 
usually capture data from physical environment through 
different sensor log [S4][S17][S20][S29][S49][S63]. The 
data extracted from an IoT device such as status, time 
stamp, and device state may help investigator to identify 
device pattern, activity, connectivity with other IoT 
infrastructure, and location in order to determine facts 
about a criminal incident. In addition to this, the type of 
the evidence may vary depending on the type of IoT 
application under investigation the data can reside 
predominantly in the devices, such as smart home 
appliances, wearable devices, smart building, and smart 
vehicles. For instance, in a surveillance systems, video data 
from CCTV or IP camera [S46][S50] may contains GPS 
coordinates and time of the criminal event. On the other 
occasion, sensor logs for wearable devices may contains 
medical or health record such as mammographic mass and 
HCC [S34][S46]. Moreover, investigator may also identify 
the approximate location of the perpetrator from the 
wearable sensor activity monitors’ data.  
Due to evidence volatility in the IoT devices, IoT devices 
create memory dumps prior to a machine being shut down 
[14].  On the other hand, investigator commonly use 
memory dumps [S69][S71][S92] to gather diagnostic 
information and learn more about criminal event. The 
investigator may be able to collect the credentials such as 
username and password by collecting and examining a 
RAM dump of the IoT devices. Similarly, investigator can 
collect username and password by analyzing the network 
packet traffic. Network traffic presents a number of data 
type as the main source of evidence on network layer. For 
instance, in an IoT intrusion investigation the examination 
process would include summaries of host activities, 

potentially suspicious and malicious activities, as well as 
all Internet communications. Due to memory constraint, it 
is common that valuable data might not be stored on the 
IoT devices, but to be transferred into a cloud based 
system through the network instead for aggregation and 
processing. These data can be retrieved by tracing many 
network devices, such as routers, SDN, and switches, 
among others. Based on the analysis findings in Table 6, 
the taxonomy of the IoT forensics tools can be illustrated 
in Figure 13. 
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Fig. 13  IoT Forensics Tool 

Based on Figure 13, the forensic tools have been divided 
into two main processes namely collection analysis.  For 
each process, the tools are classified into three categories 
of tool development which are commercial, open source 
and self-developed. Although this study formerly divided 
the tools into two main forensic process, several common 
tools appears in both collecting and analyzing IoT 
evidence. Encase and FTK are two commercial tools that 
be described by many studies that able to collect and 
analysis IoT evidence.  
 In general, EnCase is used in collecting information from 
a computer system by employing checksums to aid in 
detect tampering to evidences. It can collect information 
from different types of devices and produce concise 
forensic reports. As it is used by law enforcement, EnCase 
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is a common forensic investigation tool and it running in 
window platform only.  
TK or Forensic toolkit is used to scan the hard drive and 
look for evidence. FTK is developed by Access Data and 
has a standalone module called FTK Imager. It can be used 
to image the hard disk, ensuring the integrity of the data 
using hashing. It can image the hard disk in a single file for 
files in multiple sections that can be later joined to get a 
reconstructed image. Investigators can choose between 
GUI or command line as per convenience. 
Meanwhile, Autopsy is a very efficient open source tool 
comparing any other open source Digital Forensic tools 
because of its competencies in collecting and processing 
the evidence of digital forensic investigation objects. From 
very low-level hexadecimal data, to metadata in an 
extended form, it also provides the visualization of the 
multimedia data [15]. Although, Autopsy is open source 
tool, but it has a powerful GUI and provide robust data 
representation and reporting feature. Autopsy can be used 
easily in both Windows and Linux Operation System.  
The Sleuth Kit is an open source digital forensics toolkit 
that can be used to perform in-depth analysis of various 
file systems. The Sleuth Kit is used law enforcement, 
military, and corporate examiners to investigate what 
happened on a computer. 
Another open source tool that can be used for collecting 
the IoT evidence is Wireshark. Wireshark is a tool that can 
capture and process network packets in real time. It allows 
the packets to be viewed and it make easy to detect what 
happened over the network. The developer of Wireshark 
has extended some capabilities with several utilities like 
TShark, Dumpcap and others. Wireshark also has plugin to 
allow users to configure their own API Tokens. 
In line of forensic analysis proses, Hadoop has become 
popular as open source tool for storing and processing 
extremely large or big data on the multi-node cluster. As a 
big data infrastructure, Hadoop can process the huge 
volume, velocity or/and variety (3 V’s) of data based on 
the distributed clustering of multiple nodes, working in 
coordination, store and process the big data. With this 
capable, Hadoop has been described by [S4], [S43], [S44], 
[S79] to support scalable and parallel processing in 
forensic investigation process.  
Volatility is a memory forensics framework for incident 
response and malware analysis that allows you to extract 
digital artefacts from volatile memory (RAM) dumps. 
Using Volatility, information about running processes, 
open network sockets and network connections, DLLs 
loaded for each process, cached registry hives and process 
IDs can be extracted. By using the standalone Windows 
executable version of Volatility, volatility can be simply 
accessed by a command prompt window.  
As IoT evidence volume getting significantly gigantic, the 
forensic investigation process become more complex and 

require higher standard approach for IoT devices. Hence, 
some forensic developers decided to develop internal 
forensic investigation tools which offer with user-created 
metadata, original content and mixture reporting. Even 
though these self-developed tools will be more convenient 
for implementing new ideas but the preparation and 
implementation of self-developed tool need to consider 
precisely and follow the technological evolution. 

4.2 Proposed IoT Forensics Framework 

This research has thrown up many questions in need of 
further investigation. It would be interesting to propose a 
Readiness Phase in IoT Forensics Framework as depicted 
in Figure 14. 

 

Fig. 14  Proposed IoT Forensics Framework 

It is recommended that the proposed framework consists of 
two main phases namely Readiness Phase and 
Investigation Phase that indicate as blue bar and red bar 
respectively. The Readiness Phase is introduced in this 
paper and as a contribution towards this study.  The 
Collection process is important since the preparation for 
the IoT devices to collect the evidence and sources are 
tedious job because different IoT devices provide a 
difference APIs and physical number. 
In the proposed framework, there are five main processes 
involved in the IoT forensics investigation which are 
preparation, collection, examination, analysis, preservation 
and reporting. Preparation is a process of gathering the 
source of evidence, evidence information and classification 
of evidence for the next process called as Collection.  
Collection process is a process of extracting the evidence 
based on various platform, sources and type of data 
evidence.  On the other hand, Examination is a process of 
inspection the evidence either it comes from the actual 
source of evidence, high risk or not, quality and authorized 
by a standard.  Analysis is a process which the evidence is 
study and evaluate to ensure its accuracy and authenticity.  
Reporting is the last process that responsible to produce a 
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summary for the highest authority to be able to take actions 
against the cyber-crime reported. 
All of these processes are implemented on the each of IoT 
layers: device, network and cloud, and the evidence 
handles in each of the processes are depend to the layer.  In 
fact, the Preservation process is executed at every process 
to determine the evidence trustworthy from devices, 
networks and clouds. 

5. Conclusion 

Based on the systematic review, the contributions of this 
paper is two-fold. First, it can be concluded that due to the 
heterogeneity nature and complexity in Internet-of-Things 
(IoT) environment, digital forensic investigation in IoT 
setting requires addition readiness phase before the actual 
investigation phase started. This is important because the 
readiness phase will help the forensic investigator to 
identify multiple possibilities and scenarios in dealing with 
various sources of evidence collected from IoT devices to 
prepare for the investigation phase. In addition, the 
findings show that the collection process is the most 
crucial process in IoT forensic investigation and this 
indicates that this process needs a high consideration. 
Second, forensic investigation on device layer must 
consider different types of evidence based on application-
specific domain such as smart home, smart transport, and 
smart city to improve the investigation process. 
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