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Summary 
Information security in an organization will continue to face SoE 
attacking threat given the global paradigm in today’s digital 
economy. It is the responsibility of management to address the 
security issues by forming appropriate security policy for the 
prevention technique of SoE attacks in the organization. The 
matter of security implementation is complex and all 
stakeholders must be involved to understand and commit to the 
hierarchical relationship of the organization’s business objectives 
to its security policies down to procedures. Standards and 
guidelines must also be considered for their in security policy for 
the prevention technique of SoE attacks. 
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1. Introduction 

The prime reason for the SoE attacks is internet 
connectivity in the organizations. Though the term policy 
as a general term along with various types of policies , 
how-ever the meaning of ‘security policies’ regarding the 
SoE attacking risk as a specific term . In generic a policy is 
one of those terms that can mean several things in the 
information security domain . For example for the 
prevention technique of SoE at-tacks , security policies on 
firewalls which refer to the access control and routing list 
information in the organizations. A well written policy is 
more than an exercise created on paper to mitigate risk 
against SoE attacks – it is an essential and fundamental 
element of sound security practice [1].  
A policy , for example , can literally be a lifesaver during a 
disaster , or it might be a requirement of a government or 
regulatory function. As a matter of fact , a policy can also 
provide protection from liability owing to an employee’s 
actions or can form a basis for the control of trade 
secrets[2]. 

2. Related Literature Review  

When the term ‘policies’ is used rather than ‘policy’ the 
intent is to refer to those policies that are distinct from 
standards, procedures and guidelines[3]. Figure 3.1 shows 
that policies are considered as the first and the highest 
level of documentation for the organization.  

 

 

Fig. 1  Policy cycle Chart 

3. Senior Management Statement of Policy 

This is the first step in the policy creation process. Since 
this article only focus on social engineering attacking risk. 
So , senior management become the first step in the policy 
creation for the risk management[4] . In the high level 
statement of policy that contains the following elements :- 

- An acknowledgement of the importance 
regarding the SoE attacking aware-ness and 
network port security to prevent this attacks. 

- A statement of support for SoE attacking risk 
throughout the business in organizations. 

- A commitment to authorized and manage the 
definition of the lower level standards, procedures 
and guidelines. 

4. Regulatory Policy 

There are security policies for the prevention technique 
that an organization must implement owing to compliance , 
regulation or other legal requirements as prevalent in the 
organizations operating environment , both internal and 
external [5].  
The various entities which the business organization 
interacts can be financial institute (such as those in 
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banking sector) , public utilities or other types of 
organizations that operate in the public interest [6] . 
Regulatory policies are usually very de-tailed and specific 
to the industry in which the business organization operates. 
The two main purposes of the regulatory policies are : 

- Ensuring that an organizations follows the 
standard procedures or base practices of an 
operation in its specific industry . 

- Giving an organization the confidence that is 
following the standard and accepted industry 
policy. 

5. Advisory Policy 

These are the security policies for the prevention technique 
of social engineering at-tacking risk that may not 
mandated but are strongly recommended [7].  
Normally, the consequence of not following them are 
defined such as Business Conduct Guidelines in an 
organization – not following these could result in job 
termination). An organization with such policies want its 
employees to consider these policies mandatory. Most 
policies fall under this broad category. 

6. Informative Policy 

These are policies that exist simply to inform the reader . 
These are no implied or specific requirements , and the 
audience for this information could be certain internal 
entities (within the organization ) or external parties [8].  
Having discussed the term ‘policy’ in general , let us now 
turn to ‘security policy’. A security policy is a statement 
produced by the senior management of an organization , or 
by a selected policy board or committee to dictate what 
type of role security plays within the organization . 
Security policy against the SoE attacks can be defined as a 
codified set of process and procedures applied to secure 
the fulfillment of its obligations and continuation of its 
activities even in the presence of possible interferences . 
Security policies against SoE attacks are most often 
referred to in the context of information technology(IT) , 
telecommunication(TC) or information and 
communication technology (ICT) . Moreover they are 
often erroneously though , associated exclusively with 
deployment of computer hardware or software , to the 
point of the configuration being called security policy 
against SoE attacks . The definition given in the 
International Organi-zations for Standardization (ISO) 
standard 17799 in a slightly different are risk management 
and should set a clear policy direction and demonstrate 
support for and committed to , information security 
through the issue and maintained of an information 
security policy across the SoE attacking risk factors in the 
organization [9] . Below figure 4.2 showing the building 

block of risk management for the prevention technique of 
SoE attacks . 
 

 

Fig. 2  showing the building block of management system for the 
prevention technique of SoE attacks . 

7. Social Engineering Attacking Risk Factors 
Scenario in Financial Sectors 

In the financial sector , almost every bank has created a 
comprehensive document that lays down a number of 
security related guidelines and strategies for banks to 
follow in order to offer Internet banking . The guideline 
broadly talk about the types of SoE attacking risk factors 
associated with Internet banking , the technology and 
security standards , legal issues involved and regulatory 
and supervisory concerns . Any bank that wants to offer 
Internet banking must follow these guidelines and ad-here 
to them as a legal necessity[10] . Recent InfoSec survey 
indicate that the banking and finance sector companies , 
most serious about security regarding social engineering 
attacks and regarding social engineering attacks and 
regularly revise their security policies following periodic 
IS audit  . 

8. Methodology 

There should a mechanism that works well for the 
management system for the prevention technique of SoE 
attacks , whose objective is to provide a systematic 
approach to managing sensitive information in order to 
protect it . It encompasses employees , process and 
information[1] . Showing in the figure 4.4 . In this article it 
is showing that some basic measures must be applied to 
secure the information sys-tem . Social engineering threats 
must be managed and controlled and established a global 
policy , that is , a broad security policy , with management 



IJCSNS International Journal of Computer Science and Network Security, VOL.19 No.10, October 2019 80 

involvement helps to do this . While doing this , four 
levels of documentation emerge , as depicted in Figure 3.1 
 

 

Fig. 3  Documentation level of Management policies for the prevention 
technique of SoE Attacks 

Since in this article describing the management process of 
the prevention technique of SoE attacks[2] . And to 
identify the nature of possible threats of SoE attacks . One 
of the best practices is to establish a set of measure called 
‘controls’ . Controls are meant to ensure the security and 
beyond that to also ensure the privacy and confidentiality 
of information stored in the systems[3]. It is then 
necessary to continually evaluate the controls with the 
auditing process. 

9. Organizational Responsibilities for the 
Management of Prevention Technique of 
Soe Attacks 

Basically in this article describing the management 
policies for the prevention technique of SoE attacks in the 
organizations. Ideally ‘best practices’ begins at the top and 
percolate down in the organization. The senior 
management team members of an organization are the 
strategies with version and long term view. This exemplify 
their asset protection intent with the well-set policies 
directed toward this[4] . One of the important tasks for the 
top management in an organization is to make their em-
ployees aware of the SoE attacks . This starts with the 
formation of ‘ security policies’ as we see in this article . 
Security policies , standards and procedures stand in a 
certain hierarchical relationship in alliance with the 

organization’s overall business goals . This illustrated in 
figure 4.5 . There are a few important points to be noted 
with respect to figure 4.1 .Frist of all , to be understood 
and effective , policies of the prevention technique of SoE 
attacks  must be traceable back to the corporate objectives . 
 

 

Fig. 4  Hierarchy of security policies , standards and procedures 

Typically , the management works together with the chief 
security officer (CSO) and chief information officer (CIO) 
taking their technical assistant to find the most possible 
way a social engineering attacker to get into the system[5]. 
So, after per-forming a network scan of its business 
operations environment, an organizations may arrive at a 
conclusion that they operate a high level of risk in its 
mitigate the risk of SoE attacks in the organization and 
must follows strategy[5] . Thus a management role lies in 
defining business strategies , guidelines and processes / 
procedures as well as considering the volume of data , 
systems , sub processes and persons. So , planning to be 
performance. 

- Allocate resources. 
- Assign responsibilities. 
- Document the process 
- Provide tools. 
- Ensure training for prevention of SoE attacks . 
- Plan the process 

 
A convincing sample collection methods was done 
regarding the experience of SoE attacks in the organization, 
there were total 87 questionnaire were distributed in the 
organization and 39 returns , so 44% response 
rate .However the experience of SoE attacking risks , 
respondent response were regarding suspicious mail or 
unexpected called , 30% had shown such experienced and 
69% had shown not this type of experience. 
Regarding unexpected mail 41% had not get any this type 
whether 58% had this experienced. 
Questionnaire were asked whether employee noticed any 
unauthorized person without proper id worked in 
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organization 30% respond that had never seen any type of 
people but 25% had this type of experience. 
Even what would be the decision would they take , so the 
response were 15% said blocked the number, 7% were 
respond that cancel the call, 9% were delete the mail , 20% 
were respond contract with security expert and 27% were 
respond about block the number .So the respondent table 
1.1 would be   as below . Table 1.1 : Showing the 
respondent response table 
 

Experience of SoE 
attacks_1 f Rel 

f cf Percentile 
No 13 0.33 39 100 
Yes 26 0.66 26 66 

Total 39    
Experience of SoE 

attacks_2 f Rel 
f cf Percentile 

No 12 0.30 39 100 
Yes 27 0.69 27 69 

Total 39    
Experience of SoE 

attacks_3 f Rel 
f cf Percentile 

No 16 0.41 39 100 
Yes 23 0.58 23 58 

Total 39    
Experience of SoE 

attacks_4 f Rel 
f cf Percentile 

Block the mail 12 0.30 39 100 
Contract with security 

expert 10 0.25 25 64 
Delete the mail 6 0.15 17 43 
Cancel the call 3 0.07 11 28 

Block the number 8 0.20 8 20 
Total 39    

10. Conclusion 

In the present global digital economy , information flows 
more often than not through the complex IT infrastructure 
present[8][9]. To be efficient at managing , operating and 
protecting this IT infrastructure, there is a need for having 
a common set of guidelines for the use and access of 
information assets . Therefore in this article focusing the 
policies , guidelines and standards for the prevention 
technique of SoE attacking risk in the domain of 
information security [4]. 
In the global context for IS and the SoE attacking risk 
factors of threat to information security , it is clear that 
many business processes do not work without reliable IT 
systems confidentiality and thus integrity and availability 
of information are of high importance in today’s business 
life[10] . The complexity of security administration in 
managing large networks is , now  a days , a big issue . 
Owing to factors such as globalization and reason of 
regulatory nature, organization’s are now more serious 
about SoE attacks . International companies seeking to 
outsource their work and insist on security assurance/ 
security certification. They insist on adherence to laws , 
standards and business practices prevalent in their 
respective countries. Not surprisingly , the top software 
services companies , IT enabled services companies and 

BPO out sits are going in for security certification such as 
BS 7799 or ISO 17799. Thus , regulatory requirements 
become one more derive for increased security awareness . 
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