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Summary

Internet of Things (IoT) is formed by connecting many
heterogeneous smart devices through the internet using IPv6 Low
Power Wireless Protocol for Personal Area Network
(6LoWPAN) and Routing Protocol for LoW Power and Lossy
Network (RPL) protocol explicitly designed for the [oT network.
IoT is a constrained network in terms of battery life, processing
power, memory capacity, cost, size, etc. Because of which, it
invites many security attacks that affect the performance of the
IoT network. A lot of research is going on concerning the
security improvement in IoT. Wormhole attack is one of the most
severe attacks, which adds a delay in the transmission of packets
by involving many legitimate nodes unnecessarily and degrades
their battery life. The proposed study introduces a novel intrusion
detection system that uses Received Signal Strength Indicator
(RSSI) from a range-based type of localization and hop count
from a range-free type of localization system to detect the attack
as well as the attacker nodes in IoT based network. The proposed
algorithm is designed and developed using Contiki OS and Cooja
simulator that forms energy efficient Intrusion Detection System
(IDS). In addition to minimum energy consumption and
transmission delay, the simulation results of the proposed system
demonstrate a precise false positive detection rate.
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1. Introduction

Internet of Things (IoT) is an emerging technology
nowadays with a wireless interconnection of sensory
devices in the existing infrastructure. Most of the
researchers in this field claim that more than 30 billion
devices are expected to connect to the internet by 2020.
Smart cities, smart homes, smart grids, smart medical
treatments, smart agriculture, etc. are the demanding
applications of IoT [1-2]. Sensory devices are uniquely
identified by IP addresses viz IPv4 and IPv6. IPv4 has
limitations of providing IP addresses to the network with a
large number of devices whereasIPv6 protocol offers an
infinite number of unique IP addresses. The performance
of all these smart devices is being affected by battery
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power, memory, communication ranges, size, etc. For the
optimal performance of the network, all the above
constraints are considered by avoiding the use of bulky and
battery consuming encryption or security algorithms [3].

IoT network is vulnerable from internal (within
the network) & external (through the internet) attacks.
Currently, no IDSs are reported fulfilling the requirements
of security in the IoT network efficiently. The existing
IDSs are utilized either for Wireless Sensor Network
(WSN) or conventional internet. A need for security in [oT
and various security attacks on RPL and 6LoWPAN are
discussed in a few research papers [4-6].

To design a security solution for IoT network is a
challenging task due to many new protocols like DTLS [7],
IPsec [8], IEEE 802.15.4 link-layer security[9], RPL [10],
6LoWPAN [11], etc. involved in [oT communication. Also,
the links used in IoT are lossy with resource-constrained
devices connected to insecure internet. The attacks like
wormhole attack, sinkhole attack, blackhole attack,
selective forwarding attack, etc. affect the performance of
IoT network adversely [12-13].

Because of the severity of wormhole attack at the
network layer of IoT protocol stack, the proposed research
work focuses on the removal of the said attack. This attack
adds the transmission delay by misguiding the transmission
path between the nodes, which affects the battery life of
network devices, resulting in less life of IoT devices. The
6LoWPAN and RPL protocols are used for data
transmission are discussed in the next section.

1.1 IoT Protocols

i. 6LoWPAN:

IoT devices are connected to the internet with
IPv6 protocol where packets are routed through the
network such as IEEE 802.15.4 network. Original IPv6
protocol is not compatible with a resource-constrained
network like IoT due to its heavyweight characteristics.
For compatibility with IoT network, 6LoWPAN standard
proposes a header compression mechanism as IP header
compression (IPHC) for IPv6 header, a next header



20 IJCSNS International Journal of Computer Science and Network Security, VOL.19 No.12, December 2019

compression (NHC) for IPv6 extension header and User
Datagram Protocol (UDP) header. Along with compression,
6LoWPAN also enables routing of IPv6 packets in
fragmented form. A physical layer protocol IEEE 802.15.4
has a Maximum Transfer Unit (MTU) size is 127 bytes
while IPv6 MTU size is 1280 bytes. To well match MTU
size of IPv6 with IEEE 802.15.4, fragmentation is required
at the network layer.

For fragmentation and reassembly of a datagram,
a reassembly tag and offset is maintained by every
fragment. 6LoWPAN connects smart objects network to
the internet through 6LoWPAN Border Router (6BR)
which is analogs to a sink node in Wireless Sensor
Network (WSN). 6BR maintains a routing table and routes
the packet to proper destinations. It does
fragmentation/assembly ~ of datagrams apart from
compression and decompression. There are many attacks
like fragmentation attack, authentication attack,
confidentiality attack, blackhole attack, denial of service
attack, wormhole attack, etc. which affect the performance
of the 6LoWPAN network [11] [14-15].

ii. RPL

As the name suggests, the RPL protocol is mostly used for
low power and lossy network, which is a significant
attribute of IoT. It is designed for the 6LoWPAN protocol,
primarily used in the IoT network. RPL is present at the
network layer, data link layer and physical layer of IoT
protocol stack [16-17].

RPL protocol uses the ICMPv6 protocol which is
compatible with the IPv6 protocol to exchange routing
information within the network. In RPL, DODAG
Information Objects (DIO) messages are used to build
RPL Destination-Oriented Directed Acyclic Graph
(DODAG) by advertising the information. Destination
Advertisement Object (DAO) messages in RPL are used to
forward the data from the root node towards the leaf node.
Nodes transmit DODAG Information Object (DIO)
messages after a periodic time. Other nodes after receiving
DIO messages update their routing table and also decide
whether to join a new network or not. The most recent and
popular commercial protocol like, Zigbee also supports
RPL. Zigbee protocol is compatible with resource-
constrained devices in [oT by offering low cost and low
power characteristics. RPL protocol also suffers from
various security attacks as a hello flooding attack, selective
forwarding attack, clone ID and sybil attack, sinkhole
attack, etc. that disturbs the communication in RPL based
network [18-21]. To detect these attacks, many Intrusion
Detection Systems (IDS) are developed which are
discussed in next section.

1.2 Intrusion Detection System

Intrusion Detection System detects the abnormal
behavior of data communication, which is a result of
various security attacks in the network. IDSs are of three
types: i. Anomaly-Based IDS, ii. Signature-Based IDS iii.
Hybrid IDS. A detailed theory of these attacks is discussed
in paper [22-25]. IoT is connected to the non-secure
network and the internet is one of the prominent sources
for attack generation. IDSs in WSN which detect the
security attacks successfully cannot be used for IoT
networks directly due to few IoT specific protocols like
RPL, 6LoWPAN, CoAP, etc. These protocols are not
compatible with WSN technology and designed
considering internet characteristics. IDS of WSN are not
suitable for IoT networks as they do not consider internet
properties for attack detection. It is a rigorous need to
design IDS in IoT network to achieve better security so is
to improve IoT performance. Till now, no IDS is designed
that will remove wormhole attack efficiently. In proposed
work, IDS for wormhole attack is developed. A theory of
the said attack is discussed next section.

1.3  Wormhole Attack

Out of many attacks at 6LoWPAN and RPL
protocol, wormhole attack is a grievous attack. In the
wormhole attack, attacker nodes broadcast wrong routing
information using the ICMPv6 protocol and form a tunnel
between two attacker nodes that are remotely placed to
each other. This characteristic of wormhole attack makes
all the nodes in the network to change their routing table
and follow the path advertised by attacker nodes. Attacker
nodes advertise their location in the network showing that
they are directly connected and nearer to each other. These
nodes misguide their neighbors to send packets through the
tunnel formed by them. The packet is transmitted through
legitimate nodes between these two attacker nodes. This
process adds an unnecessary delay in data transmission and
also consumes more energy of valid nodes that are not
needed in the communication by reducing their battery life.

Network B

Wormhole Link

Network A

Fig. 1: Wormhole Attack

The remotely placed X and Y attacker nodes form
a tunnel, which are placed in two different networks, as
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shown in Fig.1. When two nodes from network A want to
communicate with each other without attack, they directly
send packets in network A. However, in presence of attack
their communication happens through a tunnel formed by
node X and Y nodes and packet is unnecessarily routed
through network B. This adds delay is transmission.

1.4 Localization

In IoT applications, precise and quick self-
localization of any node is very important. Researchers
developed a variety of approaches discussed in [29][30].
Localization techniques are classified as range-based
method and range-free method. Range-based methods such
as RSSI [31], Angle of Arrival (AoA), Time of Arrival
(ToA) and Time Difference of Arrival (TDoA) [32]
depend on range measurement information and
connectivity information. These methods need high
computational complexity in their algorithm to give
accurate values of the location of the node. On the other
hand, range-free methods such as hop count and point in
triangle, try to guess approximate values and use those for
calculating the sensor node’s location. In range-free
localization method, less computational complexity is
used; hence this is cost-effective and energy-efficient
method. However, it gives less accurate results [33].

In the proposed system, the advantages of both
the localization systems are taken into consideration to
locate the attacker node. By combining hop count and
RSSI values which map signal strength into the distance, a
novel algorithm is developed RSSI finds the distance
between two sensors using power in the radio signal
received by the receiver after the antenna and cable loss.
RSSI values are measured in decibels per meter (dBm)
hence; it comes in negative terms (e.g., -120dB). Nearer
the value of RSSI to zero, stronger is the signal. Till -40
dB signal is considered as a stronger signal and it is
acceptable. Beyond -100 dB it is weak; hence it is rejected
by the sensor node. The proposed algorithm gives energy-
efficient and accurate solution to locate the attacker node
by increasing the true positive detection rate and reducing
false positive detection rate. Many researchers contributed
to designing IDS to detect and remove wormhole attack in
WSN. The related research work about wormhole attack
detection is mentioned next.

The contents of the paper are as follows: Section 2
discusses the literature review on various wormhole attack
detection techniques. Section 3 and 4 discuss the
methodology of implementation of IDS for wormhole
attack detection followed by a conclusion in section 5.

2. Literature Review

There are many methods proposed to remove the
wormhole attack in WSN. Comparatively less research

work is observed regarding the design of IDS in the IoT,
which detects the wormhole attack and the attacker. Song
N et al. [34] proposed a statistical analysis based
approach that works on the theory that wormhole links
offer the shortest path from particular links between
source to destination hence they will be found in a higher
percentage than other links. However, this method is not
sufficient for attack detection for complex networks. H. S.
Chiu et al. [35] proposed an algorithm named as DELPHI,
which calculates delay per hop count for packet
transmission is also used to detect wormhole attack. The
limitation of this method is that it detects only the attack
and not the attacker.

L.Hu et al. [36] used directional antennas that
avoid nodes that give incorrect location information. It is
a wormhole attack prevention scheme than avoidance of
attack. The requirement of directional antennas and line
of sight requirement makes it difficult for implementation.
Farid Nait-Abdesselam et al. [37] proposed a mechanism
that uses geographic leashes and temporal leashes to
detect the wormhole attack. Geographic leashes will not
accept the packet from the node which is at the
unreasonable distance and temporal leashes will ignore
any packet with an unreasonable time stamp. This method
requires a synchronized clock, which is challenging to
incorporate in IoT network.

Sun Choi et al. [38] proposed the Wormhole
Attack Prevention (WAP) method in which Round Trip
Time (RTT) is measured between source and destination
node to detect the desired attack. If nodes are found out
of communication range, then the occurrence of
wormhole attack is detected. This method works only for
large size networks. Vijayalaxmi et al. [39] developed
Cumulative Threshold Transmission (CTT) method
where, three characteristics, namely transmission rate,
hop count mismatch and cache mismatch values are
compared before and after the insertion of attack. This
method works only for the static network. Sakthivel T. et
al. [40] proposed a technique in which a path tracing
algorithm detects the presence of wormhole attack by
calculating the distance traveled by a packet concerning
the speed of light. This distance is used for the
identification of abnormal routes in the network. This
method uses timestamp hence requires clock
synchronization. The clock synchronization and the
distance calculation seem to be hard to achieve due to
disconnected nature of the ad-hoc network.

Dhurandher et al. [41] proposed a method,
E2SIW (Energy Efficient Scheme Immune to Wormhole
attack) that prevents wormhole attack using GPS
hardware by detecting the location of the node. This
method requires extra GPS hardware, which is not
suitable for IoT network. Raju et al. [42] in their research
work used average hops RTT to calculate the average
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time of path delay. If the average time of path is higher
than average RTT time, then a link is considered as
suspicious and withdrawn from further communication.
This method may fail when there is congestion in a
network and if attacker nodes are connected through
high-speed links.

Shalabh Jain et al. [43] used electromagnetic
wave propagation and channel state information for the
detection of the wormhole attack in the network. This
approach seems computationally heavy and needs extra
processing power. Markus Okunlola et al [28] utilized
neighbor discovery and path verification methods using
AODV routing protocol for detection of the wormhole
attack. They considered neighbor monitoring information

and hop count information to detect and removal of attack.

The system gives promising results in throughput and
delay and packet delivery ratio. But it raises the alarm for
attack detection when no attack takes place by generating
a high false positive rate. Pericle Perazzo et al. [44]
developed IDS for Wireless Sensor and Actuator
Network (WSAN) system for attack detection which
gives good simulation results but complex to implement
in practice.

Maximum methods discussed above are working
on WSN. There are very few IDSs are available in [oT
those working to remove wormhole attack from network
efficiently. The proposed system is an innovative
wormhole attack detection system, which is energy
efficient and gives optimum results in attack and attacker
detection.

3. System Architecture

Under this section, architecture of IDS to detect
wormhole attack is discussed. It requires general sensor
nodes and a node with extra features of battery,
processing power, etc. which is treated as a border router.
Sensor nodes are connected to the internet through border
router depicted as 6BR, as shown in Fig. 2. The IDS
module is placed at the border router. The proposed
system monitors the behavior of nodes before and after
the insertion of attack in the network. In proposed work,
the border router is acting as a root node through which
hop count is calculated using the RPL protocol. RSSI
value plays a significant role to locate the attacker node.
RSSI value of each packet from source to the destination
node is converted into distance as per equation (1). When
the discrepancy in RSSI amount and hop count are
observed with a large extent then attack and attacker
nodes are identified [45-47]. The detailed procedure is
explained in Illustration section.

C'-i' sasuredPows r—Rj‘SLI
Distance = 10 104N ’ @)

Sensor Nodes

IDS Module at 6LoOWPAN
Border Router (6BR)

Internet

I1Pv6 Link

Fig. 2: System Architecture

3.1 Mechanism of Wormhole Attack Detection

It is known that the wormhole attack disturbs
the routing topology and misguides the legitimate nodes to
transmit the packets through attacker nodes. These
colluding nodes pass these packets through the wrong path
by adding the delay in transmission. Wormhole attack
involves the valid nodes which are not needed in the
communication and reduces their battery power by
concerning them in the communication. These colluding
nodes are neither in transmission range nor neighbors of
each other. Hence transmission delay between them is
higher than original neighbor nodes. This link is
considered a suspicious link. The presence of the attack is
confirmed by sending a test packet that calculates the hop
count of suspicious links. RSSI value and hop count value
are compared with already stored values in routing table
shown in table 1 and if mismatch to large extent is
observed, then attack is declared. If these attacker nodes
are observed in next three cycles of transmission, then
these nodes are disabled by deleting their entries from the
routing table.

i. Assumptions:

In the proposed system, the following assumptions are
made: The simulated network is static where node 1 is
acting as a border router and node 6 and node 16 are the
attacker nodes. A threshold value for maximum hop count
is assumed as 10 and the maximum RSSI value is -90 dBm
(2 meters of diameter) for all topologies ranging from 20
nodes to 100 nodes. Measured power is considered as -
20dBm. The routing table is updated every 10 minutes. A
wormbhole attack is inserted in the network after 30 minutes
of network settlement and formation of a routing table.
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ii.  Illustration:

& 6BR (Nodel)
X Malicious Nodes (Node 6 and 16)

Fig. 3: Wormbhole attack detection scenario in the RPL network

To illustrate the working of proposed IDS, the
topology of 24 nodes is considered as shown in Fig. 3. All
nodes information is stored in 6BR which is a sink node in
the network. Node 6 and node 16 are attacker nodes that
form a tunnel between them, as shown in Fig.3. When
neighbor nodes send a data packet through node 6 or node
16, it reaches to another end of the tunnel. In such a case,
nodes which are original neighbors of node 6 and node 16
will get new neighbor requests. From another end of the
tunnel, the neighbor information is forwarded to 6BR for
validation. Using range and location information, the 6BR
detects that both the nodes are not in the transmission
range of each other hence generates the alert of the
presence of an attack.

To identify the attacker nodes, the 6BR sends
control packets to nodes 10 and 19 which are original
neighbors of nodes 6 and 16 respectively. Here the control
packet collects RSSI values from all its neighbor nodes.
Original neighbors of these two nodes send their RSSI
values to nodes 10 and 19, respectively. Node 10 will
never get RSSI value from node 16 as both are not in the
transmission range of each other. Similarly, node 19 will
never get it from node 6. Apart from the RSSI amount of
the nodes, the control packet also collects the hop count of
each node, where it is observed that attacker nodes are far
away from the legitimate nodes which give higher hop
count. The distance between node 6 and 16 are calculated
using Euclidean distance. If this distance is higher than the
transmission range of these two nodes, then they are
declared as suspicious nodes. In this way, nodes having a
high probability of suspect are declared as attacker nodes
by 6BR. A routing table for 24 nodes is shown in Table 1.
Similarly all nodes will update their routing table as per
Table 1 and same will be maintained by border router for
next communication. It is observed that the packet

transmission time required by attacker nodes is always
higher than two legitimate nodes and due to attacker nodes,
many neighboring nodes are introduced in the network that
are far away from each other.

Table 1: Routing Table reference with node 1

Sr. | Neighbor | Hop Count | RSSIvalue | Distance
No. | NodeID | (Reference | between self (m)
with self and neighbor
node) node (dBm)
1 1 0 0 0
2 2 1 -5 0.8659
3 3 2 -10 0.9076
4 4 1 -5 0.8659
5 5 2 -10 0.9076
6 6 2 -15 0.9531
7 7 3 -15 0.9531
8 8 3 -20 1
9 9 2 -10 0.9076
10 10 3 -20 1
11 11 3 -25 1.0492
12 12 3 -25 1.0492
13 13 5 -30 1.1007
14 14 4 -30 1.1007
15 15 5 -35 1.1547
16 16 4 -35 1.1547
17 17 3 -35 1.1547
18 18 3 -40 1.2114
19 19 5 -45 1.2711
20 20 4 -45 1.2711
21 21 4 -30 1.1007
22 22 3 -10 0.9076
23 23 4 -15 0.9531
24 24 5 -20 1

4. Simulation Platform

The algorithm for the proposed system is developed using
Contiki OS and Cooja Simulator specifically designed for
IoT applications. Cooja runs deployable Contiki code. For
the simulation purpose, Tmote Sky nodes are used. CC
2420 is used as a radio interface, and Sicsmac is used at
Radio Duty Cycling. Sicslowpan and RPL are used at the
network layer and the routing layer, respectively. At the
transport layer, UDP protocol is used [48].

4.1 Simulation Results and Observations

After simulating the proposed IDS using the Cooja
simulator, three network characteristics:  energy
consumption, propagation delay, true and false positive
detection rates are observed. Topology for N=24 and 100
is as shown in Fig 4(a) and 4(b) respectively.
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~ Fig 4(b) N=100

Fig. 4: Various topologies for Wormhole Attack Detection

Energy consumption is defined as the amount of
energy required per unit second for data processing and
transmission. In the IoT, nodes are battery-powered
therefore, energy efficiency is an essential aspect in IoT
devices. Contiki power-trace tool is used to measure the
power consumption of IDS [51]. Time instant when the
radio receives and transmits the data with Microcontroller

Unit (MCU) referred to listening and transmits respectively.

For calculation, working voltage is considered as 3V.
When MCU is ON and radio is in OFF condition, it is
considered as CPU time whereas when MCU is idle and
radio is OFF, it is considered as Low Power Mode (LPM)
time. By running the system for 30 minutes for all
topologies, Network-wide energy usage by all nodes for
IDS and hello world is shown in Fig 5(a). Energy
consumption is calculated using the nominal values of the
Tmote sky, as shown in equation 2. Where transmit and
listen are TX and RX values respectively [25].

Energy (mJ) =((transmit * 19.5mA + listen * 21.8 mA+
LPM *0.0545 mA+ CPU*1.8 mA) * 3 V)/(4096 *8)  (2)

It is observed from the graph in Fig 5(a) that for
small network size (Number of nodes less than 60), IDS
consumes almost equal energy as much consumed by

running a hello world application, which proves that
proposed IDS is energy efficient. The average difference is
33,332.8 mJ. However, it is also noticed from Fig. 5(a)
that, as network complexity increases (Number of nodes
more than 60), energy consumption required for running
the IDS is higher compared to hello world application with
average difference is 2,65,256 mlJ. Higher energy
consumption for complex networks is one of the aspects,
which need to be addressed in future.

A propagation delay in WSN is defined as a time
taken by a packet to be transmitted from source to
destination in the wireless environment. In the proposed
system, propagation delay is calculated using RSSI value
received along with each packet. In the presence of a
wormhole attack, delay of packet transmission is increased
by the average amount of 38.55%, which reduces the
efficiency of the communication network. It happens
because; in the presence of wormhole attack, attacker node
misguides the valid nodes to transmit the packet through
the wrong route by changing the routing table. After the
proposed IDS is introduced in the network, the delay is
8.89% more than the original propagation delay, as shown
in figure 5(b) which is a reasonable amount.

The true positive and false positive detection
rates of wormhole attack are also observed. True positive
detection rate is defined as how correctly IDS identifies
the presence of the attack and attacker. The developed
system detects the wormhole attack successfully when the
attack is present in the system. The detection rate reduces
as per the increase in the complexity of the network. False
positive detection rate is defined as how many times the
IDS falsely raises the alarm for attack when no attack in
the network. Ideally this value must be nearer to zero. In
the developed system, the average amount of false positive
detection rate is very precise. The result for the true
positive and false positive detection rate of wormhole
attack is shown in Fig 5 (c)

6 Ener
45 %10 : 9y

e e Energy consumption when IDS is running

Energy when helloworld is running

Energy consumption(mJ)

20 30 40 50 60 70 80 90 100
Number of Nodes

Fig 5(a): Energy Consumption
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Fig. 5 Performance Analysis of the proposed system:
(a) Energy Consumption
(b) Propagation Delay (c) Attack Detection Rate

Many researchers worked to detect the wormhole attack in
the field of the wireless sensor network. Few researchers
got more than 90% true positive detection rate and less
than 10% false positive detection rate [53][54]. However,
no researchers worked to get these results using
6LoWPAN and RPL protocols of IoT. In the proposed
system, energy-efficient IDS is designed to detect
wormhole attack in IoT with precise true and false positive
detection rate. After implementing one of the existing
wormhole attack detection methods in IoT, it is observed
that it gives more than 25% of false positive detection rate,
which is not desirable value [44]. In other hand,
implemented system provides an average value of 86.68%
of true positive detection rate and 9.63% false positive
detection rate for number of nodes ranging from 20 to 100.

5. Conclusion

A novel energy-efficient Intrusion Detection System
(IDS) that detects the presence of wormhole attack and
attacker nodes in RPL based network is successfully
demonstrated in this paper. The proposed method uses hop
count and RSSI value, which is proportional to the distance
between two nodes to detect the presence of attack and
attacker nodes. Because of minimum overhead and less
complexity in the proposed IDS, it consumes very less
energy. It provides less propagation delay very efficiently.
Most of the IDS proposed in the literature fail to get
effective results in wormhole attack detection in IoT.
Those systems have given a reasonable true positive
detection rate; but their false positive detection rate is more
than 25%, which is not desirable. When the proposed
system is implemented, it is observed that the false positive
detection rate is reduced very precisely. In the
implemented system the value of false positive detection
rate is lesser than 10%, which is lowest compared to all the
existing IDSs developed in IoT system for wormhole
attack detection. The simulated IDS can be implemented
using hardware as Rasberry Pi and nrf52 nodes for real-
time applications.
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