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Abstract

Knowledge-based authentication (KBA) is the process where
users authenticate their identities by having knowledge of a
specific secret which confirms the authentication e.g. passwords.
Humans have issues with remembering non-meaningful strings,
so they keep choosing weak passwords. This clearly shows the
trade-off between usability and security where a decrease in
usability might negatively impact security. To overcome this
issue, user authentication approaches should find a way to reduce
the burden on user’s memory so they can choose stronger
passwords. The relation between security and usability is much
complicated than that. For example, increasing security measures
might decrease usability. So, in this paper we argue that this
trade-off must be managed effectively. A hybrid authentication
system is proposed as an alternative to the traditional
password-based authentication. A user study was used to
investigate the feasibility of this alternative system by integrating
it into a students’ university portal.
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1. Introduction

User authentication is one of the centric components of
secure systems to protect them against security threats [1].
The process of authentication is needed to prove that a
user has the right to access the system. There is an
interesting relation between security and usability aspects
of authentication. For example, existing studies have
acknowledged that improvements in usability can benefit
the security of the system [2].

Moreover, several studies have acknowledged that humans
have issues with remembering non-meaningful strings or
lengthy alphanumeric passwords. For that reason, users
keep ignoring basic security recommendations and
practice wrong habits which negatively impact system
security. These bad practices include choosing a weak
predictable password, using a single password for various
applications, or writing down their passwords for easy
reference [3][4][5][6][7]1[8]. Without doubt, the strict
policies of choosing passwords have decreased the
usability of alphanumeric passwords [9][10]. Increasing
the length space of passwords and their randomness will
increase the burden on the user's memory, thus, affects the
memorability of the password.
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More security issues of password-based mechanisms
include vulnerability to capture attacks and guess attacks
since users tend to create passwords which are memorable
and far away from being random. Several studies
performed over the last 30 years have shown how easy
passwords can be compromised. In 1990, out of 14000
passwords, Klein showed that he was able to crack 25% of
them through the usage of a dictionary composed of just
86000 words [11]. An article in Computerworld mentioned
that a large company has ran a network password cracker
for the purpose of testing it, they successfully cracked
about 80% of the passwords in 30 seconds [12]. Reliance
on cryptography alone is not sufficient to ensure the
security of authentication mechanisms. Given the power of
CPU/GPU cores nowadays, salting the password will not
be a sufficient solution for a long time [13].

According to several experiments made since the late 60s
by cognitive psychologists, these experiments have proven
the pictorial superiority effect in a human. Accordingly,
humans have extensive and exceptional abilities in
remembering pictures [14]. In other words, the ability of
the human brain in recognizing or recalling images is
superior to its ability in recalling textual information
where this has been acknowledged by psychology studies
[15][16][17][18][19][20][21]. Based on this observation,
graphical-based authentication has been proposed as an
alternative authentication mechanism for the text-based
authentication as graphical password mechanisms started
to appear beginning around 1999 [15].

In addition to graphical-based authentication, another
promising family of knowledge-based authentication is
guestion-based techniques, in terms of their security and
usability features. Questions based on user-related
information can be used as an authentication method. For
example, email service providers commonly use challenge
guestion-based authentication for credential recovery [22].
In this paper, we propose a hybrid authentication method
making use of both graphical-based and question-based
approaches, with security and usability enhancement
considerations. The related literature is surveyed and
acknowledged in the next section. Then, a description of a
user study conducted to evaluate the proposed approach is
presented. We conclude the paper with some thoughts for
future research in the area.
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2. Literature review

In this section, we review some studies that propose
alternative  solutions to traditional password-based
authentication. In particular, we shed light on studies that
focus on usability and security aspects. For example,
Katsini et al. (2016) [23] presented a comprehensive
review of the latest studies in knowledge-based
authentication in the perspective of security and usability
with the goal of improving authentication methodologies
in these two aspects. From an empirical point of view,
Vuksanovic and Al-Sinani (2009) [24], developed an
image-based authentication system of the students’ portals
at the University of Portsmouth, which is called
H-IBAS-H. They also proposed a knowledge-based
authentication method as an additional stage besides an
Intrusion Detection (ID) feature in which both of them
work as improvements to increase the system’s security
without affecting its usability.

Ullah, Xiao and Lilley (2012) [25] reviewed benefits and
constraints of traits of various authentication methods and
their feasibility in the authentication process of students in
an online examination environment. They proposed a
knowledge-based solution for the purpose of student
authentication process during online examinations called
profile-based authentication framework (PBAF). In
a subsequent study (2014) [26], they developed a hybrid
approach which utilizes knowledge-based authentication
mechanisms to enhance the usability and security of the
authentication challenge questions of the online
examination environment. They implemented an abuse
case scenario.

Similarly, Schloglhofer and Sametinger (2013) [27] have
proposed a novel authentication system that combined
mechanisms of authentication for Android to meet the
security and usability requirements. Along similar lines,
Takada and Ishizuka (2015) [28] proposed Chameleon
Dial (CDial), which is a secured authentication system
against CrA that is based on Personal Identification
Number (PIN). In addition, Shaju et al. (2016) [29]
proposed a three-factor authentication system consisting of
a new authentication algorithm called Biometric-IMEI &
SIM-Color (BISC), which enhances the security aspect of
user authentication.

Skracic, Pale and Kostanjcar (2017) [30] proposed a new
knowledge-based authentication approach that is based on
non-public data sources that offer dynamical data sets,
which change over time to generate unique challenge
questions. The proposed approach was tested using
different non-public data sources. Many other studies
present various authentication solutions, which cannot be
fully covered due to space limitations.

3. The proposed approach

The intuition behind this research is that improvements in
usability can enhance the security of systems in general
and authentication solutions in particular [15]. Therefore, a
hybrid authentication system has been implemented as an
alternative to the traditional password-based authentication
which is currently used in students’ portal at Umm
Al-Qura University, with an aim to improve security and
usability. The hybrid authentication system consists of two
authentication layers.

The first layer is an image-based authentication phase,
which is a cued-recall “locimetric” scheme, where the
students are given a sequence of three images one at a time
and they have to select one click point on each of these
images. In order to be authenticated to the system, the
three images will be presented to them in sequence and
they have to click the pre-chosen click-points within the
limits of a predefined tolerance area. The student has three
attempts in the image-based authentication part. If an entry
error occurs in one image, the student has to re-enter the
three click-points again without informing the student
where the error has occurred. The cued-recall scheme aims
to help students in remembering their passwords [15][31]
where the utilized image works as memory cue to aid users
in recalling the click-points’ locations in the three images,
thus, increase the usability. On the other hand, the number
of images utilized will increase the theoretical space of the
password, subsequently, increase the security level of the
system. The aim of the tolerance area is making the
cued-recall methods usable as it is unrealistic that students
click the exact selected pixel representing the password
click-point. The tolerance area has an adjustable space
value which can be adjusted according to security
requirements. Students will never receive feedback on
their wrong entries. This will increase the security of the
system as it will be discussed in the results section.

The second layer is a question-based authentication phase,
where the students are required to answer two challenge
questions right after completing the image-based
authentication part. University Students Database is
perfect to be utilized in creating dynamic challenge
guestions, which can be used only once to increase
security. The students have one attempt for each question.
Using two questions instead of one question in the
guestion-based authentication part supposed to increase
the security level of the system as well. The main goal
behind using two authentication schemes is to achieve
high security levels and build various security layers so
that each authentication layer can compensate the
weakness of the other one.
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4. Evaluation

We conducted two web-based user studies where the
server recorded the login attempts over 4 weeks. The first
study aims to compare the traditional text-based
authentication with the proposed authentication system in
term of usability. The second study aims to study the
security of the proposed authentication system. 49 students
were involved in this experiment. The participants are
undergraduate students of Faculty of Computers and
Information Systems at Umm Al-Qura University enrolled
in the same course, hence they are familiar to each other.
Based on security and usability evaluation metrics, which
have been defined and widely applied in the literature, we
utilized three metrics. Regarding the usability, the metrics
were as follows. First, efficiency, which refers to the speed
of the authentication process. Second, effectiveness, which
refers to the memorability of the password where its
measured by the number of wrong entries. Third, user
satisfaction, which is measured by a questionnaire.
Regarding security, the metrics were as follows. First,
guessability, where the attacker guesses the password
randomly or based on the direct or indirect knowledge
about the legitimate user. Second, observability, where the
attacker observed a legitimate authentication session to
utilize the observed information to authenticate
him/herself as a legitimate user. Third, recordability,
where the attacker recording multiple legitimate
authentication sessions to analyze them in order to be able
to authenticate him/herself as a legitimate user.

To evaluate the usability, users logged in weekly into the
two authentication systems, which are the text-based and
the proposed hybrid one. To evaluate the security, the
students were divided into groups of two students. To
evaluate the guessability attack, each one of the two
students guess the password of the other. To evaluate the
observability attack, each one of the two students
physically observe the authentication session of the other
and try to replicate it as a legitimate user. To evaluate the
recordability attack, each one of the two students try to
authenticate as a legitimate user based on analyzing the
video records of many authentication sessions of each of
them.
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Fig. 1 A comparison between authentication approaches in term of their
efficiency

The arithmetic mean in the case of image-based passwords
in each picture individually is better than text-based
passwords. Comparing it to the sum of the three pictures,
the difference is considered very acceptable. However, we
should note that the login time in image-based password of
the sum of the three pictures is affected by the occurrence
of a wrong entry in any of the three pictures, as this
necessitates the re-login of all three images again. The
memorability issue in users was not affecting the time
spent on the process of login where error rates on login
was decreasing over time and the success rate was almost
constant as will be explained later in memorability
analysis section. If we take the previous observation into
consideration besides the fact that the students use the
image-based authentication for the first time, we expect
that the time users spent on the process of login will
improve over time with the improvement in their abilities
of using the system correctly but this needs to be studied
in the long term. The time taken to login is an important
measure, but the success rate in answering the questions
plays an important role as well.

The arithmetic mean in question-based passwords in each
question individually is better than it in the text-based
passwords but considered somewhat high for the sum of
the two questions. This is due to memorability issues. As
shown in the Figure 2, the arithmetic mean of the hybrid
authentication system will drop clearly if we use one
question only instead of two questions. Knowing that the
hybrid authentication systems no.2 and no.3 consist of
image-based authentication part beside question-based
authentication part, which consists of one question only.
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Fig.2 The arithmetic means for the period of time it took students
during the login process of the three hybrid authentication systems
weekly.

5.1.2 Effectiveness Analysis
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Fig. 3 A comparison between text-based, image-based and
question-based authentication in the number of students who have
succeeded in login

In text-based authentication, 23% of the students forgot
their passwords from the first week. Also, we notice that
the success rate in login was decreasing over time where
the number of the students who forgot their passwords
keep increasing over time, despite that 69% of them used a
text-based password that they had previously used.
Moreover, the error rate, which is the number of the entry
errors, was increasing over time.

In image-based authentication, 11% of the students forgot
their passwords from the first week. Also, we notice that
the success rate in login was almost constant over time
where the percentage of the students who forgot their
passwords was decreasing over time and almost
non-existent. Moreover, the error rate was decreasing over
time.

Regarding the question-based authentication part, 45% of
students failed to answer the first question whereas just
18% of them failed answering the second question. This
indicates the effect of the type of questions on the
memorability in users in question-based authentication

part. Therefore, the type of questions must be chosen very
carefully in order to improve the success rate in login and
keep the error rate at the lowest possible rate. To improve
the usability, users may prefer to choose the questions type
they will be asked. Figure 3 summarizes these findings.
Regarding the hybrid authentication system, the number of
the students who have succeeded in login was very low
due to the number of questions used and their type. Figure
4 shows an improvement in the number of students who
have succeeded in the login when we used only one
question for the authentication part instead of two.
Moreover, the number of students who have succeeded in
the login through the hybrid authentication system no.3
very significantly increased comparing to the hybrid
authentication system no.1 and no.2 when we used a good
question type.
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Fig.4 A comparison between text-based authentication and the three
hybrid authentication systems in the number of students who have
succeeded in login.

5.1.3 User Satisfaction Analysis

. Text-based authentication

Interestingly, 76% of students have mentioned that they
often find it difficult to remember the text-based
passwords for the systems they do not frequently login to.
Also, 48% of them have mentioned that they believe that
using the text-based password alone for the authentication
is not secure, and 48% of them do not prefer using the
text-based password alone for the authentication. However,
some of them still prefer to use the text-based passwords
in authentication for the following various reasons. First,
some of the students prefer the text-based passwords
because they find it easy to use in authentication since it is
familiar to them despite that all of them was convinced
that using text-based passwords alone in authentication is
not secure. Second, the text-based passwords do not take
time in authentication despite that all of the students who
find it faster. Third, some of the students find text-based
passwords memorable, knowing that all of the students
who said that, are following wrong practices that help
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them remember passwords like using one password for
many applications where these practices affect the security
of the systems.

Il.  The hybrid authentication system

64% of the students have mentioned that they found the
image-based password easier to remember than the
text-based passwords. Also, 56% of them believe that the
hybrid authentication system is more secure than the
text-based authentication and 88% of them believe that
combining the image-based and question-based
authentication into a hybrid authentication system will
prevent the security issues that appear when they are used
separately. Despite that, 46% of the students believe that
combining the image-based and question-based
authentication into a hybrid authentication system to
improve the security will further complicate the system.
Also, 56% of them prefer the hybrid authentication system
over the text-based authentication.

However, 16% of the students still do not prefer the hybrid
authentication system for the following various reasons.
First, some of the students believe that the hybrid
authentication system is not secure. Second, the text-based
passwords are easier to remember than the image-based
passwords. Third, the hybrid authentication system is

complicated because it consists of two authentication parts.

Fourth, using three pictures in the image-based
authentication part beside the tolerance space complicates
the usability of the hybrid authentication system. Fifth, it
is difficult to remember the answers of the questions in the
question-based authentication part. Finally, the hybrid
authentication system takes long time to login compared to
the text-based authentication.

5.2 Security Analysis
5.2.1 Guessability Analysis

Noticeably, 73% of guessing attempts were successful.
However, no single attack has successfully occurred. This
is due to the number of pictures used to be authenticated
where using three pictures increase the password space,
which in turn complicates the guessing attack. Also, not
notifying the user of the correct or the wrong click points'
locations in the three pictures during the authentication has
complicated the guessing attack too.

5.2.2 Observability Analysis

The large percentage of the successful logins was in the
image-based authentication part where the attacks
occurred represents the percentage of 86%. However, the
effect of using three pictures to be authenticated beside the
effect of the tolerance space, have helped to reduce the
impact of this type of the attack where the failed attempts
was 14%. Moreover, the question-based authentication

part has reduced the impact of this type of the attack on the
hybrid authentication system in a large percentage where
the failed attempts in the question-based authentication
part was with a percentage of 93%. The attacks on the
question-based authentication part were in the cases that
the attackers have a strong knowledge on the legitimate
students, thus, the answers were not random guesses or
based on observing a previous legitimate login.

5.2.3 Recordability Analysis

The number of pictures to be authenticated and the
tolerance space besides not notifying the user of the
correctness of the click points' locations in the three
pictures during the authentication had an effect to reduce
the impact of this type of attacks. The question-based
authentication part has reduced the impact of this type of
attacks on the hybrid authentication system where the
successful attacks on the hybrid system was 7%. This
means that the attackers' strong knowledge about the
legitimate users will not be effective enough to execute the
attack on the question-based authentication part, but this
needs further study.

5.2.4 Text-based password Analysis

Based on the analysis of the questionnaire results, all the
students were resorting to wrong practices that help them
remembering their text-based passwords. One of the most
important of these wrong practices is to choose weak
passwords and ignore the policies of the strong text-based
passwords where the percentage of the weak passwords
was 90%, knowing that 82% of these passwords have
required four days as maximum to be cracked. Also, all of
their theoretical spaces are short. Moreover, 69% of them
were previously used for many applications. Also, among
the strong passwords, 60% of them were previously used.
A large percentage of the students (54%) preferred to
choose text-based passwords that encompass personal
information as this help them to remember their passwords.
Despite that, 78% of them have mentioned that they often
committed to the strong passwords policies instructions.
However, these strict policies not necessarily guarantee an
adequate security for the authentication systems even if the
passwords were strong enough for the following reasons.
64% of the students who find it difficult remembering the
text-based passwords and committed to the strong
passwords policies are using passwords that have been
previously used. Also, 36% of them were writing down
their passwords for easy reference and 36% of them are
choosing permanent or temporary password saving options
such as "remember me later" so they can login directly
without the passwords in the subsequent sessions.
Regarding the strong passwords policies instructions, 56%
of the students find that these policies complicate the
text-based passwords and the ability to remember these
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passwords in the long term. The rest of them were all
resorting to wrong practices that help them in
remembering their text-based passwords.

6. Discussion

Regarding usability, the utilized cued-recall scheme has
shown a good memorability and efficiency. However, the
tolerance space, which requires accuracy, is still an issue
that affects the wusability The usability of the
question-based authentication part is mainly depending on
the question type. In general, the hybrid authentication
system was preferred by a large percentage of the students
compare to text-based password. However, its usability
issues fall behind the number of the authentication steps
beside the issues associated with the memorability in
question-based authentication part where these two affect
the efficiency of the system. Using one question instead of
two in question-based part may reduce this issue. Also, we
could use the question-based authentication part only when
the student login from a new device.

Regarding security, the theoretical password space of the
cued-recall scheme is large. Also, the cued-recall scheme
appeared impervious to dictionary attacks more than the

text-based passwords, which appeared vulnerable against it.

However, it appears vulnerable against the observability
and recordability attacks. Also, the security is mainly
depending on the utilized authentication images. The
hotspots issue is still remaining, thus, there is a need to use
a Persuasive Technology, which aims to influence users’
choices of click-points by encouraging users and guiding
them to avoid selecting click-points which are hotspots,
thus, creating secure passwords. Despite that the
question-based authentication part appeared impervious
against guessing, observability and recordability attacks,
however, the security is mainly depending on the database,
which is utilized to create the dynamic questions. In
particular, it should be large enough to create one-time
challenge questions. Also, the attacker should not be able
to predict the answers to these questions based on public
knowledge sources. To overcome the security issues of the
hybrid authentication system, which come from the two
authentication layers, it is preferred to use the two-factor
authentication through the student's email when he/she
login from a new device.

7. Conclusion and future work directions

This paper presented a hybrid authentication system as an
alternative to the text-based password authentication. Also,
it reports on the usability of the proposed system after
analyzing the results of the user study. The hybrid
authentication system appeared effective to be used as an
alternative for the text-based password. Moreover, it

showed many advantages in terms of security and usability
and some of them showed superiority over the text-based
passwords authentication. However, there still several
limitations that need to be considered.

In future studies, we will explore ways to prevent the
questions from being repeated as the academic record of
the student is limited and will not be effective to create
dynamic questions for one-time for long term.
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