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Summary 
Traditional learning approaches through classrooms can be rigid, 

tedious and may not be suitable for all types of learners. Learning 

organizations usually offer e-learning systems to address the issue 

of traditional learning. These systems can provide an interactive 

learning experience with different types of learning material which 

can be offered anytime and anywhere and enable communication 

services to support learner-instructor interaction. However, a 

secure online examination represents a challenging issue in 

comparison with traditional examination procedures. In exam 

traditional settings, professional proctors are involved, and exams 

are conducted in a specified place within a timeframe. This paper 

aims to address this issue by proposing an adaptive framework for 

designing and developing secure e-exam systems. An evaluation 

of the framework is also offered based on a hybrid methodology 

involving interviews and surveys. Also, some instructional and 

technical recommendations are presented to supplement the 

proposed framework. The results of this study confirm the 

applicability of the framework in designing secure e-exam systems. 

Future directions of research are also offered. 
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1. Introduction 

Learning technologies are advancing and becoming more 

smarter to meet the requirements of learners, instructors and 

learning organizations [1]. By using advanced learning 

technologies, it is possible to deliver and create dynamic 

and interactive learning material which can be accessed by 

learners anytime and anywhere in contrast to classroom-

based learning [2]. Learners may find traditional learning 

approaches through classrooms rigid, repetitive and 

unappealing which can affect learning motivation and 

learning outcomes [3]. The new generations of learners 

usually use e-learning systems in order to gain some 

knowledge. These e-learning systems can be used in 

combination with traditional classrooms or alone. 

Most universities worldwide offer e-learning systems to 

facilitate the learning process and support their learners [4]. 

Some universities open their online courses to external 

learners to universally spread knowledge such as Harvard 

University and Massachusetts Institute of Technology 

(MIT). Since different types of e-learning systems are 

mainly used by learning organizations, the main challenge 

is to establish a secure online examination approaches to 

ensure that learners are assessed reliably and effectively [5]. 

In traditional examination approaches, exams are conducted 

in specific places and times; they are also professionally 

proctored and organized so that the process of examination 

is effectively managed to reduce the chances of misconduct 

or misbehaviors that may occur [6]. Cheating can directly 

be observed by exam proctors, and they can take immediate 

actions against any suspicion following the exam regulation 

of the learning organization.  

However, it is still challenging to deal with online exams 

securely in comparison to traditional examination settings 

such as proctored paper-based exams [7]. These challenges 

involve, for example, privacy, acceptability, availability, 

authentication and authorization [8]. This paper aims at 

providing an adaptive framework for designing secure e-

exam systems to address the issue of offering secure online 

examinations. The adaptive framework contains different 

components such as the interaction interface, domain model, 

learner model and the adaptive exam generation. Each 

component has a specific objective to accomplish to provide 

a secure online exam experience. For example, the 

component of the interaction interface can be designed in a 

way that not to permit or deactivate interface re-locating, 

copy-paste, minimize-maximize or taking screenshots 

services. Another example relates to the domain model; its 

main aim is to represent, store and manage questions banks.  

The paper also gives an evaluation of the framework’s 

applicability to design secure e-exam systems. A hybrid 

evaluation methodology was conducted. The methodology 

consisted of expert interviews and surveys. The experts who 

were involved in the interviews represent the fields of 

education, learning technology and computer science to 

cover both instructional and technical challenges and to 

obtain deeper insights into different aspects of designing 

such secure e-exam systems. The survey was completed by 

undergraduate learners who have some experience in an 

online examination or at least attempted an online exam. 

The main aim of the survey is to understand how learners 

perceive online examination. The data obtained from both 

the interviews and surveys generated a clear picture of 

issues, challenges and perceptions of online examinations. 

Therefore, a possible solution can be offered. 

The key research question of this paper is How can we 

design a secure e-exam system? The main approach taken 

in this paper to answer the research question was to explore 

related work and how they perform such online exams and 

evaluate them. Then, an adaptive framework was initially 

generated in view of published research, followed by a 

preliminary evaluation of its applicability. Based on the 
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findings, further refinements were applied to the proposed 

framework and presented in its final form. 

The rest of the paper is structured as follows. Section 2 

provides related work. Section 3 offers the proposed 

adaptive framework for designing secure e-exam systems 

detailing its core components. Section 4 presents the 

evaluation methodology followed in this paper. Section 5 

delivers the results and discuss them. Section 6 provides 

some instructional and technical recommendations. Section 

7 concludes the paper besides future research directions.    

2. Related Work 

Many attempts to develop e-exam systems have been found 

in published research [9]. The work presented by [10] 

focused on building an e-exam system using video cameras 

enabled on the client-side so that the learner’s face can be 

captured in different intervals and stored on the server-side. 

They evaluated their system successfully with 450 learners 

studying a course on digital signals. However, the manual 

work of checking the stored images of each learner after the 

exam represents a limitation of their system. Additionally, 

other aspects were not covered in the system such as how 

the exam content are provided and how information about 

learners is represented.  

A similar attempt is also provided by [7]; they designed and 

deployed a secure e-exam management system. However, 

the system is limited since it enables one type of question 

only (i.e., multiple-choice questions). Other assessment 

types are essential to increase the reliability of the online 

exam. Another approach to enhance the security of e-exam 

systems based on group cryptography was proposed by [5], 

focusing on real-time monitoring of the online exam session. 

Still, the approach offers the same sets of questions to all 

remote examinees without randomization features. Learners 

in this approach can easily cheat using their mobile devices 

via communication applications during the exam session, 

where they can share the answer for each question affecting 

the integrity of the whole exam.  

A more adaptive online examination process was provided 

by [11], where the e-exam system automatically generates 

exam questions randomly from a question pool. However, 

an evaluation of the system was not provided in a real 

context. A study that focuses on supporting secure online 

exams through mobile devices was offered by [12]. They 

evaluated their mobile exam system concentrating on 

usefulness surveys with learners and instructors generating 

positive findings. 

According to the published research and a recent review of 

the field of secure e-exam technologies [8], [9], there are 

some research gaps that need to be addressed. First, most e-

exam systems were developed focusing on specific issues 

of security such as authentication or online exam generation, 

limiting their completeness when deployed in a real 

examination context. Second, the developed e-exam 

systems lack empirical development based on earlier 

attempts proposing a wide variety of different architectures 

of e-exam systems. Third, the e-exam systems usually 

focused on the technical aspects neglecting the instructional 

aspects and the learning and assessment theories. Hence, 

based on the pre-mentioned issues, the study in this paper 

proposes a generic adaptive framework for designing 

different instances of secure e-exam systems. Moreover, 

technical and instructional recommendations are included 

to supplement the proposed framework.     

3. The Adaptive Framework 

The proposed adaptive framework consists of different 

components to deliver a secure online examination via e-

exam systems, as presented in Fig. 1. There are six core 

components, where each component has a specific job. The 

components of the framework consist of the interaction 

interfaces (learner interface and instructor interface), 

learner model, authentication engine, domain model, 

adaptive engine and exam generator.  

The components of the framework are also common to the 

components of adaptive e-learning systems [13]. However, 

the proposed framework is original as it focuses on 

designing e-exam systems rather than delivering learning 

material. An integration of the framework into enhancing 

current systems is possible since it is flexible and adaptable.  

 

Fig. 1 The proposed adaptive framework. 

The learner interface and instructor interface are simply the 

graphical user interfaces. Learners can interact with the 

learner interface in order to complete the online exam, 

whereas instructors can interact with the instructor interface 

to manage question banks. The learner model contains 

information related to each learner, including, for example, 

personal identifier, name, personal image and information 

related to the exams completed and their assessments. 

The authentication engine is reasonable for detecting the 

learner’s personal face during the examination by capturing 

their face images via the video camera and compare it with 

the existing image stored in the learner model for 
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authentication. The authentication engine also handles 

voices when a microphone is enabled.   

The domain model involves a specific structure that enables 

the creation of question banks related to a specific learning 

domain. The adaptive engine takes into account data 

obtained from the other components ensuring that the 

learner is authenticated to complete the exam based on the 

learner model, to select specific questions adaptively to be 

offered and to monitor the examination progress continually. 

The adaptive engine data then feeds into the exam generator 

component and then the exam is delivered to the learner.  

The components of the framework are detailed in the 

following sub-sections. 

3.1 Interfaces  

The interaction interface is simply the gate to interact with 

and manage the e-exam system. There are two interaction 

interfaces: the learner interface and the instructor interface. 

Each learner can complete the exam by interacting with the 

learner interface. The interface is designed to, for example, 

display the learner profile including his/her information, the 

exam that needs to be completed and present their grades. 

Some security features need to be considered when offering 

an exam. These features involve, for example, starting an 

exam in a fresh encrypted interface, preventing screenshots, 

disabling copy-paste text and maximizing-minimizing the 

interface.  

About the instructor interface, it enables each instructor to 

manage their questions’ banks related to their courses. It 

should be noted that the interfaces should usable and follow 

standard human-computer interaction in interface design 

[14]. 

3.2 Learner Model 

The learner model cares about each learner by representing 

and managing their data including personal information, 

exams that have been offered and taken, and their 

assessments [15]. The information stored in the learner 

model is continually updated based on the learner-system 

interaction. The model is initiated through the registration 

with the system by each learner. An exam can be offered to 

each learner based on his/her profile. For example, different 

types of questions are offered, and once a learner answers 

each question a specific grade is assigned until the 

completion of the whole exam. The grades are then stored 

in the learner model. A set of exams can also be delivered 

according to the courses that the learner is enrolled in. 

3.3 Authentication Engine 

The authentication engine aims at ensuring that the 

expected learner is logged in the e-exam system via two 

methods. The first method uses video cameras, whereas the 

second method uses microphones. In the first method, the 

engine implicitly captures multiple images of the learner 

with different intervals during the exam session through the 

video camera. The engine can then apply some 

sophisticated algorithms that compare the set of captured 

images with the stored personal image in the learner model. 

The output of the engine can be classified into three cases: 

authenticated, holding or unauthenticated. The 

authenticated case means that the learner is the actual 

person who is taken the exam by comparing the elicited 

personal images from the video camera with the stored 

image in the learner profile. The holding case is initiated 

once the engine detects that the video camera is switched 

off or a non-human face image is found. The 

unauthenticated case involves the detection of a personal 

face image that is not related to the actual learner who is 

taking the exam. In the second method, the engine also 

records any speeches by the learner who is taking the exam 

and any sounds related to the learner’s surrounding context. 

The recordings are reordered assigning the current question 

where the learner is trying to answer. These recordings can 

then be investigated. 

3.4 Domain Model 

The domain model can be represented to contain 

information related to some courses where each course has 

multiple objectives so that learning material and assessment 

content can be retrieved [16]. Each learning objective can 

also be augmented with different types of questions such as 

multiple-choice questions, true/false, short answers and fill 

in the blank. These types of questions can automatically be 

assigned a completion time and a possible point by the 

instructor in the creation phase so that the point is 

successfully achieved when correctly answered by the 

learner. Also, the instructor can interact directly with the 

model to add some features such as displaying exam 

description, one question at a time, randomizing the 

answers and force completion of the exam when the Internet 

connection is lost.   

3.5 Adaptive Engine 

The adaptive engine takes into account data stored in the 

learner model, the domain model and the authentication 

engine. The adaptive engine ensures that the output of the 

authentication engine in order to proceed in matching the 

learner profile with the domain model to select relevant 

questions related to a specific course or a set of learning 

objectives. These data can then adaptively and 

automatically be passed to the exam generator component. 

This component continually receives data from the 

authentication engine until the learner completes the whole 

exam. 
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3.6 Exam Generator  

This component generates an exam that is offered to each 

learner after ensuring that the learner is authenticated and 

authorized to take the exam. The questions and their options 

can be randomized to prevent exam cheating or misuse of 

the exam. According to the domain model, the completion 

time of the whole exam is determined based on the required 

time to answer each question. This model can easily be 

modified and updated by the instructor. The exam is then 

passed to the interaction interfaces to display the exam to 

the learner.  

4. Evaluation Methodology 

A hybrid evaluation methodology is employed in this 

research in order to refine and validate the applicability of 

the proposed framework in designing secure e-exam 

systems. The main aim of this evaluation is to build up a 

robust foundational approach before deploying such e-exam 

systems. This evaluation involved interviews and survey 

methods. The interviews were conducted with experts in the 

fields of education, learning technology and computer 

science. Experts from these three fields can contribute to the 

evaluation of the framework because of their relevance to 

this research project and to their technical and instructional 

experiences. The interviews were conducted with twelve 

experts in the pre-mentioned fields. Each field is 

represented by four experts. All the experts agreed to 

participate in this research voluntarily. Four group 

interviews were conducted, where each group consisted of 

three experts (i.e., one expert form each field). The four 

groups were not familiar with each other. This is to avoid 

any knowledge or views sharing and to gather independent 

opinions and responses from each group.  The main 

procedure was to ask pre-defined questions to each group 

before presenting the framework. Then, the framework was 

shared and explained to them followed by other questions. 

Each group interview lasted for about 90 minutes with 

seven main questions. The interview questions are 

presented in Table 1.  

Table 1: Interview questions. 

 

No. 

 

Interview question 

Before presenting the framework 

1 Is it possible to conduct a secure online examination? 

2 What are the educational challenges to conducting a 

secure online examination? 

3 What are the technical challenges to conducting a 

secure online examination? 

4 Do we need some pre-defined guidelines to conduct 

online examinations? 

After presenting the framework 

5 Do you think the framework is comprehensive in 

addressing all instructional and security challenges? 

6 If an e-exam system is built based on the framework, 

would you use it for your course exams? 

7 How would you improve the framework? 

 

After accomplishing the group interviews and recording the 

responses, a survey was then administered with 120 

undergraduate learners who had some experience in online 

examinations to evaluate how they perceive online 

examinations. All the learners completed the survey and 

responded to all the survey items. The survey consists of 17 

items, as presented in Table 2, with a 5-point Likert scale 

ranging from 1 (strongly disagree) to 5 (strongly agree).  

Table 2: Survey items. 
No. Survey item 

1 I am more comfortable when doing an online exam 
than paper-based exams 

2 I can comfortably concentrate on the questions when 
doing an online exam 

3 I would select the option of doing an online exam 
rather than paper-based exams 

4 Online exams are appropriate for my subject area 

5 Online exams can help in assessing my recall, 
understanding and application skills 

6 Online exams can be more accessible than paper-based 
exams 

7 Technical problems can make online exams impractical 

8 It is okay for me If I am monitored during formal 
online exams via webcams or microphones 

9 I am more confident with computer (automatic) 
marking than instructor marking 

10 Based on my experience, the current technology in the 
online examination is reliable 

11 Online exams can be more secured in comparison to 
paper-based exams 

12 My grades when completing online exams are secure 

13 Cheating can be easier on online exams off-campus 
than with paper-based exams 

14 Using login information (username & password) can 
offer acceptable security to online exams 

15 Online exams can do things paper-based exams cannot 
16 Online exams can contribute to my learning 
17 Current e-learning systems support secure online exams 

5. Results and Discussion 

The results are organized, discussed and provided into two 

sub-sections. The first part is related to the findings of the 

interviews. The second part reports on the survey results. 

5.1 Interviews  

There were four group interviews where each group 

involved three experts representing the fields of education, 

learning technology and computer science. The findings are 

organized based on each interview question.  

The first phase of the interview involved four questions and 

was asked before presenting the proposed framework to the 

interviewees. This is to ensure that the group members are 

not affected by the framework and the main idea was to 

have their answers in the first phase primarily based on their 
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experience. The first interview question in this phase was, 

Is it possible to conduct a secure online examination? All 

four independent groups agreed to suggest that conducting 

a secure online examination is possible. Nevertheless, it is 

challenging to build such systems, and the current systems 

need significant improvements. 

The second question was What are the educational 

challenges to conduct a secure online examination? The 

groups mentioned some critical educational challenges 

questioning the ability of online exams to examine different 

types of knowledge, skills and abilities of learners. Also, 

cheating is raised as a notable concern to instructors so that 

the fairness of the grading process may not be guaranteed. 

The third question was What are the technical challenges to 

conduct a secure online examination? The groups revealed 

some significant technical challenges including security, 

exam monitoring, scalability to handle a large number of 

learners, reliable network connectivity, availability when 

needed and accessibility. Security represents a vital issue of 

online exams and involved many security aspects: learner 

authentications, authorization to take a specific exam, 

privacy of learners and cyber-attacks.  

The fourth question was Do we need some pre-defined 

guidelines to conduct online examinations? The groups 

confirmed the need to have such guidelines and precise 

requirements that need to be carefully fulfilled when 

deploying e-exam systems. These should include both 

instructional guidelines and technical guidelines. When 

designing such systems, they need to follow the guidelines 

to ensure the reliability and effectiveness of e-exam systems. 

The second phase of the interviews involved presenting and 

explaining the proposed framework to the interviewees. The 

main aim was to share the views of the researcher based on 

the framework and to map their views from the first phase 

to the second phase of the interview. The interviewees were 

then asked to answer the other interview questions. In 

response to the fifth question (Do you think the framework 

is comprehensive to address all instructional and security 

challenges?), all groups confirmed the framework’s 

comprehension since it covers their key instructional and 

technical concerns which can be handled in e-exam systems 

when deployed according to the framework. 

The sixth question was If an e-exam system is built based 

on the framework, would you use it for your course exams? 

Three groups out of four groups agreed to use the system 

assuming that it is completely secure and reliable based on 

the proposed framework. One group had the view that final 

exams must be conducted via paper-based examination. 

They would, however, use the e-exam system off-campus 

based on the framework for some quizzes and short-tests. 

They believe that some people may suffer from technology 

anxiety and illiteracy. However, the three groups who 

would use the e-exam system argued that technology 

nowadays is seen as an essential skill to have so some 

learning would contribute to bridging the knowledge gap.   

The seventh question was How would you improve the 

framework? All groups had some ideas to improve the 

framework. First, they suggested to enable the instructors to 

authenticate and manually authorize learners to take an 

online exam if learners do not have video cameras or for 

any reason during the online examination. They claimed 

that instructors might need some control over the e-exam 

system. It is believed that since instructors will eventually 

have the final data about the performance of each learner, 

they can then evaluate the situation and decide upon 

accepting, modifying or rejecting the data. Second, the 

groups recommended using voice detection mechanisms 

besides enabling video cameras in order to analyze any 

verbal cheating that the camera cannot detect. This was a 

reasonable suggestion, and the framework was enhanced to 

cater for this suggested feature. Third, the feature of 

allowing the instructors to be available as proctors would be 

an advantage to observe the online examination. 

5.2 Survey  

The survey was completed by 120 undergraduate learners 

majoring in computer science and engineering. The sample 

involved 72 male learners (60%) and 48 female learners 

(40%). The age of the participants was between 20 and 23 

years old. 

About the overall survey results, the majority of learners are 

neutral in their responses (39.60%) about having online 

examinations followed by learners who would agree on 

online examination (21.96%), and then learners who 

strongly agree (17.05%). The percentages of learners who 

disagree or strongly disagree with having online 

examinations are 14.75% and 6.61%, respectively. Fig. 2. 

presents a chart plotting the frequency of each option from 

strongly agree to strongly disagree summarizing the overall 

survey findings.  

 

Fig. 2. The overall survey results. 
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It can be observed that the majority of learners would have 

online examinations rather than paper-based examinations. 

According to these findings, the positive perception of 

learners toward online examination emphasizes the need for 

such frameworks and guidelines to design secure e-exam 

systems. However, there is a need to investigate each item 

of the survey to obtain deeper insights into online 

examinations. Fig. 3. summarizes the results for each item 

of the survey. According to these results, most learners 

would be comfortable doing online exams and they have no 

issues of concentration on questions during online exams. 

They also believe that online exams are appropriate to their 

subject area (i.e., computer science and engineering). 

Learners also favor automatic marking rather than manual 

marking by instructors, and somewhat agree on the 

accessibility of online exams.  

 

However, learners were not sure about the ability of online 

exams to assess their different skills and abilities of their 

knowledge, understanding and applications. This can be 

justified since those learners may have some experience 

with a specific e-exam system, and that they did not 

investigate the system themselves or feel that the system 

was not usable. Also, the learners were cautious when it 

comes to technical problems during online examinations. 

They might believe that these technical problems may affect 

their performance or attending to the online exam so their 

trust can be decreased. Some learners may think deeply 

about solving the technical problems rather than focusing 

on their exams which may increase exam anxiety. 

 

Fig. 3. The results of the survey items. 

Regarding the learners’ perception towards the security of 

online exams in comparison to paper-based exams, learners 

might think that e-exam systems can be exposed to cyber-

attacks resulting in system failure. However, most 

responses about security on online exams have a neutral 

tendency. That means the learners may consider that even 

physical storage of exam papers can be threatened the same 

as online exams. This issue is also applied when learners are 

thinking about the security of their stored grades. These 

issues justified their responses to be on the neutral side 

about security. That does not mean the current e-exam 

systems should not be improved. Instead, developers of 

such systems need to be very careful and take every small 

details and security aspects into account. 

Regarding the acceptance of learners in being monitored via 

video cameras or microphones during online exams, they 

were mostly neutral in their responses. This seems 

acceptable to them since they might have some experience 

in online learning and regularly use different social media 

platforms such as Facebook and Twitter. Therefore, 

exposing their virtual identities through formal and 

trustable policies from their universities seem reasonable.  

Most learners strongly believe cheating in online exams off-

campus is much easier than when having traditional paper-

based exams. They may suppose that they could search the 

Internet to find the proper answers, read some books or 

learning resources during the online exam, have some group 

communication or asking someone else to complete their 

exams. These obstacles are challenging in paper-based 

exams. Learners also disagreed with having login 

information such as username and password only to have 

full security on e-exam systems. They would expect more 

sophisticated features of security. Also, they emphasized 

that the current e-learning systems they have experience 

with do not support secure online exams. Therefore, 

significant improvements are needed. 

6. Recommendations 

The paper presented an adaptive framework that can be used 

to design different instances of e-exam systems. Also, an 

evaluation of its applicability through reviews with experts 

in the domain of education, learning technology and 

computer science was provided. That was also supported by 

a survey with actual learners to investigate learners’ 

perceptions of online examinations. According to the 

findings of this study and as elicited from published 

research, there are several recommendations for providing 

secure online examinations when the proposed framework 

is considered. These recommendations are classified into 

two classes: instructional recommendations and technical 

recommendations. 

About the instructional recommendations, it is essential to 

integrate learning theories and models when generating 



IJCSNS International Journal of Computer Science and Network Security, VOL.20 No.5, May 2020 

 

 

195 

 

exam questions linked with learning objectives. One of the 

most popular models is the Bloom’s Taxonomy [17]. This 

model can be applicable to K-12 instructors, college and 

university professors to support their teaching, learning and 

assessment. Bloom’s Taxonomy consists of six key levels: 

remember, understand, apply, analyze, evaluate and create. 

Developers of e-exam systems based on the framework 

should take these levels into account when designing the 

domain model (i.e., a component of the framework which 

represents questions banks). For example, for each learning 

objective, different assessment levels can be associated with 

that objective delivered as online questions.  

By using such learning models, the learners can meet the 

learning requirements and improve their knowledge, skills 

and abilities. Moreover, each question's difficulty level 

should be determined to generate reliable sets of questions 

according to each learner's level. Instructors should use the 

e-exam system for quizzes and short tests during the 

semester to familiarize their learners with the system before 

attempting to any final examination.    

About the technical recommendations, it is critical to 

achieving high levels of security, reliability and 

effectiveness of online exams through e-exam systems. 

There are several vital points to take into account when 

designing such systems [18]. These points include, but not 

limited to, authentication, authorization, accessibility, 

usability, availability, controllability, privacy and 

monitoring. These concepts or points are described and 

presented in Table 3 as technical recommendations for 

designing reliable and secure online exams. In addition, 

other technical aspects should be taken into accounts such 

as randomizations of questions in online exams, force 

completion and submission of exams when an Internet 

connection is lost, providing a proper description of each 

exam, specifying the start and time of the exam, presenting 

a question at a time, disabling back-to-question feature, 

beginning an online exam in a new encrypted browser 

window, disabling copy-paste, minimize-maximize and 

screenshot features. Learners should also be encouraged to 

use reliable and unshared Internet connection during online 

examinations. 

Table 3: Technical recommendation for secure and reliable online exams. 

 

Concept 

 

Explanation 

Authentication The e-exam system must ensure that the 

permitted learner is taking the exam 

through image detections and voice 

recognition methods. 

Authorization The e-exam system must provide secure 

login methods through an encrypted 

Internet connection, username and 

password to authorize the learner to access 

the online exam. 

Accessibility The e-exam system must be accessible in 

different operating systems, Internet 

browsers and devices. 

Usability The e-exam system must be easy to use and 

follow human-computer interaction 

standards for both instructors and learners 

to provide a better assessment experience. 

Availability The e-exam system must be available for 

instructors and learners when needed 

through careful considerations of server 

hardware & software and active support. 

Controllability The e-exam system must provide 

management tools to instructors and admin 

teams to control the system's components 

when an issue occurs. Flexible logged 

amendments can be offered via the system 

as an important tool. 

Privacy The e-exam system must enable events 

logging mechanisms so that any misuse, 

manipulation or viewing of data related to 

the grades of learners and online exams 

other than the authorized people can be 

tracked. 

Monitoring The e-exam system must provide 

proctoring features in online exam sessions 

for instructors or authorized people. 

 

7. Summary 

This paper contributes to the current body of knowledge by 

providing an adaptive framework for designing e-exam 

systems and a hybrid evaluation (interviews and surveys) 

that involved experts and actual university learners. The 

interviews were conducted with experts to evaluate the 

applicability of the proposed framework. The surveys were 

taken by university learners to explore how they perceive 

online examinations. The results of the findings given 

published research allowed us to generate the adaptive 

framework and offer some relevant recommendations when 

designing e-exam systems based on that framework. The 

recommendations were classified into two classes: 

instructional and technical and presented in this paper.  

Each work must have some limitations. Since the survey 

sample was conducted mainly with university learners 

majoring in computer science and engineering, the 

generalizations of the survey findings cannot be generalized 

confidently to other learners with different subjects. 

However, the results of the survey offered an initial insight 

into how the big picture will be. Besides, it is planned to 

conduct more studies focusing on a larger sample, different 

subjects and cultures.    

It is necessary to highlight that the framework does not only 

help in designing e-exam systems but can also allow other 

researchers to focus on its different components including 

the learner model, the domain model and the adaptive 

model. The framework can open different directions of 
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research. For example, a researcher may focus on the 

representation of domain models while another may explore 

the development of learner models.  

About future research, an e-exam system will be built 

according to the proposed framework taking into account 

the instructional and technical recommendations presented 

in this paper. The system will then be evaluated in terms of 

its usability, security and reliability. Another direction 

could be to enhance current learning management systems 

such as Blackboard, Moodle and Canvas with some aspects 

of the framework to provide better security. 
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