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Abstract 
Data security is very important for every organization and 

individual. There is a lot of ways to protect data from hackers. 

Day by day, new techniques, algorithms, methods, and ideas 

introduced. There is no way to protect data in the field of theory 

of computations. The absorbing properties of Context-Free 

Grammar (CFG) and Context-Sensitive Grammar (CSG) use to 

identify the grammar of a given set of string, so it is easy to 

generate all strings using this grammar.  

Our method is to develop a Context-Sensitive Grammar-based 

encryption/ decryption method that is used to encrypt/ decrypt 

text files using a secret key in the theory of computation. CSG 

based encryption-decryption is a very powerful and efficient 

technique for data privacy, encoding, and security. A proposed 

method consisting of a few stages to encrypt as well as decrypt 

data using a secret key generated by our algorithm. Before this 

theory of computation, there was no other way to encode text 

files or data using grammar. 
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1. Introduction 

In the current era, data communication is very important. 

Data is a very important thing for different organizations. 

We send and receive data from different individuals and 

organizations. They shared information for different 

purposes. Without data communication, we can’t do 

anything. If we want to do something, then it is necessary 

for us to communicate, to send data, to receive data [1]. 

As time going, data communication is gaining more 

importance. Transferring a large amount of data is now 

becoming a point of discussion. We have to face different 

security issues related to our data. All we need is that  

we want to transfer our data with proper security from one 

place to another [2]. We must protect our data from 

hackers because more and more businesses are going 

digital these days-from small independent start-ups to big 

multi-national companies. To determine what type of 

security policy you need to have in place, you will first 

need to meet key members of your team and discuss 

exactly what type of data you collect and store, as well as 

the security that you currently have in place to protect this 

information. Don't get lazy by using hack-friendly 

passwords like the user's name, "12345," "password," 

"ABCDE" or some similar combination. Weak passwords 

such as these are the dream of a hacker and therefore there 

is nothing you can do to guard against a breach. Using 

strong unique passwords instead, and change them every 

45-60 days. Establish your programs and systems so that 

each employee can only access certain data based on what 

their job requires. Limiting the number of individuals who 

can access consumer information and what apps can allow 

you to keep track of where it is going. All computers in 

the company should have anti-virus and spyware software 

installed. Any employee attempting to access data from a 

mobile device should be equipped with firewall tools etc. 

You should have at least one basic protection program, but 

for companies that store sensitive electronic information, 

such as bank accounts and social security numbers, 

additional intrusion prevention is recommended [3]. For 

that purpose, we developed different models, techniques, 

and algorithms to secure our data. Multiple models, 

techniques, and algorithms have been made for data 

security. Every one has its pros and cons. We want a 

model that can maximize the security of our data [4].  

When we come to data security, we can say that “Data 

Security is a process of protecting data files, accounts and 

databases on communication by taking control, software 

and methods that identify and verify the importance of 

different datasets, their sensitivity[5], regulatory 

acquiescence requirements and then applying suitable 

protections methods to secure those resources. We have 

different areas to encounter e.g communication channels, 

different encryption/ decryption techniques, a security key 

method, and trusted third party software. Every area has 

its complexities [6]. We have to overcome all those 

complications to ensure data security. When one transfers 

his highly personal data such as bank account credentials, 

passwords, and military information, etc., he would never 
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want anyone to see his data. So, we have to work on all 

the areas to ensure data security [7]. 

Cryptography is a technique to secure data. The word 

cryptography comes from two Greek words, Krypto and 

graphein. Krypto means secret and graphein means 

writing [8]. So, cryptography means secret writing. It is a 

technique that converts the plain text into a meaningless 

ciphertext. This process of cryptography is called 

encryption. It can also convert meaningless cipher text 

back to plain text. This process is called decryption. So 

encryption and decryption are two methods that are 

performed in cryptography to ensure the security of the 

data [9]. When a person sends data to someone, the data is 

encrypted and on the receiving side, data is decrypted. 

Cipher consists of algorithms that are used for encryption 

and decryption tasks. In detailed, cipher works with two 

things, algorithm and a key for each instance. This key is 

very important. If the keys are not used then the encrypted 

text is easily breakable is less than useful form. Keys and 

algorithms collectively ensure that only the receiver could 

see the data [10]. This is how cryptography works. 

Different researchers are going on to improve the 

algorithms of encryption. However, it is very much 

difficult to find a very strong algorithm that can 

completely help us in encryption because we have to deal 

with multiple issues like time complexity, space 

complexity, accuracy, security, and features of that 

algorithm [11]. 

The theory of computation is the field of computer science 

that deals with theoretical problems. It says how to solve 

computation problems efficiently and effectively. It uses 

different algorithms and techniques to solve multiple 

problems.to compute something. TOA has different 

models, each model used for different purposes like 

language processing and compiler design. We use the 

CSG model that is come from the CFG concept to deal 

with language processing and text encryption [12].  

Computational Intelligence approaches like Neural 

Network [13], Swarm Intelligence & Evolutionary 

Computing like Genetic Algorithm, Differential 

Evolutionary [14, 15, 16] Island DE, Deep Extreme 

Learning Machine [17] are strong candidate solutions in 

the field of smart city [18, 19] Smart health wireless 

communication as well as Cryptography etc. 

Computational Approaches are hot research area which is 

also used in cryptography. Many other systems are also 

used for making a strong and powerful encryption system. 

2. Grammar 

A grammar is a technique that describes how to make 

strings from alphabets of languages that are valid or 

invalid according to the syntax of the language [20]. We 

can say that grammar is a method that defines the meaning 

of strings according to the rules of the given language. 

Every compiler and translator should know about syntax], 

so grammar is used to identify the meaning of alphabets, 

strings, and sentences of different languages regarding 

language syntax. Every grammar should be defined in its 

context. If the grammar defined in their context, then 

grammar called Context grammar and if the grammar does 

not define in their context, it is called Context-Free 

Grammar (CFG). According to the Chomsky 

classification, there are four types of grammars are as 

fellows 

 

• Recursively enumerable grammar–detectable 

using the Turing machine [21]. 

• Context-sensitive grammar–detectable using 

linear bounded automaton . 

• Context-free grammar-detectable using 

pushdown automaton . 

• Regular grammar detectable using finite state 

automaton 

 

We just use context-sensitive grammar to encrypt the data 

or data files. 

2.1 Context-Sensitive Grammar 

A context-sensitive grammar (CSG) is a formal grammar 

in which the left sides and right sides of any production 

rules may be enclosed by the context of the terminal and 

nonterminal symbols. Thus, the CSG is situated between 

context-free and unrestricted grammars in the Chomsky 

hierarchy [21, 22, 23, 24]. Many organization uses the 

one-way translation of cryptographic algorithms to 

provide security to their data and files against hackers, but 

still, it is very useful for the different organization. The 

one-way translation means that it converts the one value 

to another but not convert back to the original value. If we 

have a variable Y and find h(Y) then it is very hard to find 

Y back. In this paper, we proposed a method that uses 

CSG to encrypt as well as decrypt text or text files [25, 26, 

27]. 

A CSG is a set of iterative rewriting production rules used 

to generate patterns of a sentence as well as string/ words. 

A CSG consists of different symbols (Tuples), the 

different tuples are G = (N,  P, S), where 

 

• Terminal (TM): Terminal is a set of symbols that are 

coming from characters of alphabets of strings/words 

generated by the given grammar. 

• Non-terminal (NL): Non-terminal is a set of symbols 

that are coming from non-terminal as well as terminal. 

• Start Symbol (SL): The production is allowed if the 

start symbol exists and does not appear on the other 

(right) side of the production. 
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• Production rule (PL): productions are the rules that 

are used for rewriting and replacing terminal/non-

terminals with the other terminals/non-terminals. [28, 

29, 30] 

 

If a CSG generates any language then the language called 

context-sensitive language. Now, CSG is defined [31]. 

 

Lang (CSG’s) = {SET | (SET is an element of (TM)*) 

^ (SL) =>Graph+ SET) } 
Equation 1:  Context-Free Grammar 

Context-sensitive grammar is much powerful then the 

Regular Expression (R.E), Finite Automata (FA), Non-

deterministic Finite Automata (NFA), Context-Free 

Grammar (CFG) because Any language generated using 

CSG can be generated by R.E, F.A, NFA and CFG. 

Any language generated using R.E, F.A, NFA, and CFG 

not necessarily generated by CSG. 

So, that CSG is more powerful rather than the CFG and 

other mention techniques [32]. 

3. Related work 

In the world, there are multiple hacking techniques that 

hackers use to decrypt important data or thief important 

data from a different organization. They can use different 

methods to access different organizations as well as 

individual personal data for an unethical purpose. The 

simple and straight-forward method is trying to decrypt a 

message by using every possible key. Many times, it was 

rejected but one might accept. At that time you can 

decrypt required data [33]. 

After that, there is a new method, in which a secret key is 

used to protect data. Secret key use on both encryptions as 

well as decryption but many techniques is given in the 

world that use to decrypt the text, message, and file 

without knowing the secret key. Even a skilled 

cryptanalyst can decipher text or data without knowing the 

encryption algorithm technique and secret key [34]. 

Another method is the Advanced Encryption Standard 

(AES). It was used by the United States government to 

protect credentials. It is a new and progressive method that 

is used to save data from hackers and data snatchers. It is 

a symmetric-key block cipher that can repeatedly use a set 

of keys of 16 bytes, 24 bytes, and 32 bytes and encrypt, 

decrypt data in 16 bytes. It is a permutation and 

substitutions based method. Permutations mean that 

change the sequence of data and substitutions means that 

change that data unit with the other data unit.  It performs 

all operations using bytes. It takes data in bytes and 

encrypts using matrices of 4x4 of 16 bytes . It performs an 

encrypting method called Add-Round-Key (ARK). The 

ARK performs all operation byte by byte. The older 

version of AES is Data Standard Encryption (DES). The 

encryption process of AES consists of four sub-stages or 

sub-processes. The four processes are Sub-Bytes, Shift-

Rows, Mix-Colom, and Add-Round-Key. The sub-

processes are as fellows 

• Sub-Bytes: Sub-Bytes are also known as Bytes 

Substitutions. It can take 128 bits of data and convert 

it into 4x4 metrics  

• Shift-Rows: All rows are shifted. First is not shifted 

but second is shifted to the one position forward, third 

is two positions and fourth is three positions. After all. 

A new matrix found. 

• Mix- Columns: All columns are mixed using special 

mathematical functions or format but it does not 

perform in the last round. It takes 4 bytes as input and 

produces 4 bytes as an output. It replaces each byte 

result with the bytes column. 

• Add-Round-Key: The considered matrix of 16 bytes 

XORed to the 16 bytes of the round key. If the is the 

last round the text is encrypted or decrypted otherwise 

again perform similar round 

Some special operations like addition and multiplications, 

not a usual operation but the mathematical field operations. 

The above four operations are called inside a loop that 

executes Nth round times for the size of a given keyless 

one.  The given Rounds numbers for encryption are 10, 12, 

and 14 and depend on the key size of 128 bits, 192 bits, 

and 256 bits [36]. 

The new AES will be the real theorem for all forms of 

electronic information encryption is called DES. It is 

impossible to break AES encrypted data and impossible to 

decrypt encrypted text without using a brute force 

algorithm where we can use all possible combinations of 

256 bits. The AES data encryption length must be equal 

or less than 256 but the brute force technique provides the 

facility to break 256 bits data. So, in front of the brute 

force technique, the AES method well is failed. We are 

going to a proposed new method that encrypts data and 

can’t be break using a brute force algorithm. 

3.1 Encryption of AES 

The encryption process of data using the AES method is 

consisting of different stages. In this method, we take 

plain text or data that we want to convert into the 

ciphertext. After taking data, we convert into to 16 bytes 

and then make different metrics of the data after that shift 

all the rows of given metrics using a specific method after 

that mix all columns of these metrics. Repeat rounds for 

more data otherwise resulted from data are encrypted. All 

the encryption process is given below  
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Fig. 1  AES Sub Processes for Encryption 

3.2 Decryption of AES 

The Decryption process of the AES method is opposite to 

the encryption. It is also consisting of different phases the 

same as encryption but these phases are opposite then the 

encryption. In the process, we take encrypted data and 

Add-Round-Key on it. After that, we will mix columns. 

After missing columns, we will shift matrix rows in the 

same format as were shifted at the time of encryption. We 

use the same format for rows shifting that we use at the 

time of encryption. After this, take the given matrix and 

convert it into 16 bytes or 128 bits. So, this is the actual 

data that we want for further use. The decryption method 

is given below 

 

 

Fig. 2  AES Sub Processes for Decryption  

4. Proposed Method 

The method that we are going to introduced named 

cryptosystem use generator to “Generate Random 

Numbers”. It is a very difficult method that encrypts as 

well as decrypt data. In this method, we use a security key 

and order of key that we use for plain text encryption. Our 

method overhead the fixed key method from the user and 

make more perfect decryption. In our system, we use a 

single key for both encryption and decryption. The 

efficiency of our system is defined by the closing key 

method and encoding text method. 

The Context-Sensitive Grammar (CSG) defined the 

property to generate and verify the different strings form 

grammar. It is very difficult to find that given strings 

generated by the specific grammar but using CSG are very 

easy to identify. The goal of our paper is to provide a CSG 

based encryption system that is used for encryption as well 

as decryption that protect our data from virus and security 

attacks. 

In the proposed system, we use a security key for 

encryption and decryption. By using this key, we convert 

our text into encrypted data and decrypt it on the other 

receiver side using a key. The key generation algorithm 

showed in figure 3. The encryption process as in figure 4. 
 

 

Fig. 3  Key Generation Algorithm 
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Fig. 3  Encryption Algorithm 

In the above algorithm, we just take plain text files that we 

want to encrypt and a key that is generated by the system. 

The key generated by the user using a key generator by 

providing text. When the key is generated then the 

encryption process will be started.  

The Security Key consists of four parts. The first is user-

entered text, second is shifting bits, third is the length of 

user-entered text for further use and the fourth is matrix 

columns format. 

 Take a text file that we want to encrypt.  

 Add all shifting bits into the text, after shifting 

bits, find the ASCII of the resulted text. 

 Delete a specific value from ASCII code then 

again convert it into the text.  

 Count the number of text characters and create a 

matrix of 4x4.  

 Apply the matrix columns format that was given 

in a key. Shifting columns according to the 

format. After this, convert these matrices into a 

string. 

 Find the reverse CSG of the string.  

 Eliminate all the non-terminals 

 Take a binary of resulted string.in eight-length 

The encryption process of the file consisting of multiple 

phases. The first phase is the KEY GENERATION are as 

fellows 

4.1 Key Generation 

The key generation process is as (Figure 5) 

Text file: This is a text to be encrypted 

User input text: cipher. 

Generated security key: cipher0030063124. 

Generated Key consisting of four parts as shown in the 

diagram. 

 

 

Fig. 4  Key Parts 

Cipher is user-entered text, 003 is a stuff bit that indicated 

after how many characters bits stuffed, 006 is the length 

of total bits and 3124 is auto-generated matrix format that 

can be changed during every key generation. 

4.2 Stuffing bits 

The next phase is to convert all letters into lower cases and 

stuff bits after the specific length of characters. After 

converting and stuffing bits, the text file is 

 

ℎ𝑖𝑠 𝑖𝑖𝑠 𝑎𝑝 𝑡𝑒ℎ𝑥𝑡 𝑒𝑡𝑜 𝑟𝑏𝑒 𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 

Equation 2: Text after stuffing bits  

4.3 Reassigning ASCII Values 

After stuffing bits, find the ASCII value of every bit and 

subtract specific decimal value (65) from the values of the 

bits and again convert back into ASCII values. After 

reassigning, it generates the following string and spaces 

show in a specific letter ⇒ 

 

3’(“2 = ((2 =⇒/= 3$’73 = $3.= 1! $ = $ − “|8/3$# 

Equation 3: Text after reassigning ASCII 
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4.4 Build the 4x4 Matrices 

The next phase is to build 4x4 matrixes. For building 4x4 

matrices, first, count the number characters of a file after 

that take the mod of length of characters with 16 because 

the total number of characters in one matrix is 16 to find 

the number of metrics. 

 

Let 

𝑐𝑜𝑢𝑛𝑡 =  36  

√36
16

 

36 − (2 ∗ 16) = 4 

Now the matrixes are 

 

𝑀𝑎𝑡𝑟𝑖𝑥 𝐹𝑜𝑟𝑚𝑎𝑡 = (3 1 2 4  )  

[
 
 
 
 
3 ′ ( "
2 = ( (
2 = ⇒ /

= 3 $ ′ ]
 
 
 
 

 

[

7 3 = $
3 . = 1
! $ = $
− " 1 8

]  [

/ 3 $ #
< < < <
< < < <
< < < <

] 

By using Matrix format to convert all columns into rows 

after that the resulted matrix again columns converted into 

rows, now the result is 

 

[
 
 
 
= ( 2 (
= ⇒ 2 =

. ( 3 "

3 $ = ' ]
 
 
 

  

[

. = 3 1
$ = ! $
3 = 7 $
" 1 − 8

]  [

< < < <
< < < <
3 $ / #
< < < <

] 

After converting all matrices data into string data. The 

actual data is given below 

 

=(2(=⇒2/’(3”3$=’.=31$=!$3=7$”18≪≪≪≪3$/#≪

≪ 

Equation 4: String data 

4.5 Take Reverse CSG 

In this step, we will take the reverse Context Sensitive 

Grammar of string is given below 

 

= (𝟐(= ⇒𝟐/ 

A1 → / = A2 2 ( 

= A2 → = ⇒ 2 A3 

2 A3 → 2 = ( 

â€™ ( 𝟑 â€  𝟑 $ =  â€™ 

A4 → ‘ ‘ A5 = ( 

'A5 → ‘ $ 3 A6 

3 A6 → 3 3 “ 

. = 𝟑𝟏$ = ! $ 

A7 → $ . A8! = 

. A8 → . = 3 A9 

3 A9 → 3 $ 1 

𝟑 = 𝟕$â€ 𝟏 − 𝟖 

A10 → 8 3 A11 - = 

3A11 → 3 1 7 A12 

7 A12 → 7 “ $ 

<<<<<<<< 

A13 → < < A14 << 

< A14 → A15 <<< 

< A15 → <<< 

𝟑$/# <<<< 

A16 → < 3 A17 < $ 

3 A17 →  3 < /A18 

/ A18 → / < # 

 

We have all the rules in CSG are in the form of 

a1Aa2a1Ba2. 

After eliminating a1 a2 and non-terminals we get the 

string 

 

/=2 (⇒ 2=(''=( $ 3 3" $ .!= =3 $/83-=17"$< < < < < 

< < < < 3 < $ < / <# 

Equation 5:  String after Elimination  

4.6 Take Reverse CSG 

Consider every symbol is ASCII character and convert 

into binary 

 

00101111 00111101 00110010 00100000 00110010 

00111101 00101000 00100111 00100111 00111101 

00100000 00100100 00110011 00110011 00100010 

00100100 00101110 00100001 00111101 00111101 

00110011 00100100 00101111 00111000 00110011 

00101101 00111101 00110001 00110111 00100010 

00100100 00111100 00111100 00111100 00111100 

00111100 00111100 00111100 00111100 00111100 

00110011 00111100 00110011 00100100 00111100    

00101111    00111100   00100011 

4.7 Take Md5 

The last step is to take md5 value of the resulted string 
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The md5 of given binary code is 

 

caf138d3267de6d7d161be1cdacf14d4 

Equation 5: Cipher Text 

This is our ciphertext. 

Note: Take the reverse process for the decryption process. 

It is the same as the encryption but the opposite 

 

 

Fig. 5  Decryption Algorithm 

5. Design 

The grammatical representation of our system for both 

encryption and decryption are as fellows 

5.1 Encryption Process Design 

The complete encryption process represented 

 

 

Fig. 7  Encryption Design 

5.2 Decryption Design Process 

The complete decryption process represented below 
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Fig. 6  Decryption Design 

6. Security Attacks and Defence 

There are multiple attacks in the world that hackers use to 

decrypt data. The most powerful techniques that are used 

by hackers are Brute Force, Known text, and Crypt 

Analysis technique . 

6.1 Brute Force Technique 

The Brute force is a simple technique that we use for 

decrypting data. Our system (In theory) has the power to 

defend against this attack because we are using CSG. It is 

very difficult to generate a string using CSG and go back 

using this grammar . 

6.2 Known Plaintext Attack 

The basic purpose of know plaintext is to find the secret 

key or find the technique that is used in an algorithm for 

encryption. So, that in the proposed method we are using 

a random key generator that can generate random key at 

every input. So it is very difficult to find the secret key as 

well as the key generation process [37]. 

6.3 The Crypt Analysis Technique 

The cipher analysis technique is a method that has two 

final goals. The first goal is to use encrypted text to find 

the plain text or actual text and the other goal is to use 

cipher or encrypted text or plain text to find the security 

key. Both are the most common attacks used by hackers. 

We use the random key so it is impossible to get back 

security key and reverse CSG is a very difficult process so 

it is hard to find the actual text [38]. 

7. Conclusion 

The most perfect and advanced encryption and decryption 

method proposed in this paper. In this paper, no extra layer 

required for encryption and decryption. Context-sensitive 

grammar is used in this system for data security. There is 

a lot of features of CSG, CSG is very easy to understand, 

easy to implement, and no extra work. We use CSG for 

data security. Before this, no system uses grammar for 

data safety, grammar use for design different 

programming languages. It is very easy to generate as well 

as validate data or string but the only disadvantage it is 

very hard to identify given grammar by the string is 

generated. Our system does not rely on any other system 

except md5. It is a very powerful system that is used for 

the safety of the data files. 
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