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Abstract 
Since its inception, Blockchain has drawn lots of attention to the 

next generation of decentralized economies due to its structure that 

suits the digital transformation era. It has successfully changed 

many financial transaction systems in different organizations and 

has the potential to innovate current business models across 

different industries. One of blockchain important building blocks 

is the activity of applying transparency and security with 

cryptography and authentication of distributed peers. In this work, 

an overview of current blockchain protocols is demonstrated along 

with how it can potentially tackle current security and transparency 

concerns in cloud storage services. Further, a novel TSS Model of 

applying blockchain to cloud services to address transparency and 

secure access issues is presented and suggest future directions to 

advance research efforts into this field. 
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1. Introduction  

Global financial industry expects that blockchain security 

solutions could grow to 20 billion dollars by the year of 2020. 

The blockchain is one of the recent emerging technologies 

that benefits the cybersecurity industry [1, 7]. This 

technology has successfully replaced many economic 

transaction systems in different countries and has the 

potential to innovate diverse business models in different 

industries. It enables trustless and secure distributed 

framework to facilitate exchanging, sharing, and the 

incorporation of information across all users and third party 

participants. However, it is also substantial for decision 

makers to rigorously review its suitability in their industry 

and business applications [2-4]. Blockchain utilizes 

decentralized ledger technology (DLT) as new and 

innovative data structure. It is a series of blocks in a chain 

where each corresponding block point to the prior one in a 

chronological order i.e. via the latter’s nonce signature. 

Once the transactions or events are verified via consensus 

mechanism, then the information is committed into the 

Blockchain. Now it will be impossible to tamper with the 

committed block as copy of the details are shared across all 

participating network nodes i.e. a shared copy the DLT 

registry. Since copies of the same ledger are distributed, 

users and network participants will be aware of the 

transactions taking place and/or any unauthorized attempts. 

To simplify the notion, consider the analogy of a “book” 

where each page refers to its previous page by a page number. 

Pages in a textbook counterpart with blocks in blockchain 

network, and an entry in a page refers to committed event or 

transaction. As a result, threats and unauthorized access are 

easily detected if a page or a block has been tampered with 

or altered [8]. 

Since blockchain is a new emerging technology in financial 

industry, some users are very concerned about its security. 

While security vulnerabilities have been recently reported, 

some are unforeseen. Loi et al. reported that 8,833 out of 

19,366 smart contracts run on Ethereum blockchain are 

somewhat vulnerable [12]. Such security vulnerabilities may 

not only lead to potential financial losses but also to 

blockchain migration issues. Further in June 2016, criminals 

were able to compromised the smart contract of 

decentralized Autonomous Organizations (DAO) [18] by 

exploiting a recursive calling vulnerability, resulting in 

roughly USD ~60 million fraud. Also back in March 2014, 

hackers took advantage of transaction mutability in Bitcoin 

network to attack MtGox currency exchange, which led to 

the collapse of MtGox, and a loss of USD 450 million dollars 

in Bitcoin currency [19].  

Cloud computing technology as well has attracted many IT 

organizations due to flexibility, availability, and efficiency. 

However, many of which are reluctant to offloading their 

data to the cloud due to security and privacy issues; in 

particular, issues related to confidentiality, integrity, secure 

storage, and strong access controls [9]. 

The main contributions of this paper are as follows:  

1. A systematic investigation of blockchain 

technology and survey the trends on security risks 

to blockchain systems and cloud computing 

services are conducted to the best of authors 

knowledge.   

2. Practical achievements for enhancing the security 

and transparency of cloud storage is performed by 

proposing a new TSS model and suggests a few 

future directions in this area.  

 

The rest of the paper is organized as follows: Section 2 

depicts the prior works found in the field of cybersecurity, 
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cloud computing, and blockchain. Section 3 highlights the 

notion of blockchain technologies along with its key features. 

Section 4 points the research methods and motivations. 

Section 5 explains the proposed system with the transparent 

and secure (TSS) Framework and its architecture. Finally, 

section 6 concludes the study of this paper.  

 

2. Existing Research 

Several methods of cybersecurity have been used in website 

security [13] [14], application security [15] and blockchain 

security [16]. Zikratov et al. [17] present hashing based 

method for checking the integrity of verification in the cloud. 

Their proposal flows the blockchain structure in terms of 

block creation.  

Zyskind et al. [19] propose a blockchain based system to 

improve application data protection, which separates data 

from permissions, records permission settings and data 

access in blockchain, enabling full control of data access 

permissions and transparent access procedures.  

Tschorsch et al. [7] present a security-analyzing tool to 

monitor smart contracts that is scalable, and able to prove 

contract behaviors with respect to a given property.  

Azaria et al. [20] propose a medical data management model 

using blockchain and smart contracts. Their model logs data 

permissions and operations in the distributed ledger, and is 

executed by smart contracts to implement data 

authentication, cryptography, checking, and exchanging of 

patient records.  

Buldas et al. [21] highlight a blockchain based keyless 

signature framework, which allows recording the root hash 

value in the chain and performs multi-file signature. Their 

work increases the overhead of falsifying signature files, 

ensuring the integrity of the file.  

Karaarslan et al. [22] suggest a distributed domain name 

resolution system (DNS) based on blockchain. Its goal is to 

effectively counterfeit the distributed denial of service 

(DDoS) attacks by layering the domain name resolution 

logic and the underlying consensus mechanism. 

Recently, blockchain technology has made significant 

contributions to cybersecurity due to its immutability, 

traceability, decentralization, and transparency [10-17]. In 

addition, many ongoing studies to improve security 

leveraging the characteristics of blockchain are work in 

progress. The work of this paper addresses the transparency 

and security of cloud storage in a new approach that hasn’t 

been address in current research.  

3. Background Concepts on Blockchain 

Technology 

A blockchain is a distributed digital registry of transactions 

that is managed by different participants i.e. peer-to-peer 

network [23, 24].

 

Fig. 1  Blockchain Structure 
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The terminology originates from its data structure, where, 

the individual records of transactions are registered as blocks. 

Each block is connected with the previous block and will be 

linked as well with the next block once it becomes part of 

the chain i.e. when verified, see Figure 1.  Every block plays 

a key role to record, validate, and share transactions in a 

distributed fashion among other blocks [25]. Thus, data in 

these blocks are record of transactions and the exact same 

records are shared across all participating network nodes. 

The synced  and decentralized ledger is a core component, 

hence, any involved transactions cannot be altered without 

the alteration of all concurrent blocks.  

The key characteristics and features of Blockchain 

technologies, includes:  

1. Immutability: It means one-way writing to the 

ledger, hence no participant be able to tamper or 

alter a block or committed transaction. 

2. Irreversibility: It implements one-way writing to 

the block e.g. it prevents double spending attack. 

3. Distribution of Records: It means that a copy of the 

ledger is present with all its members.  

4. Provenance: the proof of ownership of a registered 

asset. 

5. No Centralized Authority or third party: It is a peer-

to-peer network. 

6. Finality: single yet distributed ledger of records, 

which indicates one-place to check and trace 

transactions.  

7. Consensus: in order for transaction to be valid as 

new entry, all participants/validators must agree on 

transaction validity. 

8. Resiliency: It is not prone to any sort of major 

attacks. 

4. Research Methodology and Motivation 

In this paper, the design science research (DSR) 

methodology for crafting innovative information systems is 

employed. This methodology employs a specific set of 

concepts and principles to develop IT solutions [26]. The 

main DSR elements are summarized in Table 1. It begins 

with identifying the problem and setting the objectives. This 

is followed by designing, developing, and demonstrating the 

solution, which is presented in Sections 5 and 6. 
 

Table 1: Design Science Research (DSR) Components. 
 Guideline Description 

1 Design 
The TSS model is suitable for encouraging the transparency and security of cloud storage 

services. 

2 Problem Relevance 

It is relatively costly and difficult to ensure secure cloud storage which hinders many 
organizations from migrating their data and systems to the cloud services. It is also 
challenging many organizations to engage 3rd party experts in the monitoring and 

trusting cloud storage service providers. thus the need for efficient, transparent, and 
trustless model is critical, hence the TSS. The objective is to develop automated and 

distributed ledger of records solution that can be adopted as the next generation of secure 
automation of cloud storage access. 

3 Design Evaluation The TSS ecosystem is evaluated using an environment, which reflects real world 
situations as a suggested pilot. 

4 Contributions to 
Research 

The TSS model provides clear and significant contributions in the area of distributed 
ledger based cybersecurity of cloud services 

5 Research Rigor The proposed solution relies on rigorous blockchain technology and information security 
methods. 

6 Design as a Search 
Process 

The search for an effective transparent and secure cloud storage solution requires 
examining all available approaches to reach a solution. 

7 Research Communication 
The insights gained are disseminated to the blockchain technology and cloud 

cybersecurity communities. 
 

 

This paper presents a TSS model that examines the cloud 

storage access and vulnerabilities discovered through 

verified proof of consensus among engaged participants. 

The selection of engaged participants requires an 

understanding of multiple factors and criteria to reach an 

agreement which then are lock in a digital and automated 

contract. Further, the model considers the selection of 

validators and referees using community voting to elect the 

most suitable subject matter experts in the field of 

cybersecurity and threat intelligence.   

The motivation for this work is to address the current cloud 

storage security issues in a transparent and efficient 

approach. The model utilizes the structure of distributed 

ledger in blockchain architecture to allow trusted 

verification and authorization of cloud storage contracts. 

This method of distributed and automated and secure 

contracts based improves the status quo in cloud security 

mechanisms and enables many organizations to rethink their 

strategies in migrating to cloud storage services. 

5. Transparent and Secure Storage (TSS) 

Model 

In this section, architecture of the transparent and secure 

(TSS) blockchain-powered model is presented. The goal is 

to provide trustless, cost efficient, and secure cloud storage 

mechanism. The TSS architecture includes participants 
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(cloud users, cloud service providers, validators), consensus 

algorithm, smart contract, cryptographic functions and 

digital signature.  The main TSS components are shown in 

Figure 2 and described below. 

 

Figure 2. The Transparent and Secure Storage (TSS) Architecture 

5.1. Blockchain Fabric (BF) 

The BF function is to automate the transactions across the 

blockchain and cloud storage from and to the validated 

participants. It also facilitates the requests from different 

users to and from the cloud operational model i.e. 

blockchain-as-a-service. The BF role is to abstract the 

underlying physical and logical architecture in order to 

enable the aforementioned blockchain-as-a-service which is 

a platform-as-a-service (PaaS) deployment model, to 

interact with the cloud services. The BF operates in an 

automation layer of TSS model to enable transparent and 

scalable services in a distributed network of storage i.e. 

cloud storage. 

5.2. Distributed Ledger (DL) 

The DL role in TSS is to keep an immutable log of 

transactions. It is designed to have one-way cryptographic 

writing to the records. Therefore, these records are 

immutable and cannot be reversible nor repudiable. 

Moreover, DL records and transactions are committed only 

once the consensus among blockchain “validators” is 

confirmed, hence DL transactions driven by CA component. 

The governance and transparency are addressed by having 

distributed copies of DL records across all blockchain nodes. 

Further, with the DL the cloud data access is mutualized. 

Thus and in the case of highly sensitive data, it is important 

to implement a permissioned DL in order to ensure stronger 

security mechanism. The DL implementation resolves 

storage trust issues associated with a centralized approach 

of managing cloud storage services.  

5.3. Encryption Protocol (EP) 

Cryptography is an integral part of the blockchain 

technology. The EP in TSS adapts hash functions and 

asymmetric cryptography to ensure data protection is 

maintain whenever data at rest, transit, or in processing. 

Current business practice underutilizes encryption in that 

mostly used during the log-in procedures and once logged-

in there is almost little security implemented on data access 

[27]. The EP promises secure transactions to access and 

update data in the ledger but coupling the EP with 
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automated execution (5.4) results in not only a better 

security measures to cloud storage access but also efficient 

and greater benefits to reducing cost and time.  

5.4. Smart Contract (SC) 

The automated execution of transactions i.e. SC, is used in 

TSS which contains logic and algorithms that govern the 

cloud access among participants by executing code and 

triggering certain events. These are recorded in the DL for 

transparent tracking of access and edits events in cloud 

storage. The SC contains the following sections: 

 Logic: verifiable rules and conditions among the 

participants e.g. details of access control such as 

date, time and location. These rules are agreed 

upon cloud service providers and prospective 

participants of TSS.  

 Involved Parties: blockchain and contract 

participants (people, organizations, Internet of 

things (IoT), etc.) agreeing on certain terms and 

conditions to cloud storage. The execution of the 

contract authenticated using digital signature and 

asymmetric keys. The contract only becomes 

locked and active once both parties sign the 

contract and become legally binding. 

 Schema: these are variables and changing values 

linked with certain conditions. The Schema 

contains data elements needed for the fulfillment 

of the SC obligations. 

 External Sources: these are inputs from different 

systems required to facilitate the execution of the 

contract e.g., via application programming 

interface (API) a biometric scan stored in national 

database is linked to verify and, if successful, 

allows automated access to cloud storage via TSS 

ecosystem. The EP with SC collaborate to establish 

a cryptographic proof of authenticity among 

external resources.  

5.5. Consensus Algorithm (CA) 

Consensus piece is one of the critical components of TSS 

model aims at providing agreement on the state of data and 

regulated transaction on a peer-to-peer basis. The CA helps 

monitoring the state of data from unauthorized access and 

prevents malicious blockchain nodes from changing the 

data in a distributed environment. The consensus model can 

be a proof-of-work (PoW), proof-of-stake (PoS), proof-of-

authority (PoA) or even a voting based on permissioned and 

selected blockchain participants and validators.  

Due to decentralization of TSS architecture, the validators 

agree on exchanging the information and its validity without 

the use of intermediary or trusted third party to ensure 

secure storage, data accountability and management. This is 

accomplished via the use of a CA. TSS may utilize this 

algorithm to ensure greater security, accuracy and, if 

applicable i.e. permission-less or public blockchain, reward 

to those validators is expected.  

5.6. TSS Client Onboarding and Request Validation 

Process 

In this piece the cloud storage participants i.e. users of cloud 

storage and validators, are registered via a structured 

process.  This process is called “client onboarding” where 

users go through a set of required information in order to 

define the ongoing relationship among users, cloud storage 

service providers, and validators. Participants are granted a 

digital identity and then need to lock their agreement into 

the smart contract.  

The validator verifies the ownership of registered users 

using a copy of this agreement and ensures all necessary 

security and identification requirements are in place and 

maintained by cloud storage providers. The decision for 

acceptance or rejections of user requesting access is based 

on the parameters set in the smart contract and the 

consensus algorithm. Once the validators consensus is 

confirmed then transaction becomes a valid blockchain 

ledger record. Then the updated DL records are propagated 

to ensure the exact copy distribution throughout the chain 

of TSS, see Figure 3. 
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Fig. 3  Validation and Onboarding Process 

6. Concluding Remarks 

The current blockchain implementation has shown an 

effective solution to secure transactions and clients’ data. 

The use of cryptographic keys and hash function in a 

decentralized data indicates promising improvements in 

regards to security and transparency of cloud services [28-

31]. One of main issues than hinder organizations from 

adopting the cloud services is economies is the 

cybersecurity industry with its ongoing and challenging 

issues to overcome zero-day threats and cyber-attacks. The 

consensus and decentralization aspects of the blockchain 

allow effective cybersecurity application to counter or 

minimize such issues. The proposal provided in this paper, 

a novel TSS model enables transparent and efficient 

cybersecurity implementation for accessing and monitoring 

cloud storage. After providing a general methodology on 

the appropriate implementation of TSS model to counter 

unauthorized cloud storage access, some of the most 

relevant and recent work were examined. The TSS 

architecture is highlighted were trusted participants are 

governed via automation of digital contracts where 

information and distributed records are shared among the 

authorized participants. Because of TSS nature was built on 

decentralized ledger and consensus algorithm, there was no 

need to engage centralized third party for the purpose of 

auditing and monitoring. TSS model offers many 

opportunities for better transparency and security of 

distributed cloud storage services. Participants, such as 

clients and validators, around the world can take part in the 

mission of storage security and reward mechanism of the 

TSS. Author believes that the presented model will not only 

increase the authenticity, transparency, access automation, 

but creates a disruptive dimension of how cloud storage 

security are managed, monitored, and indeed rewards those 

talents in the TSS model.  
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