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Abstract

This paper explores methods through which secret information is
encrypted then and hided so as to increase the level of security in
medical health data from being hacked[19]. This is done through
combining two method Elliptic curve cryptography and image
steganography. On first stage, text would be encrypted through
using ECC. On second stage, steganography would be used so as
to conceal the text inside an image [2, 24]. Selecting ECC, which
is an algebraic structure of elliptic curves over finite fields, is
considered as being a desired choice for being public key [12]
[16]. Furthermore, it can be used in many type of media they use
it in medical record system and in field such as CT scan, and
MRI scan [1]. Selecting Image Steganography, which is a
technique that helps many organizations, institutions to hide the
encrypted information, obscures privacy information from a
person which is not authorized to get the access of that of it. The
technique can be used by any person, group of persons or
organization to hide and protect their important business
information or nation’s secrets, or laboratory secrets or the
important defines information.
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1. Introduction

In the fast moving and high technology world of today,
protection, security and hiding of private and secret
information have become an important part of everyone’s
life [3]. In this paper an attempt is made to combine the
technique of image steganography with the curve
cryptography to hide and protect the secret message. This
attempt can ensure more realistic, reliable and high
standard safety, security and privacy to the secret messages
and the codes [11]. For the aim of encryption data, ECC is
used as an effective alternative for traditional crypto
systems such as AES, DES, and RSA. Using of ECC is
done because of its pros as it needs less computational
power, low level of memory and modest network
connectivity, and low ability in communication

bandwidth [17]. In this study, the elliptic curve over
characteristic 2 (binary finite field), GF (2m) will be
examined in relation to encryption of information so as to
strengthen the security of medical data [12, 14, 16].

Nonetheless, encryption the information might not be
sufficient to protect and secure the data transferred
between two recipients. This is due to the parallel
development in the ways of encryption and decryption the
data [16]. As such, no matter the level of development in
the ways of encryption, the decryption science would
develop at the same level.

Therefore, it might be a logical step trying to hide the
encrypted information so no person can detect the
encrypted information as indicated in a number of studies
[13] [18] [5]. Based on this analysis, the implementation of
image steganography, which is adopted for hiding the data,
should be done in tandem with ECC [9]. Likewise,
developing secure and robust steganography way that is
immune against detectability needs integrating the two
processes of encrypting and hiding the data. As a result,
both methods of cryptography (ECC) and steganography
should be recognized.

Therefore, there is a requirement to investigate in one
process the methods in which the data should be encrypted
and hided. The outline of this study would be as follows:
section 2 highlights the main differences between
encryption method of ECC and hiding method of image
steganography. section 3 would examine theoretical
background. This includes exploring ECC in subsection
3.1. followed by a detailed examination of steganography
in subsection 3.2. Then, section 4 provides a detailed
description the idea, procedure, algorithm and
implementation tests.  Section 5 suggests potential
improvements to the literature based on the findings of this
study. Finally, section 6 summarizes of the whole research.

2. Differences between Steganography and
Cryptography

Table 1: Steganography and Cryptography

Basis Steganography Cryptography
Basic Itis a form of cover Itis aform of
writing secret writing
A To hide the presence of To protect and
Objective an inforr]mation secure the ﬂata
Steganography is not easy | Cryptography is
%%%/u?grq to use and is not much easy to use and is

popular much popular
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The main message is not | The main message

Alternations altered is altered

Can be stored to hide
information of all types
such as text, images,
videos, audios, etc

Only text messages

Feasibility can be protected

3. Theoretical Background

This section explores the two methods of ECC and image
steganography followed in this research.

3.1 Elliptic Curve Cryptography

Elliptic curve cryptography is a technique to protect the
secret data through the use of keys. ECC is based on the
theory of Elliptic curve [14]. The Elliptic curve theory is
used to make smaller and faster effective keys of
cryptography [16]. It provides better security and
protection the secret protected data. Elliptic curve
cryptography uses the elliptic curves to design the elliptic
keys [8]. Elliptic curve can be defined by equation:

Y2=X3+AX+B 1)

This coded and equated data is encrypted by only using the
private key which private key holder possesses.

»
>

l Web socket channel

- RSA encrypted message fi backend to front “li
encrypted message from backend to front Client

- RSA encrypted message from frontend to backend| Java

1
2
3-  Sending RSA encrypted key from server to client Script
4

- AES encrypted message from server

Fig. 1 Public key and Private key generated

Fig. 1. Shows the example of how public and private keys
are generated for the client and the server. Based on ideas
of [25], it is how the encrypted client-server
communication takes place in the technique of

cryptography.
3.2 Steganography

Steganography is the technique in which the secret
information or the secret data is hided in such a way that
its presence cannot be detected. This is the reason why
steganography is known as covered writing [2]. The
purpose of steganography is not just to protect the
protection but also to hide it in such a way that no one can
recognize or find out the presence of the hidden secret
information. The main aim of this technique or technology

is to hide the presence of any of the hidden information [6].

The person who is not authorized to get the access of the
information should not even know that if any hidden
information is present or not [10]. Message, carrier and the
password are the three main components of the
steganography. The message is the secret text, image or the
video or the audio that had to be protected through the
technique of steganography[21]. The carrier is the path or
the medium through which the secret and the covered
message is transferred. The password is the stego-key
through which the secret data is protected and can be
disclosed.

Model of steganography as shown in Fig. 2.

Extracting code

Message

Fig. 2 Model of Steganography

3.2.1 Steganography is Categorized into Three types:

(i) Text: this is the most commonly used type of
steganography technique [13].

(ii) Audio/video: This type of steganography is the
most difficult and complex type of steganography
[22]. Under this secret message is hidden in an
audio or the visual files. The audio/video
steganography too has its various types such as
Least Significant Bit coding, Parity coding, etc.
[18].

(iii) Image: The most widely used method of
Steganography is the images as the cover page.
Images are formed by collection of various pixels
that contains the different light intensives [21].
Most widely the images of eight bit and twenty
four bit pixels are used. The image steganography
too has its various types such as least significant
bit insertion, encrypt and scatter, masking and
filtering, etc.[7, 18].

Among the three types of steganography the most common
and popular steganography used it the Image
steganography [8]. Under the image steganography the
important and the secret information is hided under the
images so that the presence of the original information and
data and be hidden. If someone got to know about the
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carrier, cover or the medium, the technique of
steganography gets failed there only [6]. The image
steganography is future divided into spatial domain image

steganography and frequency domain image steganography.

Steganography in which the data is directly embedded and
hidden into images is called spatial domain image
steganography [9]. It uses the technique of Least
Significant Bit. This method is much easy than the other
method of steganography [18]. Technique in which the
frequency of the image is changed and then data is
embedded in it is called frequency domain steganography
[1]. Frequency domain steganography is much safer than
the spatial steganography. This technique is used to
overcome the loss of image in case of the image
compression or image cropping. For this, three techniques
are used namely Fat Fourier Transfer, Discrete Cosine
transfer and Discrete wavelet transform technique [9].

4. Detailed description of the studied work:
Combining elliptic curve cryptography with
Image steganography

4.1 The Idea: The process of Encryption through
ECC and Hiding through Steganography

Encrypting and Hiding Data Process Fig. 3. this process
starts through selecting sensitive then ECC encryption will
be applied so as to convert encrypt text to binary. On a
similar vein, image cover input will be converting into
binary. Then, stego embedding would take place followed
by stego cover.

Sensitive text to
be hidden

¥

Image cover ECC Encryption /
input

v ¥

/ Convert frame to / / Convert encrypt
bina_rv text to binar
StegoEmbedding

Stego Cover

Fig. 3 Encrypting and hiding data

After that Retrieving Data Process Fig. 4.will take place
through extracting cypher text and then ECC. decryption
should take place in order to get the original sensitive text.

Stego Cover

Cipher text

ECC Decryption

v

Original sensitive
text

Fig. 4 Retrieving Data Process

4.2 Procedure

Given below are the steps about how the technique of
image steganography has been combined with the
technique of ECC to form a robust and a much safer
technique of protecting the secret and private data. In
details, these steps are as follows: (i)To start and develop a
powerful technique to protect, secure and hide the secret
data and information, we require secret information. Let us
take there the secret data or message as the English word
“Hello”, (ii) In the next step the technique of image
steganography will be used to provide the cover to our
secret message. Cover is an image that helps to hide the
secret data. Here to protect out secret data “Hello ”, the
cover used is the “ex.ipg”, (iii) In the next step to
undertake the secrecy and protection steps the secret
message is converted into the binary, (iv) Under the next
step the key pairs are generated. G=here say, V Aand V B,
(v) The two senders here are sender A and the sender
B ,(vi) Sender A encrypt the message using ECC or
Elliptical Curve Cryptography technique and use key V A,
(vii)Using embedding technique of Least Significant Bit
into the cover, (viii) Image by stego gets created, (iX)
Novel technique of key distribution is used here, and (x)
For implementing this IntelliJ IDEA environment are used.
This method ensures the proper protection of data and
information by using the techniques of elliptical curve
cryptography and steganography [10, 17].
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4.3 Implementation

This security system propose high level security for
sensitive medical records has been designed and
implemented in Java using IntelliJ IDEA to perform this
system.

Java was chosen because Java language is a high-level
programming language. It works on all the most important
operating systems, such as Windows, Linux, and Mac. It is
considered one of the most popular and powerful
programming languages ever. It has an integrated platform,
it is also an oriented objective language has a long and rich
history and provides many built-in libraries in various
fields as we use ECIES from BouncyCastle library for
implementing our ECC and keys generation and
distributing which is very strong library[2]. In addition to
its simple and security language. As for IntelliJ IDEA was
chosen because Integrated development environment and it
was developed by JetBrainsso company. it provides
comprehensive facilities for programmers and helps them
in developing software. Therefore, it consists of a text
editing tool for writing source code for programs,
interpreter, automating program building tools, as it
usually contains a program to search for errors and
problems or the so-called debugger. The objective of this
implementation is to examine this two layers security
system as well as test various conditions to enhance this
important field of academic research .

The proposed system starts with the interface can be
observed in Fig. 5. giving the user two choices enter data
or extract the data.

w1 = || [=] | &3

ImageStego ImageStegoExtract

Fig. 5 Interface of proposed system

If the user chose entering data which is here (Image stego)
will get new window. This interface as observed in Fig. 6.

L| = |3 | &3

Text to embed: | With world business headquarters
Predominantly in the financial hubs of
the UK and USA, English has long been Encrypt
the default language of trade as you can

" e

cand B tho hictan. of 4

Foalich lnnanan

Information about the text:

Number of chara.. | 600 Number of bina.. | 4800

Load image

C:\Users\hp\Pictures\image for test\CT-2_stego,jpg

Information about the image:

Image height: 654
Image width: 512
Bits per pixel: 24

Embed data

Fig. 6 Interface to entering sensitive data

The system testing used the stego cover as an image cover
of 654x512 pixels as the size of the image. And use the
fixed secret text data message Text with almost 600
characters and 101 words. Accordingly, when user entering
the sensitive text information. In this layer, which is the
first layer. The text is encrypted using the elliptic curve
cryptography so when the user clicks on Encrypt button,
method encrypt Button is called [12]. In this method first
we generate Key Pair and save public and private key
(because we will need private key later when we do
decrypting) and then with Cipher class methods do the
encryption with public key. Then user should click load
image button, Load Image method is simple method that
use File Chooser class (so we can choose an image) and
makes a copy of original image with suffix “ stego” and
print image absolute path to window so we can use path to
image to do steganography. The second layer start when
the user click Embed data it will takes generated cipher
text and embed it to image using the least significant bits
(LSB) image based steganography in our original system.
And will get copy of an image that has suffix “stego”[2]

To retrieve the sensitive text or data as shown in the
interface Fig. 7. The user will choose stego image then
click on button Decrypt text, method decrypt Button is
called. In this method we call method decode that loop
through array byte of image and gets least significant bit in
every bytes. We decode message from image so we can
convert it to array of bytes. And with Cipher class methods
and private key we decrypt cipher text from image and
print it to a text area.
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Fig. 7 Retrieve the sensitive text or data

4.4 Results Analysis & Comparison

The secret data is given from people authorized to enter
the information or diagnosis about patients. The
information given are required to be encrypted by hiding
them inside the image frames like (CT scan , MRI or X-
ray). For this purpose 15 different images are chosen. The
classification is elaborated as per table 2 for these 15
images. We can see the results in Table 2. The table gives
the results for all selected images.

The PSNR is computed using formulae

PSNR = 10 log,, ( T:) )
where

MSE = —— TX2 FNZ3(C(X.V) - S(X.7))? [26]

Table: 2 Results of PSNR With ECC and RSA

Image | Type | Jmane | Image ECCPSNRRSA
1 CT-Scan 1000 100 77513 | 75.639
2 CT-Scan 654 512 72.872 | 70.946
3 CT-Scan 594 541 72.387 | 70.598
4 CT-Scan 840 918 76.302 | 74.397
5 CT-Scan 512 512 71.583 | 69.871
6 MRI 808 717 75.075 | 73.382
7 MRI 1600 1600 81.652 | 79.775
8 MRI 748 617 73.948 72.21
9 MRI 320 320 67.251 | 65.628

10 MRI 256 256 65.562 | 63.973
11 X-RAY 2200 2200 84.028 | 82.336

12 X-RAY 1693 56 77.158 | 75.46
13 X-RAY 756 965 76.039 | 74.197
14 X-RAY 768 1024 | 76.394 | 74518
15 X-RAY 630 414 71.557 | 69.768

The results shown in table 2 are based on comparing two
techniques (i.e. ECC and RSA) when conducting PSNR.
From table 1, it can be shown that values of PSNR with
ECC technique are better than PSNR values with RSA.
The quality of PSNR with ECC surpassed its quality with
RSA in three different types of images (CT-Scan, MRI,
and X-ray) [15]. The higher values of PSNR when using
ECC is always higher than the values of PSNR when using
RSA. This indicates that hard steganography predictability
with ECC is more secure than with RSA.

The testing for security hides the sensitive information by
changing the LSB of the image frame and thus text
information gets concealed in images. This changes the
bits as per the choices made as elaborated in Table 2. We
find that PSNR for RSA is always lower compared to ECC
method. For bigger file size like image number 7 where
image height is 1600 and image width is also 1600, the
PSNR values are quite large 81.65 for ECC and 79.78 for
RSA, and the difference between two methods is just
(81.65—79.78)*100/ 81.65 = 2.29%.

For image number 11, of size 2200 * 2200, the PSNR
values are quite large 84.03 for ECC and 82.34 for RSA,
and the difference between two methods is just ( 84.03 —
82.34)*100/ 84.03 = 2.01%.

While when the file size is small , like in image number 10,
of size 256*256 , the PSNR values are quite less 65.56 for
ECC and 63.97 for RSA, and the difference between two
methods is just ( 65.56 — 63.97)*100/ 65.56 = 2.53%.

Plot of PSNR by RSA method is plotted against (Height*
Width) of the image frame is shown in Fig. 7. It is seen
that PSNR value rises with increase in image area (Height
* Width) , similar to the trend seen in ECC method.

Plot of PSNR by RSA method vs ( Height*Width) of
image

- .‘.o‘

Fig. 7 PSNR value
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The histogram for PSNR computed as shown in table 2 is
given in Fig. 8. From the histogram it can be seen that EEC
method always gives higher value of PSNR in comparing
with the RSA one as seen the results of 15 image sizes
analyzed and presented in Table 2.

Histogram for PSNR

1 2 3 4 5 6 7 B g

0 1 12 13 14 15

@ w

o

n

=R W

ESeries1m Series2

Fig. 8 PSNR for

a) Seriesl which is PSNR by ECC method b) Series2
which is PSNR by RSA method

PSNR (Peak Signal to Noise Ratio) is computed using
formula:

Generating the ciphertext is representing reversing the
stego layer process. Then, the ciphertext needs the secret
key as inputs to the reverse RSA crypto layer that decrypts
the ciphertext generating back the secret sensitive data
message, following Figure 4 the process of retrieving back
secret text data. (1) Where MAX refers to the maximum
intensity of the given resolution of each pixel, i.e. this
MAX value in the images is 255. On the other hand, MSE
is defined as the square of the difference (distortion)
between the original cover and the stego cover [24]. The
findings manifest substantial promising values of security
and capacity making image relied as a valid choice over
images for PC data cyber security. It is indicated that
implementing this security technique as a cover file is
providing the user more ability to hide text unpredicted
more than the image cover [3]. Furthermore, the security
will be more efficient when adopting image as cover
through using ECC than using RSA in PSNR technique.
After comparing the two methods, it can be deduced that
RSA algorithm works effectively when the length of the
text is short. However, when the length of the text is long,
there is a challenging point related to passwords key
transformation problem [18]. Another problem with RSA
algorithm in the long text is that keys distribution and
keys’ secret sharing protocols would constitute
predicaments that need fixing [20]. Accordingly, in long
texts, using RSA would lead to reducing the performance

of the laptop or computer device due to the RSA’
complexity. In order to tackle such complexity related to
RSA in long texts, it is recommended to adopts
cryptography that is light weighted which eloquently deal
with such computational complexity and passwords [15].

5. Improvement

It combined two methods (i.e. ECC and image
steganography). By doing so, the researcher increases the
level of security related to medical health data against
hacking threats. These types of buttressing security are best
suited to protect various types of information that are very
important to the person, group or any medical organization.
These techniques can be used by various healthcare
organizations to protect the secret information of patients.
Apart from this technique is also useful to protect the
defense related secret data and information.

Also, this study considered Binary Numbers: Least
Significant Bit is the easiest and the popular method or
tool to hide the secret messages [18]. It is also a reliable
technique because the bandwidth that is used in it is not
easy to destroy [4] [5]. Therefore giving and assuring the
highest level of safety and security of the secret
information.

6. Conclusion

In this research, a model is proposed and is introduced by
combining the two techniques of elliptical curve
cryptography and steganography. With the use of two
techniques, the private and secret information will be
encrypted then hided in a much better way than before [1,
17, 20]. This helps both writ and the receiver of the secret
information to keep any person who is not authorized to
see and get this information to keep away [13, 15, 16]. Any
unauthorized person doesn’t even get to know about the
presence of any information.
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