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Abstract
The present work sets out to present a new secure and fast image
cryptosystem based on two-dimensional non-uniform fast Fourier
transform (2D-NUFFT) so as to improve the security level of
system data. Taking into consideration the benefits of its image
compression properties, the Discrete Wavelet Transform (DWT)
in a two-dimensional index is introduced and implemented in the
novel cryptosystem to decrease the global time-computation and
to Boost Data Security Level. The Singular Value Decomposition
(SVD) as well as the randomization process, are performed with
2D-NUFFT to corroborate the efficiency and robustness of the
proposed algorithms in contrast to the conventional one
investigated in recent works apropos of accuracy, stability and
time efficiency.
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1. Introduction

The fast evolution of technology has obliged the
security field to follow it closely in order to ensure a
minimum of confidentiality, availability and integrity of
both digital data and communication. Day-by-day, the
cyber-warfare is growing due to the potential non-stop
hacking tools and techniques. This has urgent the
researchers and scientists to develop powerful and robust
methods capable to circumvent the fascinated hacking and
the subtle craftiness of the hackers. The security in image
processing becomes a vital component to ensure a secured
submission of digital images from transmitter to specified
receiver. Digital images are the subject of many
applications such as military [1-2], biometric [3], cloud
computing [4-5] and several other domains. Optical
encryption techniques have held a special place in image
security applications and many approaches have been
developed in this perspective. Indeed in [6], an encryption
algorithm using two chaotic logistic maps and an external
key of 80-bit has been developed and analyzed using
statistical, key sensitivity and key space properties so as to
prove the security of the image encryption process.
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In the same trends, many image encryption algorithms
have been implemented using different techniques such as
the chaotic tent map [7], DNA and chaotic logistic maps
[8] and fractional chaotic time series [9]. These techniques
have suffered from several attacks mainly in the
applications pertaining to real-time image transmission
over the communication channels. By the way, many
algorithms are concentrated on the handling of 2D- matrix
defining the plain-image by applying another
encipherment approaches in particular, wave transmission
[10], Hartley transform (HT) [11], Gyrator transforms
(GT) [12], 2D-discrete Fourier transform (2D-DFT) [13],
2D- fractional Fourier transform (2D-FrFT) [14], Fresnel
transform (FrT) [15-16], Cosine transform (CT)[17] and
others [18-20].

To increase the security level, the researchers have
combined these aforementioned transforms with random
or chaotic masks to obtain a solid image encryption
process. However for some of them, the correlation
between plain and cipher images can be detected and the
algorithm can be broken easily by the attackers [21-22].
Other image encryption algorithms present a good
resistance against hacking due to the implementation of
the special encryption key as investigated in [23-26].
Nevertheless despite their robustness and solidity, these
algorithms remain quasi-slow in terms of computational
time. From this perspective, we propose in this work a
novel fast and efficient image encryption approach based
on singular value decomposition (SVD) algorithm and 2D-
NUFFT which is considered as a new special transform
used recently in image encryption applications.

This paper is ordered as follows: the different
techniques defining our novel approach such as two-
dimensional Discrete Wavelet Transform (2D-DWT), 2D-
NUFFT and singular value decomposition are presented
and evaluated in section II. A detailed description of the
novel symmetric secure image cryptosystem is the subject
of Section III. Section IV investigates and evaluates the
proposed system within the frame of image encryption
uses. Section V presents our conclusions and future work.
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2. Theory

In this section, a brief theoretical background of 2D-
DWT and 2D-NUFFT are presented and evaluated in
terms of computational complexity as well as the singular
value decomposition (SVD).

2.1. S Two-Dimensional Discrete Wavelet Transform
(2D-DWT)

Let ¢ be a 2D-scaling function derived from
unidimensional one taking the following form:

d(x,y) = p(x)P(y) 1

Let  be its analogous 2D-wavelet producing an
orthonormal basis of L?*(R). Three 2D-wavelets can be
defined as follows:

Y(x,y) = p)Y(y) ()
Y2(x,y) = () P(y) (3)
P (xy) = pOY(y) 4

Where 3, 12,3 define respectively the changes
according to rows, columns and diagonals. These three
2D-wavelets extract the details of an image f at different
scales and in different directions (see Figure 1).

Evidently, there are many functions ¢ that can be
selected to produce a mother wavelet as the two-
dimensional Gaussian function given below:

x y 1 x?2 y2
¢ (O'_x’a) = 2100y exp (_ 20,2 - Zayz) ®)
Where g, and g,, are the dilation parameters.
The Marr wavelet function also known as Ricker
wavelet or Mexican Hat wavelet function is derived from

the negative normalized second derivative of the above
equation (5). It can be expressed as follows:

x v\ _ 1 x2 y? x2 y?
V5 5) = 2oy 2 "oz " a7) PP\ T 20z 20y
x Oy x0y x h% x y

This wavelet is often used to model seismic data [42]
and as efficient tool in automatic Image Registration [43].
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Fig. 1 Different details associated with 2D-waveletsy! (x,y); 1 < I < 3.

We note that the wavelet family
and its
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dual are bi-orthogonal Riesz basis [27] of L*%(R?) referring
to separable wavelet bases theorem where:
1 —2in y-2J
P y) =t (52 22) 51513 (5)
Let consider a; the approximation at scale j defined by:

a; [n, m] = (f|¢j,nm> (6)
and d} the detail at scale j given for 1 <[ < 3 by:
dj[n,m] = (f[1] nm (6, 7)) (7

The wavelet can be represented by the following
expression:

1 42 43
o245, ®
The analysis phase (decomposition) can be described
by the following equations:

aj+1[n,m] = a; * hh[2n,2m] )
d}1[n,m] = a; * hg[2n, 2m] (10)
d?,[n,m] = a; * gh[2n,2m] (11)
d3,,[nml = a; * gg[2n, 2m] (12)
where the sign * represents the convolution

product; the notation XY[k,I] designating the product
X[K]Y[I]; X and Y are dummy variables and can be any
filters such that X[k] = X[—k].

The synthesis phase (reconstruction) can be obtained
from the following expression:

aj[n,m] = ;44 * hh[n,m] + dj,, * hg[n,m] +
dfy * ghln,m] + d},, * ggln,m] (13)

The symbol ~ denotes the effect of the over-sampling
operation obtained by the insertion of a zero value between
two consecutive samples.
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The two dimensional fast wavelet transform which is
an accelerated form of the 2D-DWT can be implemented
by applying numerical filters (decomposition and
reconstruction) as described above where the detailed
process is presented in Figure 2
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Fig.2 Implementation of 2D-DWT process in accelerated version

The time efficiency and computational storage of this
technique are obtained in O(NT log NT ) [26] where NT is
the total number of pixels for the image I to be analyzed.

2.2.2D-NUFFT

During the last decade, the 2D-NUFFT and its inverse
2D-INUFFT have confirmed their efficiency in many
domains like numerical methods in electromagnetics [28-
29][41], tomography [30], magnetic resonance imaging
(MRI) [31] astronomy [32] and so on. However, these
powerful mathematical transformations have not been yet
used in image encryption applications except the work
presented in [26]. The 2D-NUFFT and 2D-INUFFT can
offer the possibility to improve the security level of data
by benefiting from their features such as decomposition
technique, speediness and the non-uniformity property.

Indeed, Fourier transform (FT) in non-equispaced form
can be calculated straightforwardly by its original and
conventional formula; nonetheless, their eminent
characterizations principally the symmetry and the
exponential basis orthogonality cannot be ensured by the
FFT algorithm for non-uniform input data. This restriction
has been resolved in [33-34] to deliver great precisions and
rapid computation for non-uniform FFT (NUFFT) in 1D-
problem.

Moreover, referring to Dutt-Rokhlin interpolation
method [33] and different mathematical foundation, 2D
non-equispaced fast Fourier transform (2D-NUFFT) and
its inverse (2D-NUFFT) as depicted in Figure3, have been
successfully developed and implemented in our research
work in [28-29].

The 2D-NUFFT algorithm keep the same time
computation as the conventional one which is O(NT log

Nr) where Nr is the total number of non-equispaced
pixels. Nt should be written as 2" number and considered
as a part of the encryption key that will be used in the
image processing applications.

2D-IFIT
[9? n),l —
O(NrlogN7)

Spatial Domain
L

Fig.3 2D-NUFFT and 2D-INUFFT schemes based on Fast Interpolation
Transforms (FIT)

2.3. Singular Value Decomposition

The singular value decomposition (SVD) [35]-an
efficient mathematical tool—is considered as the workhorse
of various approaches both in mathematics and applied
fields. During last decade, an eminent application is the
implementation of the SVD in image encryption so as to
enhance the security degree of confidential data.

Indeed, SVD presents a forward and backward
process due to the multiplication order associated with the
components resulting from the decomposition phase of the
image to be investigated. SVD is a consistent matrix
decomposition method which decomposes the image into
three independent linear components.

Let A be an n x M real matrix (i.e., n samples and m
variables); this matrix can be decomposed into three
different matrices:

- a matrix of new orthogonal component
(U=(ug,Uz,...,Um)) to represent linear combinations
of the original samples.

- a square matrix S
diagonals the singular values.

- a matrix of new orthogonal vectors
(V=(V1,V2,...,Vn)) to represent linear combinations
of the original variables.

It can be expressed mathematically as follows:

A =UxSxVT (14)

Where U and V are respectively the m x m left and
singular orthogonal matrix and n x n right singular
orthogonal matrix. The transcript T denotes a transpose.

containing in

3. Novel Secure Image Cryptosystem

Before exposing our proposal encryption/decryption
schemes, a dual channel secure communication based on
chaotic system is considered as a transmission data model
between sender and receiver ensuring a good security level
of data in the context of public communication networks.
The dual communication channels are introduced to
distinguish between the synchronization phase and the
encryption process. The synchronization between both
master and slave hyper-chaotic systems, is guaranteed
through channel B; by the way, the encryption process of
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plain image is performed via channel A as depicted in Fig.
4. Besides, this model can be applied to send any form of
digital data.

Plain
Image

ﬂ

Encryption
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Fig.4 Chaos-based secure communication scheme with dual-channels

In what follows, we expose a novel symmetric and
secure image cryptosystem with its forward and backward
schemes built on the combination between the
aforementioned techniques 2D-DWT, 2D-NUFFT and
SVD.

Let us take a plain-image Ip = F(X,y) (x and y are the
coordinates in spatial domain) where the dimension is
M*N.

Firstly, so as to guarantee a good protection level, we
blind the plain-image by adding it with another secret
image ls and we obtain:

LG, y) = [I,(x,y) + 1sCx,y)] (15)

Next, the 2D-DWT is applied on the obtained image
L to produce:

2D-DWT{L(x,y)} (16)

To randomize and improve the security degree of the
input data, the Chaotic Random Phase Mask (CRPM) is
called where its expression can be  written
trigonometrically in the following manner:

CRPM = /70 17)

Where S(X,y) denotes the randomized sequence of
numbers generated by the chaos function based on linear
congruence.

Then, the multiplication between the mask (16) by the
result obtained in equation (15) yields:

{2D-DWT{L(x, )} * &/2569) (18)
The notation * designate entry-wise product [36] of
matrices with same dimensions.

The 2D-NUFFT transform is then applied in (18) to
generate the following distribution:

{ZD-NUFFT {ZD-DWT{L(x, )} * effs(”)} }
(19)

It is noticed that the application of this non-uniform
transform needs an identification of the selected
anisotropic mesh for implementation [37].

To increase the security degree, the result depicted in
(19) is decomposed into three components by applying
SVD technique:

[U,S,V] = SVD {ZD-NUFFT {ZD-DWT{L(x, )} *

eJ'%S(XJ/)} } (20)

As the last step of the proposed encryption process,
these three components are separately randomized to
deliver three ciphered images lc1, lc2 and Ica.

The choice of randomized process here is very
advantageous in particular in presence of a malicious
"adversary" or attacker who intentionally attempts to feed
a bad input to the algorithm. It is ubiquitous in the field of
cryptography.

It is noticed that the diffusion concept is present at
(20) in the context of the information security.

161(95'3’) = R(U(x:}’)) (21)
Ie2 (x,y) = R(S(x, ) (22)
IC3(x! )’) = R(V(x,Y)) (23)

These ciphered images can be transmitted via
unsecured channels since the secure process of image is
considered as too strong.

The symmetric encryption process can be
summarized in the following flowchart (Fig. 5):

Fig.5 Proposed encryption process

In the decryption phase, the received cipher-
images lc, Iz and lcz are respectively derandomized to
obtain three segments U, S and V as follows:

U(x, Y) = R_1(1C1(x' Y)) (24)
S(oy) =R Iz (x, ) (25)
V(x' y) = R_1(1C3(x' Y)) (26)

where R represents the derandomization function which
is applied here to remove the randomness process already
performed in the encryption phase.
By multiplying with the same order U, S and V, the
transitional decrypted image is obtained as follows:
T(x,y) =[UxSxVT] (27)
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The inverse transform 2D-INUFFT should be
directly applied to T(x,y) taking into account the CRPM
conjugate already given in (17), we find:

2D-INUFFT{T(x,y)} * Conj {ejgsoc,y)}

(28)
Then, the inverse 2D-IDWT is directly applied
on (28) to obtain the following distribution:

2D-IDWT {ZD—INUFFT{T(x, y)} *

conj{/=e Y 9)

To recover the plain-image |y, the result (29) is
multiplied by the conjugate of the secret image ls as
follows:

L(x,y) =
[{ZD—IDWT {ZD-INUFFT{T(x, y)} *

Conj {ejgs(x’y)}}} X Is" (x, )’)] (30)

The symmetric decryption process can be
summarized in the following flowchart (Fig.6):

= =
]

Fig.6 Proposed decryption process

4. Analysis of the Novel Secure Image
Cryptosystem

The investigation of the proposed novel encryption/
decryption process is guaranteed by computing the time
complexity and accuracy and comparing to algorithms
already investigated in recent scientific publications.

The proposed approach gathers different powerful
tools such as 2D-DWT and its inverse 2D-IDWT, 2D-
NUFFT and its inverse 2D-INFFT, the chaotic random
phase function and its conjugate, the singular value
decomposition, the randomization and derandomization
process as well as the selected secret image which is
applied with the plain-image as a first encryption key.
These techniques are implemented not only to reinforce
the robustness of the encryption/decryption algorithm but
also to increase the security level of the input data.

In what follows, we identify the computational time
of the proposed algorithms in both forward and backward
ways so as to measure the efficiency and stability of this

novel secure image cryptosystem. To simplify the
calculus, we assume that the plain and secret images have
the same dimension N*N.

Table 1: Time efficiency of the encryption process

Encryption process

Step  Description Complexity
1 Application of the secret image Is on
the plain-i O(N*)
e plain-image lp.
Application of 2D-DWT O(Nlog,N)
Encrypting by chaotic random phase N2
P 0
nction 2

4 Performing of 2D-NUFFT O(N? log,N)

Application of SVD technigue 0(N?)
Application of the selected
randomization process on each

o)

components resulting from step5 to
obtain encrypted image

Total time complexity of encryption 0(2N? log,N)

Table 1: Time efficiency of the decryption process

Decryption process

Step  Description Complexity

1 Application of the selected O(N?)
derandomization process

2 Application of SVD technique O(N?)

3 Application of 2D-INUFFT 0(2N?% log,N)
2

Decrypting by conjugate random 0 (N_ )
phase function 2
Performing of 2D-IDWT O(Nlog,N)
Application of the conjugate of the O(N?)

secret image Is* to obtain decrypted
image I'p.

Total time complexity of decryption 0(2N? log,N)

Based on the results depicted in Table 1 able 2,
the total time efficiency of the proposed algorithm is the
sum of both encryption and decryption total time
efficiencies let
0(4N? log,N) which is belonging to quadrarithmic-time
class. Therefore, the proposed novel symmetric algorithm
is considered as an efficient and fast approach due to its
computational time that set apart from other techniques
based on 2D-FrFT developed in recent works [26][38-40]
in the secure image cryptosystems sphere.
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Moreover, the accuracy and performance of this
approach can be identified by computing the Mean Square
Error (MSE) between plain and decrypted images (i.e. Ip
and I'p). Indeed, the MSE indicator benchmarks the
performance degree and assesses the average squared
difference between pixel values of both authentic and
recovered images. It can be defined from the following
equation:

MSE = =31 e Biyanllp o y) — Ly (31

This algorithm has been developed in MATLAB
environment and the cameraman image of size 256 X 256
is used as the plain-image and peppers image as the secret
image with the same size (See Fig. 7). The simulation
results prove a high similarity between recovered and plain
image since the obtained MSE is very low (i.e. less than
10-27) showing a good quality of the decrypted image that
cannot be detectable from human eye.
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Fig.7 Different steps of encryption scheme

5. Conclusions

A novel fast symmetric approach based on 2D-NUFFT
and singular value decomposition technique has been
successfully presented and developed in the context of
security analysis and enhancements of image
cryptosystems. The presence of the chaotic random phase
function as well as the randomization process makes the
system too strong against any attack from unauthorized
users. The analysis of both encryption and decryption
algorithms proves the validity, stability and fastness of the
proposed cryptosystem in terms of time complexity and
accuracy that set apart from recent efficient approaches
based on 2D-fractional Fourier transform. The Equal
Modulus Decomposition as well as double chaotic random
phase mask can be a good additional solution for our
proposed symmetric cryptosystem to enhance the security
level of input sensitive data.
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