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Abstract

In this study, we aimed at exploring the current practices of using
mobile phones by students in Saudi Arabia and identifying the
potential data privacy risks that they are exposed to. The key
findings from the study was that although a majority of students
are aware of data privacy, many of the respondents were willing
to chat with unknown people online and a considerable number
of those participants opened URLs sent from strangers. This is a
huge data privacy risk since it may result in the disclosure of
their personal information without the knowledge that the
websites were deceptive sites that posed a threat to their personal
data, which led to several risks to their personal data, such as
theft of personal accounts, identity cards, information, and
personal photos. Based on the finding and due to the lack of
research and commercial efforts of detecting malicious URLs on
mobile devices, we developed a system, Suspicious URL
Detector, which is targeted to support mobile users to seamlessly
verify URLs before they can be opened. Our system is composed
of a mobile app and a URL verification server that is backed by
PhishTank [1], a user-contributed blacklist of suspicious URLs.
The mobile app is also designed to be user-friendly and
lightweight to ensure it performs well on mobile devices with
limited resources.
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1. Introduction

Smartphones form an integral part of people’s everyday
lives, including those of students, no matter what their
genders or backgrounds. However, despite the undeniable
benefits of smartphones, they can also pose serious threats
to user privacy due to the huge amount of personal data
that they store. Privacy has become a big challenge facing
smartphone users. In fact, it is impossible to guarantee
100% privacy of personal information, especially when
using social networks, since personal information can be
misused by users [2]. in addition, Smartphones, with its
huge benefits of facilitating easy communication and
entertainment, have form an integral part in modern
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society. However, that also makes smartphone users
vulnerable to cyber-attacks in general and data phishing.

In recent years, the number of phishing attacks has
increased significantly, according to trend reports by [3].
The number of unique phishing sites was reported at over
48,000 in January 2019 and then shot up to over 81,000 in
March 2019. Therefore, it is important to provide a system
that helps protect users’ data on mobile devices from
phishing. There have been a considerable number of
efforts from both academia and industry to address and
mitigate this issue. However, most of them have been
targeting desktop and web environments while mobile
platform URL verification has been largely neglected.
Blacklisting is one of the common techniques in the field.
It is based on the idea of collecting a blacklist of malicious
URLs from different sources and using such a blacklist to
validate against a new URL [4]. From the machine
learning paradigm, a lot of effort has been made to build
classification models [5] based on SVM technique and use
such models to verify new URLs. In order to develop
classification models, URL data have to be collected and
transformed into features. A URL being verified at
runtime has to also be transformed to feature in order for
the models to interpret. Such a process typically would
require a huge amount of effort every new model needs to
be trained and considerable memory consumption to turn
URLs to features at runtime. While this is less as an issue
on desktops and webs, it raises a concern on mobile since
smartphones and tablets are at much lower memory and
processing powers compared to desktops and laptops. In
this paper, we propose a new system that allows URLs to
be verified as to whether they are safe to browse or
suspicious on mobile devices. Specifically, we built an
Android mobile app and a URL verification server which
is backed by PhishTank [1], a user-contributed blacklist of
suspicious URLs around the world. Such a setting helps us
avoid the burden of self-maintaining the URL blacklist
while ensuring its high quality. The mobile app is also
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designed to be user-friendly and lightweight to ensure it
performs well on mobile devices with limited resources.

The rest of the paper is presented as follows. In the next
section the related literature is reviewed. Third section
presents the research methodology and the following
section presents the research results. The fifth section
presents discussion of the survey and Based on that; we
present our approach of building the mobile application
for malicious URL detection. We conclude with analysis
the results. The last section contains the conclusion and
future work.

2. Related work

In this section, we discuss the background and related
research of this work. We start with provide a general
background of data privacy and the common issues related
to privacy breaches such as phishing. We also discuss
range of existing research and commercial effort on
detecting malicious URLSs.

2.1 Data privacy

According to [6], privacy means reaching a specific thing.
[7] claimed that privacy is a set of policies and conditions
that requires a system to protect users. [8] defined privacy
as the protection of personal data from being maliciously
used by only allowing certain entities to access personal
information by making it visible to them. Moreover, [9]
indicated that privacy is more important in applications
that want to store location information to prevent it from
being shared with others.

2.2 Common Uses of Mobile Phones

[10] investigated the differences between men and women
in their use of their mobile phones. The authors found that
women generally use their devices for calls, taking photos,
listening to music, and sending and receiving messages
more than men. On the other hand, social networks and
Internet browsing are more popular in the men group.
These results were consistent with the results of [11],
which claimed that men use their phones for business
purposes, while women use them for social media and
keeping contact with others.

[12]found that in Europe, women tend to use text
messages for communication more than their men
counterparts. That is also consistent with the findings from
[13]. However, [14] found that in Pakistan, men use their
phones for calls and text messages more than women. That
was due to the cultural aspect of the country, the research
claimed.

2.3 User Awareness of Data Privacy

Privacy is one of the most troubling issues for service
providers and users. Privacy has made some people fear
for their personal information, while others have become
reluctant to use the Internet in general [15].

In a study of 4,000 students from Carnegie University,[16]
found that a large proportion of students who use social
networks were not aware of privacy risks to their personal
information and thus were vulnerable to third party
misuses of their information.

[17] reported a consistent outcome that younger users on
social networks and online environments were not keen
about the privacy of personal information compared to
older users who have shown interest and concern about the
issue of privacy. Most younger users share their
information without knowledge about the risks concerning
the misuse of these data.

[16] conducted a survey to understand Facebook users’
concern regarding data privacy. They found that 91% of
users uploaded their photos, 51% shared their current
locations and 40% revealed their private phone numbers.
The authors claimed that the more information is shared,
the more risks the users were exposed to since such
information can be exploited by hackers or malicious
users.[18] claimed that women believe Facebook is a
trustworthy social network for sharing their photos while
in reality data privacy could be leaked on any platforms.

2.4 Phishing

Phishing is a common way to steal a user's personal
information by using suspicious URLs that pretend to be
associated with legitimate sites [19]. Common examples of
phishing attacks involve mimicking the online
communications of banking services. Recently,
experimental research has shown phishing attacks to be
alarmingly effective and dangerous.[20] Risks to personal
information on social networks take many forms. For
example, these risks can be caused by hackers who access
personal data using phishing attacks with suspicious URLs.
Identity theft is one of the most risks that users face [20]
Also, if a blackmailer gains access to a user’s sensitive
data, it may lead to physical or sexual extortion and
financial risks [20]. Phishing can be performed across
various means, including emails, social networks,
messages, and even phone calls. A standard phishing
technique used by hackers is to create the illusion that they
are trustworthy by falsely claiming their websites or email
addresses belong to highly trusted organizations or
governments. In many instances, phishing websites or
emails are designed to exactly mimic the original content
to confuse users [20]. [21], from their survey, reported that
more than 90% of respondents were deceived by the best
phishing site. 23% participants observed the contents of
the website without looking at the remaining parts, for
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example, address bar, status bar, or any other security bars.

Statistics of phishing attacks reports have pointed out that
some phishing websites persuade users to provide
sensitive information to attackers. In addition, two million
users disclosed information to phishing websites resulting
in about 1.2 billion for US banks. Also, reported about
2780 phishing websites in March 2005. This type of attack
requires initial information about the victim in order to
infiltrate the victim’s personal accounts through a trusted
site or another person in the hope that the victim believes
that the site is legitimate, then the victim discloses their
username, password, credit card number, or other
identification information [22].

2.5 Existing Attempts to Detect Suspicious URLSs

Malicious URLs are the cornerstones of Internet criminal
activities. Generally, there are two key approaches to
addressing this issue: machine learning based and non-
machine learning based techniques.

2.5.1 Non-machine learning based approaches

The key idea of this approach is to collect a number of
suspicious URLs and keep them up to date. This collection
of URLs would serve as the source of truth to determine if
a certain URL is clean or malicious. Blacklists have a huge
advantage that they are generally quick and simple to get
started.

2.5.2. Machine learning based approaches

While these techniques create a very promising paradigm,
most of them rely on a high number of features, which
means the training data has to be very huge and thus very
time consuming to build and train. Moreover, the
techniques relying on features like WHOIS, DNS (e.g., [5]
is not so practical since at runtime the details of the URL
being checked have to be obtained from a server.
Moreover, the URL has to be converted to those features
in order for the classification model to work. That process
would likely increase the check execution time especially
on mobile devices.

2.6 Commercial Solutions

Most of the discussed related work focuses on web
platforms. Malicious URL detection has been largely
neglected on mobile platforms. According to our review
on both Android Google Play Store and Apple App Store,
there are only a few applications which are focused on
addressing the issues. In the rest of this section, we
provide an overview on how these applications work and
their limitations.

2.6.1 Safe Search Browser - Secure + Parental Control

This app’s primary purpose is to provide a safe web
browser for users to search and browse the Internet
without any privacy concern. It blocks the websites from
accessing information on the user devices. Moreover, it

would help filter out malicious URLs from the search
results. However, since the app is not developed to detect
malicious URLs as a main goal, it does not help if a user
attempts to open a URL outside the app (for instance,
tapping on links sent in WhatsApp or emails)[23].

2.6.2 Anti-Phishing Awareness

This mobile app is primarily concerned about educating
users on what phishing is and how to avoid it. It allows
users to take lessons such as what is domain name or ip
address. Users can also take quizzes to validate their
understanding. The app also provides a “scanner” which
takes a URL as input and verifies if such a URL is safe or
malicious.

Since it is not a primary focus of the app to verify URLs
(it is rather focused on the education of phishing.
Moreover, users have to enter URLS manually to verify
with the app as it does not automatically invoke the check
when a user taps on a URL. That would limit its
applicability in reality [24].

3. METHODOLOGY
3.1 Respondents of the study

This study was based on the use of a probabilistic
sampling method. Consequently, the study sample was
selected from the female and male students of three
universities in Saudi Arabia (King Saud University, Umm
Al-Qura University and King Abdul-Aziz University). Our
sample also included students from three high schools, in
order to provide a comparison between different age
groups. The criteria for selecting surveyed were that they
own a mobile phone and have at least one social network
account.

3.2 Survey Results:

3.2.1. Participants Demographic

Out of the 447 respondents who completed the survey,
199 (45 %) are male and 248 (55%) are female. Fig. 1.1a
illustrates the summary of our participants demographic
with respect to gender and education level while Fig. 1.1b
provides a summary from gender/age perspective. As can
be seen, most of our respondents were bachelor students,
followed by high school students. Moreover, most
participants were in the age group of 19-27
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Fig. 1-b Participants demographic by and education and gender /age

3.2.2. Usage of Mobile Phones

In this part of the survey, participants were asked about
their common use cases of mobile devices and their
preferences regarding social networks.
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Fig. 2 Common use cases of mobile phones

According to Fig. 2, social networks are where the
participants spend most time, which was indicated by 72%
female respondents and 80% male respondents. Messaging
is the second most popular usage, while call and web
browsing come next in the list. These results further
confirm the increasing popularity of social networking
platforms, such as Facebook or Twitter, in comparison to
traditional mobile phone usages, such as calling or
messaging.

3.2.3. Data Privacy Awareness and Practices

Another primary concern in the survey is the current state
of students’ level of awareness regarding data privacy and
their practices of privacy protection while using
smartphones. In this section, we first present the key
results in this part of the survey. We then discuss our
conclusion from such results.

3.2.4. Data Privacy Concern

Fig. 3 presents the responses from participants regarding
whether they are concerned about their data privacy while
using smartphones (data are in numbers of responses). As
can be seen, it is consistent between male and female
responses in each age group. In fact, higher education
students showed a high level of concern regarding data
privacy with most responses being either “Strongly
Agree” or “Sometimes Agree”. In the high school
students’ group, only about half of the respondents across
both gender groups agreed that they have concern about
data privacy.
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Fig. 3 Responses regarding concern about data privacy when using
mobile phones

Interestingly, despite the expressing the general concern
regarding data privacy, out results found that the
respondents are less concerned when being asked for
sharing personal information when using smartphones
(e.g., on social networks). In fact, Fig. 4 shows while more
than 50% of participants in the higher education groups
showed the concern regarding sharing personal
information, the number of “Strongly Disagree” responses
were relatively high. In the high school group, the
responses from male and female participants are
interestingly opposite to each other. While male students
are generally not worried about sharing personal
information, most female students indicated that they are.
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Fig. 4 Responses regarding concern about sharing personal information
when using mobile phones

In the next part of this section, we explore the results on
how the participants use the common tools for data
privacy protection while using smartphones.

3.2.5. Social Network Privacy Settings and Policies

Sometimes Disagree [l Sometimes Agree [l Strongly Agree

Female High School

In this part of the survey, we targeted to understand the
use of privacy settings and policies by students. Fig. 5
indicates that for all gender/educational level groups, over
50% of students rarely or never read data privacy terms
and conditions when they registered on social networking
platforms. While the patterns are very similar between
higher education and high school male students (about
25% indicated they never read terms and conditions and
about another 25% indicated they always do), there was a
different in terms of privacy awareness found among
female students. Specifically, while there are only 5% of
female high school participants said they always read
terms and conditions and about 55% of them revealed that
they never do that, the respective numbers for higher
education female respondents were about 22% and 25%.
This implies that female students are generally more
concerned about privacy while they get older.
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Fig. 5 Responses regarding whether students read privacy terms and
conditions
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Fig. 6 Responses regarding whether students change the default privacy
settings

Participants were also asked about whether they changed
the default privacy settings of their social media accounts.
It was found that most respondents use the standard
default privacy settings in their mobile applications
(indicated in Fig. 6. Generally, default privacy settings
imply the average security level. Thus, they can be both
beneficial and harmful at the same time. In some situations,
these settings may allow the sharing of personal
information without the users’ knowledge. This finding is
in line with another of our findings that a majority of
students in the survey were not familiar with privacy
settings on social network platforms.

3.2.6. Use of Locks

In this part of the survey, we aimed to explore the use of
locks, which is one of the most basic security measures on
smartphones. Promisingly, we found that most participants
had safety locks on their mobile phones enabled. Fig. 7
depicts that about 87% of male high school students and
96% of higher education students responded “Yes” to the
question as to whether they used safety locks. For female
students, the numbers were 88.1% and 94.4%, respectively.
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Fig. 7 Responses regarding whether students use locks on their mobile
phones
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Fig. 8 Responses regarding preferred types of locks

Fig. 8 shows the types of mobile phone locks used by the
participants. Fingerprint recognition is the most common
practice among the participants except for the male higher
education students in which nearly 50% of the respondents
used a password lock while the number of fingerprint
recognition users represented only about 30%. It is a
general consensus that biometric-based locks, such as
fingerprint recognition, is not only a quick way of
unlocking a mobile device, but also provides a more
secure option over password-based alternatives. That is
because the biometric details of the owner of the device
are required to unlock it and thus it is much harder to hack
into compared to passwords.

3.2.7. Use of Public Wi-Fi

Fig. 9 presents the responses of the participants regarding
whether they connect their mobile phones to open Wi-Fi
networks in public places. More than 75% of male high
school students and more than 55% of male higher
education students answered “Never” and “Rarely” to the
question. For female students, about 55% of higher
education students and 33% of high school students
answered “Always” and “Sometimes.” In most cases
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students do not need to connect to public Wi-Fi since their
devices are already connected to private 3G or 4G
networks. However, since the number of students who still
regularly connect to public networks (answered
“sometimes” or “always”), there are still data privacy risks
to those students.
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Fig. 9 Responses regarding whether students use public Wi-Fi

3.2.8. Contact with Unknown People on Social
Networks

In this part of the survey, we aimed to explore the use of
social networking by students. Particularly, we focused on
identifying whether they are willing to be in contacts and
strangers and opening links from them since that is one of
the key common method of phishing.

Fig. 10 shows that a high proportion of the participants
were willing to chat to strangers online. In fact, 80% of
male high school students and 50% of higher education
students were happy to have a conversation with an
unknown person online. The results from the female
respondents were much lower, with only 38% of high
school students and 36% of higher education students
providing the same answer. We also found that nearly
70% of male high school students and 35% of higher
education students did open URLs from strangers before
at least once Fig. 11, Without checking the main source of
these URLs. The numbers from female respondents were
much lower, with only about 50% and 15%, respectively.
Most respondents in the survey also showed that they were
unclear about the effect of opening a URL on their mobile
devices.
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Fig. 10 Responses regarding whether the participants chat with unknown
people on social networks
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Fig. 11 Responses regarding whether the participants are willing to open
links from unknown people

3.2.9. Sharing mobile phones

In this part of the survey, we target to understand if it is
common that students share their mobile phones with
others for any reason. Fig. 12 indicates that 75.8% of male
higher education students answered “Never” and 14.4%
answered “Rarely.” Adversely, we found 60% of male
high school students share their phones with their family
and friends. For female students, 55% of the higher
education students answered “Never” and rarely sharing
their phones. 57% of high school students answered
sharing their phones.

An important notice from the results is that, phone sharing
is less common when students get older, which is reflected
by 75% of higher education male students and 45% higher
education female students who claimed they never shared
their mobile phones with anyone, compared to the
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numbers from high school students of 27% and 26%,
respectively.
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Fig. 12 Responses regarding whether the participants share their mobile
phones with others

The survey results also show that most respondents were
cautious about sharing their mobile devices with someone
else. Fig. 13 presents the key reasons why the students felt
that devices should not be shared. In fact, there was a
strong consensus among the groups that privacy and
exposure of personal information are the top reasons for
not sharing devices. Specifically, 45% of male high school
students and 35% of higher education students picked
privacy as the key reason, while about 60% of female high
school students and 40% of higher education students
gave the same answer. The likelihood of exposing
personal information was selected by 25% of male high
school students and 40% of higher education students. For
female participants, about 20% of both high school and
higher education students chose likelihood of exposing
personal information as their answer.
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Fig. 13 Responses regarding why the participants think mobile phones
should not be shared

3.3 Experience with Data Privacy Issues

In this section, we discuss the findings regarding the data
privacy issues that the participants have experienced
themselves and what the impacts of that on them.

In the survey, the participants were also asked if they have
experienced personal data loss when they opened
suspicious URLs or downloaded applications from
suspicious URLs. Fig. 14 shows about 11% of higher
education male students and 9% of high school male
students have experienced hack into their personal
accounts in social networks, while female students
reported about 8% and 15%, respectively. Regarding the
theft of identity information, 9% of male higher education
students and 6% of male high school students have
experienced this issue, while fewer female respondents
experienced the same issue, reporting at 4% and 5%,
respectively. In regard to theft of personal photos, about
8% of male higher education students and 4% of high
school students have been victims, while 9% of female
higher education and 7% of high school students have
experienced the same problem.
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Fig. 14 Responses regarding what data loss issues the participants have
encountered

4. Discussion

In this study, we have found that most students
participating in the survey are aware of data privacy to
some extent. A majority of them do not share mobile
phones with others for privacy and security reasons. We
also found that most of them use locks on their devices to
prevent unauthorized access and fingerprint being the
preferred choice by many of them. However, while social
networking is their primary activity on mobile phones, a
majority of students do not pay sufficient to privacy
settings and end up with using the default settings in most
cases. In addition, we also found that many of the
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respondents were willing to chat with unknown people
online and a considerable number of those participants
opened URLs sent from strangers. This is a huge data
privacy risk since it may result in the disclosure of their
personal information without the knowledge that the
websites were deceptive sites that posed a threat to their
personal data, which led to several risks to their personal
data, such as theft of personal accounts, identity cards,
information, and personal photos.

Despite being a threat, communicating, making friends,
and exchanging URLs are common activities of Internet
users. Thus, it is not practical to prohibit such behaviours
on the Internet despite that it carries risks. A mitigation
approach is therefore detecting phishing attempts through
malicious URLs. This was the motivation for the
researcher to build an application that seeks to detect
phishing attempts (suspicious URLSs) to reduce penetration
cases.

5. Our Approach

With the objective of providing a performant and
convenient method for helping mobile users detecting
malicious URLs, we decided to build a mobile application
which is backed by Phishtank, a user-contributed blacklist
of suspicious URLs around the world. This approach
provides a number of key benefits:

e Blacklist provides a lightweight approach where
the main processing is done by backend, making
it very quickly to be executed on the app.

e Being a lightweight approach means less memory
and energy consumption which are limited on
mobile devices in comparison with web
applications which run on laptops or desktops.

e Phishtank is a popular user-contributed platform
where the blacklist of malicious URLs is
contributed by a large number of contributors
around the world (contributions are reviewed to
avoid false positives). This keeps the wurl
collection up to date on a regular basis.

5.1 Implementation Details

The following diagram illustrates the architecture of our
system. Basically, there are two main components that
work together: the SuspiciousUrlDetector app that
captures the URLs to be checked, and the
SuspiciousUrlIDetector server that handles the URL
queries from the app and collects blacklist updates from
PhishTank Fig. 15

User App Server

Bl Ul —q ,
| Phitnk
/ \ '

‘ Database

— 0 Ut Verifar ¥ Uil Queriar
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Fig. 15 The suspicious URLs detection system's high -level architecture

5.1.1 SuspiciousUrlDetector Mobile App

In this section, we describe the key elements of the mobile
app and their roles.

URL I’O

This component is responsible for taking URL input from
users. There are two forms in which URLSs are provided to
the app:

1. By manual user input: when a user opens the
app and enters the URL into the app. The
“URL I/O” component provides the user
interface for URLSs to be keyed in.

2. By automatically detecting that a user has tapped
on a URL in a certain app on the device and
requesting the user to verify that URL in the app.
Once the user accepts to check the URL with the
SuspiciousUrlDetector app, the URL I/O
component proceeds to the next step in the
detection process using this URL.

This component also supports URL format validation (in
case a URL is supplied in the wrong format and gets
results from the detection and displays it to users).

URL Unshortener

URL shortening is a common technique used to create a
shorter URL to be more user friendly and easier to type.
There are a number of websites that provide shortening
services. Some of the popular ones are bit.ly and rebrandly.
Using such a service, a long website address, such as

https://www.morningstar.com/insights/2019/06 /18/great-
advice, could be shortened to only https://rb.gy/i8kxzd.

Such a shortening technique could be simply used by
hackers to bypass blacklist-based URL verification
systems. Therefore, in our work, we developed a URL
unshortener to uncover the original URLs hidden behind
short URLs. Our URL unshortener is based on
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unshorten.me—an API that unshortens URLs that have
been shortened by various services, including goo.gl
(Google), fb.me (Facebook), t.co (Twitter), bit.ly,Tiny
URL, ow.ly, and others. In our system, the URL
unshortener would receive a URL passed from the URL
I/O and attempt to perform the unshortening process on
the URL. In the case the URL is standard (not shortened),
the same URL would be returned as output. If the URL
ends up being unshortened, the result would be output to
the next stage in the URL detection process.

URL Verifier

As its name suggests, this component is responsible for

answering the question as to whether the URL is malicious.

It mainly queries the SuspiciousUrlDetector server to
obtain the results.

5.1.2 SuspiciousUrlDetector Server

This component handles the important job of periodically
retrieving the blacklist updates from PhishTank and
responding to URL queries from the app. It has two main
elements, discussed as follows.

Blacklist Updater

We decided to build the blacklist on our server to
periodically fetch updates from PhishTank and store it in
the database stored on the same server. Doing this helps to
achieve a number of benefits:

1. The mobile app does not need to do the heavy
lifting job of fetching and storing PhishTank data
since it is very large and would thus consume
considerable bandwidth and energy. Performing
and keeping PhishTank data on the server
guarantees the mobile app to be lightweight, as
per our research objective.

2. Storing PhishTank data on our own server gives
us full control of the data and avoids the
dependency on PhishTank for individual URL
verification. Our system would thus still allow
URLs to be verified even if PhishTank was not
available for a certain period.

URL Querier

URL querier receives query requests from the URL
verifier in the mobile app, then checks with the database
that stores PhishTank data and responses with the result of
the verification.

5.2 User Flows

In this section, we provide some demos of what the user
flows in the app look like.

5.2.1 Flow 1: Users manually enter URLs

As depicted in Fig. 16 this flow starts with a screen in
which users can enter a URL to be verified Fig. 16.a. If the
verification turns out to be good, the message is displayed
Fig 16.b. Otherwise an error message is shown to the user
to warn them that the URL may be malicious Fig. 16.c
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Fig. 16.a Users manually enter URLs
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Fig. 16.b The message displayed if a URL is good
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Fig. 16 .c The message displayed if a URL is Suspicious

Fig. 17.a Users open URLs from another mobile app
5.2.2 Flow 2: Users open URLs from another mobile

app

Fig. 17 describes this flow. Suppose a user taps on a URL
from an application, such as a messaging app , Fig. 17.a
the SuspiciousUrlDetector app would be able to detect that
interaction and request the user to launch the app to verify
the URL Fig. 17.b. Once the user accepts the request, the
app would start querying the Server about the URL and
display the result back to the user Fig, 17.c.
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Fig. 17.b The app request the user to launch the app .
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6. Evaluation
6.1. Correctness Evaluation

In order to verify the correctness of our system, we used
Google’s Transparency Report, a free service provided by
Google to help verify if URLs are suspicious or legitimate,
as the source of truth. That means we assume that
Google’s Transparency Report is always correct and that
our system would be considered incorrect whenever its
result is inconsistent with that of Google’s Transparency
Report. We also involved 2 commercial mobile apps that
performs similar detection (Safe Search Browser - Secure
+ Parental Control and Anti-Phishing Awareness) in this
test to compare the correctness of Suspicious URL
Detector with them.

6.1.1. Experiment Setup

To perform the experiment, we randomly selected 100
URLs and checked them one by one in each of the
platforms  (Suspicious URL  Detector, Google’s
Transparency Report, Safe Search Browser, and Anti-
Phishing Awareness). We then collected and analyzed the
results.

The analysis of the results was driven by precision, f-
measure, and recall [25]. Precision is the ratio of correct
positive predictions out of all positive predictions
produced. Recall is calculated by dividing the number of
true positives by the total number of true positives and
false negatives. F-measure is used to combine both
precision and recall into one measure which captures both
properties. Like precision and recall, a score of 0.0

presents a poor F-Measure, while a best or perfect F-
Measure score is 1.0. The three measures are calculated
according to the following formulas:

TP

precision —W )
.. R

el SIREN

2 X precision X recall
F-measure =———————
precision +7 ecall (3)

where TP means True Positive, FP means False Positive,
and FN means False Negative.

For all three measurements, the closer they are to 1 the
more accurate the result is.

6.1.2. Experiment Results

Table 1 summarizes our results. The numbers collected are
based on using Google’s Transparency Report as the
benchmark. For instance, if the URL is deemed suspicious
by Google’s Transparency Report and is also considered
suspicious by the app being tested, it is considered a “true
positive.” However, if the app indicates that such a URL is
valid, it is then considered a “false negative.”

Suspicious | Safe Search | Anti-Phishing
URL Browser Awareness
Detector

True Positive 68 62 67

True Negative 30 30 30

False Positive 2 3 1

False Negative | 0 5 2

Precision 0.97 0.95 0.98

Recall 1 0.92 0.97

F-measure 0.98 0.93 0.97

Table 1: Correctness evaluation results
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According to the results, our system’s performance was
very close to that of Google’s Transparency Report (all the
measurements were very close to 1). It also shows that our
system outperformed the Safe Search Browser app in the
test (0.97 vs. 0.95 precision, 1 vs. 0.92 recall, and 0.98 vs.
0.93 f-measure).

6.2. Usability Evaluation

To evaluate the usability of our system, we organized a
user study in which we recruited 15 participants from a
variety of backgrounds to use the Suspicious Url Detector
app to perform a number of predefined tasks (scenarios)
and collected responses from them on how they completed
the tasks. In the following, we describe the experiment
setup and its results.

The Tasks

The tasks in this experiment were defined based on the
two key user flows described in Chapter 4. The first user
flow involves manually entering a URL directly into the
Suspicious URL Detector app and verifying it. The second
user flow involves tapping on a URL from another app

and invoking the Suspicious URL Detector app to verify it.

To analyze users’ performance, we collected the number
of taps (clicks) they needed to verify the URLs and the
time they took to complete each task. Our data show that
all participants successfully completed both tasks with
correct results. They also only needed to make a maximum
of 2 taps (90% of them only needed one tap, which is the
optimized situation) to complete each task. Fig. 18.a and
18.b show the time taken by each participant to perform
Task 1 and 2, respectively.
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Fig. 18.b Time taken to complete task2

As shown in the data, all participants only needed one
minute or less to complete each task the first time they
used the app. For Task 1, the majority of users only
needed to take 30 seconds, while on Task 2, the majority
of users needed about 50 seconds.

Post-experiment questionnaire

We asked participants a number of questions after they
completed the tasks to get a better understanding about
how they felt about the usefulness and functionality of the
app. Each question was in the form of a rating from 0 to
10 in which 0 means “extremely hard to use/useless” and
10 means “extremely easy to use/useful.” Fig. 19.a and fig,
19.b show that most users believed the app to be easy to
use and useful for protecting users from phishing.

Evaluate the participants on
ease of use
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Fig. 19.a Participants evaluation on ease of use of the app



156 IJCSNS International Journal of Computer Science and Network Security, VOL.20 No.9, September 2020

Evaluate the participants on usefulness

[y
w

Number of

participants
5

——

o wu

Rating
Fig. 19.b Participants ‘evaluation on usefulness

7. Conclusion

In this search, we aimed at exploring the current practices
of using mobile devices and the awareness of Saudi
Arabian students about personal data on mobile devices.
The survey was conducted with 447 high school and
higher education students. We found that social
networking and messaging were the key use cases of
mobile devices. In addition, the study found that more
than 95% of higher education students (both male and
female) used locks on their phones. However, it was
surprising that nearly 87% of high school students (both
male and female) also used lock on their phones, even
though high school students did not feel as much concern
about the privacy of their personal information. Moreover,
to investigate their awareness of lock mechanisms we
found that privacy was the key factor behind using
biometrics. Our survey confirmed our assumption that
fingerprint recognition is the most common practice
among students. Furthermore, most participants agreed
that mobile phones should not be shared due to the fear of
exposing personal photos and information. However, it
was also discovered that a majority of respondents were
willing to chat with unknown people online and a
considerable number of those participants opened URLs
sent from strangers at least once, which posed a potential
threat to their personal data. It was also found that
different percentages among our participants have faced
the theft of their data, including photos, personal identity
information, or social media account information when
they open suspicious URLs (phishing attacks). This
finding motivated the second key contribution of our
research, which is Suspicious URL Detector, a system to
help detect suspicious URLs. In fact, we proposed and
developed a system to support URL verification on mobile
platforms. Our system contains a proof of concept
Android mobile app (the same concept can be applied to
build an iOS app) and a backend server that fetches URL
blacklist data from PhishTank. Our correctness evaluation
showed that our system’s performance is very close to
Google’s Transparency Report service and surpasses the
available comparable mobile apps on the Google Play
Store. Our usability study confirmed that our system is

easy to use. Moreover, the participants believed our
system was useful for protecting user data from phishing
on mobile platforms.

Future work

our study showed a number of user behaviors that could
be the cause of security attacks or breaches, including
poor awareness of changing default application settings,
confidence in the application provider, and mobile
connectivity to open Wi-Fi networks. As is the case with
many cybersecurity attacks, criminals are ahead of the
curve when it comes to exploiting vulnerabilities and
defences. There is a strong need for future research across
all cybersecurity topics, including phishing.
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