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Summary 
This era is representing the maximum changes in technological 
aspect, where assortment of things are implanted with the 
electronic gadgets (such as mobile smart phones, Siri AI speaker, 
Chromecast, IPTV cameras, smart fans, laptops, smart watches 
and life monitoring devices etc.). The moving sensors and 
embedded software (such as control system of air traffic, infusion 
pump for drug, monitoring & attendance system for students, 
employees and faculty members etc.) these all frameworks 
associated through the internet for gathering, monitoring and 
exchanging the required and most important data. A simple minor 
mistake or lagging or security breaches in the internet connection 
can cause great number of loss of money, personal data and 
confidential information. Securing the network is as much 
important as securing personal information in the organizations 
(such as a university campus where thousands of user are 
connected to the same network). The security of such type of 
network is very important and is of optimum concerned. The 
popularity of wireless networks is further enhanced by its ability 
to communicate using different types of multi- protocol text, audio, 
video and streaming of global media. Hence, it is an imperative 
need to secure wireless network, not only to protect personal and 
business information, but also in light of the recent wireless 
network security breaches by unauthorized individuals. The aim of 
this work is to analyze the Wi-Fi network of university campus and 
evaluate the report which will contain the hardware and software 
details of all network devices and users. Furthermore, the 
extensive survey was conducted about users’ satisfaction and 
expectation from Wi-Fi network. This work will improve the 
efficiency of the Wi-Fi network of university in effective and 
efficient manner. 
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1. Introduction 

Internet or the Web has been planned to support the huge 
number of clients/users because these days, the interface of 
devices (such as mobile, desktop and sensing devices etc.) 
through the internet have exceeded over 31 billion devices 
in the year of 2020. These devices have different versatile 
and work area (such as online banking, e-commerce and 
online shopping etc.). Gadgets with an assortment of uses 
running from the simple basic Web perusing to content 
conveyance and video conferencing. As more people are 

dependent on networks and information technology in all 
aspects of society, the Internet has become an integral part 
of our life. Internet is decreasing the distance between the 
virtual world and the real world which is effecting the way 
of study, work and live [1]. Some social media website like 
Facebook and twitter are playing very important role now a 
days, in the list of most popular resources for spreading 
information social media is ranked forth [2]. Network 
security has become very important due to rapid increase in 
network-based services and availability of personal 
information on networks [3]. 
These huge number of connections of the internet give birth 
to the number of difficulties (such as congestion inside the 
network, dis-connectivity, signal range problem and 
inadequate support of internet device etc.) and increase the 
chances of attack on the network [4]. There is a need of 
network analysis that will overcome these problems 
efficiently. Because during the process of network analysis 
all the collective measures done to analysis, study and 
gather data are done according to the policy requirement  
of the organization or University [5][6]. 
 
2. Literature Review 
 
People’s dependency on internet has made Wi-Fi networks 
an essential part of each organization. Wi-Fi is considered 
as a utility in all aspects of society now. The Internet has 
become an integral part of our life. It’s changing the study 
and working environment. Way of living is changing with 
the enhancement of the technology [1]. Need of Wi-Fi 
networks is also increased due to the excess use of social 
networking sites or applications. Social media is playing an 
important role in our society, it is one of the major resources 
of spreading information now a days [2]. In an organization 
such as University campus where thousands of users are 
connected to the same network, network analysis is very 
important [3]. Because network health, vulnerabilities, 
problems and deficiencies can be detected by analyzing. 
Rapid increase in network-based services and the 
availability of personal information on networks is one of 
the important reasons for network analysis [4]. Effective 
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and efficient use of network is very important for an 
organization i.e. in a university the prime objective of Wi-
Fi network is to ease the users’ essential needs regarding 
research and education [5]. In order to improve a network 
we have to understand it first, and network analysis is the 
first step to understand the pros and cons of any network [6]. 
ICT service of European University Institute launched a 
survey in order to know the users satisfaction and problems 
regarding internet services provided by the university [7]. 
Such annual survey should be conducted to show the 
progress in advancing end-to-end network performance. 
The annual survey could be used to benchmark the progress 
in upgrading all components of the network and it could be 
a valuable tool for institutions [8]. IT services of the 
University of Dublin launched satisfaction survey in order 
to understand the users’ perspective regarding IT services 
provided by the university [9]. A good Wi-Fi network play 
an important role in such organizations where user’s 
satisfaction is taken seriously [10]. Because people are use 
to of wireless technology and they prefer it over wired 
internet [11]. So, providing a high quality Wi-Fi network in 
a university for research and educational needs is very 
essential [12]. But the security of such network and privacy 
of users’ personal information available on network should 
not have any vulnerability [13]. Network analysis is 
considered as of the important aspects of security 
management [14]. Educational institute should provide a 
high-speed Wi-Fi network so students can fulfill their 
requirement of video based lessons and research [15]. 

 
3. Contribution 
 
This research paper is based on the network analysis of 
Mehran University of Engineering and Technology 
Jamshoro. Following are covered in this analysis. 

 Information about Wi-Fi network devices.  
o Total Number of different Wi-Fi network 

devices.  
o Classification of Wi-Fi network devices.  

 Wi-Fi network analysis report. 
 Users’ satisfaction survey. 
 Users’ satisfaction survey results.  
 Comparison of users’ feedback with technical 

findings in order to understand the issues in Wi-Fi 
network. 

 Suggestions for overcome those issues.  

 

4. Methodology  

The research is divided into two parts. In first part we 
gathered all the information regarding Wi-Fi network which 
includes number of access points, number of switches, 
classification of these devices, Wi-Fi coverage area, 
bandwidth and all other technical data with the help of 
different software and apps while in other part we did a 
users’ satisfaction survey to understand the users’ issues 
regarding Wi-Fi network and then compared that feedback  

 

 
Figure 1: Flow chart of methodology 

With the collected technical data in order to understand the 
real issue and then purposed the solution for that issue.  

5. Results 
 
Work started by analyzing the devices which are used in the 
network. There are total 500 indoor access points in the Wi-
Fi network while 11 outdoor Wi-Fi access points these are 
Huawei AP6050 and AP6150 respectively. These 511 
access points are connected to the 84 Huawei switches. 
 
5.1 Huawei Access Points 
 
This model of Huawei access point are the most recent age 
innovation driving remote passageways (AP). In 
consistence with the 802.11ac Wave 2 guidelines. They 
give secure gigabit remote access and supports 
simultaneous information handling for additional clients. 
The detailed specification and performance detail (like 
software specification and maintenance features etc.) 
provided at the official website of Huawei. 
 
5.2 Surveying the University  
 
All of above described access points are connected to and 
control by the wireless access controller so the network is 
not vulnerable to external Wi-Fi devices. 
In the survey, different questions were asked to the Wi-Fi 
users in the university in order to understand their point of 
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view regarding Wi-Fi network. There are four types of 
regular Wi-Fi network users in the university, which are 
students, faculty members, officers and staff members. 
Majority of the internet users are student because students 
are the main stakeholders in any institute. So, the first 
question was asked about their classification. Most of 
responses were from student side as shown in Fig.2. 
 

 
Figure 2: Classification of Wi-Fi users 

 
 
Frequency of using a network is play important role when 
you give feedback regarding the network. A regular user 
can explain real issues and difficulties of the network more 
efficiently than an occasional user. Most of the users which 
surveyed were the regular users of the Wi-Fi network as 
shown in Fig.3. 
 

 
Figure 3: Regularity of Wi-Fi users 

 
University is providing Wi-Fi coverage in all the 
departments throughout the campus. Users are receiving a 
good Wi-Fi signal strength in offices, laboratories, libraries, 
corridor and in some selected outdoor areas. Most of the 
users preferred to use Wi-Fi network over 3G/4G or any 
other source of Internet which make the Wi-Fi an essential 

need in university premises as shown in Fig.4.

 
Figure 4: Preferable source of internet in university 

 
When users were asked about difficulties in using Wi-Fi 
network the majority of users respond that they are feeling 
difficulties in using Wi-Fi network. Because majority of 
users were disagreed with the statement that they are not 
facing difficulties in using Wi-Fi network in university as 
shown in Fig.5. 
 
 

 
Figure 5: Difficulties in using Wi-Fi network 

 
Most of users have complained about slow browsing issue 
which is a valid complain as shown in Fig.6. During the 
peak hours from 10:00 am to 2:00 pm browsing speed was 
observed very slow. 

 

 
Figure 6: Slow browsing speed issue 

 
Most of the users complained about the disconnecting issue 
as shown in Fig.7. There are many reasons of disconnecting 
issue. The main reason of this issue is communication gape. 
End user does not get the first-hand knowledge of any 
changing in Wi-Fi network which cause the disconnecting 
issue. 



IJCSNS International Journal of Computer Science and Network Security, VOL.20 No.10, October 2020 
 

 

43

 

 
Figure 7: Wi-Fi network disconnecting issue 

 
In order to connect to the Wi-Fi network one should have 
his/her credentials, these are actually VPN accounts which 
are generated by the Information and Communicaiton 
Processing Center of the university. Each student, faculty 
member and employee should have his own VPN account 
in order to connect the Wi-Fi network. These VPN accounts 
are verified by the active directory at the time of connecting. 
But it seems there are a good number of users who don’t 
have their own VPN accounts as shown in Fig.8. 

 
Figure 8: Wi-Fi users’ VPN accounts 

 
That means those users are connected through someone 
else’s VPN account as shown in Fig.9. This is a reason of 
slow browsing. Each users account have a maximum cap of 
2 Mbps. If many devices are connected through a single 
VPN account so the total bandwidth will split among those 
devices and result will be slow internet speed. 

 
Figure 9: Unauthorised VPN accounts 

 
Many users didn't know that logs are generated against their 
VPN Account as shown in Fig.10. Means if a user is 
connected through someone else VPN and misusing the Wi-
Fi network in any sense the logs will indicate the VPN 
owner for that misusing. 

 
Figure 10: Wi-Fi users’ logs 

 
When users were asked the purpose of using Wi-Fi network 
the majority of users agreed that most of the time their 
purpose of using Wi-Fi network is social media or 
entertainment as shown in Fig.11. Most of them are 
connected to Wi-Fi for whole time they present in university. 

 
Figure 11: Purpose of using Wi-Fi in university 

 
512 Mbps are allocated for Wi-Fi network. As it observed 
by the e-sight Network Management System at the peak 
hours from 10:00 am to 2:00 pm users reached up to 2599 
as shown in Fig.12. This is the main reason of slow 
browsing. University has too many users and a limited 
bandwidth. 
 

 
Figure 12: Graph showing online users of Wi-Fi network 

with respect to time 
 

In University hours 8:00 am to 3:00 pm almost full 
bandwidth which is allocated for Wi-Fi network is 
consumed by the user as shown in Fig.13. 
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Figure 13: Graph showing bandwidth consumption of Wi-
Fi network with respect to time 

 
Now look at the Fig.12 and Fig.14 in the peak hours (10:00 
am to 2:00 pm) the users reached up to 2000+, this is the 
exact time when users face slow browsing. 
That means users are consuming full bandwidth throughout 
university hours (8:00 am to 3:00 pm) but in peak hours 
when users reached up to 2000+ they face slow browsing 
issue due to equally shared bandwidth policy. 
 

 
Figure 14: Graph showing online users of Wi-Fi network 

with respect to time 
 
 
 
6. Conclusion  
 
There should be a proper information system by the 
university which provide the first-hand knowledge to the 
end users of any changes in Wi-Fi network. Because most 
of the dis-connectivity issues are due to lack of knowledge 
regarding changes in Wi-Fi network. University can get rid 
of slow browsing issue by increasing the bandwidth but it 
will be a costly solution because bandwidth which is used 
in Wi-Fi network is purchased from Pakistan Education and 
Research Network. That bandwidth is costly and exclusive 
for research and education purpose. But this issue can be 
resolved by implementing some restrictions and blocking 
the bandwidth hungry applications and social websites. By 
doing that university can save the expensive bandwidth and 
can utilize it efficiently for its real purpose, education and 
research.  
 
 
 

References 
 
[1] Shen, Jinliang, Shiming Gong, and Wencong Bao. "Analysis 

of Network Security in Daily Life." Information and 
Computer Security 1.1 (2018).. 

[2] Kim, Jooho, and Makarand Hastak. "Social network analysis: 
Characteristics of online social networks after a 
disaster." International Journal of Information 
Management 38.1 (2018): 86-96 

[3] Shakya, Subarna, and Abhijit Gupta. "Concerns on 
Information System and Security Audit." Journal of 
Advanced College of Engineering and Management 3: 127-
135. 

[4] Panda, Mrutyunjaya, and Manas Ranjan Patra. "Network 
intrusion detection using naive bayes." International 
journal of computer science and network security 7.12 

(2007): 258-263. 
[5] Solomon, Thato, Adamu Murtala Zungeru, and Rajalakshmi 

Selvaraj. "Network traffic monitoring in an industrial 
environment." Electrical, Electronics, Computer 
Engineering and their Applications (EECEA), 2016 Third 
International Conference on. IEEE, 2016 

[6] Al-Mhiqani, Mohammed Nasser, Rabiah Ahmad, Warusia 
Yassin, Aslinda Hassan, Zaheera Zainal Abidin, Nabeel 
Salih Ali, and Karrar Hameed Abdulkareem. "Cyber-
security incidents: a review cases in cyber-physical 
systems." International Journal of Advanced Computer 
Science and Applications 9, no. 1 (2018): 499-508. 

[7] Service, I. (2012), User survey report year 2012., 
https://www.eui.eu/Documents/ServicesAdmin/Computing
Service/CSSurvey2012.pdf. 

[8] Le Guigner, Jean-Paul, Martin Price, Rogelio Montañana, 
and Michael Nowlan. "Report on Campus Issues." (2008). 

[9] Dublin, T. C. (2016), It services 2016 satisfaction survey, 
https://www.tcd.ie/itservices/general/satisfaction-survey-
2016.php. 

[10] Lee, Geunhee, and Iis P. Tussyadiah. "The influence of wi-
fi service on hotel customer satisfaction." In Proceedings of 
the 9th Asia Pacific Forum for Graduate Students’ 
Research in Tourism. Kyushu: Beppu. 2010. 

[11] Robotics, U. S. "Wireless lan networking white 
paper." IEEE Computer Society (2009). 

[12] Sulaiman, Norrozila, and Che Yahaya Yaakub. "An 
investigation on a real time system over WiFi in 
educational environment." In 2009 Sixth IFIP International 
Conference on Network and Parallel Computing, pp. 161-
166. IEEE, 2009. 

[13] Yang, Yuchen, Longfei Wu, Guisheng Yin, Lijie Li, and 
Hongbin Zhao. "A survey on security and privacy issues in 
Internet-of-Things." IEEE Internet of Things Journal 4, no. 
5 (2017): 1250-1258. 

[14] Alzahrani, M. E. "Auditing Albaha University Network 
Security using in-house Developed Penetration Tool." 
In Journal of Physics: Conference Series, vol. 978, no. 1, p. 
012093. 2018. 

[15] Brewer, Gale A. "Dear Friend, Internet technology is 
omnipresent in our world—except, all too often, in 
Manhattan public schools. Our survey of wifi internet 
access in scores of Manhattan public schools shows that 
slow, erratic, and inadequate wireless." (2019). 



IJCSNS International Journal of Computer Science and Network Security, VOL.20 No.10, October 2020 
 

 

45

 

Abdul Hai Faiz completed BE in 
Telecommunication Engineering 
from Mehran University of 
Engineering and Technology 
Jamshoro, Pakistan. He is doing M.E 
in Telecommunication Engineering 
and Management from Institute of 
Information and Communication 
Technologies, Mehran University of 
Engineering and Technology 
Jamshoro, Paksitain. He worked as 
an Internee Engineer at Information 

& Communication Processing Center, Mehran University of 
Engineering and Technology Jamshoro from 2017 to 2018. He 
Joined DWP Technologies as a Resident Engineer for HEC Smart 
University & Safe Campus Project in 2018. 
 

 
 

Nasrullah Pirzada has done his 
PhD in Information Technology 
from Universiti Teknologi 
Petronas, Malaysia in 2018. He 
obtained his M.E. in 
Communication System & 
Networks form Mehran 
University of Engineering and 
Technology, Jamshoro, Pakistan 
in 2010. He is currently working 
as Associate Professor in the 

department of Telecommunication Engineering, Mehran 
University of Engineering & Technology, Jamashoro, 
Pakistan.  His research interest includes, Outdoor and 
Indoor Localization systems, Communication and 
Networks, machine learning and Internet of Things (IoT). 
 
 
 
 

Imran Ali received his B.E. 
degree in Electronics Engineering 
and the M.E. degree in 
Communication Systems and 
Networks from Mehran 
University of Engineering and 
Technology (MUET), Jamshoro, 
Pakistan, in n 2001 and 2005, 
respectively. He joined Pakistan 
Telecommunication Company 
Limited as Assistant Divisional 

Engineer, in 2002. He then joined the Department of 
Telecommunication Engineering, MUET, as Lecturer, in 
2008 and continued working there to date. He later 

completed his Ph.D in Information and Communication 
Engineering in 2013. His research interests include signal 
processing, wireless communication and artificial 
intelligence. 
 
 
 
 
 

Abdul Latif received the B.E. 
degree in electrical engineering 
and the M.E. degree in 
communication systems 
networks from Mehran 
University of Engineering and 
Technology (MUET), Jamshoro, 
Pakistan, in 1995 and 2005, 
respectively. He has done his 
Ph.D. from Beijing University of 
Posts & Telecom, Beijing, China, 

in 2013. He joined Pakistan Telecommunication Company 
Limited as Assistant Divisional Engineer, in 2001. He then 
joined the Department of Telecommunication Engineering, 
MUET, as an associate professor, in 2014, became an 
Associate Professor in 2016. His current research interests 
include machine learning and Optical Fiber communication 
systems and Networks. 
 
 
 
 

Sajjad Ali received the B.E. 
degree in telecommunication 
engineering and the M.E. degree 
in communication systems 
networks from Mehran 
University of Engineering and 
Technology (MUET), Jamshoro, 
Pakistan, in 2007 and 2011, 
respectively. He has done his 
Ph.D. from Dalian University of 
Technology, Dalian, China, in 

2017. He joined Telenor Pakistan as an Operation and 
Maintenance Engineer, in 2007. He then joined the 
Department of Telecommunication Engineering, MUET, as 
a Lab Lecturer, in 2008, became an Assistant Professor in 
2011, and became an Associate Professor in 2018. His 
current research interests include machine learning, 
Massive MIMO and wireless communication systems. 
 

 


