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Abstract: Current mechanical advancements in sensors, low-
power microelectronics just as scaling down, and cordless 
systems administration permitted the plan and spreading of 
Mobile Adhoc Networks ready to self-governing keeping up a 
watch on and furthermore controlling settings. Remote Sensor 
Networks (WSNs) can be portrayed as a self-arranged and 
furthermore framework parcels much less cordless systems to 
show physical or natural issues, total of temperature stage, sound, 
reverberation, pressure, and distraction. A Wireless Sensing Unit 
Network (WSN) incorporates an enormous amount of sensor hubs. 
The sensor nodes can speak among themselves the use of radio 
alerts. A wi-fi sensor node is ready with selecting up and 
calculating gadgets, radio transceivers and also electricity 
substances. The sensing unit nodes rely upon battery power. 
Sensor nodes make use of more power as contrasted to a day-to-
day node. Mobile Impromptu Network (MANET), it is 
constructed from a diffusion of self-organized and also battery 
organized cell nodes, is applied notably in endless applications, 
collectively with navy and additionally non-public industries. 
Nonetheless, protection is a prime trouble in MANET directing, 
due to the fact the network is at risk of attacks. This paper 
introduces the breach detection scheme for establishing the 
safeguarded route in MANET. The proposed cryptography 
schema takes much less memory, reduces the time, gives 
tremendous protection and perfectly suitable for low stamina 
gadgets like cell nodes. The goal of this task is to provide safety 
and safety to the Wi-Fi sensing unit place using elliptical 
exerciser curves cryptography on the facet of genetic set of rules. 

Keywords: WSN, MANET, Wireless sensor network, high 
efficiency, genetic algorithm.  

 

 

 

1. INTRODUCTION 

Directing in MANET as a mobile self-configuring 
infrastructure-a bargain loads much less wi-fi 
neighborhood is greater complex than one of a kind 
fundamental networks. A node in MANET may be both 
terminal node as well as router. Indeed, a node as a 
terminal node sends in addition to receives packets also as 
that node as a router will find and additionally keep a path, 
and in addition plays programs to a vacation spot. In the 
opposite hand, topology on this kind of network is hollow 
due to nodes' wheelchair. Therefore, router based 
completely transmitting systems which attempt to maintain 
area geography do now not paintings as it should be in 
MANET. A WSN consists of lots of tiny and additionally 
occasional-rate sensor nodes able to finding bodily 
sensations that consist of temperature, minor, warmth, 
audio, in addition to remarkable deals of others. WSNs 
have many bundles together with militia, monitoring, 
residential programs; web site vacationers manage, and so 
on. Because the sensor nodes can be finished in unsteady as 
well as inaccessible environments, converting or 
recharging their stamina additives isn't always possible in 
addition to financial. Consequently, maximizing electric 
strength intake for lengthening the area lifestyles time is a 
important trouble in WSNs. 

 
MANET has the dynamic geography and also the 

nodes gift in the community does no longer provide first-
class shape to the community, and additionally finally, it 
may be suffering from various network moves. MANET 
consists of some of nodes brazenly allocated over the 
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wireless device. The info is exceeded from the supply node 
to the getaway node thru several collection of intermediate 
nodes, and also the verbal exchange numerous of the nodes 
can be referred as hopping. Based upon the interplay, the 
MANET comes beneath guidelines; they will truly be 
single hop network, and multi bounce community. Various 
directing formulas are to be had without problems on hand 
for established the directing direction amongst the supply 
in addition to the holiday spot for statistics transmission. 
Choosing a designated node as a group head is a wholly 
exquisite nonetheless complicated endeavor. An assortment 
of variables can be considered for choosing the top notch 
hub as a bunch head. A portion of these components 
incorporate explicit of the hub with notable to unmistakable 
hubs, adaptability, power, save in musings, and throughput 
of the hub. In extraordinary measured hubs of WSN 
notwithstanding MANET have constrained battery and 
furthermore assets. Refine of political decision will 
genuinely expand the all-out handling costs of the network. 
So the political decision approach wants to besides hold up 
under as a main priority the dealing with and power snags 
of the hubs. Just One bunch head normal with assortment 
should be chosen in the end of a political decision way, 
because of reality more than one arrangement heads indoor 
a solitary group can convey development to bunch 
reconstruction, High extraordinary of Service (QoS), 
notwithstanding coordinating executive difficulties. In the 
advanced years, specific overviews of CH political race 
plans have been provided. Aim of these examinations is to 
discuss their particulars, decision of reclustering, and 
execution. In any case to the premium of records, no 
assessment of the CH political race flexibly accentuation to 
place of hub in bunch, get as certifiable with component of 
hubs, just as singular assortment head determination steady 
with political race producer has been a distant memory 
over to day. High satisfactory of Service in directing needs 
to make sure that selected path has a good deal an awful lot 
less website online traffic, a good deal much less packet 
loss, best duration, as well as the maximum possible 
bandwidth together. Approaching to transmitting QoS is 
unrealistic without attention of nature in addition to 
dynamic geography in MANET. This endeavor has 
attempted to apply Hereditary and also blurry formulas in 
DSR to method to QoS in MANET directing. The 
preliminary a part of this article will provide an explanation 
for the secondhand hereditary series of recommendations. 
Section will introduce our adjustments on DSR and 
additionally the method our method works. Section three is 

the thing of route updating with the supply of Fuzzy. As 
nicely as one way or every other, we imitate our 
transmitting technique with the resource of NS2 as well as 
examine it with elegant DSR. 

2. RELATED STUDY 

Wireless sensor networks (WSNs) are personify a 
big wide form of sensor gadgets that might sincerely talk 
with each exceptional by using wireless networks, with 
confined energy in addition to computing of such 
environment is a hard mathematical and technological 
undertaking. These WSNs are effective in that they'll be 
open to help several of extremely one-of-a-kind real 
worldwide plans; they might be in addition a difficult 
research in addition to engineering trouble due to this really 
versatility. As vital, there might be no single series of 
requirements that really identifies all WSNs, and also there 
might be furthermore currently no longer a single 
technological alternative that encompasses the entire 
fashion location. Research take a look at on sensor 
networks turned into before everything supported with the 
supply of army plans. Very early studies turn out to be 
finished through fashion of navy making use of sensor 
networks for protection handling occasions at contiguous 
rates. 

A WSN may be usually defined as a community 
of nodes that en masse satisfaction in and may control the 
environments permitting interaction among people or pc 
systems and the includes environments. Today, Wireless 
Sensor Networks are broadly applied in the business and 
commercial enterprise areas in conjunction with for e.g. 
environmental tracking, habitat tracking, medical care, way 
monitoring and surveillance. For example, in an army area, 
we're able to make use of Wi-Fi sensor networks to expose 
hobby. If an occasion is brought about, the ones sensor 
nodes revel in it and also ship the records to the sink node 
through speaking with various nodes. Using WSNs 
establishing every day and at the same time it faces the 
headache of energy restraints in terms of restrained battery 
lifetime. As every node is primarily based upon on 
electricity for its sports, this has extended to be a primary 
problem in WSNs. The failing of one node can disturb the 
whole tool or software. Every sensing node may be in 
active (for receiving and additionally transmission sporting 
sports), nonetheless and also sleep settings. In lively mode 
nodes feed on electrical electricity while getting or 
transferring documents. In nevertheless putting, the nodes 
eat nearly the same amount of strength as in energetic 
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mode, at the same time as in sleep mode; the nodes closure 
the radio to save the electricity. In order to design a 
completely secure wi-fi sensor networks, protection must 
be incorporated to each node of the system. The goal is that 
a variable executed with none protection will be without 
difficulty emerges as a factor of assault. It recommends that 
a safety and safety need to penetrate through every factors 
of layout of cordless sensor networks. Wireless sensing 
unit networks (WSNs) are project to several moves because 
of the inclined environments, controlled recourse, and also 
open communication channel. Wireless networking has 
observed a durable interest in nowadays day beyond 
because of the packages in cell as well as unique 
communications. Wireless community patterns are 
probably identified into framework wi-fi community 
designs and also advert hoc wireless community designs. 
Often wi-fi networks are lengthened from gift confused out 
community. As in keeping with the study research, 
Wireless networks have end up very popular currently a 
mid-day as they offer financially possible and also real-
time monitoring offerings. While organizing the Wireless 
Sensing unit Network, the sensor nodes may be without 
problem deployed within the unreceptive environments. 

 

3. PROPOSED SYSTEM 

The invoked technique has been evolved to justify 
electricity green and security metrics in a Mobile Ad-hoc 
Network with Fuzzy logic based Genetic Algorithm and 
excessive safety problem with then elliptical curves digital 
signature set of rules cryptography. This work is simulated 
the use of Network Simulator-2 (NS2) tool. It is a software 
program programming device to be applied to actual time 
networks to assess the performance of a MANET. The 
behavior of a MANET can be able to verify in two codes 
using this tool 

 Graphical representation of nodes in a MANET 

 Realizable in other suitable platforms. 

This proposed work is to be applied in four steps and the 
consequences have been discussed as follows. 
 

1. Deployment of the Mobile Nodes: This 
community is proposed with 150 mobiles nodes 
which might be randomly generated. 

2. Cluster Formation: Organizes these randomly 
generated nodes to shape (Topology). This cluster 

formation has been developed via fuzzy K-Means 
algorithmic techniques. 

3. Cluster Head Selection: By incorporating Fuzzy 
good judgment ideology alongside Genetic 
algorithm (GA) to pick cluster head for selected 
cluster. Here specially focused to choose a greater 
green cluster head in MANET to degree the 
parameter of a MANET that complements its 
overall performance. 

4. Security and information transmission: encrypted 
and decrypted for excessive and precise facts 
safety purpose statistics transmissions between 
the nodes in a given network structure. So in this 
work a try has been made with the aid of bringing 
all constraints to carry excessive safety alerts.  In 
the information transmission procedure, the nodes 
live idle until an occasion takes place. On 
detection of the occasion, the mobile node 
appears within the near vicinity understand the 
message and transmits it to the CH the usage of a 
multi-hop course. 
 

In this chapter, mainly focused on methodologies and 
algorithmic approaches to improve the overall performance 
of a MANET in wireless communication. The work mainly 
concentrates on 3 major key factors that enhance the 
performance of a MANET and to be discussed as  
 

 Performance factors of MANET network 

 Overall power consumption of MANET network 
is to be reduced. 

 By avoiding unused/unnecessary nodes to 
improve the network lifetime and to achieve 
highest security in a Network. 

 3.1. Energy AND efficient Cryptography 
based fuzzy K-Means WSN using Genetic 
Algorithm: 
 
The proposed scheme proposes a revolutionary routing 

community architecture model to gain excessive safety and 
carry out most energy utilization. This architecture model 
consists of a set number of frames of cluster with limited 
range of sensor nodes. This painting consists of fuzzy k 
approach with set of regulations for cluster formation. The 
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major topic of these paintings to evaluate the performance 
factors power intake and network lifetime in a MANET. 
 
3.1.1. K means Algorithm 
It is a promising and lively clustering set of guidelines. It’s 
a classical approach for unsupervised evolutionary DM set 
of guidelines which resolves the clustering trouble in a 
smooth manner. It famous applications in biometrics, 
medical imaging and numerous new upcoming fields. It 
adapts the clustering strategies recognized for noticing the 
devices grouping. It consists of nodes regrouping inside the 
network to shape many clusters. The cluster formation is 
grounded on parameter like need cluster and the Euclidean 
distance for locating the nearest cluster for every node. The 
cluster head choice with the algorithm of ok-technique is 
grounded on factors just like the function of cluster head to 
be at the cluster center on the aspect of node residual 
electricity.  
 
In MANET, the clustering method using okay-manner is 
performed on repetitive optimization of node distance to 
categories. It creates a K cluster with the aid of using N 
nodes set.  

𝒁𝒎𝒊𝒏 ൌ ∑ 𝒁𝒓 ൌ ∑ ൫∑ 𝒅ሺ𝒙𝒊 െ 𝒄𝒉𝒓ሻ𝟐𝒙𝒊𝝐𝒏𝒓 ൯𝑲
𝒓ୀ𝟏

𝑲
𝒓ୀ𝟏                                     

(5.1) 
3.1.2. Fuzzy K-Means  
 

The routing technique basically tires to optimize 
the ate up energy for the duration of the statistics 
transmission. By the use of this approach with fuzzy c-
manner protocol permits the node contributors linked near 
CH inside the network. By this technique the strength 
transmitted is minimized and enhancement of the network 
lifetime is finished. With the attention of ‘n’ nodes at a 
random segment generated inside a place of length M*M, 
the good enough-manner clustering set of rules is 
completed for classifying the nodes to most range in 
MANET employer.  The device of classification takes 
place as follows: the okay initialization, hold in thoughts ok 
kind of employer, and the chosen k centroids at the begin in 
random locations of group fashioned it ok<n. In the 
succeeding segment, the nodes are grouped into clusters 
through Euclidean distance. Every node is hooked up 
nearest centroid within the network. Later to calculate the 
centroid role in every institution, think the centroid role is 
various then last node in the cluster movements to their 
respective nearest centroid, else live same. 

 

𝒁𝒎𝒊𝒏ሺ𝑲, 𝒒ሻ ൌ ∑ ∑ ൫𝜸𝑲𝒊൯
𝒒
𝒅𝟐ሺ𝒙𝒊, 𝑪𝑲ሻ

𝑵
𝒊ୀ𝟏

𝑲
𝑲ୀ𝟏                                      

(5.3) 

 
Fig.3.1. Fuzzy System Block. 

 
3.1.3. Genetic Algorithm (GA): 

In 1975 the genetic algorithm was first proposed 
by Holland with the natural selection and genetic idea. It is 
basically a dominant search method in which the 
evolutionary algorithm class is applied for problem solving 
in various areas. Its implementation can be straight forward 
to give good performance to MANET’s operation. The GA 
is primarily a straight, stochastic and parallel method in 
global search as well as to provide optimized solution to 
the exiting problems. It can be started with randomly 
generated set with probable solution for an assignment 
known as population. Within the population the single 
individual solution is called as chromosome. Each 
chromosome may be denoted as a string or genes array 
contained within solution part. It takes into consideration of 
fitness function for testing new structures for selecting the 
best population.   

 
The graph G=(N, A) can specifies the underlying 

topology of any multi-hop network, where N is a set of 
nodes and A is a set of their links. Also, we can have a cost 
for each link (i, j) and call it as Cij. In this case, we have a 
source node which we named it as node “S” and a 
destination node with name “D”. The name Iij is denoted 
for each link (i, j) and can be defined as follows: 
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It is clear that diametrical elements of Iij must be 
‘0’. By using the above definition, we can formulate the SP 
routing solutions to syntactic optimization solution to 
minimize the objective function as follows: 
Minimize: 

 
Subject to: 

 
And 

 
 
For each individual the fitness value is given by the 

fitness function. The individual chromosome fortune 
depends on the fitness value. The basic differences between 
the GA with remaining heuristic methods are as follows. 

 
1] GA working rule depends on the conceivable 
arrangement populace while the heuristic strategies utilize 
a one arrangement in redundancies.  
 
2] GA is stochastic and not deterministic. Each and every 
in the GA populace gives a potential arrangement. Hardly 
any people's determination is done on the wellness esteem. 
The GA emulates the nature hereditary procedure, hybrid 
for trading hardly any individual hereditary information 
coolly for posterity 

.  
Fig.3.2. The flowchart of a simple genetic algorithm. 

 

4.  RESULTS AND DISCURSIONS  

The wide assortment of rounds contrasts from 
1000 to 9000. Each round the pointless hubs are chosen for 
every single arrangement and furthermore the result 
uncovers the decline type of assortment head hubs found 
inert in advised Plan assessing to various other current 
arrangement used in this movement. This because of the 
determination of group head with most noteworthy 
lingering power with the help of intuitionist fluffy K-way 
based bunching and furthermore want of best physical 
wellbeing charge basically based hubs as assortment heads 
in MANET. 

Fig.4.1. Network creation. 
 

 
Fig.4.2. Nodes Representation. 

 

 
Fig.4.3. Data communication. 
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Fig.4.4. Data communication with respective of Node. 

 

 
Fig.4.5. Communication between Two nodes. 

 

 
Fig.4.6. Sink indication. 

 

 
Fig.4.7. Communication with all nodes. 

 
 

 
Fig.4.8. Nodes indication wide range indication. 

 
The bundle dispersion convey of the each plan is 
discovered and furthermore the final product notable shows 
that the upheld work appropriations bounty more 
noteworthy kind of parcels to the based absolutely station 
because of the most satisfying decision of group head. This 
on account of the decision of group head with least steeply-
estimated member convey extremely worth of assortment 
from the base station to bunch head and also the non-
assortment head thickness with the assistance of intuitionist 
muddled K-technique based absolutely bunching and 
moreover time of appealing hubs as masses in each round, 
political appointment of bunch head with greatest possible 
real wellness cost with the assortment as the factor. 
 
 

 
Fig.4.9. Packet Delivery ratio. 
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Fig.4.10. Packet Loss ratio. 

 
Fig.4.11.End to End Delay. 

 

 
Fig.4.12. Energy consumption. 

 

 
Fig.4.13. Average Energy. 

 
Fig.1.14. Node to Node Power consumption. 

 

5. CONCLUSION 

In remote sensor organizes, the quality limits of 
hubs play an essential capacity in developing such a 
technique for utility. The wi-fi sensor systems safeguard 
expanding and amplify to be all around applied in loads of 
bundles. In this way, they need for security will wind up 
pivotal. By and by, the cordless detecting unit organize 
experiences a lot of guidelines which comprise of limited 
force, refining limit, and carport potential, and masses of 
others. There are various techniques to convey security, 
one is cryptography. In the directed gadget, an intuitionist 
unsure alright - approach based thoroughly bunching shape 
for sensor hubs are advanced. The political appointment of 
assortment head is finished with the innate arrangement of 
rules with the factors of routine vitality, assortment and 
thickness of each hub. The hub with the overall population 
of things is picked typically put together absolutely 
obviously with respect to the club and also non-club charge 
of the components. The data gave through the hubs inside 
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the assortment doesn't converse with the base terminal they 
forget about it to the group head wherein the data are 
produced, squeezed and furthermore long past to the base 
station through front or the various distinctive assortment 
heads. Along these lines the proposed fine art propelled 
suits in word intensifying situations. 

 
FUTURE SCOPE: 

Remote Sensor Networks (WSNs) in which every 
sensor hub arbitrarily and on the other hand remains in a 
functioning mode or a rest mode. The dynamic mode 
comprises of two stages, called the full-dynamic stage and 
the semi-dynamic stage. At the point when a referenced 
sensor hub is in the full-dynamic period of the dynamic 
mode, it might detect information bundles, transmit the 
detected parcels, get bundles, and hand-off the got parcels. 
At long last, a parcel misfortune approach will be assessed. 

 

REFERENCES 
 
[1] Alakesh, B., & Umapathi, G. R. (2014). A Comparative 

Study on Advances in LEACH Routing Protocol for 
Wireless Sensor Networks. A survey International Journal 
of Advanced Research in Computer and Communication 
Engineering, 3(2). 

[2] Nguyen, D. T. et al. (2012). An Improved LEACH Routing 
Protocol for Energy-Efficiency of Wireless Sensor 
Networks. Smart Computing Review, 2(5). 

[3] P. R. Gundalwar, Dr. V. N. Chavan,” A literature review on 
Wireless Sensor Networks (WSNs) and its Diversified 
Applications” International Journal of Advanced Research 
in Computer Science (IJARCS 2012), Volume 3, No. 7, 
Nov-Dec 2012 ISSN No. 0976-5697 

[4] Petre-Cosmin, H. et al. (2010). Hierarchical Routing 
Protocol based on Evolutionary Algorithms for Wireless 
Sensor Networks. 9th RoEduNet IEEE International 
Conference 2010. 

[5] W. Heinzelman, A. Chandrakasan and H. Balakrishnan., 
"An Application -Specific Protocol Architecture for 
Wireless Microsensor Networks", IEEE Trans. Wireless 
Communications, Vol. 1, No.4, October 2002, pp.660-670.  

[6] W. Heinzelman, Application - Specific Protocol 
Architectures for Wireless Networks, Ph.D Thesis, 
Massachusetts Institute of Technology, June 2000.  

[7] G. Smaragdakis, I. Matta, A. Bestavros, SEP: A Stable 
Election Protocol for clustered heterogeneous wireless 
sensor networks, In Second International Workshop on 
Sensor and Actor Network Protocols and Applications 
(SANPA), 2004. 

[8] Ratish Agrawal, Dr. Mahesh Motwani, “Survey of 
Clustering Algorithm for Mobile Ad hoc Network”, IJCSE, 
Vol. 1 Issue 2, pp. 98-104, 2009  

[9] M. Gerla and J. T. Tsai, “Multicluster, Mobile, Multimedia 
Radio Network. Wireless Network,” 1995  

[10] G. Chen, F. Nocetti, J. Gonzalez, and I. Stojmenovic, 
“Connectivity based k - hop clustering in wireless network,” 
In proceeding of International Conference on System 
Science, Vol. 7, pp. 188.3, 2002  

[11] P. Basu, N. Khan, and T.D.C. Little, “A Mobility Based 
Metric for Clustering in Mobile Ad Hoc Networks”, In 
proceeding of IEEE ICDCSW, pp. 413 - 18, Apr. 2001. 

[12] Chinatsu Arima, Taizo Hanai and Masahiro Okamoto, 2003,” 
Gene Expression Analysis Using Fuzzy K-Means 
Clustering”, Genome Informatics, Vol.14(1), pp. 334-335.  

[13] K. Spurthy, T.N. Shankar, An Efficient Cluster-Based 
Approach to Thwart Warmhole Attack in Adhoc Networks, 
International Journal of Advanced Computer Science and 
Applications, Vol. 11, No.9, 2020, pp. 312-316 

[14] K. Spurthy, T.N. Shankar, An Effective Approach to Advert 
Wormhole Attack In AODV, International Journal of 
Advanced Trends in Computer Science and Engineering, 
Vol. 9, No.5, pp. 8257-8265 

[15] D Aluvala, S., Sekhar, K.R., Vodnala, An Empirical Study 
of Routing Attacks in Mobile Ad-hoc Networks, Procedia 
Computer Science Vol.92, pp.554-561 

[16] Shankar T. N, K. Spurthy,  S.Sabari Giri Murugan, 
‘Enhancement of Intrusion-Detection System in MANETs 
with the Digital Signature via Elliptic Curve 
Cryptosystem’, ,  International Journal of Computer Science 
and Information Security Vol. 14, No. 6,  pp. 88-94. 

[17] Pradhan, A., Sekhar, K.R., Swain G.,  Adaptive PVD 
steganography using horizontal, vertical, and diagonal edges 
in six-pixel blocks, , Security and Communication 
Networks 1924618 (8), 1924618 

[18] KR Sekhar, LSS Reddy, UJ Kameswari, Secure system of 
attack patterns towards application security metric 
derivation, International Journal of Computer Applications 
Vol. 53, No.1, pp. 11-18. 

[19] K Bhandari, R.R., Raja Sekhar, Study on improving the 
network life time maximization for wireless sensor network 
using cross layer approach, International Journal of 
Electrical and Computer Engineering Vol. 6, No.6, pp. 
3080-3086. 

[20] K Bhandari, R.R., Raja Sekhar, Routing Based Clustering 
approaches and sleep scheduling algorithm for network life 
time maximization in sensor network: A survey, Lecture 
notes in Networks and Systems 89, pp. 293-306. 



IJCSNS International Journal of Computer Science and Network Security, VOL.20 No.11, November 2020 
 

 

38

K Abdul Basith, received BTech 
From JNTU and MTech CSE from       
VTU in 2003 and 2007 respectively, 
currently pursuing P.hd from  in 
Department of Computer Science and 
Engineering Koneru Lakshmaiah 
Education Foundation. and working as 

Associate professor in Department of CSE in Marri 
Laxman Reddy Institute of technology and management. 
 

T N Shankar, obtained his MTech and 
PhD from Birla Institute of 
Technology, Mesra, Ranchi, India. 
presently   working as a professor in 
the Department of Computer Science 
and Engineering, Koneru Lakshmaiah 
Education Foundation. His research 

interest includes information security and neural networks. 
He published book title Neural Networks, University 
Science Press, New Delhi. He has 30 publications in his 
credit. He is a life member of ISTE and ACM. 

 


