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Summary

Non-abelian group based Cryptography is a field which has
become a latest trend in research due to increasing vulnerabilities
associated with the abelian group based cryptosystems which are
in use at present and the interesting algebraic properties associated
that can be thought to provide higher security. When developing
cryptographic primitives based on non-abelian groups, the
researchers have tried to extend the similar layouts associated with
the traditional underlying mathematical problems and assumptions
by almost mimicking their operations which is fascinating even to
observe. This survey contributes in highlighting the different
analogous extensions of traditional assumptions presented by
various authors and a set of open problems. Further, suggestions
to apply the Hamiltonian Cycle/Path Problem in a similar direction
is presented.
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1. Introduction

Cryptography, which is the science of secret
communication has been a topic of interest from earliest
days of history. There are two main types of Cryptography.
They are Private-key Cryptography and Public-key
Cryptography. The well-known public-key cryptosystems
that are practically in use at present are Number theory
based and theoretically use the structures and properties of
abelian groups. A prominant discussion among experts, at
present is, whether the security of these cryptosystems are
breakable. Infact, it was proven, that their security will be
easily broken if the quantum computers are invented.

With the discovery of more and more vulnerabilities, the
attention is focused on introducing novel methods for
Cryptography. One such direction is the use of non-abelian
groups to develop cryptographic protocols. In this survey,
we focus on the literature related to the non-abelian group
based public-key cryptographic protocols.

Actually, our attention was directed towards non-abelian
group based Cryptography, during a study of the
Hamiltonian cycles in Cayley graphs. We have studied
about the Cayley graphs of non-abelian groups of orders
p"q, p?q? and p%qr, where p, q,r are distinct primes and
n(=2) €eZ* . For related literature and a recent
advancement in this direction see [1] and [2].
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A Hamiltonian cycle in a Cayley graph represents a non-
trivial relationship among the generating elements of the
graph and it is well known among the mathematicians that
the Hamiltonian Cycle Problem is a very difficult problem
(NP-complete problem). This motivated us to think of
applying the Hamiltonian Cycle Problem to the field of
Cryptography. And we noticed, since we are using non-
abelian groups, it will probably give an added advantage
and security over the currently existing algorithms which
only make use of the abelian properties. Thereby after
initiating the literature survey, it was possible to see that,
indeed the attention of scientists have already been
enthralled towards non-abelian group based Cryptography.
Such studies were actually started in 1980’s [3].

As a main contribution of our work, we present and

discuss important related literature during the past two
decades. Refer [4] and [5] for past literature surveys on the
same topic. We gather and present literature related to some
significant schemes and several open problems not
highlighted in those surveys, while keeping an emphasis on
different variants of the traditional cryptographic
assumptions extended to the non-abelian platforms, with the
expectation that it will be a useful reference for academic
scholars and undoubtably provoke enthusiasm in them due
to the variated algebraic properties involved with the non-
abelian groups. Moreover, we also present a novel
motivation to view the Hamiltonian Cycle/Path Problem in
relation to public-key cryptographic schemes.
The remainder of this paper is organized as follows. Firstly,
Section II briefly introduces the most important and
relevant basic concepts of Public-key Cryptography. Then,
the Sections III to VI present the existing non-abelian group
based cryptosystems which follow the concepts of
traditional Discrete Logarithm Problem, non-abelian group
based variants of Factorization Problems, Membership
Search Problems and the Word Problem respectively. The
next Section includes a short review on the famous
Logarithmic signatures. The Section VIII is devoted to our
discussion on future research directions. The final Section
summarizes this paper and draws conclusions about the
state of the art of this field.
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2. Fundamentals of Public-key Cryptography

The well-known mathematically hard problems used for
Cryptography are the Integer Factorization Problem and the
Discrete  Logarithm  Problem. Currently existing
cryptographic schemes are based on assumptions such as
the RSA assumption, strong RSA assumption [6] or the
Elliptic Curve Discrete Logarithm Problem and uses
protocols like the Diffie-Hellman key exchange, El-Gamal
encryption scheme etc.

Definition 1 (Discrete Logarithm Problem (DLP) [5]). Let
G be a group. If h,g € G such that h = g* and h, g are
known, find the integer x.

Definition 2 (The RSA assumption [6]). It is the assumption
that, “Given a randomly generated RSA modulus n, an
exponent  and a random z € Zjy;, find y such that y™ = z ™.

Eventhough many attempts have been made to develop
cryptosystems using the non-abelian algebraic structures, a
successful, practically usable non-abelian analogy of a
cryptosystem is yet to be devised. The main method of
handling non-abelian groups is Combinatorial Group theory,
which involve the studying of groups using group
presentations.

When considering the non-abelian platforms for
Cryptography, the researchers have also found many novel
mathematically hard problems which can be employed as
the basis of necessary cryptographic assumptions such as
the Conjugacy Problem, Conjugacy Search Problem etc.
The standard assumption of cryptographers in the past is
that, an eavesdropper has access to all the information
except the secret keys and random choices of the
communicating parties. But the modern Cryptography has
more demanding point of views such as the assumption that,
an eavesdropper is unable to guess which two messages
have been encrypted, once presented with a single
challenging cipher-text, which is one of the encrypted
messages.

3. Discrete Logarithm Problem

Many researches have output with various analogous
problems that can follow the basic concepts of the
traditional DLP. In this section, we discuss the related
literature.

3.1 Conjugacy Problem and Conjugacy Search Problem

An outstanding property of the non-abelian
cryptographic platforms is that it can take advantage of
intractable  problems in  Quantum  Computing,
Combinatorial ~ Group theory and Computational
Complexity theory for their construction [3]. Due to its
ability to resist quantum attacks, non-abelian group based
Cryptography is expected to achieve higher security. Some

mathematical problems offer significantly increased
hardness when non-commutative groups are considered.
For instance, there exists efficient quantum algorithms that
can solve hidden subgroup problem in abelian groups but
not in non-abelian groups.

Anshel-Anshel-Goldfeld and Ko-Lee cryptographic
schemes are two of the very first introductions of non-
abelian cryptosystems (introduced around the same time
periods, in 1999 and 2000 respectively). The schemes are
based on the difficulty of the Conjugacy Search Problem
and Conjugacy Problem in the underlying groups
respectively.

Definition 3 (Conjugacy Problem (CP) [7]). Given a group
G and elements x,y € G, decide whether there exists an
element g € G suchthatx9 = y.ie., g txg = y.

Definition 4 (Conjugacy Search Problem (CSP) [5]). Let G
be a non-abelian group. Let g,h € G be known such that
h = g* for some x € G. Find x. Here, g* stands for
x 1gx.

3.1.1 Anshel-Anshel-Goldfeld protocol:

Let G be a non-abelian group with a finite presentation,

where elements can be represented using unique normal
forms. Let NF(g) denote the normal form of g, for any
g € G. Assume that for given normal forms of x,y € G,
the normal form for xy doesn’t reveal either x nor y.
The protocol operates via the computation of the
commutator, [a, b] = a~1b~lab as a shared secret key, by
the communicating parties, Alice and Bob. Here, a =
W(ay,...,ay) , b =V(by,..,by) are the secret words
chosen by Alice and Bob, from their randomly chosen,
finitely generated subgroups of G, say A =< a4, ..., a, >,
B =< by, ..., by, >, respectively. The groups, 4, B and the
normal forms of the conjugates of the generating elements
of A,B, ie. NF(a}),j =1,..,n and NF(b#),i = 1,..,m
are made public by each of the parties, by using their
respective private keys. Since, Alice knows a” from Bob’s
shared computation, she can compute a la’ =
a~(b~tab) =[a,b] . Similarly, Bob knows b® from
Alice’s shared computation, so he can compute (b%)~! and
hence, (b%)~1b = (a"b~ta)b = [a, b].

In [8], I. Anshel, M. Anshel, B. Fisher and D. Goldfeld
had proposed key agreement protocols whose security is
based on the difficulty of inverting one-way functions
derived from hard problems in braid groups. And further in
[9], I. Anshel, M. Anshel and D. Goldfeld analyze several
examples of non-abelian key agreement protocols (KAPs)
and discuss the axioms for non-abelian key agreement
protocols, some intractable problems and requirements for
Graph theory in KAP.
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An analogue of the Anshel-Anshel-Goldfeld protocol
based on the following Subgroup Conjugation Search
Problem (SCSP) was discussed in [10].

Definition 5 (Subgroup Conjugation Search Problem
(SCSP)). Given a group G, subgroups H,, H, of G, and two
elements f,g € Hy,findanelementh € H, suchthat f =
h~1gh, provided that at least one such h exist.

The SCSP seems to be difficult if G is restricted to
subgroups of the group GL(V, R), which denote the group
of all invertible R -linear transformations of the free R -
module VV and R is a finite commutative ring [10]. In order
to clarify this the authors had discussed a special case of the
SCSP when G = AGL(V,R) , the Linear Transporter
Problem (Here, AGL(V,R) is the group of all affine
transformations of V [10]). Another novel cryptographic
protocol was also proposed based on this problem.

Definition 6 ((Linear Transporter Problem (LTP)). Let R be
a commutative ring, V be an R-module and G < GL(V,R).
Given u € V, and veu’ ={uJ|ge G}, find g € G
suchthatv = u9.

3.1.2 Ko-Lee protocol:

Let G be a non-abelian group with unique normal forms
same as in the above protocol. Alice and Bob choose
commuting subgroups 4, B of G, random elements a € A,
b € B respectively, which will be kept as secrets. For a
public element g € G, g* = a 'ga and g” = b='gb are
computed by Alice and Bob and exchanged, which will be
exponentiated by the secret elements of each party to
acquire a shared secret key. In this protocol, (g?)* =
(g*)?, due to the commuting property of the subgroups A
and B chosen. While the security of novel cryptosystems is
always an open question, the studies of Ko-Lee has brought
up several new problems.

Q1. Can new primitives and cryptosystems be further

developed, using the hard problems in braid groups? For

instance, digital signature schemes.

Q2. What conditions make problems like, Generalized

Conjugacy Search Problem and Conjugacy Decomposition

Problem equivalent?

Q3. Identify new groups suitable to be used with one-way

functions like Conjugacy Problem. Particularly, groups

satisfying the properties,

o the Word Problem should be solvable by a fast algorithm
(e.g.:- automatic groups),

o the Conjugacy Problem should be hard,

o should be easy to digitize the group element.

The Anshel-Anshel-Goldfeld and Ko-Lee protocols can be

regarded as quite practical schemes, had a most suitable

platform group been found. The main requirements in a

platform group for any cryptosystem are the possibility to

store and manipulate group elements efficiently and the

underlying mathematical problem being hard in a majority
of its instances.

The groups with short linear representations are
obviously more vulnerable, since they can be subjected to
linear attacks. Finite groups comprising of permutation
representations of lower degrees could get subjected to
attacks based on the theories of computational permutation
group theory, whereas the groups with many normal
subgroups can be reduced to quotients easily, and hence are
vulnerable.

3.2 Generalized Discrete Logarithm Problem

Ivana Ili¢ [11] (see [7] for a detailed description) had
used a Generalized DLP, which was originally introduced
in [12] and had proven that it is weak in the projective
special linear groups, PSL(2,p), where p is an odd prime.
However, recollect that even the ideas of using conjugates
in the Anshel-Anshel-Goldfeld and Ko-Lee protocols can
also be thought of as other ways of generalizing the DLP to
non-abelian groups.

Definition 7 (Generalized DLP [12]).

Let G be a finite group generated by a4, ..., a;. i.e. G =<
ay, ..., a; >. Denote by a = (ay, ..., a;), the ordered tuple
of generators of the group G. For a given g € G, the
Generalized DLP of g with respect to « is to determine a
positive integer k and a (kt)- tuple of non-negative integers
X = (Xq1y o X1py eo0r X1y -+ » Xgee) SUCH that,

k
= Hi_l(afﬂ it

This can be expressed using the notation f = a*. The
(kt) —tuples, (X114, ) X1g) oo s X1 - » Xge) are known as the
generalized discrete logarithms of B with respect to .
When considering the group G = PSL(2, p), two subgroups,
say H and K generated by two non-commuting elements a
and S of order p in G are required to be identified. Then,
the group can be represented as G = HKHK. By assuming
that, G is represented by matrices

. 11 1 0
from SL(2,p) and taking A = (0 1) and B = (1 1), to
be the generating elements such that G =< A,B >, the
author shows that the solving of the Generalized DLP is
equivalent to determining a non-negative integer tuple
(i,], k, 1) such that,

M= ABIAB! where M = (¢ °) € Gia,b,cd€F,
c d

This is then reduced to a system of equations which can
be solved using Grobner basis computations easily. Hence,
it was concluded that the Generalized DLP in PSL(2,p) is
not hard. Further, using this, a Generalized Diffie-Hellman
key exchange protocol and a Generalized El-Gamal
encryption scheme was also proposed.
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3.2.1 Generalized Diffie-Hellman key exchange protocol:

A major problem faced in trying to achieve Diffie-
Hellman key exchange is the inequality (a*)¥ # (a”)*
due to the non-abelian nature of elements. To overcome this,
the operation of conjugation by elements was introduced to
commute with the exponentiation by integers.

Theorem 1. [7] Let G =< a4, ..., @, > be a finite non-
abelian group. Let (ay, ..., @,)* denote the operation of
exponentiation by integer x and for g € G let (ay, ..., ay)9
denote the operation of conjugation:

(@, o, ap)? = (@), ..., ad) = (g7 a1 g, ., g ang)
Then, ((a4, ..., )9 = ((aq, ..., @) 9)*.

Key-exchange protocol:- Alice and Bob agree on a group
G =< ay, ..., @, >. Alice selects a random positive integer
x, computes g, = (&, ..., @,)* and sends it to Bob, where
as Bob selects a random group element g € G, computes
gp = (@4, ...,a,)9 and sends it to Alice. Then the two
parties compute g7 = ((@q, ..., an)9)* =k, and g2 =
((ag, oo, @)*)9 = kg, respectively, which is the shared
secret (by, Theorem 1, k4, = kg = common secret key).

3.2.2 Generalized EI-Gamal encryption scheme:

A short description of the operation of a variant of the El-
Gamal encryption scheme based on the Generalized DLP is
as follows.

Key generation: Each entity € selects non-abelian group
G =< ay, ..., a, >, random positive integer x., computes
gs = (aq, ..., a,)* and publishes g, and (ay,..,a,),
keeping x, a secret. In particular, Alice’s secret key is x,,
and public key is (gq (@q,..,a,)) , where g, =
(g, ..., )%,

Encryption: To send a message to Alice, Bob obtains
Alice’s public-key pair (gg, (¢4, ..., @y)), and writes the
message m as an element of the group G. Then, for a random
secret element g € G , he computes (f5q,...,0,) =
(i, ..., @)Y, and sends((By, ..., Br), mg?) to Alice.

Decryption: To decrypt, Alice uses x, to compute
((By, -, Br)*) ™! and multiplies on the right by mg? .

mgg ((Br, ., B)*) ™" = mgg (@, ..., 4x))*) ™
= m((a, ., @) (@, -, @)Y ) =m.

Further research on Generalized DLP could be through
investigating along the below questions [12].

Q4. Analyzing whether there exists an appropriate algebra
on the exponents and the direct applications of the
Generalized DLP in encryption/signature primitives.

QS. Determine computational complexity of Generalized
DLP, respect to a.

Q6. Determine efficient methods/ways to factorize
elements in concrete or abstract groups.

3.3 Protocols involving automorphisms

Usage of automorphisms of non-abelian groups for
Cryptography was also apparent in several sources of
literature. Based on the concept of the standard Diffie-
Hellman key exchange protocol, A. Mahalanobis in 2018
[13], had studied regarding a possible analogous key
exchange protocol using the abelian subgroups of the
automorphism group of a non-abelian nilpotent group.
Similar efforts were also mentioned in [8], [14], [15] using
braid groups, in [16], [17] using a family of finitely
presented non-abelian groups and in [18], a description of a
key exchange protocol similar to that in [13] can also be
found. As described in [13], the definitions of General
Discrete Logarithm Problem (GDLP) and General Diffie-
Hellman Problem (GDHP) are as follows and the author had
discussed two variants of key-exchange protocols.

Definition 8 (General DLP (GDLP)). Let G =<
a;,a,,..,a, > and f:G -G be a non-identity
automorphism. Suppose one knows f(a) and a € G, then
GDLP istofind f(b) forany b € G.

Assuming the Word Problem (see Definition 20) is easy
or presentation of the group is by means of generators,
GDLP is equivalent to finding f (a;) for all i which in terms
gives us a complete knowledge of the automorphism. In
other words the cryptographic primitive GDLP is
equivalent to, “finding the automorphism f from the action
of f on only one element”.

Definition 9 (General Diffie-Hellman Problem (GDHP)).
Let ¢,¢: G — G be arbitrary automorphisms such that
oY =Yg, and assume one knows a, ¢ (a) and Y(a). Then
GDHP is to find ¢ (¥ (a)).

Let G be a finitely presented group and S be an abelian
subgroup of Aut(G).

3.3.1 Key-exchange protocol 1:

1. Alice and Bob first select a group G, and an element
a € G\ Z(G), where Z(G) is the center of G and
random automorphisms ¢,, ¢ from S, respectively,
as the private keys. Each compute ¢p,(a) and ¢g(a)
respectively, and exchange.

2.  Then Alice can compute ¢4 (¢pg(a)), which is equal to
¢p(p4(a)) that can be computed by Bob. This is the
shared secret key.

If the automorphisms used are automorphisms which fix
conjugacy classes, such as the inner automorphisms, then
the security of the scheme actually relies on the Conjugacy
Problem. Suppose, ¢4(a) = x"tax and ¢pg(a) =y tay
for some x,y, then ¢,(¢p5(a)) = (yx) ta(yx). Hence, if
the Conjugacy Problem is easy, for a known a, ¢,(a) and
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¢ (a), then the secret values x and y can be found by an
eavesdropper.

3.3.2 Key-exchange protocol 2:

1. Alice and Bob choose a group G. Any z4 4 € Z(G)

depends on ¢ and g for any central automorphism
¢ € Aut(G)and g €G.

2. First, Alice chooses a random non-central element
g € G and ¢, € S. She computes ¢,(g) and sends to
Bob.

3. For a random ¢z € S, Bob computes ¢pz(¢,(g)) and
sends to Alice.

4. Then, Alice computes ¢51(¢d5(d4(9))), which will
give her ¢z(g).

5. Now, Alice has to pick another random ¢, € S and

compute ¢y(ds(g)) and ¢y(g) . She sends
¢ (pp(g)) to Bob and keeps ¢y (g) private.

6. Bob computes ¢5'(¢n($5(9))) = ¢u(g) . Then
¢ (g) is the shared secret key.

For central automorphisms, ¢, and ¢z, $,(g) = 924, - If
G is special (i.e. Z(G) = [G,G] = @(G), where [G, (] is
the commutator subgroup of G and @(G) is the Frattini
subgroup of G ), then, ¢p(gzy A'g) = 9Z¢p 204, from
which Zgp, cCan be computed. Since, ¢y (Pp(g)) =
9Z¢p 4 244, is public, 9Zgy , can be computed using Zgp
and the scheme can be broken. However, this attack is
possible only if the group is special.

The author introduces a signature scheme as well, where as
it is generally difficult to devise signature schemes using
non-abelian groups.

3.3.3 Asignature scheme based on the conjugacy problem
as mentioned in [13]:

Let G be a group with commuting inner automorphisms.

1. Alice chooses B = a 'aa and publishes a and S,
while keeping a as a secret.

2. To sign a text x € G, she picks an arbitrary k € G
and compute ¥y = kak™ and § such that, x =

(8k)(ay)~*.

Note that, xax™! = (k) (ay) ta((6k)(ay) 1) !

= (6k)y tataayk 167t = Sy ta tkaklays?

(since inner automorphisms commute)

=6y talyayst = fatyast

=8k )6 (y =kak™ = a lya = kBk™?)
3. Alice sends x and k& to Bob.

4. Bob computes L = xax~! and R = §kB(6k)™. If
L = R, the message is authentic, otherwise it is not.

3.3.4 The MOR cryptosystem:

The MOR cryptosystem is another well-known
cryptosystem which had attracted the attention of many
scholars, that makes use of automorphisms (See [19], [20],
[21] and [22] for further analytical details). It can be
identified as a straight forward generalization of the
traditional El-Gamal cryptosystem.

Let G =< ay, ..., @; > be a finite non-abelian group and ¢,
be an inner automorphism of G. ¢4(x) = g~ 'xg, Vx € G.
We know that, ¢g*(x) = g~™xg™, for any m € Z*. The
MOR cryptosystem introduced in [22] involves computing
and publishing of a sequence of values like ¢, and ¢g" (i.e.
{pg(@)}i=; and {pg'(a;)}i=1), by the communicating
parties, where g € G and m € Z* will be kept as secrets.
A. Mabhalanobis, in [22] had proposed the group of
unitriangular matrices over a finite field as a suitable non-
abelian platform for the MOR cryptosystem. There, the
composition of inner, diagonal and central automorphisms
were considered as the group of automorphisms. The author
has also encouraged future research focusing on the
following questions.

Q7. Is the security of the MOR and El-Gamal
cryptosystems equivalent?

Q8. Is it computationally more expensive than the El-
Gamal cryptosystem?

In the following year, A. Mahalanobis [23] had given an
explicit discussion regarding the use of p-groups for the
MOR cryptosystem. He had shown that a better
cryptosystem in comparison to the existing El-Gamal
cryptosystem can not be built using the p-groups. In [24],
the same author had studied the security of the MOR
cryptosystem in special linear groups over the finite fields
and had shown that it has better security than the traditional
El-Gamal cryptosystem when special linear groups are
considered.

Free groups are widely used in computer science and
many modern cryptosystems rely on the hardness of
computational problems over finite free groups. Articles [4],
[25] and [26] includes informative descriptions regarding
the free group cryptosystems.

Definition 10. A group is a “free group” if no relation exists
between its generators (other than the relationship between
an element and its inverse which is required as one of the
defining properties of a group).

3.3.5 Moldenhauer protocol:

In [27], a public-key cryptosystem following the
format of the conventional El-Gamal encryption scheme
was developed based on the automorphisms of a free group
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F =< X| >, where X is a free generating set with |X| = g
by Moldenhauer et al.. There,

Public parameters: The group F =< X| >, a freely
reduced word a # 1 in the free group F and an
automorphism f: F — F of infinite order.

Encryption and Decryption procedure:

1. Alice chooses (privately) a natural number n and
publishes the element f*(a) = ¢ € S* (S* is the set of
all freely reduced words with letters in X U X™1).

2. Bob picks (privately) a random ¢t € N and his message
m € §*. He calculates the freely reduced elements,

m-ft(c) =c¢; € S* and f'(a) =c, € S* and sends
the cipher text (cq,c,) € S* X §* to Alice.

3. Alice computes, ¢; - f™(cy) "t =m- ft(c)f™(c,) ™t
=m- '@ @) =m- @ (@) =m

to recover the message.

3.3.6 Paeng et al. cryptosystem:

Paeng et al. in 2001 [28] had put forward another
cryptosystem using the automorphisms of non-abelian
groups. A speciality of this system is that it involves faster
encryption and decryption than most other well-known
public-key cryptosystems and also could give rise to a
signature scheme.

Let G be a non-abelian group with non-trivial center
Z(G), where Z(G) is not small, g € G and Inn(g) denote
an inner automorphism. Suppose {a;} is a set of generators
of G. For a communicating party, say Alice, the public key
is {Inn(g), Inn(g*)} and the private key is a. A sequence
of values, quite similar to that in the MOR cryptosystem is
made public to be used for encryption. i.e. (Inn(g%))?
{(Inn(g))?(a;)}) for an arbitrarily chosen value b. A
message m will be encrypted as, E = Inn(g®?)(m) =
(Inn(g®))*(m) and ¢ = Inn(g”) (ie. {Inn(g”)(a;)})
and (E, ¢) will be sent to Bob.

The scheme is efficient and successful once the
Inn(g?) is expressed with small bits and even though the
scheme has the outlook of the El-Gamal cryptosystem, it is
possible to keep the random b value fixed unlike in the El-
Gamal scheme. The reason for this is the inability to obtain
miim, from Inn(g®)(m,) and Inn(g®)(m,) for any two
messages m,,m, € G, to find the key value b.

3.4 Protocols involving Matrix groups

Using the elements of GL(2,Z,), Bates, Meyer and
Pulickal [29] had proven the security of Cayley-Purser
algorithm against the Brute Force attack and an attack on
the public-key parameters (an attack made to acquire the
private-key). The authors had also introduced a novel

public-key exchange protocol. The steps of the Cayley-
Purser algorithm introduced by S. Flannery [30] has quite a
simple attire, so we will outline it here for an interested
reader.

Consider GL(2,Z,), where n = pq with p = 2p’ + 1 and
q=2q'+1;p,q,p',q are primes, and p,q are distinct
safe primes as mentioned. Assume that, the messages are
converted to matrices in GL(2,Z,). The receiver of the
message, computes B =C7'A71C and G =C" are
computed, where n =pq, p,q are suitably large safe
primes, A,C € GL(2,Z,) are random non-commuting
elements and r € N is random. The sender of the message,
encrypt a message M as M' = KMK, where D = G%, E =
D™'AD, K = D7'BD and s € N is random. The matrix E
acts as the enciphering key. The receiver, upon obtaining
the encrypted message, compute K IM'K™!=
K Y (KMK)K™t =M.

A different construction of a public-key cryptosystem using
a type of a block upper triangular matrices was investigated
by A lvarez et al. [31] in 2009. The set 0=
{[g 1|4 € 61.(2,),B € GLy(2,), X € Mat,s(2,)} forms a
non-abelian group under the operation of product of
matrices. Here, p is a prime number, r, s € N, Mat,(Z,)
is the set of 7 X s matrices over Zy, and GL,.(Zy), GLs(Z,)
are the sets of invertible 7 X r and s X s matrices over Z,,
respectively. When a matrix M € 0 is raised to a power h €
VAR

h h 0, ifh=0
Mh = [A X ] here X" = -
o pr] Ve Yo AMIXBIY, ifh>1

A key-exchange scheme was established by showing
that a construction of keys obtained from the simplification
of a computation involving matrix multiplications and
matrix exponentiations following the above definitions are
equal. This construction is dependent on the analogous DLP
considered for matrices (See [31]). The same author had
made further contributions in [32] and [33]. In 2006,
Climent et al. [34] had proposed another cryptosystem
using non-abelian matrix groups and in 2010 Pathak and
Sanghi [35] studied in the same direction resulting in a
novel public-key cryptosystem and a key-exchange
protocol.

Menezes and Wu [36] had proven that, the DLP over
GL(n, F,) can be reduced in probabilistic polynomial time
to the DLP over small finite extension fields of [F,,. This
shows that there is no particular advantage in trying to use
DLP over GL(n, [F,), than the field of integers modulo p.
Furthermore, a reputed key-agreement protocol using the
matrices is the “Stickel’s scheme” introduced by E. Stickel
[37]. He had made use of a certain subgroup of GL(n, IF,)
as the platform for the scheme rather than considering the
entire group GL(n, Fy,). V. Shipilrain [38] had suggested an
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improvement for this scheme by proposing Mat,(R),
where R is a finite ring as a more secure platform.

4. Factorization Problems

The non-abelian factorization problems were
enlightened with the introduction of braid group based
cryptosystems [15] and Conjugacy Search Problem based
constructions [39]. We should remark here, that the braid
group based Cryptography is a significant area where many
researchers have studied and made contributions over the
decades. Even though infinite groups such as braid groups
had been under major attention, finite groups are expected
to have more useful aspects.

In 2011, Baba, Kotyada and Teja [40] had proposed a
non-commutative Factorization Problem and a related
cryptosystem (the BKT scheme). The cryptographic
assumptions as proposed by them can be stated as follows.

Definition 11 (Factorization Problem (FP) [40]). Let G be
any finite group with identity e. Let g,h € G be two
random elements so that < g >N<h>={e} . The
Factorization Problem with respect to G, g, h, denoted by
FP;h, is to split the given product g*hY € G into a pair
(g*, h?) € G2, where x and y are arbitrary integers picked
at random.

If G is abelian and the orders of g and h are known,
where gcd(|g]|, |h]) = 1, the FP can be reduced to the DLP
inG. If |g| and |h| have common factors the FP is much
harder. If G is non-abelian and g, h are non-commuting, the
best known method to solve the FP is the naive method,
which is to consider all the possible pairs of (x, y) one by
one. This is regarded to be infeasible for very large values
of |g| and |h|. The traditional Diffie-Hellman Problem,
which has two types; Computational and Decisional can be
defined as follows.

Definition 12 (Computational Diffie-Hellman Problem [7]).

Given a finite cyclic group generated by element «, and
given a* and a”, find a*”.

Definition 13 (Decision Diffie-Hellman Problem [7]).
Given a finite cyclic group generated by element a of order
n, and given a*, a¥ and a*, determine whether z =
xy mod(n).

If the DLP can be solved, then both the Computational

Diffie-Hellman Problem and the Decision Diffie-Hellman
Problem can be solved. If the Computational Diffie-
Hellman Problem can be solved, then so can the Decision
Diffie-Hellman Problem.
In [40], a more generalized expression of the Diffie-
Hellman Problems can be found, which can be easily used
for non-abelian groups as well. We mention here the
Computational version of the problem:

Definition 14 (Computational Diffie-Hellman (CDH)
Problem). Let G be any finite group with identity e. Let
g,h € G betwo random elements so that < g >N< h >=
{e}. The computational Diffie—-Hellman (CDH) problem
with respect to G, g, h, denoted by CDH;h, is to recover
g%tehb+e from the given pair (g®h®?, g°h?) € G2, where
a, b, c, d are arbitrary integers picked at random.

The BKT scheme:

1. Key-generation: Let G be a non-abelian group and
g,h € G be non-commuting elements such that |g| =
k,|h| =1. The publickey = (G,g,h, g*h¥) and
private-key = (g%, h?) € G?, where x,y are random
integers are to be securely destroyed after the
generation of the keys.

2. Encryption: Let m € G be a plain-text message.
Cipher-text= (g%t h?*', g*' h¥'m) = (1,,7,) € G2,
x',y" are random arbitrary integers.

3. Decryption: m = h¥171g*t, € G

The BKT scheme can be regarded as the first such
scheme to directly utilize non-commutativity of the
underlying algebraic systems, not only for defining related
cryptographic assumptions but also for hiding messages. In
[41], the authors present several attacks against the BKT
scheme and propose two novel public-key encryption
schemes based on the non-abelian Factorization problems.
Hong et al. [3] in 2006, had proposed two hard problems
which they had named as Non-abelian Factoring (NAF)
Problem and Non-abelian Inserting (NAI) Problem, to
present a brand new public-key encryption scheme.

Definition 15 (Non-abelian Factoring (NAF) Problem [3]).
Let M = M,(p) be a semigroup with respect to
multiplication operation, and G = GL,(p) the general
linear group with respect to multiplication operation. Let
R,T € M (R # T) be two random nilpotent matrices. The
Factoring Problem with respect to G,R,T, denoted by

NAFgch‘expT, is to factor the given product exp*Rexp?T €

G, into a pair (exp*R, exp®T) € G2.

The statement of the problem is quite similar to the
Computational Diffie-Hellman Problem in [41].

Definition 16 (Non-abelian Inserting (NAI) Problem [3]).
Let M =M,(p) be a semigroup with respect to
multiplication operation, and G = GL,,(p) the general
linear group with respect to multiplication operation. Let
R,T € M (R # T) be two random nilpotent matrices. The
non-abelian inserting (NAI) problem with respectto G, R, T,

denoted by NAIfpr’expT, is to recover exp @R expb+aT

from the given random pair (exp*?exp®”, expRexpT) €
G2.
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Eventhough, the problem of computing t for a given
exp'® € G and X € M is solved, the NAF is difficult since
R and T are considered to be non-commuting and hence so
are the exp*® and exp?T . Furthermore, the choice of
sufficiently large p values also contribute to the hardness.
The authors in [42], had suggested several novel intractable
conjugated problems related to the Factorization Problem,
that can be used as underlying one-way trapdoor problems,
namely “Subgroup Conjugator Searching Problem,
Subgroup Conjugacy Deciding Problem, Conjugated
Computational Diffie-Hellman Problem, Conjugated
Decisional Diffie-Hellman Problem” and “Gap Conjugated
Computational Diffie-Hellman Problem”. The authors have
called these as conjugacy systems and have proposed an
encryption scheme, signature scheme and a signcryption
scheme (a data security technology used to protect
confidentiality and achieve authenticity) based on them.
Moreover, they have recommended future research in the
problems of,

Q9. Investigating more efficient platforms for
implementing the newly proposed schemes.

Q10. Investigation of possible reductions from the hardness
of the related conjugated problems to the hardness of the
underlying problems.

5. Membership Search Problem
5.1 Roman’kov’s schemes

Vitaly Roman’kov [43] in 2018, had shown general
presentations for algebraic cryptographic schemes using
two protocols. Many cryptographic schemes that use two
sided multiplications in the existing literature are proven to
be specific cases of the first general protocol and the author
had discussed two instances of Membership Search
Problem. He had used an efficient decidability of the
problem in an algebraic system to show the vulnerability of
both the protocols.

If linear spaces are considered,

Definition 17 (Membership Search Problem (first version)).
Given a linear space V over a field F and a subspace W,
which is given by a basis W, ..., W,,and anelementu € W,
find the linear representation of the form u =
Yi-iaw, a; € F.

If groups are considered,

Definition 18 (Membership Search Problem (second
version)). Given a group G and a subgroup H, given by a
generating set hq, ..., h,, and an element g € H, find a
group word u(hy, ..., h,) such that g = u(hy, ..., h,).

5.1.1 General scheme 1:

Let G be an algebraic system with associative
multiplication (for example, a group). Two communicating

parties, say Alice and Bob, choose private-key parameters,
(¢c,c") =(a,a") and (c,c") = (b,b") respectively. They
compute and sequentially publish elements of the form
Gecr(f) =cfc' , where ¢,c'€EG and f € G is a
previously built element. The exchanged key is

ke = (‘bclvfl, zd)cl—pfl,q (e - ¢C1rci,(g)),)> ,

= €;Cj_1 ... C1gCq ... C]_4C]

where g is a given element of G (f = g).
A and B are finitely generated subgroups of G used to
construct transformations of the form ¢ . and (a,a’) € 4,
(b,b") € B. However, the author himself had proven that
the security of protocols having the format of general
scheme 1 is breakable, without the knowledge of the
private-keys, by some natural assumptions.

5.1.2 General scheme 2:

The second general scheme uses endomorphisms or
automorphisms and most of the public-key exchange
protocols in  Algebraic Cryptography that uses
automorphisms actually represent specific cases of this
general scheme.

Let G be an algebraic system with associative
multiplication as before. Establish a set of public elements,
91,92, -, 9k €EG . Alice and Bob choose private-key
parameters ¢; € A and ¢; € B respectively, where A and
B are finitely generated subgroups of Aut(G). Then, they
compute and sequentially publish the elements of the form
¢(f), where f € G is a previously built element and ¢ is
the private automorphism. The exchanged key is, k =
¢1(p1—1(... (91(9)))), where g € G is the previously built
element.

Shpilrain and Zapata in 2006 [44] had described a
cryptosystem based on the computational difficulty of a
variant of a Subgroup Membership (Search) Problem.

Definition 19 (Subgroup Membership (Search) Problem).
Given a group G, a subgroup H generated by A, ..., h; and
an element h € H, find an expression of h in terms of
hy, ..., .

6. Word Problem

Wagner and Magyarik [45] had investigated regarding
the Word Problem during a very initial stage of this field of
study, viz. around 1984. Even though, it does not give a
provably secure, practical cryptosystem, this can be
regarded as a very useful opening to the non-abelian group
based cryptography during that era.

Definition 20 (Word Problem [46]). An element of the group
is given as the product of generators. One is required to give
a method whereby it may be decided in finite number of steps,
whether this word is identity or not.

The Word Problem hold similarities to the Knapsack
Problem, in that they both can be viewed as “natural”
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problems for public-key cryptosystems [45]. The word
problem provides immediate and direct public encryption
and difficulty to insert a trapdoor allowing the decryption.
A very general and basic approach to handling the Word
Problem can be described as below.

Let G =< x4,X3, ..., Xp|T1 = €,75, =€, ..., = e >, where
r; are the relations representing the group G. Let G’ be
another group obtained by adding more relators, s; =
e,s; =e,..,5, =eto that in G. Then G’ = G/N [45]. A
natural mapping (quotient mapping), 2:G — G' can be
defined as follows.

For x € G, let w be any word representing x. Then
0(x) is the equivalence class of w within G'. If x and y are
equivalent in G, then £2(x) and Q(y) are equivalent in G'.
For a trapdoor function to work, the w;, w, € G, which will
be taken as a part of the public-key must have the property
that, 2(w;) and 2(w,) are not equivalent in G'. To decrypt
means, to determine which of 2(w;) and 2(w,), a word
0(y) is equivalent to. i.e. to solve the Word Problem in G'.

Garzon and Zalcstein [47] had suggested a cryptosystem
based on the Word Problem in Grigorchak groups, which
can be regarded as a conceptual cryptographic scheme. An
attack on this was presented by the authors of [48].
Furthermore, they had analyzed a security issue in another
public-key cryptosystem; the Birget-Magliveras-Wei
(BMW) cryptosystem [49] which is a cryptosystem based
on the logarithmic signatures.

In [50], Grigorchuk had presented a very general
construction to transform any one-way infinite sequence of
a 4-generator group in to Word Problem. Literally, he had
aquired this result during an investigation regarding the
question, whether every finitely generated group has
polynomial or exponential growth. An interesting further
research direction would be to,

Q11. [48] Investigate the well studied instances of the Word
Problem in finitely presented groups for cryptographic
applications.

7. Logarithmic signatures

Another interesting atypical invention related to non-
abelian group based Cryptography is the so called
Logarithmic signature. This gives another way to generalize
the conventional DLP. We will not go to an in-depth
discussion on this topic, since [5] presents a detailed review.
Definition 21. Let G be a finite group and S € G be a
subset of G and s, be a positive integer. Let A; =
[@i1, -, ir,] be afinite sequence of elements of G of length
r;>1, forall1<i<s,a=[4.., 4] be the ordered
sequence of A;. a is called a cover for S if any h € S can
be written as a product h = h, ... hy, where haiki EA;.
When such a decomposition is unique for every g € S,
then « is defined to be a “Logarithmic signature” for S.

Magliveras, Stinson and Trung [51] had developed the well-
known MST;, and MST, -cryptosystems using the
Logarithmic signatures based on the finite permutation
groups. A MST; cryptosystem based on the Suzuki 2 -
groups was later proposed by Lempkun et al. [52]. An
inspiring challenge to confront by the new researchers is the
following problem.

Q12. Explore the potential of Logarithmic signatures for
finite groups as a basis for practical and secure public-key
encryption schemes.

The Cramer-Shoup cryptosystem is a generalization of
the El-Gamal key exchange problem, which is provably
secure against adaptive chosen cipher-text attacks. This
scheme, which utilizes the basic concepts of the RSA
assumption has been the limelight of many studies during
the era. An extension of the Cramer-Shoup scheme to non-
abelian groups was discussed by Kahrobaei and Anshel in
2013. See [53] for explicit details.

Moreover, Kahrobaei and Khan [19] had proposed
another interesting generalization of EI-Gamal key
exchange over polycyclic groups using conjugates.

8. Future research: using Hamiltonian
cycles/paths in  Cayley graphs for
Cryptography

A Hamiltonian path is a path which visits every vertex
of a graph exactly once. When there is an edge between the
starting and the ending vertices, it is known as a
Hamiltonian cycle. Finding a Hamiltonian cycle or a path in
most of the graphs is considered as one of the most difficult
mathematical problems and is known as the Hamiltonian
Cycle Problem (HCP) or the Hamiltonian Path Problem
(HPP) respectively.

A Cayley graph is a type of a vertex-transitive graphs
which can encode the abstract structures of groups clearly
and faithfully. This property of Cayley graphs is extremely
useful in studying group structures visually. A vertex-
transitive graph is a graph X, where for any two vertices
v1,V, € V(X), there exists an automorphism of X which
maps v, to v, (V(X) is the set of vertices of X).

The RSA assumption is one of the most important
concepts in the field of Cryptography. The RSA assumption
can be written as “it is computationally difficult to find a
non-trivial relation in the RSA group, (Z/pqZ)* .

Cycles in a Cayley graph correspond to relations among
generating elements of the graph. Hence, the problem of
finding Hamiltonian cycles in a Cayley graph correspond to
a problem of finding non-trivial relationships between the
generating elements of a graph. Moreover, if the product of
a sequence of elements corresponding to a Hamiltonian path
is considered, it becomes equal to another element in the
group. A sequence of generating elements raised to integer
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valued exponents, representing a Hamiltonian cycle or a
Hamiltonian path can act as a good secret key for a
communicating party.

By viewing the notion of the RSA assumption in relation
with the difficulty of finding Hamiltonian cycles in Cayley
graphs, a variant of the RSA assumption can be stated as
follows.

“It is computationally difficult to find a non-trivial relation
in the Cayley graph of a finite group which optimizes
conditions corresponding to a Hamiltonian cycle”.

It can be expected that the cryptographic protocols built
upon assumptions like above, are more stronger and better
due to the use of non-abelian groups (in abelian groups
Hamiltonian Cycle/Path Problem are not difficult) and the
very strong assumption based on the difficulty of finding
Hamiltonian cycles/paths in Cayley graphs.

9. Conclusion

Many researches in the field of Modern Cryptography
have been attracted towards non-abelian group based
cryptosystems, due to the presence of more complex
algebraic structures and the expectation that they will offer
higher security when confronted with Quantum
Computational approaches. Mathematically hard problems
giving rise to one-way trapdoor functions in non-abelian
groups have been studied and extended to different variants
of the traditional cryptographic assumptions such as the
DLP. The most common future research directions for all
the non-abelian group based cryptosystems are,

Q13. Investigate more suitable platform groups for the
execution of the respective cryptographic protocols.

Q14. Analysis and discovery of methods to improve the
security and efficiency of the protocols.

We propose the Hamiltonian Cycle/Path Problem,
particularly in Cayley graphs as a suitable intractable
problem for future studies with relevant to development of
novel public-key cryptosystems.
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