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Summary

An amazing growth in the field of Internet of Things (IoT)
and Blockchain based smart cities from both industry and
academia has been witnessed in the recent years. There are many
smart applications such as intelligent transportation, smart
banking, improving the life style of citizen, energy consumption
and managing the waste in the city, handling home needs are
supporting the Smart city concept. These applications are
profoundly supported by the advanced technologies like
Blockchain as well as IoT in the recent past. Smart cities can be
supported by the Blockchain core concepts such as secure,
transparent, decentralized and immutable nature. Still,
Blockchain and IoT technologies implementation in smart cities
are in their early stages and significant research efforts are
desirable to integrate them. This review article explores the roles
and responsibilities of Blockchain and IoT in building smart
cities.
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1. Introduction

In the last few decades’ people are moving
towards wurban cities and urbanization is growing
explosively. The constant growth of the Internet of Things
and Blockchain applications are providing the path to
construct efficient smart cities. [1, 2]. Smart cities are
offering efficient transport, healthcare, banking, waste
management and smart home applications where they need
high level of security for handling the confidential data of
citizens’ life. Blockchain and IoT are enabling the smart
cities to provide enhanced security and privacy.
Particularly Blockchain concepts such as distributed,
perceptible, transparent and immutable ledger are more
effective and supportive in smart cities construction [3, 4].
Blockchain technology was introduced for the purpose of
bitcoin transaction and has obtained substantial
accomplishment with a market capitalization of more than
US $230 billion after 2017 [5]. Other than the financial
industry, Blockchain applications and their potential
growth influencing the other domains like IoT, e-
Commerce, audit, e-Voting, accounting, supply chain
management, taxation, telecommunication [6], healthcare,
and government public services etc[7,8].
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Smart city idea is influencing the implementation
of information and communication technologies in many
domains like public welfare, economy, public services,
environment, supply chain management, and urban
planning etc. [9]. Smart city perception can develop every
feature of city life with the help of developing digital
technology [10]. The main objective smart city is to afford
the restructured services like housing, healthcare, energy,
water, waste management, surveillance, education,
transportation [11] and law enforcement. Smart cities can
integrate the communal, commercial and infrastructure
aspects of the city and can manage the difficulties of
population growth and efficient suburbanization [12].
Smart cities are supported, protected and instrumented by
the latest technologies such as blockchain, IoT, Artificial
Intelligence, Big Data and Machine Learning. Moreover,
huge volume of data traffic is generated by the information
system over network communication [13]. Blockchain
technology could be the solution for the key challenges
like security, integrity, identity and transparency [14].
Vast amount of transactions can be recorded using
blockchain technology and smart contracts provide a great
self-sufficiency for accomplishing smart business
communications during the smart city functional activities.
Blockchain based smart city enables hybrid network
architecture to resolve the network and communication
issues like latency, scalability, bandwidth, security and
privacy etc. [15].

2. Employing Block Chain in Smart City

In this section we present the prominent features of
Blockchain technology such as Digital signature,
Cryptographic hashing, Merkle tree, Proof of Work (PoW),
Peer-to-peer network, Proof of Stake (PoS), Ethereum,
Smart contracts, Hyperledger, Decentralization and
Consensus algorithm. Figure-1, shows the different
functional layers of the blockchain technology and its
features.

2.1. Digital signature in Smart cities

A mathematical structure used to validate the
reliability and trustworthiness of digital data is known as
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Fig. 1. Functional Layers of Block Chain Technology

Digital signature. It ensures that the receiver is getting the
original data without any alteration or fabrication from the
sender. Hell-man and Diffie introduced [30] the concept
of digital signature in the year of 1976. In general,
symmetric cryptography can use single secret key for both
encryption and decryption purpose between sender and
receiver. Whereas Hellman posses a revolutionary step by
presenting Two Key cryptography. This Two Key
Cryptography is applied in Blockchain technology with a
pair of public and private keys will be distributed to each
member in the Blockchain network. Digital signature
consists of two steps such as sign and verification. Private
Key is utilized for signing process and public key applied
for verifying the network nodes in the transaction. So, each
and every transaction is having valid digital signature of
the originator of the operation. Crypto currency Bitcoin is
using elliptic curve digital signature algorithm (ECDSA)
[31] for executing digital transaction over the network.
People are focusing more on smart cities and at
the time same many Asian countries have attained success
with smart city concept. As we know that the smart cities
are functioning based on digital transformation, security
and privacy. In smart cities, there is no space for paper and
physical documents. When they rely more on the digital
transformation, digital signature plays a vital role to
provide better and safe platform for digital transactions. In
a smart city, each and every transaction will be operated
electronically. Signing rental agreements, consent forms,
employment letter, taxes and consent forms everything
will be secured with the support of digital signatures.
Moreover, when the document is signed digitally and
underlying technology is blockchain technology, we can
ensure that the document is tamper proof and the

malfunctions can be eliminated from the digital documents.

2.2 Cryptographic hashing

A function that can convert arbitrary size of data
into fixed size values is known as hash function. The
obtained fixed size value is termed as hash value, hashes,
digests or hash codes of the input sequence. This one-way
hash function was introduced by Hellman and Diffie in the
year 1976 for the purpose of safe digital transaction [30].
A trap door function was introduced by Hellman which
will compute values in the forward direction but it is
difficult to revert back and highly impossible to get the
original content. In 1979, Merkle redefined this one way
has function in detail. It provides an ideal hash function
which is proficient, non-invertible, effective, deterministic
and collision free [32, 33]. Blockchain uses cryptographic
hash function for maintaining Tamper-proof storage and
block investigation in digital transactions.

Usage of new technologies increases the security
vulnerabilities in confidential data and sensitive
transactions. But, the blockchain technology provides an
alternate solution for the security breaches in many
application environments. The important features like
distributed structure and cryptographic hash functions of
blockchain technology provide more security for the
online transactions. Smart city applications like Smart
Home, Smart City, and Smart Agriculture are created with
end to end encryption [34] using cryptography algorithms.

2.3 Merkle tree

Merkle tree (MT) is a data structure which can be
used in many computer science applications to store the
data in a protected and proficient manner [35]. Moreover,
it provides encoding technique which can protect the data
in a tamper-proof manner. Huge volume of data can be
verified securely with the help of MT, which is a binary
tree where each leaf node consists of the hash value of one
data block. Each non-leaf node is named by combining its
two children nodes’ hash values. The root node of the MT
is named as Merkle Root (MR) which is created in the
above mentioned procedure. Any change in the leaf node
or data block will be reflected in MR. MT is a hash-based
cryptography which supports blockchain technology based
online transactions. There is special provision in
blockchain technology, which can verify partial nodes
without downloading the entire block. This provision is
named as Simplified Payment Verification (SPV), which
employs based on MT’s manipulation of hierarchical
nature. A simple Merkle tree and hierarchy structure is
represented in the figure. 2.

When public key cryptography is used for
protecting the data and transaction, there is a possibility of
quantum computer attack. Merkle tree is the alternate



IJCSNS International Journal of Computer Science and Network Security, VOL.21 No.7, July 2021 3

solution with low cost for securing the mesh network,
where huge number of clients is involved in a network.
Comparatively lightweight merkle tree can be generated
quickly and also provide better protection for data than the
public key cryptography. Particularly Merkle tree is the
best solution for the quantum computer attack [36].
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Fig. 2. Merkley Tree
2.4 Proof of Work

Proof of Work (PoW) was introduced by Cynthia
Dworkand Moni Naor in the year of 1993 [37]. The main
objective of this PoW is to ensure that the resources are
utilized by the authenticated persons, to avoid the strangers
and protecting the data from Denial of Service (DoS)
attack. Also, the computational technique can be used to
avoid junk messages. The person involving in PoW has to
calculate certain computation within a specific period of
time. The verifier will verify this computed result
relatively in a simple manner. It is used by the miners to
mine the blocks and to get their reward coings. The PoW
contains the hash value of the block and the miners have to
change nonce of the block header to reveal the original
hash value. Once the hash value found the miner has to
submit that to other verifier in the blockchain network for
further verification and validation of the transactions in the
block which is created recently. The important drawback
of PoW is the need of more exclusive equipments with
high computation power and requires extraordinary

electricity power consumption [38]. In general, for a
bigger blockchain network, we need more complex PoW
to reduce the attack and as well to increase the
performance [39].

PoW can be used for evaluating the quality and
quantity of web services and web contents. The real and
authenticated user can be distinguished from the intruder
by applying PoW verification technique. Furthermore, to
evaluate the quantity of the information provides by the
web pages can be verified using the spatial information
theory based metrics. PoW provides the solutions like QoS
assurance, observing of user activity, balancing of Web
services etc. [40]

2.5 Peer-to-Peer network

Nowadays many organizations extremely prefer
Peer-to-peer network for implementing their blockchain
network transaction. P2P network supports an effective
networking system where the organizations can execute
better communication processes, cybersecurity and overall
efficiency. It is a distributed and decentralized network
infrastructure. Here the workload is shared among the
decentralized nodes exist in the network. On top of the
physical network the P2P network will be laid virtually
and the peers will be connected through logical links. Each
node or peer will act as both server and client by invoking
special kind of software programs. Also each node has
equal status and responsibilities in the network. Initially
P2P was introduced in the year of 1999 for the purpose of
sharing the files among nodes [41]. In a blockchain
network, each full node can store complete distributed
ledger and can act as an entry point for multiple user. Each
and every peer has the capability of validating the
transactions and getting potential incentives. After the
validation peer can broadcast the verified blocks to other
nodes exist in the blockchain network [42]. Each and
every node has equal rights to execute the consensus
algorithm which can provide the fault tolerant capacity to
the network [43]. Heterogeneous nature the P2P network is
the significant constraint of the blockchain size.

P2P technology is playing an essential role in
constructing the smart cities by providing good scalability
and very low processing cost in content delivery as well as
in distributed network environment. It supports
acceleration and effective implementation of smart cities.
Privacy and security issues are addressed by the P2P
network in emerging smart cities. The P2P network also
supports wireless healthcare system, effective trust model,
location privacy and user authentication in smart cities
[44].
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2.6 Proof of Stake

The focus of the Ethereum 2.0 engineering is the
Proof of Stake (PoS) contract system, which will replace
the current Proof of Work (PoW) consensus mechanism.
This cryptocurrency based algorithm is used in blockchain
network. PoS include number of features like energy
efficiency, low constraints, more incentives in crypto
economics, generating more revenue for large number of
users. Using pseudo random selection process PoS will
select a node which will act as a validator for the next
block in the blockchain network. Bitcoin is the first online
crypto transaction to make use of this PoS consensus
algorithm [25]. Minting is the process of generating new
blocks and gratifying transaction fees to the miners. All
the tokens or coins used for PoS evaluation process will be

represented in the genesis block of the blockchain network.

The main objectives of PoS consensus
mechanism are to diminish the computational necessities
of PoW. In general, the contestants with more volume of
coins have greater probabilities to be selected as an
evaluator. Moreover, the nodes no need to bather about the
complex PoW puzzle. In PoS network the block leaders
are designated based on the stakes they hold not on the
basis of computational power. Only one block is created
in each round of PoS mechanism. So, the block generation
and confirmation of a transaction is much faster which
makes PoS mechanism to become more popular in recent
days [45].

2.7 Ethereum & Smart Contracts

Ethereum is an open source platform [46] which
can be utilized to implement decentralized computing
environment by executing smart contract. It is used to
execute the public blockchain mode of facilities to capture
the Business-to-Consumer (B2C) marketplace.
Decentralized Applications (DApps) can be enabled with
the help of Ethereum. DApps are the applications
employed on P2P network and there is no concept of
single authority control. Turing complete Ethereum Virtual
Machine (EVM) permits the implementation of scripts on
Ethereum network. EVM can be used to create blockchain
applications having high scalability and interoperability.
Ethereum transactions are accomplished based on state
transition mechanism [47]. The native cryptocurrency of
Ethereum is named as Ether is used for executing the
operations on the Ethereum network. An internal pricing
currency called Gas is used to allocate the resources for
the transaction processes in the Ethereum network. Before
initiating and executing the transaction the units in Gas
will be measured in the network [48]. EThash is used for
mining the participants and their transactions in Ethereum
network through PoW algorithm. Still, the cryptographic

hashing algorithm employed in Ethereum is Keccak-256,
which is a modified version of standardized SHA3 [49].
Smart contract runs on blockchain network which contains
set of rules and regulations to impose digital contract
system or self-executing electronic transactions. When two
predefined parties are accepting the rules and agreed
disparately to execute the transaction by triggering some
events. The smart contract can be implemented in a
decentralized and distributed environment between two
parties and there is no need of third party intervention [50].
The transactions and agreements generated in this way are
transparent, consistent, unalterable and traceable. No one
can alter the transaction committed through the smart
contract system. One of the important limitations is
mapping the existing immutable codes with real world
prescribed objects. If there is a dispute after generating the
contract, nothing can be done with smart contracts.
However, with the rise of Ethereum network and solidity
language, smart contracts reached the heights to code the
contracts since 2015 [41].

Smart contracts are tools which can execute
transactions automatically without any intermediary entity
or organization. Frequently they are associated with
Ethereum and blockchain network to succeed the
transaction without any issue. Smart contracts are
regulating the information or data exchanged between two
parties without needing a centralized entity. Smart
contracts are involved in multiple tasks such as managing
the network, framing the rules and protecting the
transaction from violations. These core concepts are
supporting the smart cities while designing Smart Banking,
Smart Healthcare etc.

2.8 Hyperledger

Hyperledger concept was introduced in the year
2015. An open source community utilized for the purpose
of developing a stable framework, tools and libraries for
enterprise blockchain implementation. Hosted by Linux
foundation and deployed in various sectors like finance,
banking internet, supply chain, manufacturing, IoT etc
[59][60]. Hyperledger is working based on modular
approach which can provide essential support for the
business blockchain networks. It helps to achieve the
industry goals through smart contracts and decentralized
distributed ledgers. Industries which are more interested in
blockchain technology realized the fact that they can
succeed more by working together with the support of
Hyperledger. Main objective is to create repository of
resources and to develop a network using blockchain
technology to share the resources in an efficient manner.
Hyperledger concept makes the blockchain as more
popular and industry standard technology. It proves that
the cross industry standards and blockchain technology
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can improve the worldwide business and related
transactions.

2.9 Decentralization

A digital decentralized democratic organization
called Decentralized Autonomous Organization (DAO) is
administered by the rules and regulations written in a
smart contract and activated by distributed network
without any central authority [51]. The main objective of
the DAO is to attain the goals of the global business by
incorporating the predefined business logic. Immutable
blockchain ensures the self-governance by incorporating
management and decision-making power of the DAO.

Decentralization concept allows the city
administration to be distributed among all parties involved
in the blockchain network. It is the key factor resolving
many sociodemographic related issues. Since the people
are relocating to the cities and concentrating more on
global economy which can be achieved by decentralized
and distributed computing environment. Decentralization
is an expected and most preferable concept which will
provide solution in various domains like, healthcare,
infrastructures, education, safety, etc. Blockchain is a
layer that can wrap all these several domains together.

2.10 Consensus Algorithm

In a blockchain network, consensus algorithm
plays a vital role in attaining scalability, performance and
throughput. It’s a procedure of reaching an agreement.
Before committing a transaction, parties should understand
and accept the agreement [52]. In a centralized
organization a leader will make decisions. Whereas in
blockchain network, decision is dynamic and the network
is decentralized. We can find many consensus algorithms
in a blockchain ecosystem like PoW, PoS, Delegated PoS
etc. It can be used to bring the entire network to work
under single source of certainty. This can be achieved by
the decentralized and distributed network environment of
blockchain. The originator and monitor of the transaction
will be selected based on the wealth of the node. This
arbitrary randomized selection evades the centralization of
the network to the wealthiest node. One of the consensus
algorithms, DPoS leads to the energy consumption, cost
reduction and damage avoidance. Many organizations
have reasons and plans to move from PoW to PoS [53].

Consensus algorithm works based on the
identities and trust on the validators. Here the block
validators are recognized with their own reputation instead
of staking coins’ capability. Each and every block and
transactions inside the block are validated by the
authorized nodes. Consensus algorithms are suitable for

both public and private networks where trust is distributed.
These algorithms are having high risk tolerance as well
high transaction rate[57][58]. Consensus algorithms have
more sustainability than the Proof of Work which require
high computational power. Smart cities can be supported
in variety of circumstances and best option for logistical
applications such as supply chains. Smart cities can
maintain their privacy and security using this consensus
algorithm through blockchain technology.

3. Conclusion

Blockchain technology employs on decentralized
and distributed network. Predominant features of
blockchain technology are transparency, reliability,
trustworthy, security and immutability. These driving
forces make blockchain technology to be integrated with
IoT and supports smart cities. Most of the issues
confronted by the IoT are eliminated by the
decentralization nature of blockchain technology. Main
objective of IoT in smart cities is to eradicate the general
urbanization issues like environmental pollution,
insufficient healthcare amenities, traffic congestion etc. So,
the combination of blockchain technology and IoT benefits
to leverage the advantages of smart cities in energy,
tourism, waste management, education, healthcare, finance,
and transportation. In this review paper we discussed the
governing features of blockchain technology in various
domains of smart cities. This will support and encourage
the researchers to explore more on the impact of
blockchain technology and IoT in constructing the smart
cities.
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