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Summary

One of the most important inventions and developments in the
digital world today is the healthcare system based on blockchain
technology. Healthcare is an important field that requires the
application of security mechanisms due to the sensitivity of patient
data. The association of blockchain with healthcare contributed to
achieving better security mechanisms than the traditional approach.
The new approach operates in a decentralized system, which in turn,
improves security in the healthcare environment. Consequently,
blockchain technology has emerged as one of the most crucial
solutions to security violations and challenges in the healthcare
industry. This paper provides a comprehensive review of several
experts' recent protection and detection approaches in this domain.
It is also imperative to note that the paper focuses only on the recent
techniques that have been published during 2017-2020. The
sophisticated procedures have been investigated and discussed in
terms of similarities and differences to highlight the significance of
the protection needed to secure the healthcare environment.
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1. Introduction

Healthcare is an important field from the social perspective,
as it can handle a range of vital issues that are directly related
to the enhancement of our lives. The quality of our lives can
be fulfilled by fixing real health issues [1, 2]. Healthcare
advocates and e-health partitions provide pervasive access to
medical data and support various applications such as mobile
telemedicine, patient observation, and emergency procedures
[3, 4]. Information about patient history is stored in healthcare
systems on special servers to provide necessary patient data.
The patient’s information can generally be used to monitor
any chances for epidemics and analyze healthcare services in
both urban and rural areas [5]. This information is also
valuable to researchers in different fields to help understand
various phenomena and master specific challenges [5].

Data security is considered a vital component, especially in
the healthcare system, to protect important data or secure
sensitive data. Healthcare data, in general, include all the
details of patients, such as their medical history and personal
information. This information should not be disclosed to any
untrusted third party to prevent security problem and the
improper use of information [6]. Moreover, the integrity of all
patient data must be maintained to ensure that the data have
not been altered or disclosed during transmission [7]. The
unauthorized disclosure of patient’s personal information can
causes a negatige and dangerous effect and tarnish the
reputation of healthcare institutions [2]. Additionally, the
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deployment of new technologies in healthcare applications,
such as wireless medical sensor network (WMSN), MobiCare
[8], and UbiMon (Ubiquitous monitoring environment for
wearable and implantable sensors) [9] without considering
security, that increases the vulnerability of patient privacy.
Therefore, it is critical to secure the physiological information
of a patient, thereby making security a requirement of
healthcare utilities [10]. Table 1 illustrates the description of
security requirements in the healthcare environment.

Table 1: Description the security requirements in healthcare

Criteria Discerption

Keeps the patient’s health information not
accessible by unauthorized parties. IoT
consists of many applications and devices
connected to prevent wrong diagnostics [11]
[12].

Confidentiality

Privacy indicates that information and health
data are valid to authorized users only.
Patient data should not be given to any third
party without their permission. It is also
responsible for ensuring that the data is
securely stored and transmitted [12].

Privacy

Ensures that anyone dealing with health data
is authenticated or a legitimate party with
permission to add, edit, or delete data. Data
authentication is achieved by using
signatures and checking encryptions to
establish a secure communication channel
[13].

Authentication

The integrity of all patient data must be
maintained to ensure that the data received

Integrit . L
ery have not been altered during transmission

[7].

Medical establishments save medical records in various
formats that aren’t compatible with other nations and labs
within the same institution. Healthcare facilities require a
system for managing and saving medical records. It is
necessary to keep these records secure rather than saving
them only. Consequently, many proposals have been
presented to use blockchain for securing medical records
and sensitive data [14]. Since its introduction in bitcoin by
Satoshi Nakamoto in 2008 and implementation in 2009, the
use of blockchain technology has witnessed significant
growth [15, 16]. Fig. 1 shows that the blockchain market has
been rapidly growing since 2016. The market revenue is
expected to increase from $5000 in 2016 to $20,000 in 2025
[17].
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Fig. 1. Blockchain Revenue by Region, World Market 2016-2025 [28]

Bitcoin was initially introduced with blockchain
technology to avoid double-spending. Today, blockchain
technology is increasingly used in different financial services
such as digital modules, coins and paper money allowance,
and online payment [18, 19]. Moreover, it could be applied to
many areas such as smart contracts [20], public services [21],
healthcare [22], transportation [23]; Internet of Things (IoT)
[24], reputation systems [25] and security services [26]. These
fields use blockchain in various methods.

Blockchain can be known as the trust protocol, which is a
concept of security measure that used to decentralize. It
contains a function that used to make a global index for all
transactions that happen to particular network and keep them
immutable. [27, 28]. Additionally, we can't delete the
information without completely changing the contents of the
blockchain. Moreover, blockchain considered a list of ordered
blocks, where each block contains transactions [15]. The
blockchain block is connected to the previous block and
contains a hash from the previous block. [29, 30]. It generates
trust and agreement directly in communication between two
parties, without any third party [15, 30]. Consequently,
blockchain is considered to be secure from hackers [29]. Fig.
2 shows the structure of blockchain [31].
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Fig. 2.The Structure of Blockchain.[31]

Blockchain technology can be used in various applications.
In addition, blockchain technology is not equal to Bitcoin, as
Bitcoin is one of the most popular blockchain technologies
[32, 33]. However, experts believe that blockchain can be
used to discover solutions in a variety of fields, including
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voting, identity management, governance, supply chain, and
energy resources. Blockchain technique is expected to take
advantage of the existing IT facilities in the coming years
across many domains. For example, enhancements in new
technological aspects are allowing for significant progress in
the healthcare division. Therefore, it is important to consider
patients' health data security and accessibility for
communication and integration in Electronic Healthcare
Record (EHR) systems while sharing patients' private medical
information. [34]. Thus, we can explain the use of blockchain
in sharing patient's information with the following steps:

(1) Healthcare institutions gather data from patients using
medical sensors and devices.

(i1) An event is created and sent to a blockchain service.
The blockchain service then adds a new event to the new
block with other events received.

(iii) The service then replies to the provider with the hash
of the block and the event's hash.

(iv) The providers of healthcare add new entries to
medical stock to explain the data. If the inventory doesn’t
exist, a new inventory will be created. The patient can
access their inventory by decrypting it.

Fig. 3 displays the process of sharing patient's medical
information using blockchain technology [35].
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Fig. 3. The Process of Sharing Patient's Medical Information [35]
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This paper proposes a comprehensive survey of the
recent protection and detection strategy conducted by
multiple experts in this domain. Consequently, it focuses
only on the recent techniques that have been published
during 2017-2020. Nevertheless, sophisticated measures
have been investigated and discussed to highlight the
significance of the protection needed to secure the
healthcare environment.

The paper is divided into four main sections. Section 2
presents several familiar applications of blockchain
technology to provide essential security objectives to protect
systems against potential attacks. Section 3 presents recently
published work by different researchers. Several published
works on the association of healthcare with blockchain are
carefully selected for this section. Section 4 discusses the
similarities and differences of several mechanisms and
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security requirements introduced in the literature review in
section 3. Finally, the paper is concluded in section 5.

1.1 The Application of Blockchain

This section introduces some common applications of
blockchain technology, such as smart contracts, cloud
computing, smart home, education, and healthcare to
provide remarkable security objectives required to protect
systems against potential threats and attacks.

i Smart Contract

Smart-contract considered a type of digital contract that
takes control over users’ assets in a digital environment. It
also puts the form of rights and obligations for each user and
executes them programmatically. A smart contract is a
computer procedure and a contract for each user to respond
to messages received, store the data, or send messages. It is
the same as a case where a trustworthy person can
temporarily hold the assets, and it will follow the order
already considered programmed [20, 36].

il. Cloud Computing

Cloud computing has been widely used to deliver many
services via the Internet, including data storage and software.
Blockchain technology is considered an ideal choice to make
existing computing systems strong and consistent. Therefore,
merging blockchain methodologies with cloud computing
systems gives potential functionality, better security, and
improved privacy [37].

iii. Smart Home

Every smart home have a local private blockchain that
keeps track of transactions and also has a policy starter to
enable the user from the transaction that is incoming and
outgoing. Starting with the genesis transaction, the
transactions of every device are linked together as an
unchangeable register in the blockchain. It has
decentralization characteristics, as it helps provide
information and store data. These characteristics make it
impossible to amend or change any record attached to the
blockchain. There are two headers in every local block in the
blockchain — policy header and block header. The policy
header can authorize devices and put the control policy for
each user into action. On the other hand, the block header
contains a hash for the previous block to make the blockchain
immutable[38].

iv.  Education

Certifications considered significant in education and
companies, as personal education records became
fundamental for professional jobs. Therefore should be store
these records in the long-term ledgers available that cannot
tamper with most of the certification authorities, educational
organizations, or training facilities issue paper, not digital
certificates. Blockchain technology is set to support the shift
from paper to digital certificates, which can further help
establish a learning history. The Blockchain Education
Platform is a practical solution for issuing, monitoring,
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validating, and sharing certificates. It is based on the
Ethereum blockchain and uses smart contracts to support the
certification process [39].

v. Healthcare

Nowadays, one of the most important study topics is
health. [40] Healthcare is one of the biggest sectors that
contain high percentage risks, garners attention from different
technological  organizations, and requires security
methodologies. Given the sensitivity of patient health
information, patient privacy seems to be a challenge in the
sector. As patient information is usually stored in the cloud, it
is hard for users to control their data. However, with the
General Data Protection Regulation (GDPR) development,
patients have the right to know the location of their data and
its accessibility. To that end, blockchain has solved these
issues and provides an effective mechanism for controlling
access to maintain privacy [40]. We also take advantage of
blockchain, which is decentralized in nature that may offer a
unique solution for healthcare [41], provide patients’ data, and
protect their privacy. It makes patients the decision-maker in
choosing who has the right to access their private information
[40]. Blockchain is used to provide security techniques for
highly sensitive data, access data from any location, and share
the data securely and confidentially [42]. Moreover,
blockchain technology has provided an efficient and secure
infrastructure and enabled integration with private health
records [43, 44]. It can also be used to present secure
communication among basic stakeholders and deliver
efficient reports for clinics [44, 45].

2. Related work

The application of security in healthcare is crucial to secure
patient data and protect it from potential threats [46].
Therefore, numerous studies have been conducted by
several researchers to address the security mechanisms
using various approaches detailed below:

Jennath et al. [47] proposed a solution based on
blockchain for solving security and privacy issues of
healthcare records. It is designed so that only the patient has
the right to decide who can have access to their data from
the healthcare providers. Furthermore, all transactions on
patient data can be recorded in an auditable record for future
reference. This record is a tamper-proof digital ledger.
Managing digital identity for the suggested framework will
result in a unique identity for patients to keep track of all
medical history and enable data management. The
suggested solution is built on blockchain and can handle
issues regarding healthcare, such as securing health data and
installing blockchain software across various hospital
networks. Moreover, the updated structure can handle
critical data security and deployment challenges to give the
healthcare community a method to relate diverse and
heterogeneous providers. At the same time, it can help
secure sensitive healthcare information [48].

You et al. [49] introduced a feature-based decentralized
signature scheme for healthcare blockchain. It provides
effective verification that preserves the privacy and integrity
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of EHR data and the site's identity. They also described a
comprehensive on-chain and off-chain collaborative storage
system to store and verify EHR data efficiently. Analyses
and tests have shown that their design is successful and
publishable.

Xia et al. [50] suggested a framework based on
blockchain with data sharing. The proposed framework is
sufficient to handle access control issues related to sensitive
information in the cloud by using immutability and
embedded autonomy features in the blockchain. They
utilized the methods for secure cryptography to provide
sufficient access control to vital data shared using
blockchain. These methods also offered permissions to build
a scheme that allows data owners and users to access
medical files electronically from a shared repository after
verifying their IDs and cryptographic keys. All requests are
then given onward servicing and put into a closed
blockchain architecture with a set of permissions.

Koosha et al. [40] observed a design using blockchain-
for electronic health applications that provide an effective
access control technique to maintain privacy. Using one of
the most important advantages of blockchain proprietary
features — maintaining users' persistence and anonymity
while editing classic blockchain architecture to defeat its
challenges in IoT applications — Instead of the fundamental

and original data, they saved the hash of patient medical data.

Users can store access control methodologies over their
information in blockchain to settle the accessibility and
limitations. They also provided a security analysis of their
proposed infrastructure.

Xia et al. [51] proposed MeDShare, a system that deals
with the issue of medical data sharing among the dishonest
environment of big medical data custodians. It is completely
built on blockchain technology that provides auditing, data
provenance, and management of shared medical data in cloud
depository in giant data entities. Moreover, MeDShare also
keeps track of entities that gain access to data for the
mischievous utilization of the custodian system. Therefore, by
executing on MeDShare, cloud service providers can achieve
data provenance and auditing while sharing medical data with
entities at the minimum possible risk to data privacy.

Jinglin et al. [52] examined the likelihood of trying
blockchain technology to keep the confidentiality of the health
care data safe and sound within the cloud containing private
and delicate information. The privacy and honour of the data
in the healthcare cloud should be kept safe at any cost from
the attackers and from the attempts that are not authorized in
the ecosystem or network. This is why the researchers use
blockchain technology as they attach the data to the chain with
the consent of the stakeholders within the blockchain on the
algorithm named ‘proof of stake.” However, when we
consider the ERM blockchain, we find that the biggest stake
is situated in the healthcare centre. Also, all the stakeholders
and physicians have their own accumulative ownership. The
blockchain networks welcome the arrival of insurance
companies to verify the claims files by the patient.

IJCSNS International Journal of Computer Science and Network Security, VOL.21 No.8, August 2021

Uddin et al. [53] proposed a tier-based End-to-End
framework for continuous patient monitoring with a patient
central agent (PCA) as its focal point. When data streaming
from body area sensors needs to be stored securely, the PCA
manages a blockchain component to preserve privacy. In
order to enforce the security of data through various parts of a
continuous, real-time patient monitoring architecture, PCA-
based architecture has a lightweight communication protocol.
The architecture controls the insertion of data into a personal
blockchain to benifits data sharing among integration and
healthcare professionals to electronic health records while
making sure privacy. The results of the simulations showed
that the PCA-based End-to-End architecture can improve
security and privacy in RM.

In their studies, Kenichi et al. [54] focused on the salient
functions of blockchain and how it maintains the privacy of
personal health data (PHD) and improves individual
healthcare expertise, clearing that blockchain can change
existing data utilization. For example, it may be collected,
owned, managed, shared and sold. However, with blockchain
technology in healthcare, no third party can control and
misuse the data, as it keeps the information confidential.
Moreover, they proposed i-Blockchain, an individual-focused
framework for using PHD, presented with infrastructure,
protocols, and application scenarios.

Chen et al. [55] proposed a blockchain-based scheme that
is searchable encrypted for electronic health records. The
EHR index is built using complex logical expressions and
stored in the blockchain. The data owners have full control
over who can see their EHRs data because only the index is
migrated to the blockchain to facilitate propagation.
Furthermore, the usage of blockchain technology protects the
anti-tampering, index integrity, and traceability of EHR’s
index. The performance of the suggested scheme is evaluated
by taking into account two aspects: the overhead of
transactions on smart contract in Ethereum and the overhead
of extracting document IDs from EHRs. The blockchain can
thus facilitate access to EHRs stored on the blockchain with a
higher level of confidence and sharing of such data.

Jamal et al. [56] proposed a blockchain-based arcitacture,
called DSS-RE, that is accessible, scalable access, and
supports decentralized. It also improves health data
exchange, data security, data access control, and data
privacy. It will bring together the interests of healthcare
professionals and patients in the pursuit of better patient
health outcomes and cost savings for all healthcare
stakeholders. This framework updates without affecting the
integrity, confidentiality of patient data, and security and
will greatly facilitate real-time access. It will also allow
users to examine their medical records regardless of their
history, which is a challenging task to accomplish with
today's fragmented systems.

Griggs et al. [57] proposed the use of blockchain-based
smart contracts to facilitate secure analysis and management
of medical sensors. Using a private blockchain based on the
Ethereum protocol, they created a system where the sensors
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communicate with a smart device that calls smart contracts
and writes records of all events on the blockchain. This
smart contract system would support real-time patient
monitoring and medical interventions, while maintaining a
secure record of the individuals who have initiated these
activities. This would resolve many security vulnerabilities
associated with remote patient monitoring and automate the
delivery of notifications to all parties involved in a HIPAA
compliant manner. Data on the blockchain only contains
information about transactions but not sensitive health data.
As the patients are anonymized by their account addresses,
the data is not easily linked to a specific person, thus making
it permissible under HIPAA. Fig.4 shows their system.

Tang et al. [58] utilized the emerging blockchain
technology to EHRs; blockchain-based EHRs. They made a
state-of-the-art EHR paradigm that can help in handling
centralized cloud issues. The first step is to formally
discover the system structure of blockchain-based EHRs in
the consortium blockchain setting. Additionally, the
problem of authentication is vital for EHRs. Therefore, they
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also suggested an authentication scheme for blockchain-
based EHRs. The scheme is identity-based, with many
authorities fighting against collusion attacks out of N from
N-1 authority. Furthermore, the scheme is proved to be
secured to be used in a model like the random oracle model.
It is also proved to have more effective verification and
signing algorithms than the current authentication schemes
of blockchain-based EHRs.

Tomasz et al. [59] suggested a safety model using
blockchain technology for electronic health. to confirm data
integrity in e-health systems that use authorized blockchain
with off-chain information storing. Unlike the current
solutions, their model allowed for removing information,
which is a legal requirement in many e-health systems in
several countries. Moreover, their suggestion can be easily
integrated using service-oriented architecture, reducing
costs and system deployment efforts. Their paper also
discussed several blockchain-related security issues that
must be considered while developing blockchain in e-health
systems. Fig.5 explains the proposed system.
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Fig.4. Raw sensor data is aggregated by the master device and then sent to nodes in the blockchain for processing by the smart contract [57]
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Cresitello-Dittmar [60] proposed a blockchain application
in the authentication and validation of identity. The basic
idea was to allow a third party service to verify identities
from blockchain IDs, known as addresses. When an address
is added to the blockchain, an identification issuing service
would bind a public key by default and transfer the
ownership of the corresponding private key to the entity.
This way, an entity can sign a message which can be verified
with a public key stored in the blockchain. Hence, it would
serve as a single sign-on portal where the application would
need to request a digital signature and the ID from an entity
requesting access to a certain service. The proposed system
is inspired by an idea proposed by Cresitello-Dittmar for
storing certain ID information of an entity on the blockchain.
It is a good idea to store non-sensitive information on the
blockchain. However, it is important to understand that data
stored must be limited in size, as it is replicated in each
network node. This will consequently affect the overall

performance of blockchain authentication and authorization
protocol.

Rateb et al. [61] proposed BiiMED: a Blockchain
framework for Enhancing Data Interoperability and Integrity
in EHR Sharing. Suggested solutions include an Access
Management System that allows the sharing of electronic
health records between various medical service providers and
a trusted, decentralized external auditor to ensure data
integrity. The purpose of this study was to establish a
foundation for further research aimed at developing a
decentralized EHR management system for ensuring
confidentiality, authentication, and encryption, and data
sharing between healthcare facilities using blockchain
technology. According to the test results, BiiMED can
significantly enhance the integrity and interoperability of the
data. Fig 6. displays the proposed solution for the health
information system and BiiMED.
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Fig.6. the architecture of the proposed solution (HIS and BiiMED) [61]

BL et al. [62] proposed a system that connects healthcare
providers associated with storing and sharing electronic
health records using blockchain, as they relied on multi-level
authentication to protect electronic health records from
counterattacks such as phishing, dictionary, cold wallets, and
hot wallet attacks. However, the method suggested by
blockchain needs tremendous storage to hold the data, which
remains a difficult task.

Nagasubramanian et al. [63] realized the need to design a
system using cloud that helps ensure authentication and
maintain the integrity of health records. The keyless signature
infrastructure used in the Suggested system for ensuring the
confidentiality of digital signatures also ensures the aspects
of authentication. The proposed blockchain technology also
manages data integrity. The performance of the proposed
framework is evaluated by comparing factors such as average
time, size, and the cost of data storage and retrieval of the

blockchain technology with conventional data storage
techniques. The results showed that the response time of the
proposed system is about 50% shorter than the conventional
techniques. The researchers also expressed that the cost of
storage of the system with blockchain is about 20% lesser as
compared to the existing techniques.

Abbas et al. [64] presented a modern decentralized
authentication model in a distributed hospital network
through using blockchain. The blockchain-based method is
prepared to allow the storing of information in secure manner
in a geographically various hospital network. The results of
deep simulations clarify the potential utility of the proposed
architecture. Fig 7 presents the workflow of the suggested
architecture.

XINYIN et al. [65] clarified the structure of a
blockchain-based  identity = management and  user
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authentication (PBBIMUA) scheme for an e-health
environment. Their blueprint met overall security
requirements for medical data. The security and estimation
analysis also showed that the performance, in terms of
lightweight construction, low network latency, and high-
security standards, is more enhanced than known
methodologies. Moreover, the experimental results showed
that the system has good efficiency. The results of the
accurate security analysis also confirmed that their proposal
is safe and can avoid potential attacks such as replays, the
man in the middle (MITM) and impersonation attacks.

The on-demand digital healthcare ecosystem has been on
the horizon to enhance preventive and precision medical
situation at patient level. It also enhances the effectiveness
and quality while reducing the cost of healthcare delivered by
professionals. Brogan et al. [66] showed how distributed
ledger technologies could play a key role in advancing
electronic health by ensuring authenticity and integrity of
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data generated by wearable and embedded devices. They
demonstrated the use of Masked Authenticated Messaging
extension module of the IOTA protocol to securely share,
store, and retrieve encrypted method data. The following
points would demonstrate that it was possible to:

(1) Use a distributed ledger to broadcast and receive
authenticated, encrypted activity data from a
wearable device. The main usage and integrity of the
data were authenticated through the MAM structure.
The data was then structured using FHIR and coded
with LOINC.

(i1) Enable structural and semantic interoperability across
a diverse digital healthcare ecosystem.

(i) Change authentication keys during a broadcast
stream to demonstrate how patients could revoke
access to their future data.
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Fig.7. the architecture of the proposed method.[64]

CHUN et al. [67] created a data collection scheme based
on the blockchain method for medical settings to secure
patient privacy and provide more personalized healthcare
services. They built a group authentication method for
different authorized users (e.g. patients, physicians, family,
and friends) to access a patient's health records when needed.
Certified group members agree on a group session key and
use it to protect sensitive patient information. In an event
where a new member joins or an old member leaves the
medical group, the group session key must be updated. The
electronic medical system will be safer, more reliant, and
useful through the proposed scheme.

Xiang et al. [68] found that finding the validation of
medical data for different users while providing security
assurances for e-health systems is an exciting challenge. They
introduced an approved blockchain-based identity
management system and user authentication (PBBIMUA)
environmental health scheme. Their program meets the
comprehensive safety requirements of medical information.

Security analysis and testing showed that the performance is
more improved than the current methods, with a lightweight
design, low latency network, and high levels of security. The
results also showed that the system works well.

Mohsin et al. [69] aimed at building a working
verification framework for patients between the access point
and node database. Two categories are used for this purpose.
They initially proposed a new hybrid biometric pattern model
based on the integration algorithm to combine radio
frequency identification and fingerprint vein (FV) biometric
features to increase random levels and the safety of pattern
structure. They then developed a mix of steganography,
blockchain, and encryption techniques to make a pattern for
the hybrid model. When sending a pattern from a registration
device (access point) to the node database, the process
ensures that the FV biometric authentication system remains
secure by meeting the overall requirements for confidential
information security, integrity, and accessibility. Blockchain
is used to amend the available and integrated data integrated.
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Particle swarm optimization steganography and general
encryption techniques are also secretly utilized in the
transmission channel. The suggested framework was tested
against 106 samples chosen from the database with 6000
samples of FV images. The results showed that (1) a high
resistance framework is protected from spoofing and brute-
force attacks; notably, most biometric authentication systems
are at the risk of such methods and (2) the suggested
framework was more profitable than the benchmark with
55.56% protection in biometric templates.

Reliable, convenient exchange of information on
individual health is a matter of concern for the inter-personal
and cross health industries. Thus, Liang et al. [70] proposed
an innovative user-centric health data sharing solution by
utilizing a decentralized and permissioned blockchain. It is
aimed at protecting privacy using channel formation scheme
and enhancing identity management using a membership
service supported by the blockchain. A mobile application is
deployed to collect health data from personal wearable
devices, manual input, and medical devices. The application
also makes the data synchronize on the cloud to share it with
health insurance institutions and healthcare providers. To
maintain the integration of health data within all records, a
proof of integrity and validation is permanently retrieved
from cloud database and settled to the blockchain network.
Therefore, the health data of every patient delivers intense
and increased value of healthcare, benefiting both healthcare
providers and medical researchers.

Rupa et al. [71] designed the Ethereum platform within
the blockchain and developed a model with improved
technical features to reduce frauds in medical organizations.
In this methodology, a regulatory body will let the healthcare
centres (hospitals) face medical certificates for people
required in a decentralized manner. Here, the smart contract
system structure helps in validating the certificate from any
authorized person around the world. The strong point of the
research presents the blockchain-based model as a solution to
the proof of medical evidence certification. For each
accredited health centre, one individual block must be
allocated to store the patient's health evidence as a transfer. It
cannot be changed, tracked, or deleted. Any authorized
person can check that evidence at any time and from
anywhere, as it is centralized.

Madani et al. [72] suggested smart contracts based on
Ethereum blockchain to give patients control over their data
in a decentralized, immutable, transparent, traceable, reliable,
and secure way. The proposed system uses the decentralized
storage of Interplanetary File Systems (IPFS) and Oracle
reputation-based re-encryption to fetch securely, store, and
share patient medical data. They have also made the smart
contract source code publicly available on Github.

Patrick et al. [73] showed a main case of using blockchain
in public healthcare in South Africa. They described the
potential use of blockchain in enhancing data health and
integrity in patient-centered healthcare. It can also be used to
help address issues related to accountability, unauthorized

update of prescriptions, corruption in the supply chain, and
financing of the healthcare system. Additionally, automated
processes within the blockchain can reduce the workload
associated with various validations across the entire
healthcare chain and within the clinical test research. We
compared the previous researches more clearly and
succinctly in Table 2.

Table 2: related work summary

Author Year Contribution Security
factors
Designed a transparent
Jennath et 2020 | platform for consent-based Privacy
al. [47] .
data sharing
Decentralized signature Privacy,
You et al. 2018 scheme Integrity, and
[49] Authenticatio
n
To ensure control over access
to sensitive, confidential data
Xia et al shared and transmitted using Privacy and
' 2017 | blockchain technology, Authenticatio
[50] . .
encryption techniques that n
are considered secure are
used.
Blockchain architecture for :
Koosha et e-health Conﬁ('ientlaé
al. [40] 2019 lnteg:rlty- an
: Availability
Presented a tier-based End-
Uddin et al. to-End design for continued

53] 2018 | patient monitoring with a Privacy

patient-centric agent (PCA)

Used an IoT module to
intercept and fetch data

Jinglin et 2019 generated by a patient's Confidentialit
al. [52] wearable device through y
blockchain storage
technology
A blockchain-based
Chen et al. . .
[55] 2019 | searchable encryption Privacy
scheme for EHRs
Kenichi et Use;d}—blockcha_m, an Confidentialit
al. [54] 2018 | individual-centric framework
) for using personal health data y
Xia et al. 2017 MeDShare Privacy and
[51] Integrity
Blockchain framework called Privacy,
Jamal et al. DASS-CARE Confidentialit
2019
[56] y, and
Integrity
BiiMED: A Blockchain Authenticatio
Rateb et al. Framework n,
[61] 2020 Integrity, and
privacy
Griggs et Used a private blockchain .
al. [57] 2018 based on Ethereum protocol Privacy
A system that connects
BL etal. healthcare pro Vlderg Authenticatio
[62] 2019 | associated with storing and n
sharing electronic health
records
Tang et al. Used an identity-based Authenticatio
2019 .
[58] signature scheme n
Abbas et al. 2020 A comparative analysis of Authenticatio

[64] the proposed blockchain n
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Author Year Contribution Security
Sfactors
model with a network model
without the blockchain
Used blockchain-based
XINYIN et identity management and Authenticatio
2020 N
al. [65] user authentication n
(PBBIMUA) scheme
Brogan et Used the IOTA protocol Authenticatio
& 2018 | masked authenticated n,
al. [66] . .
message extension module. Integrity
Chun et al. Used a data collection Authenticatio

2020 | scheme based on blockchain

[67] for medical settings n
Blockchain e-health safety Authenticatio
Tomasz et model 1,
al. [59] 2019 Integrity, gn(':l
: Confidentialit
Yy
Cresitello- Enabled a third-party service

Authenticatio
n

Dittmar 2016 | to check IDs known as
[60] addresses for blockchain IDs.

Evaluated the performance of
the proposed framework in
blockchain technology in

Nagasubra terms of comparing Authenticatio
manian et 2020 | parameters such as average n and
al. [63] time, volume, and the cost of Integrity
storing and retrieving data
with traditional data storage
techniques
Used permission blockchain-
. based on identity o
Xiang et al. 2020 tand Authenticatio
[68] management and user n
authentication (PBBIMUA)
structure
Madani et Smart contracts based on the .
al. [72] 2020 Ethereum blockchain Integrity
- a novel hybrid biometric
system that relies on a merge
algorithm combining the Authenticatio
biometric characteristics of n,
Mohsin et 2019 radio-frequency Confidentialit
al. [69] Identification with an FV. Y,
- Developed a mix of Integrity, and
encryption, blockchain and Availability
hybrid pattern steganography
algorithms.
It used channel form design
Liang et al and enhanced ifientity '
[70] 2017 | management with Integrity
blockchain-powered
membership service.
Rupa et al. Blockchain with Ethereum .
[71] 2020 platform Integrity
. Use Case for applied
lem[‘;lé]e t 2019 | blockchain forI;)Fe’:ople Integrity

healthcare in South Africa

From many researchers’ viewpoints, blockchain is confirmed
to have an abnormal potential in the healthcare aspect. All
efforts are needed to be directed towards EHR management
that could connect to incongruent systems to promote EHR
security. Blockchain technology can also be used to support
access control, medicine prescription, disease data

management, clinical trials, and anti-counterfeiting medicine,
and observe an audit trial for health activities. However, the
researches showed that blockchain is still incomplete and
immature for application in healthcare, especially in the areas
of health insurance. Research on blockchain and its usage in
healthcare data management is increasing simultaneously.
Moreover, efficient methods to develop this startup
technology for application in the health and life insurance
sectors require further research and innovation [74].

3. Discussion

In this section, we discuss how to secure a healthcare
environment with the characteristics of blockchain
technology. As we have seen in many recently published
studies, the confidentiality of patient data is one of the
essential components of the healthcare system. Several
papers investigated the confidentiality of patient information
through various approaches using blockchain technology.
Examples include the IoT model for fetching patient
information using wearable devices, blockchain architecture
for e-health, and smart contracts based on the Ethereum
blockchain. However, these technologies fulfil various safety
factors of the healthcare system and are not just limited to the
confidentiality of patient data. Some of the technologies
mentioned in the papers that caught our attention were
concerned with preserving patient data integrity. It is a key
feature of blockchain technology, which relies mainly on the
idea of a hash function that detects any change or
modification to patient information. However, the real
problem with blockchain technology is that healthcare
providers can access patient data protected against any
unauthorized access from inside or outside of the healthcare
system. Therefore, we recommend the following:

If the data requires high speed without the concern for
confidentiality or in some special case where the concern for
data integrity is more than confidentiality, it is preferred to
use the hash function only. But if the data need to be
confidential and private and the time factor does not have a
significant impact, it is preferable to encrypt the data to the
hash value. This will affect the speed of obtaining
information, but the patient will be guaranteed confidentiality
and safe information against any modification.

Authentication is another important security requirement.
However, we noticed a relatively small number of studies that
discussed this factor compared to privacy and data integrity.
Studies focused on this aspect stated that the identity of all
members of the healthcare system must be authenticated to
access health records faster through a session key for the
group authorized to access patient data, such as doctors,
patients, and family, provided that the key is updated and
changed as soon as any new member joins or leaves the group.
It is also important to verify their collective identity and
authorization to access the information. Another important
feature of blockchain technology in the healthcare
environment is applying technologies that enabled the patient
to control their data and determine accessibility.
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Some healthcare blockchain models are secure against
different attacks. For example, a model gathers patient health
data through patients-worn devices and stores it in a
blockchain. It provides privacy and integrity of the patient
data in the healthcare system. It is protected against the
appending attack, as the properties of the blockchain do not
allow the creation of fake blocks, and miners in clusters
verify any new patient information. The model is also
protected from modification attacks, as the blockchain
features reveal any modifications to hash and patient data
policies. Those dealing with the blockchain within hospitals
and health centres are unlikely to create a harmful block on
purpose. Finally, this model manages the availability of
patient data because of the verified blockchain's distributed
properties, where information is kept instead of a central
server in all mining nodes, thereby protecting it against both
normal and distributed denial of service attacks. Other
examples include the blockchain-based identity management
model and the User Authentication System (PBBIMUA).
This model protects against many attacks, such as return
attacks, as the proposed model can analyze the timestamp of
messages and discover sent back messages. The model also
protects against a MITM attack, owing to an advantage of the
blockchain in detecting modifications or changes to the data
through the hash function. Therefore, even if the attacker
intercepts the patient data during transmission, he will not
change it. Lastly, in a stolen smart card attack, even if the
attacker intercepted the smart card information and obtained
information, the hash function, which is considered one-way,
makes it impossible for the attacker to guess the data.
Moreover, if the data encrypted, it will be more difficult for
the attacker to obtain any information. This model provided
many security features such as non-repudiation and
anonymity of patients using a public key for each patient as
their identifier rather than the true identity. Another approach
provided an authentication security factor where the
blockchain-based healthcare app will provide an additional
security measure — a one-time password — to eliminate the
attack on wusers’ wallets. Furthermore, the blockchain
architecture technique for e-health focused on providing
authentication and integrity through biometric devices. The
e-health system is thus protected against impersonation
attacks to gain access to confidential and sensitive
information. The blockchain is characterized by preserving
the integrity of its data from any content. Consequently, the
node will detect any spoofing using the ledger, as the attacker
prevents data from outside the chain. As breaking this
sequence is not possible, this technology is highly resistant to
spoofing attacks.

4. Conclusion

The world today is paying more attention to secure healthcare
for protecting its elements, including patient data. One of the
security features that has been recently adopted is the
integration of blockchain technology. Moreover, many recent
works available in the literature are leading security
frameworks designed for incorporating the security factor

within the healthcare environment. This paper introduced a
comprehensive survey that details the most recent approaches
to integrate blockchain technology to ensure the security
requirements and aspects in the healthcare industry. Most of
the presented and selected work have been published between
2017 and 2020. This paper aims to demonstrate only recent
approaches and techniques for investigating security in
healthcare. On the other hand, more investigations are kept
for future work and ongoing for newly published work
involving security in healthcare.
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