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Summary 
The spread of cloud computing, digital computing, and the popular 
social media platforms have led to increased growth of data. That 
growth of data results in what is known as big data (BD), which 
seen as one of the most strategic resources. The analysis of these 
BD has allowed generating value from massive raw data that helps 
in making effective decisions and providing quality of service. 
With Vision 2030, Saudi Arabia seeks to invest in BD 
technologies, but many challenges and barriers have led to delays 
in adopting BD. This research paper aims to search in the state of 
Big Data Analytics (BDA) in Saudi higher education sector, 
identify the barriers by reviewing the literature, and then to apply 
the design-reality gap model to assess these barriers that prevent 
effective use of big data and highlights priority areas for action to 
accelerate the application of BD to comply with Vision 2030. 
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1. Introduction 

In 1997, the BD term was used for the first time to 
explain the visualization of data and the challenges it poses 
to computer systems [30, 31]. With the technological 
revolution, vast amounts of data are generated through the 
increased use of devices, and remote sensors produce from 
the vast amount of heterogeneous data that is either 
organized or unorganized, where this data is known as BD. 
It is one of the most critical enablers that organizations can 
use to generate value[31]. Governments have begun BD 
strategies, among them the government of Saudi Arabia, 
within the vision of 2030, which brings many benefits, 
including the promotion of research and development, new 
job opportunities, and better support for decision-making [8]. 
The fact that we are in the information age is very precious. 
If the BD is exploited, that will have many benefits for the 
higher education sector from improving education and 
curricula, providing a new platform for education, 
development of the new teaching model, and encouraging 
the exchange of research and innovation. According to the 
previous study, BDA in Saudi higher education sector is still 
in their infancy. Where Saudi higher education needs to 
identify and address concerns and barriers that related to the 
implementation and growth of big data to achieve the 2030 
Vision [24].  

 
2. Big Data 

BD is the data that exceeds the amount of technology in its 
capacity to store and manage it, and the efficiency in 
processing it [17]. The term “Big Data” differs from 
traditional data, as it includes a set of large and growing 
(structured, unorganized, and semi-structured) data [25]. 
BD has four diminutions: (Volume, Velocity, Variety, and 
Visibility) the amount of BD available enormously, the high 
speed with which the data is available, the great diversity in 
data forms and types, and finally the increased availability 
and accessibility of data [12]. 

 
2.1 BD Challenges 

BD includes many technical challenges that institutions 
must overcome to benefit from this data [21]. The growth 
rate of BD generates many challenges, as this data indicates 
data storage units in a range that exceeds the capacity of 
current storage and processing systems [17]. BD faces many 
challenges that limit its exploitation, begin from the 
processing systems until the means of analysis, these 
challenges may be caused by the characteristics of the big 
data itself, the methods of analysis, or because of the 
restrictions imposed on the processing systems [16].  

 

3. BD in Higher Education  

Higher education institutions have access to large data sets 
and analysis tools, as the amount of student data that needs 
to be analyzed is increasing [3]. BD is going to 
revolutionize higher education. Whereas BD will lead to a 
qualitative leap of technological progress, which will 
increase academic effectiveness [23]. BD can be applied to 
multiple aspects in the areas of administrative and 
educational higher education, such as employment, 
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financial management, admission processing, and student 
performance monitoring [26]. 

  
3.1 Challenges of BD in Saudi higher education 

There are various expected complications related to the 
execution of analytic techniques of BD in Saudi higher 
education. Previous studies indicated that implementation 
of BD in the accreditation of higher education in Saudi 
universities constitutes significant security concerns 
concerning storage, processing, and management. External 
data sources such as social media constitute one of the most 
security concerns as the accumulation of immense and 
unorganized data resulting from them requires the adoption 
of more advanced security models and safety solutions 
conventional is useless in this case [22].  
     Privacy constitutes one of the challenges of 
implementing BD in higher education in Saudi universities 
concerning the protection of user’s personal data and 
intellectual property rights. It is necessary to adopt 
applications to encrypt private data and hide identity before 
working on data analysis in order to maintain privacy [28]. 
     Supporting top management plays a crucial and decisive 
role in approving BD by supporting projects related to BD 
through financial and administrative support, spreading 
awareness, and removing obstacles [11]. 
     Analytical skills are among the most critical challenges 
facing the adoption of BD. The fact is the Saudi higher 
education is in the cradle stage concerning BD. There is a 
lack of cadres and expertise in dealing with this modern 
trend of data [2]. 
     BD collection, storage, analysis, and management needs 
tremendous capabilities and systems, which poses a 
challenge to the IT infrastructure in Saudi higher education 
[3]. 
     The Saudi Vision 2030 represents a framework for 
transformation into a knowledge-based society. This 
transformation is completely different from any 
transformation that can happen in many countries. It has 
shifted from primary dependence on oil to other vital 
resources, and this requires the participation of higher 
education in this ambitious vision. Saudi higher education 
is rich in data yet learning analyzes are relatively early in 
the Saudi Arabia [13].  
      The challenges facing Saudi higher education can be 
summarized in security concerns, maintaining privacy, 
supporting senior management, analytical skills, and IT 
infrastructure. The problem is that few studies have 
analyzed the BD barriers in Saudi higher education. In an 

attempt to address this literature gap, the realistic-design 
gap model will be applied as a basis for analyzing these 
barriers that prevent the effective use of BD for the 
development of Saudi higher education. 
 

4. Conceptual framework 

The framework, which was developed by Richard Hick 
[14], is used for organizational change analysis and risk 
analysis associated with this change. In the field of applying 
BD in Saudi higher education, there were no studies that 
used the design-reality gap model. In this paper, the model 
used to evaluate the possibility of addressing barriers and 
profiting from BD to achieve the 2030 Vision by comparing 
the availability of requirements for applying BDA with the 
capabilities of the higher education situation in the current 
reality. 
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Fig. 1 Design-Reality Gap Model 

 

4.1 Design- Reality Gap Model  

Seven dimensions have a design-reality gap around it 
(Figure 1), which summarized in “ITPOSMO”: 
Information: includes both information and data.  
Technology: focuses on information and communication 
technology (ICT) that handles data.  

Design Reality 
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Processes: activities required to generate, capture, and 
analyze data. 
Objectives and values: both issues of strategies and cultural 
values . 
Skills and knowledge: human capabilities to perform the 
operations related to data. 
Management structures and systems: management and 
structure of the organization. 
Other resources: considerable investments like budget. 
1.1. Analysis of Barriers to BD in Saudi higher 

Education 

Due to the limited time available for research, the following 
analysis is illustrative and not final. The analysis based on 
sources of evidence from the literature review to assess the 
gap in each of the ITPOSMO dimensions. 
     Information: active development of BD requires the 5 
V’s of BD (Volume, Variety ,Veracity, Velocity, Value) To 
meet the data quality standards [9]. In reality, Saudi higher 
education institutions have a massive amount of BD that 
flows from all directions through internet applications, 
program-based exercises, online classrooms, social media, 
blogs, and student surveys. Therefore, the volume of data is 
enormous. As for speed, the data swells and grows faster 
and faster, but most data sets are not dynamic; some data 
are not available in real-time. An example of this 
blackboard system, the courses not automatically 
downloaded at the beginning of the term, as is supposed. 
However, communication channels in higher education site 
or even on the university’s sites, are active and are 
responded directly through them. Also, there is a variety of 
mixed data; there are many different categories of forms of 
data sets that need much effort to control and deal with them. 
There is also confusion between data quality and other 
issues such as accuracy, representativeness, and ease of use, 
which means that there are still some challenges to be 
addressed. However, it is obligatory developing a plan to 
reduce design reality gaps in terms of information [6]. 
     Technology: BD requires that the ICT infrastructure be 
robust and support all stages of the data chain from its 
generation, capture, analysis, storage, presentation to 
visualization, and dissemination. It should be widely 
distributed and interoperable [15]. Saudi higher education 
institutions have a massive amount of BD flowing from all 
directions, and there is inflation in public data. All of this 
data is putting pressure on the current IT infrastructure, the 
software solutions in place that have been around since the 
1970s cannot meet current data demands. Because of that, 

many institutions of higher education did not reap the real 
value of BD. The Ministry of Higher Education also 
indicated that one of its plans to achieve the 2030 Vision is 
to improve services and infrastructure .However, cloud 
computing, for example, provides an ideal solution to avoid 
the challenges of IT infrastructure and to reduce 
infrastructure costs [24]. Cloud computing is the perfect 
substitute for educational institutions that do not have a 
sufficient budget for investments [18, 31]. 

 

Fig. 2 Information Value Chain 
      Processes: BD requires enacting all of the information 
value chain processes (Figure 2). The higher education in 
Saudi Arabia is wealthy in data. However, learning 
analytics is in its relative earliest stages in Saudi Arabia [7]. 
There is significant schizophrenia within the chain, as the 
existence of data sets is much more potent than their use 
[4].  

   Objectives and Values: BD needs a set of laws and 
regulations covering data security and privacy issues [20]. 
BD culture should be spread and confidence in the role and 
appreciation of data enhanced. Saudi higher education 
system promotes dependence on safe and reliable sources 
as it has obtained the certificate (ISO 27001), which is the 
international standard for information security. The IS team 
is also working on many initiatives in the field of security. 
Among these initiatives are periodic evaluation of 
information security by an independent authority 
specialized in information security, digital authentication, 
confidentiality and integrity of information, and electronic 
signature. The Ministry also built and operated the 
Information Security Operations Center. One of its 
objectives is to monitor and implement information 
technology policies and information security measures. As 
for the promotion of the data culture, for a very long time, 
higher education institutions did not have the resources to 
control the process of storing and analyzing data effectively, 
but with the emergence of next-generation technologies 
such as Hadoop, this is no longer an issue. Because ignoring 
data is more expensive than the cost of maintaining. 
Accordingly, it has become necessary to create a culture 
that respects data and makes data analysis an integral part 
of every decision taken by the academic institution. 
Therefore, the higher education sector seeks to achieve this 
to keep pace with Vision 2030.  
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     Skills and Knowledge: BD requires that there are full 
awareness and knowledge of BD and the availability of the 
necessary capabilities that must work properly across the 
value chain of information. Although some BD workshops 
have started as a system ("Itqan") developed by King Saud 
University to analyze BD, however, there is still a lack of 
awareness and knowledge of BD in Saudi higher education 
and in the experiences to deal with this data. Where an 
evaluation study conducted for the "Itqan" system, showed 
that the university's use of the system services in analyzing 
the critical evidence for the university is less than expected 
compared to the capabilities of the system that was built, 
which weakened its usefulness in supporting the decision-
maker [1]. Higher education institution must extend their 
effort to bridge the skills gap and take the necessary 
measures to control the significant changes that are likely to 
happen as a result[19]. 
     Management Systems and Structures: It involves a BD 
strategy requirement and governance across the higher 
education sector and issues related to data standards, 
sharing, security, and privacy [27]. The higher education 
sector has adopted a policy of acceptable use of resources 
and technical services, which is concerned with the 
governance of safe use of the services of the information 
technology sector. This policy aims to provide secure 
electronic services in line with government regulations and 
directives issued in this field, and the Ministry hopes that 
this policy will help in protecting technical and conservative 
resources and services on confidentiality, integrity, and 
privacy of data, and to ensure that information sources are 
available when needed while clarifying the importance of 
users understanding of their responsibilities to protect 
information. 
     Other Resources: BD requires a considerable investment 
of money, time, and funding has always been a problem in 
higher education institutions in developing countries [10]. 
About 192 billion riyals has been allocated to the public 
education, higher education, and workforce training sector, 
which included the amounts allocated to the initiative to 
achieve the Vision 2030, estimated at 4.89 billion riyals.  
     Although BD analyzes can become part of the solutions 
for the evolution of higher education sector development to 
achieve vision 2030, however, the utilization of data for the 
advancement and development of Saudi higher education is 
still in its very early stages. Much remains to be done to 
obtain the promised value to benefit from the data in 
organizational development, whether by analyzing BD, 
building knowledge, or using open data [5].  

 
 
 

5. Conclusion 

The data is increasing and spreading in various formats 
within the higher education institutions, which makes it 
challenging to retrieve or consolidate it. Consolidated data 
from different sources provide a basis for making better 
decisions regarding main business and technical needs, 
reducing redundancy, and wasting valuable time to recover 
data from multiple sources, which reveals the importance 
and value of BD. 
This paper presented the current state of Saudi higher 
education regarding BD and barriers that prevent its 
adoption and gain it worth, which affects keeping up with 
the Saudi vision. BD has a clear role in the future of 
development, but this role will not be achieved unless it is 
possible to overcome the barriers that prevent BDA. By 
observing reality, tallying the past, looking ahead, and by 
reviewing the design-reality gap, it can see that there is still 
a wide range of severe barriers to BD in the Saudi higher 
education sector. From comparing the actual (reality) 
performance with the desired performance, the presence of 
gaps has been revealed (Table 1). 

 

To bridge that, must develop a plan with main dimensions 
lie in setting a time frame for achieving the goals, adjusting 
the goals in a way that suits the requirements and resources, 
undertaking the redistribution of resources to ensure the 
achievement of the goals, and getting additional resources. 
     Vision 2030 is one of the incentives for data attention in 
the Kingdom of Saudi Arabia, which represents a long-term 
strategic plan for the Kingdom. Where significant goals 
defined in the vision, its progress is measure through a set 
of performance indicators that rely heavily on collecting 
data from the target indicator and then analyzing it. 
Therefore, BDA is an essential tool for government 
agencies to draw their plans and indicators, and to measure 
and follow up these indicators periodically. The process of 
applying the future vision is one of the essential stages to 
start translating the vision, mission, and goals into practice. 
     The study limited in the case of higher education sector 
because the approach followed in this study is a theoretical 
review, and qualitatively, it is possible to conduct an in-
depth study in the future study by surveying and 
interviewing officials to obtain more accurate results and to 
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measure the development of Saudi Arabia BDA in different 
sectors. 
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