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Summary

Civil aviation cybersecurity challenges are global in nature and
must be addressed using global best practices and the combined
efforts of all stakeholders. This requires the development of
comprehensive international strategies and detailed plans for their
implementation, with appropriate resources. It is important to
build such strategies on a common methodology that can be
applied to civil aviation and other interrelated critical
infrastructure sectors. The goal of the study was to determine the
methodological basis for developing an international civil aviation
cybersecurity strategy, taking into account existing experience in
strategic planning at the level of international specialized
organizations. The research was conducted using general scientific
and theoretical research methods: observation, description,
formalization, analysis, synthesis, generalization, explanation As
a result of the study, it was established the specifics of the
approach to formulating strategic goals in civil aviation
cybersecurity programs in the documents of intergovernmental
and international non-governmental organizations in the aviation
sphere, generally based on a comprehensive vision of
cybersecurity management. A comparative analysis of strategic
priorities, objectives, and planned activities for their
implementation revealed common characteristics based on a single
methodological sense of cybersecurity as a symbiosis of five
components: human  capacity, processes, technologies,
communications, and its regulatory support. It was found that
additional branching and detailing of priority areas in the strategic
documents of international civil aviation organizations (by the
example of Cybersecurity Strategy and Cybersecurity Action
Plan) does not always contribute to compliance with a unified
methodological framework. It is argued that to develop an
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international civil aviation cybersecurity strategy, it is advisable to
use the methodological basis of the Cyber Security Index.
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1. Introduction

The development of modern technologies, including in the
aviation sphere, is accompanied by the introduction of a
new type of threat - cyber threats to the security of air
communications and air transport infrastructure - in the
activities of civil aviation, is on several universal and
specialized international organizations.

United Nations (UN) and several international aviation
organizations, including the International Civil Association
Organization (ICAO), the International Air Transport
Association (IATA), the International Coordinating
Council of Aerospace Industries Associations (ICAIA),
European Organization for the Safety of Air Navigation
(EUROCONTROL) direct their joint efforts to develop
international standards for civil aviation cybersecurity as
soon as possible, form the basic principles of future legal
models of civil aviation cybersecurity at universal, regional
and national levels.

Despite the significant relevance of the topic of aviation
cybersecurity, the efforts of international aviation
organizations can be characterized as insufficient for
comprehensive cyber security in the planning and
implementation of cyber and security programs for the civil
aviation sector [20]. This necessitates synthesis of existing
scientific and methodological approaches to the formation
of cyber defense strategies, as well as a comparison of the
priorities identified in the strategies of international aviation
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organizations and universal concepts of cyber preparedness
assessment at the national level.

2. Literature review

At the present stage of development of air
transportation to the topical issues of strengthening the
security of civil aviation should be considered the problem
of information security, received international recognition
according to the relevant UN General Assembly resolution
"Developments in the field of information and
telecommunications in the context of international security”
in 1999 [ 1]. According to Nashinets-Naumova [2], it was
after the approval of this document, the issues of
information security of civil aviation were recognized as a
global challenge of our time. Based on this fact, several
researchers of civil aviation cybersecurity issues, including
Honcharova [3], argue that the establishment of strict
regulation in this area is a consequence of a powerful
supranational regulator in the field, namely ICAO.

Experts in the field of international air law consider
cyber threats as one of the types of acts of unlawful
interference with civil aviation. At the intersection of the
topic of aviation security, combating terrorism, and
cybercrime there is a range of issues that require a
comprehensive approach, in particular with the use of
international legal tools, as recalled by Klenka [4],
Abeyratne [5] among others.

According to Silva [6], to reduce the risks of cyber-
attacks and increase the resilience of the entire aviation
ecosystem, a global approach, which will provide the
necessary level of trust between the actors, is needed. It is
worth remembering in this context EUROCONTROL,
which deals with the security of air navigation, and
emphasizes the importance of a comprehensive approach to
the development of a trusted system of cyber security [7].
Organizational and technical issues of building cyber
security systems for civil aviation infrastructure is one of
the key issues on the agenda both at the level of subjects of
aviation activity, and regulators at the state and
supranational levels. The need to introduce a unified cyber
security policy for aviation cyber-physical systems is noted
in the works of Abeyratne [8], Alrefaei et al. [9], Nickolaos
Koroniotis [10], Pollack and Ranganathan [11]. A unified
framework based on risk assessment and management to
address security threats and increase the resilience of
aviation systems to future attacks is proposed by Lykou et
al. [12].

Despite the existing vulnerability of civil aviation
computer systems, ICAO has already made many attempts
to develop cooperation among key stakeholders to identify
cyber risks and minimize them. In addition, ICAO calls for
clear management of civil aviation cybersecurity and
appropriate measures to prevent cyber-attacks [13].

One cannot but agree that without a certain level of
trust and goodwill of all involved participants to exchange
information important for prevention and response to cyber
incidents, it will be extremely difficult, if not impossible, to
achieve results, as noted by Abeyratne [14], Jeyakodi [15],
Lim [16], Pierides [17]. At the operational level, rapid
incident response is an integral part of the cyber incident
management process, in particular, the exchange of
response-critical information should be provided by
aviation-specific Computer Security Incident Response
Teams (CSIRTs). The issue of unification of rules and
approaches in the work of aviation CSIRT teams on the
example of the EU and the USA, in particular, was studied
by Lekota and Coetzee [18].

As can be seen from the above-mentioned studies, it is
proposed to identify priorities to improve the system of
cyber protection of aviation infrastructure, but mainly
focused on the subjects of civil aviation activities, paying
insufficient attention to the international legal aspects of
cybersecurity of civil aviation. In our opinion, it is at the
international  level that international specialized
organizations should propose comprehensive approaches to
ensuring cyber security of the civil aviation sector.

In 2013, ICAO, Airports Council International (ACI),
Civil Air Navigation Services Organization (CANSO),
International Air Transport Association (IATA), and
International Coordinating Council of Aerospace Industries
Associations (ICCAIA) joined their efforts and created the
Industry High Level Group (IHLG), whose task was to
implement cooperation on issues of mutual importance,
including cyber security. At the international level, it was
emphasized that cybersecurity was an issue of high priority
for all stakeholders involved in the aviation field [19].
Several measures were proposed, based on agreed policies.
However, the work did not stop there, because only the most
important areas were outlined at the time, and the planned
measures were not comprehensive. It is important not only
to form a "set" of objectives for the plan but to view the
conceptual vision of cybersecurity as a symbiosis of human
capacity, technology, processes, and communications, as
well as the necessary regulation for it all at the level of
aviation actors, national and supranational levels. This
necessitates scientific research to form a holistic vision and
develop ways to implement an international cybersecurity
strategy for comprehensive civil aviation cyber security.
The purpose of the study is to determine the methodological
basis for the development of an international civil aviation
cybersecurity strategy, taking into account the existing
experience of strategic planning at the level of international
specialized organizations.
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3. Research Methods and Methodology

The study of the methodological basis for the development
of an international civil aviation cyber security strategy was
conducted in four stages.

During the first stage of the research, strategic documents
and recommendations were analyzed and the main
directions of development of strategic cyber planning
measures to enhance cyber resistance and security of
international aviation infrastructure in the activities of
international specialized organizations were systematized,
in particular:

International Civil Association Organization (ICAO);
International Air Transport Association (IATA);
International Coordinating Council of Aerospace Industries
Associations (ICCAIA);

European Organization for the Safety of Air Navigation
(EUROCONTROL)

At the second stage, the analysis of the provisions of
universal level documents adopted under the aegis of UN
and International Telecommunication Union was carried
out to identify and systematize the conceptual provisions
that constitute a priority for implementation shortly.
Publicly available documents and reports (resolutions and
program documents, transcripts of the speeches at the
sessions during the meetings of international organizations),
used during the first and second stages, are publicly
available on the websites of relevant international
organizations (ICAO, IATA, ICAIA, EUROCONTROL)
for the last 5 years.

During the third stage, a comparative analysis of special
and general (universal) approaches to the development of
international civil aviation cybersecurity strategy is carried
out and the differences between them and common
methodological bases are clarified. Finally, in the final stage,
the identified differences and gaps are summarized and
recommendations are formed.

A limitation of the study is that the authors did not have
access to documents of intergovernmental organizations
that are not intended for free distribution. But this is not a
hindrance, because most of the documents reviewed are
strategic level and intended for familiarization of the wide
audience.

4. Results and Discussion

The analyzed strategic documents and recommendations of
the international aviation organizations provide for an
expanded list of cyber defense strategies implementation
areas. The most structured is Cybersecurity Strategy and
Cybersecurity Action Plan ICAO [20; 21].

The Aviation Cybersecurity Strategy bring into line with
other cyber-related ICAO initiatives and coordinated with
matching safety and security management provisions. The

Strategy’s aims will be achieved through a series of
principles, measures, and actions contained in a Framework
built on seven pillars (See Fig 1.):
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Fig. 1. Aviation Cybersecurity Strategy Framework.

The Cybersecurity Action Plan includes 26 priority
activities and 54 detailed activities and tasks to be
implemented jointly by the ICAO, member states, and
stakeholder organizations. A common feature of this
Cybersecurity Strategy with the strategic documents on
cybersecurity at the universal level (ITU, Cyber Security
Index) [22] is the understanding of the complexity of
cybersecurity and the need to develop and implement cyber
preparedness programs to improve the effectiveness and
capacity of the main components of cybersecurity - human
capacity, technology, and necessary processes, including
communication and their regulatory support.

ITU, developing a methodology to measure national cyber
preparedness, the Cyber Security Index (GCI), offered a
clear structure that can serve as a "framework" for cyber
strategies and implementation plans in the civil aviation
sector.

The GCI main features are a better understanding of
countries’ commitments to cybersecurity, identifying gaps,
encouraging the incorporation of good practices, and
providing useful insights for countries to improve their
cybersecurity postures.

The GCI results among 194 which was measured in 2020
show overall improvement and strengthening of all five
pillars of the cybersecurity agenda (legal measures;
technical measures; organizational measures; capacity
development measures; cooperation measures) (see Fig 2).
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*167 Countries with some form of cybersecurity legislation
+133 Data Protection
+97 Regulations Critical Infrastructure regulations

Legal: Measuring the laws and
regulations on cybercrime and
cybersecurity

Technical: Measuring the
implementation of technical
capabilities through national and
sector-specific agencies

=131 Active Computer Incident Response Team (CIRT)
=104 Engaged in a regional CIRT
+101 Child Online Protection Reporting mechanisms

\

+27 National Cybersecunty Strategies
=136 Cybersecurity Agencies
#86 Child Online Protection strategies and initiatives reported

Organizational: Measuring the national
strategies and organizations
implementing cybersecurity

.

Capacity development: Measuring
AWareness Campaigns, training,
education, and incentives for
cybersecurity capacity development

*142 Countries conduct cyber-awareness initiatives
+94 Countries with cybersecurity R&D programs
+98 Countries reported having national cybersecurity industries

's ~

=166 Countries engaged in cybersecurity PublicPrivate
Cooperation: Measuring partnerships Partnerships
between agencies, firms, and countnes *90 Countries with cybersecurity bilateral agreements
\ A *112 Countries with cybersecunty multilateral agreements

Fig. 2 Global commitments of GCI specific indicators in 2020

In our opinion, unification of approaches based on the
ITU Cyber Security Index looks appropriate for
international organizations in the civil aviation sphere,
primarily for ICAO, which methodologically allows
presenting a systemic vision of cyber security regardless of
sectoral specifics - be it the civil aviation sector or other
critical infrastructure sectors like financial or energy, water
or chemical sectors and others.

It is worth further reviewing the measures that have
been proposed within ICAO and providing a critical
analysis of them in the scientific discussion, based on the
proposed paradigm of cyber security comprehensiveness
(human  capacity, technology,  processes and
communication, regulatory support).

It is worth noting that the UN Security Council in
Resolution 2039 (2016) assessed the role of ICAO as a
universal organization to ensure all areas of civil aviation,
including the security policy component, noting that it
supports and welcomes the work that ICAO does to ensure
continuous review and modification of aviation security
measures according to the constantly changing nature of
global threats, and encourages ICAO within its mandate to
continue and increase efforts to ensure compliance with
international Of all the threats to civil aviation security, the
newest is certainly the rapid spread of cyber technology in
aviation, "and the more we rely on computers and
information technology, the more we expose ourselves to
cyber threats. ICAO also understands this problem and is
working with member states to identify vulnerabilities and
the most effective countermeasures". [24]

In more detail, the main areas of joint efforts of ICAO
member states to improve cyber security in civil aviation
were identified in proposals made by Slovakia on behalf of
the European Union and its member states, as well as other
member states of the European Civil Aviation Conference,
and EUROCONTROL and voiced at the 39th session of the
ICAO Assembly. In addition to other important aspects, it
was proposed to ask ICAO to comprehensively address the
issue of cyber-styling in civil aviation [25].

Resolution A39-19, adopted in 2016, is important for
the regulation of international cooperation of ICAO

member states in addressing the cyber security of civil
aviation. During the 39th session of the ICAO Assembly.
This document enshrines all the main areas of countering
cyber threats, among which special attention is defined
concerning the responsibilities of national authorities to
combat cyber threats, promoting coordination between
member states, and promoting the development and
implementation of international standards, strategies, and
best practices in the field of civil aviation protection [26].
During this session, a list of possible actions by regulators
and stakeholders in the area of cybersecurity was identified
at the suggestion of several states [27]. First of all, it was
suggested that at the universal level, ICAO should develop
a global program to combat cyber threats for all
stakeholders. Second, at the state level, it is important to
develop a regulatory oversight mechanism by aviation
security authorities. In doing so, the regulatory oversight
regime should be comprehensive, covering the civil
aviation sector and all participants in the civil aviation
system, taking into account their interdependence. Finally,
at the stakeholder level, each stakeholder needs to develop
its own set of actions to protect against cyber threats,
especially when it comes to systems that deal with flight
safety and aviation security [28], [29].

The recommendations from the 13th Aeronautical
Conference (2018), presented by Canada, Austria (on
behalf of the EU), EUROCONTROL, Singapore, and
supported by Australia and New Zealand, are significant.
After discussing aviation as a system of systems (an
aviation system evolves from a diversity of digital networks
and components interconnected and interdependent in the
sense of exchanging digital data and information), the
Conference made important recommendations regarding
continuous coordination between all important stakeholders,
joint activities and coordination among subsystem
managers, the need for a working network to mitigate cyber
threats and risks to civil aviation systems. This can be
expressed in Standards and Recommended Practices
(SARPS) in the Annexes to the 1944 Chicago Convention
[30].

In our opinion, also noteworthy is the document
proposed by the United States for consideration by the 40th
ICAO Assembly that addresses cybersecurity and resilience
management as a multidisciplinary issue that touches on
almost all aspects of global aviation. Today, the leadership
on cyberspace issues is divided between the Air Transport
Bureau (ATB) (cybersecurity issue) and the Air Navigation
Bureau (ANB) (cyber resilience issue). In this situation,
according to American experts, the optimal organizational
model would be the creation of a technical committee on
cybersecurity and resilience [31]. That is, it is a matter of
unifying rules to avoid overlapping functions, copying, and
vice versa gaps due to potential competition between
functions, where there may be an excessive expenditure of
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resources in one task and a lack of attention and resources
on others.

The next step to enhance international cooperation in
combating cyber threats and civil aviation was the adoption
in 2019. During the 40th ICAO Assembly, several
documents, including Resolution A40-10, "Addressing
Cybersecurity in Civil Aviation." This document defines a
detailed, expanded plan for [CAO member states to address
cyber threats to civil aviation, focusing in particular on
cybersecurity strategy, assessment and anticipation of
threats, risks to flights and critical civil aviation systems,
and the serious consequences that such incidents can lead
to. During the Assembly, the role of national authorities and
stakeholders and the importance of cooperation in
developing an ICAO cybersecurity program according to a
unified, comprehensive, and functional approach that
includes the areas of air navigation, communications,
surveillance, aircraft operations, airworthiness, and other
relevant disciplines were emphasized [32]. In addition,
Resolution A40-11 provides specific practical steps to
ensure civil aviation cybersecurity [33], which are
extremely important, but without a detailed implementation
plan, methodological assistance, and consideration of
national specifics (limited resources, qualified personnel),
their implementation may not be as effective as planned.
The lack of a programmatic approach, in our opinion, may
become a key obstacle to the effective implementation of
these measures at the national level.

As we mentioned above, one of the main coordination
documents of ICAO in this area is the current Cybersecurity
Action Plan (CyAP). The key priorities of the Plan are: 1)
creating a cybersecurity culture; 2) ensuring that the civil
aviation system is cyber secure; 3) ensuring civil aviation is
self-reinforcing by adopting an "embedded security" (by
design, by default) approach 4) aligning with other ICAO
cybersecurity initiatives, coordinating with and utilizing
regulations on flight safety management and aviation
security. The Plan defines the main cybersecurity strategies
as 1) international cooperation, 2) governance; 3)
applicable laws and regulations; 4) cybersecurity policy; 5)
information sharing; 6) incident management and
contingency planning; and 7) cybersecurity capacity
building, training, and culture [32].

From the above list of directions, it can be seen that some
of them are very similar in the content of the activities that
are covered. For example, directions three (regulatory) and

four (cyber security policy) use the same toolkit - regulatory.

The fifth (information sharing) and sixth (incident
management) are different levels of coordination and
management of the same process of responding to security
threats and incidents, which includes information sharing
both in normal mode and in crisis situations. So, the third
and fourth, as well as the fifth and sixth directions can be
methodologically combined. As a result of such integration,
we come to a model, similar to the ITU Cyber Security

Index, on which an international strategy on comprehensive
cyber security of civil aviation and a roadmap for its
implementation can be built.

5. Conclusions

Based on the above, it is reasonable to propose the
structure of an international strategy for the comprehensive
cyber security of civil aviation in five key areas: (1) legal;
(2) technical; (3) organizational; (4) capacity development;
(5) cooperation. These directions propose to cover such sub-
directions and specific tasks:

1. The legal direction focuses on the maturity of the
legislative and regulatory environment, which defines the
basic requirements for cybersecurity of critical aviation
infrastructure, the tasks and powers of aviation agencies,
minimum cybersecurity requirements for civil aviation
entities, implementation of cybersecurity measures,
requirements for information security audits at aviation
infrastructure facilities.

2. The technical direction includes the development
of an international network of specialized Computer
Security Incident Response Teams/Security Control
Centers (CSIRTs/SOCs) for the civil aviation sector, the
implementation of international standards and regulations,
the identification of technical capabilities to ensure security
and resilience, management and response to cyber-attacks.

3. The organizational pillar covers strategic/policy
documents and mechanisms and structures for the response,
prevention, and recovery from cyber-attacks. This level also
covers national-level requirements for resilience plans,
readiness audits, and cyber risk assessments of aviation
activities, air navigation infrastructure, and the like.

4. Capacity development refers to cybersecurity
awareness activities, certification of cybersecurity
professionals, availability of cybersecurity training
programs for civil aviation professionals, research activities
(malware analysis, cryptography research, and other
research), and stimulating government efforts to encourage
cybersecurity capacity building among both aviation actors
and other stakeholders.

5. Cooperation covers participation in international
cooperation, membership in international organizations,
public-private partnership practices, cooperation among
stakeholders, and implementation of best practices on cyber
security in the civil aviation sector.

The practical value of the proposed approach is that it
can be used not only to develop an international strategy for
cyber security in civil aviation, but also to develop a
roadmap for strategy implementation at the national level
by governments of states. It is also important to periodically
revise approaches and adapt them to new challenges in the
field of cyber security, which is what the proposed
methodological framework will allow.
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Prospects for further research include the development of
unified indicators at the international level to assess the
implementation of the provisions planned in the strategies.
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