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Summary

This paper presents the definition of a business process and a
taxonomy of anomalies in BPMN. Graphical modeling is very
popular nowadays and is easily understood by various specialists
from different fields. Modeling is a graphical representation of
processes in an organization using available rules and resources.
Therefore, it is important to use a universal and comprehensive
standard to describe models of processes, decisions and software.
Such a standard is the BPMN notation, which is a precise
notation, but unfortunately it is only a descriptive and graphical
form that may contain inaccuracies. The aim of this paper is to
collect and analyze available literature describing current state of
knowledge about BPMN notation and to present problems and
shortcomings related to this topic. The paper includes a
taxonomy of problems, their definitions and examples of
occurrence in real cases.

Key words:
business process, BPMN, Business Process Model and Notation,
anomalies, taxonomy

1. Introduction

Nowadays, an approach to modeling based on
graphical notations understandable by various specialists
has become very popular. Business process models are
graphical representations of processes in an organization.
These models bridge the gap between technical and
business users. They are used to describe sequential,
parallel, and alternative workflows in an organization to
achieve required goals [2]. Visualizations of processes
make them much easier to understand than textual
descriptions. Therefore, the Object Management Group
(OMGQG) consortium [3], formed in 1989, is trying to create
a universal and comprehensive standard for visualizing
process, decision, and software models [4]. OMG's goal
was to establish a cross-platform standard in the field of
distributed object-oriented programming [5]. This effort
resulted in several standards including:

e  Unified Modeling Language (UML),

e Business Process Model and Notation (BPMN)),

e Decision Model and Notation (DMN),

e (Case Management Model and Notation (CMMN).
Business process model and notation (BPMN) [1] is the
most common notation for modeling processes. The goal
of BPMN was to create a uniform business process
notation that could be generally understood- from
professional process analysts to managers to ordinary
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employees [1]. BPMN originated from a synthesis of
many business modeling notations. It was originally
published by the Business Process Management Initiative
(BPMI) in 2004. The BPMN specification was released by
the OMG in February 2006. Version 2.0 of BPMN was
developed in 2010, and the current version of the
specification was released in December 2013. The latest
version (BPMN 2.0.2) was formally published by ISO as
the 2013 edition standard: ISO/IEC 19510.

According to [1], BPMN is a standard business process
model and BPMN notation provides companies with the
ability to understand their internal business procedures in
graphical form. It enables organizations to be able to
communicate in a standardized way. In addition, BPMN
notation makes it easier to understand the collaboration of
performance and business transactions between different
organizations.

Despite many efforts, there are still problems with
unambiguous interpretation. This fact is due to the lack of
a satisfactory BPMN interpreter. In fact, BPMN processes
have not been formally defined and, consequently, the
semantics of BPMN components and connections are not
given. Therefore, different devices may interpret the same
BPMN models differently. The lack of formal semantics
can lead to misinterpretations and errors. Most articles in
the business process area focus on the use of BPMN's
capabilities, but articles analyzing errors and how to
eliminate them are in the minority.

BPMN notation is a precise notation, but unfortunately it
is only descriptive and graphical. Therefore, this paper is
an attempt to analyze the problem of anomalies that may
occur in BPMN. An attempt has been made to present
possible problems. The research is based on literature
analysis and some experience with BPMN models. The
paper is organized as follows: the first chapter is an
introduction to the topic, the second and third chapters
contain business process taxonomies and BPMN notation
with gates. The next chapter presents anomaly in business
processes with literature analysis. Chapter five contains a
taxonomy of problems in BPMN and an example. The last
one is the conclusion of this paper.

2. Business Process
In the field of IT and business, the issues related to

analysis, modeling and automation of business processes
are developing very dynamically. Their foundation is the



IJCSNS International Journal of Computer Science and Network Security, VOL.21 No.11, November 2021 231

business process, the knowledge of which is necessary
for correct and effective use in practice.

Speaking about the business process, it is necessary to
define this concept in a proper way, as its components:
process and business. The "process" itself is an issue used
in many areas of life (e.g. life processes in biology,
processes in operating systems- computer science or
clinical processes in medicine) and generally expresses a
sequence of consecutive activities. The second element is
"business", which is an organized activity that uses
various resources to achieve a goal (service, product) and
deliver them to customers. Having the components of the
business process illustrated in this way, we can assume
that the business process itself is a set of activities that
aim at achieving a certain value in the form of a product.
In order to produce this product, resources are required
and the rules by which the product is created.

There are various rich definitions of a business process in
the literature, selected ones are presented in Table 1. The
paper [6] collects various definitions that have been
developed over the last 20 years. According to the ARIS
(Architecture of Integrated Information Systems)
methodology, it is a chain of logically related functions,
executed sequentially or in parallel, which, using the
available resources, transform inputs into outputs leading
to the achievement of the intended goal. The Business
Process Model and Notation (BPMN) definition defines
that a business process represents a sequence or flow of
activities in an organization with a goal in mind. The
most accurate definition seems to be the definition
according to Rummlen and Brache in 1995: "a business
process is a series of steps designed to produce a product
or service".

Table 1: Process definitions

Johanson et al.
(1993)

A business process is a set of linked activitieg
that takes an input and it transforms it to
create an output. It should add value to the
input and create an output that is more usefull
and effective to the recipient

Jacobson (1995)

The set of internal activities performer to
Serve a customer.

Rummler and

A Dbusiness process is a series of steps

Brache (1995) |designed to produce a product or service.
Business process may be considered as a
Soliman (1998) |complex network of activities connected
together.
A Dbusiness process consists of activities
Agerfalk (1999) |ordered in a structured way with the purpose
of providing valuable results to the customer.
Business process is a set of one or morg
linked procedures or activities which
Workflow . . . o
collectively realise a business objective o
Management olicy goal, normally within the context of an|
Coalition (1999) [PO11¢Y £02L Y

organizational structure defining functional
roles and relationships.

Eriksson and
Pencker (2000)

A business process has an explicit goal, a set
of input objects and a set of output objects,|
The input objects are resources that are
transformed or consumed as part of the
process, such as raw material in 4
manufacturing process.

author and year the wording of the definition

Volkner and
Werners (2000)

Business process is defined as a sequence of
states, which result from the execution of|
activities in organisations to reach a certain|
objective.

Pall (1987)
produce a specified end result.

Business process is the logical organisation of|
people, materials, energy, equipment and
procedures into work activities designed to

Davenport and

Fan (2001)

Business process is a set of one or more
linked procedures or activities that
collectively realise a business objective or
policy goal, normally within the context of an|
organisational structure defining functional
roles and relationships.

Business process is a set of logically related
tasks performed to achieve a defined business|

Short (1990) oULCOmE.

Business process is defined as the chain off
Davenport activities whose final aim is the production of]
(1993) a specific output for a particular customer o]

market.

Stock and
Lambert (2001)

A business process can be viewed as a
structure of activities designed for action with
focus on the end customer and the dynamic|
management of flows involving products,
information, cash, knowledge and ideas.

Hammer and
Champy (1993

A business process is a collection of activities
that takes one or more kinds of inputs and|
creates an output that is of value to the]
customer. A business process has a goal and i
affected by events occurring in the external

Stohr and Zhao
(2001)

A business process consists of a sequence off
activities. It has distinct inputs and outputs
and serves a meaningful purpose within an|
organisation or between organisations.

world or in other processes.

Gunasekaran
and Kobu
(2002)

A group of related tasks that together create
value for a customer is called a business
process.
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A business process is a dynamic ordering 011
work activities across time and place, with a
beginning, an end, and clearly identified|
inputs and outputs.

Irani et al.
(2002)

The term business process is used to denote a|
set of activities that collectively achieve

Castellanos et certain business goal. Examples of these

al. (2004) processes are the hiring of a new employee o1
the processing of an order.
Business process is a set of one or more]
linked procedures or activities that
Shen et al. collectively realise a business objective o]
(2004) policy goal, normally within the context of an
organisational structure defining functional
roles and relationships.
Wang and Wang Buginess process is defined as a set off
(2005) business rules that control tasks through|

explicit representation of process knowledge.

A defined set of business activities that
OMG: BPMN v. |represent the steps required to achieve 4
2.0 (2011) business objective. It includes the flow and
use of information and resources.

Technically, a business process is one or more
activities that transform an initial set of inputs into one or
more outputs that are valued by the organization. In
diagrams, a business process is represented as a rectangle
with rounded corners with inputs and outputs. A simple
BPMN diagram is shown in Figure 1.

Fig. 1. Example of a BPMN diagram.

3. Business Process Model and Notation

Business Process Model and Notation (BPMN) [1] is
the most widely used notation for business process
modeling [7]. Since the notation is quite complex it has
many application areas which can be found in [5],[8-15].
The purpose of creating the BPMN notation was to create
a universal notation for modeling business interactions,
understandable not only to people involved in IT
operations but also to people unrelated to the subject [1].
BPMN defines more than 100 elements, so that
practitioners differentiate them depending on the level of
detail in the model. Three levels of models can be
distinguished [16]:

o descriptive level, is the basic level using a very

intuitive subset of BPMN to reflect the path
scenario and all the main activities in the process;
e analytical level, is dedicated to analysts,
designers and business architects who use
complex structures and elements to design fully
characterized processes,
e the executable level for technicians, where the
details of execution can be placed in the model.
In addition, many different extensions of BPMN have been
proposed to capture other aspects of business processes
[17-21]. BPMN notation models are presented in the form
of diagrams that use a limited set of graphical elements [1].
BPMN 2.0 specification elements are grouped into four
categories (Fig. 2):
e Flow Object (events, activities, gateways),
e Connecting Object (sequence flow, message flow,
association),
e Swimlanes (pool, lane),
e  Artifacts (data object, group, text annotation).
Artifacts

Flow  Connecting Swimlanes

Object Object Pool Data Object

Events Sequence D
O Flow
» Text [ This s

Activities Message Annotation

Flow Lane G
sroup
- ¢ ) |

1

T pp——— *_ 28 1
Gateways  Association ! i
1

<> _____ > [

Fig. 2 A core of BPMN elements

Annatation

3.1 Gateways

In BPMN there are not as many control
statements as in programming languages but the equivalent
of an if statement has many variations. Logic gates in
BPMN (denoted by the rhombus symbol) are used to show
which paths a process can take. The following categories
of gateways can be categorized:

®

Exclusive
Exclusive
Event-based
Exclusive
Event-Based Exclusive
Inclusive @
Inclusive
A‘.
Exclusive Event
Exclusive Event
Parallel @
Parallel
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Complex

®

Complex

Parallel Event

Parallel Event

Understanding process flow and gate operation is
facilitated by the concept of a token. A token is created
when an initial event is triggered and a process begins.
Starting from the initial event, the token flows along the
process flow arrow and activates individual process
elements. When it reaches the end of the process (the final
event) it is destroyed and the process instance ends.

Exclusive Gateway can be denoted by an empty
rhombus symbol or a rhombus with an X. It does not matter
which symbol we use. The important thing is consistency. If
you choose to label a data-driven exclusion gate with an
empty rhombus, you should label it that way throughout the
entire process. Do not use a gate with a marker once and a
gate without a marker once within a process, as this
degrades the readability of the process.

A token, once it reaches a data-driven exclusion gate, can
only flow further along one of the paths coming out of the
gate. This is a data-driven gate. Therefore, the decision on
which path the token will flow is made based on the data it
has.

In Figure 1, we have the process of making a selection of a
pizza item from the available menu. The initial event is the
receipt of the menu card. In the first task of the process
(Menu Analysis), we verify that a pizza has been selected
from the menu. As a result of the check, we get information
(data) that a selection was made or not. Having this data, we
will lead the process down one of two paths:

o ifthe selection meets the requirements, the process
will take the path marked "yes" to the task "Added
to order"

o ifthe selection does not meet the requirements, the
process will go along the path marked "no" to the
task "No pizza selected".

Yes A selection of pizza was

made

Has a pizza
been selected
from the menu?

.

Receipt of the
menu card No

No plzza selected
Fig. 3 Example of the Exclusive gateway

A process can branch at a gate into two or more paths.
Regardless of the number of paths, in the case of an
exclusion gate, the process can continue on only one of the
paths. Immediately after the gate, there can be tasks

followed by an end event as in example one. Alternatively,
a closure gate can be used as shown in Fig. 4. In the
second example shown (Fig. 4), a closing gate is used and
only after it is the final event.

Has a pizza
been selected
from the menu?

Yes

Menu analysis

Receipt of the
menu card Ma

No pizza selected

Fig.4 Example with a closing gate and end event

A gateway is where we branch out a process based on the
data we have. It is not a process place where we analyze the
data and make a decision. The analysis and decision making
occurs in the task before the gateway. One of the paths may
be the default. The default path is crossed out. It is
implemented if the condition of any of the other paths is not

met.
O =)

Have pizza and
Added 1o take-out order

Fig. 5 Default path usage

O

Receipt of the

menu card faod on site

been selected?

In the example in Figure 5, the process starts with the initial
event "Receive Menu Card". The first step of the process is
the "Analyze Menu" task, where we check to see if the order
is placed and if food has been selected on site. Depending
on the information we have, the process will flow further
along one of the following paths:
e if pizza and takeaway are selected, the token
follows the path to the "Transfer to pack" task
e ifno pizza is selected, the token follows the path to
the "No order" task
e if none of the above conditions is true, the token
follows the default path to the task "Added to
Order".
Exclusive Event-based gateway-this is where we branch the
process based on the event that occurred (Fig. 6). The
process can continue along only one of the paths. The event
that occurred determines the path that the process will

continue.

Fig 6 Example with Exclusive Event-gateway

Acceptance

Receipt of the
order
5 minutes

In the example shown in Figure 6, the process starts with
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the initial event "Order received". Then, the first step of
the process is the task "Request for order confirmation",
which is sent to the customer. The way the process
continues depends on which of the following events
occurs: the customer's acceptance of the order or expiry of
the time in which the confirmation should take place
e if the customer accepts the order (event trigger:
message), the token will flow along the path to
the "Order completion" task.
e if the customer does not confirm the order within
5 minutes (event trigger: timer), the token flows
along the path to the task "Cancel order".
In BPMN notation, there may be gateways connecting
several alternative paths, even if there is no process
branching anywhere earlier in the model (Fig. 7).

[ Acceptance of the transfer order
making the transfer
Confirmation of the availability of
funds on the account

Fig. 7 Parallel Gateway

In the BPMN notation, the gate only symbolizes the
branching, while the conditional expressions are specified
on the outputs from the gate. Expressions describing
individual outputs from a gate according to the BPMN 2.0
standard can be expressed using natural language or
formally (pseudo code). According to BPMN 2.0 notation
it is possible to omit gates and use conditional sequence
flows. The analogy is presented in four variants: with gates
and with their omission (Fig. 7).

acoeptance

verification of the
application

rejected

granting a credit

sending information about
the decision
rejection a credit

Fig. 7 No gates, only conditional flows

When a user uses several modeling methods at the same
time and wants to combine several disconnected paths can
cause a problem (Fig. 8, fig. 9).

accaptance
|f ! granting a credit 1
O varificaion of the sendng information about .o
application the decision
I\ rejoction a crodit j
Tejected

Fig. 8 Dividing gate, no connecting gate

acceptance

granting a credt
warification of the

application

4

rejection a credit
rejected

Fig. 9 No dividing gate, connecting gate

sending information about .O
the decision

To prevent problems with model interpretation, a closing
gate can be used for each opening gate after the pair (Fig.

acptance
granting a credit -~
verification of the.

sending information about
applcation e decision
e rajbction a erodt 4
rejected

Fig. 10 Dividing and connecting gates

4 Analysis of anomalies in business processes

Anomalies may also occur in the underlying business
processes due to the ability to define specifications of
inconsistent business logic and its interpretation [26].
Therefore, a mechanism to provide this consistency in
detecting defects and irregularities in business processes is
desirable [27]. Reliability is the ability of a system to
handle defects and errors in such a way that failure does
not occur. A failure, in turn, is a situation in which the
system (program) is unable to perform its functions due to
an error. An error is a situation in which the system is in a
state other than the desired (correct) state. An error is a
static feature of software and failures are consequences of
errors. Note that errors do not necessarily cause system
failures. Definitions of anomalies have been presented in
numerous works, but the most accurate definition is
presented in the IEEE standard classification for software
anomalies [28], namely: "Any condition other than the
expected condition is an anomaly". In business logic, an
anomaly can be considered as any negative impact of
modeling and models. There is a special kind of anomaly-
a defect that blocks the completely correct and efficient
flow of objects..

The BPMN standard is very popular due to its
versatility, so that it can be used for modeling in different
domains. However, despite this advantage, the complexity
of BPMN semantics can cause errors during design [29],
[30]. Misunderstandings arise because of the use of natural
language (sometimes misleading) to define BPMN
semantics [31]. This problem is also evident in the
differences that can be observed between the available
business process management systems [32]. This becomes
a more significant problem when using BPMN support
tools, i.e., animators, simulators, and enactment tools [33],
whose implementation of the execution semantics may not
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conform to the standard and may differ from each other,
thus undermining the portability of the models and the
effectiveness of the tools [32]. A taxonomy of anomalies
has been developed from the literature, keeping in mind
flow control, fundamentals and principles of data
verification, and flow accuracy. The taxonomy provides a
basis for classification and continued research on anomaly
capabilities [29], [34-36]. The anomaly problem in BPMN
is to find business logic for specific patterns. In [37],
typical controls for anti-patterns are searched using a
query language for BPMN. This is confirmed by jamming
or misapplication of spinning lock patterns. The same
happens in [38] in which typical gate constellations
leading to problematic situations in the workflow diagram
are presented. An analogous situation also occurs in [39]
where an "anomaly pattern" is used. This approach is
based on detecting anti-patterns in the data flow. The
whole approach is based on timing logic using real model
checking. Using different tools, item [40] focuses on
different anomalies that are due to formalism or
inadequacy of tools.

Anomaly analysis is the process of empirically
analyzing values in a data set to find unexpected behavior
in order to provide an initial baseline review and is used to
reveal potentially flawed data values, data elements, or
records. This analysis:

e examines the frequency distributions of values,

e examines the variance of values,

e records the percentage of completed data

attributes,

e examines relationships between columns,

e cxamines relationships between data sets to
reveal potentially flawed data values, data
elements, or records.

Noted defects are typically documented and can be
reported to business customers to determine if each defect
has any critical impact on operations.

Business process management literature suggests that
more than 60 percent of quality improvement projects fail
due to factors related to the lack of predictive quality
control and the failure to continually look for anomalies in
the quality of performance over time. Quality anomalies
indicate extreme performance deviation from quality
expectations and requirement. The findings suggest that
quality control in BPMN is a scientific method for
producing quality anomaly knowledge and signaling
capabilities for informed, systematic, and continuous
performance improvement. Based on the findings, a
predictive framework was proposed in [41]. A path
containing was proposed as an activity to define a quality
control framework for predicting quality anomalies in
BPMN over time:

e Understand the role of quality control and quality
improvement in BPMN.

method  for
and quality

e Understand the analytical
implementing quality  control
improvement

e Understand the analytical method for detecting
and predicting anomalies in data indexed by time
units.

The composition of a BPMN model using a reusable parts
repository should always be done in accordance with
business process modeling guidelines to avoid common
anomalies [34]. Inconsistent business process models can
be affected by syntactic anomalies that include incorrect
use of actions, gates, object linking, or float lines. Another
group are structural anomalies related to improper
dynamic process behavior, for example, the presence of
jams and infinite loops. Automated process modeling [42]
should also include checking if the created model contains
any anomalies such as jams, live locks or out of sync [34]
[12] or event anomalies [35]. Analysis of the formal
aspects of a BPMN model can also be performed using the
Alvis Modelling Language [13].

5. A taxonomy of
BPMN

business problems in

Business process analysis is often challenging not
only because of the complex relationships between process
activities, but also because of the various sources of errors
in activities. Automated detection of potential business
process anomalies can tremendously help business
analysts and other process participants detect and
understand the causes of process errors.

Syntactic anomalies result from incorrect use of
BPMN syntax. This results in incorrect business process
models [43]. Anomalies of this type have been reported in
papers [12], [29], [44-47].

The work [48] proposed an approach to detect time
anomalies. Outliers can have different causes; they can be
obvious, such as in the case of unusual measurement or
execution errors [49], and they can be hidden, such as in
the case of latent or propagated errors that do not reveal
themselves as such during execution. However, it is often
sufficient to detect potential anomalies rather than exact
errors. Once such anomalies are presented, expert analysts
or other process participants can dig deeper into the
problem and fix the current bug. Therefore, detecting
potential anomalies can greatly simplify the task of finding
potential errors in business processes [50]. The work [48]
focuses on timing anomalies, i.e., anomalies regarding the
running time of activities within a process. To detect such
anomalies, a Bayesian model was used which can be
automatically inferred from the representation of a
business process as a Petri net. Probabilistic inference on
the above model allows the detection of non-obvious and
interdependent timing anomalies.

The website dedicated to  interoperability
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"interoperability-definition.info"  defines it as a
characteristic of a product or system whose interfaces
function in full compatibility so as to interoperate with
other products or systems that exist, or may exist in the
future, without any restriction of access or limited
implementability. And according to ISO/IEC 2382-01,
Information Technology Vocabulary, Fundamental Terms,
interoperability is defined as follows: "The ability to
communicate, execute programs, or transfer data between
different functional units in a manner that requires little or
no user knowledge of the unique characteristics of those
units." In BPMN Interoperability and Parallelism is the
behavior of processes occurring in complex scenarios and
environments  that are  parallel, inter- and
intra-organizational [51]. These scenarios enable
interoperability between different systems and services
with different formats, both data formats and protocols
[52]. Therefore, methods for detecting such anomalies
have to deal with a mixture of different execution
scenarios of execution environment, process behavior and
data. For anomaly detection to work effectively, the
process should not only focus on single selected protocols
[50]. Existing approaches to process anomaly detection are
flexible and methods should be used to account for
variable and volatile behavioral data [51].

Another approach is a concept based on UML
diagrams in development stages [53]. Control flow
anomalies refer to problems related to flow control and
gating conditions [53]. The work [54] presents the problem
of controlling multiple semantically identical connections
between two workflow elements. This diversity

complicates workflow changes, which is not desirable [52].

Several types of anomalies can be distinguished in this
category, namely:

e Deadlock, an anomaly in which during
synchronization of two control flows at least one
was not previously activated [12], [29], [34-35],
[44] [55-66].

e Dead Activity is an error showing an activity that
the control flow never reaches [29], [60].

e Infinite loop error represents an infinite loop. It is
caused by the fact that there is no break condition
or the condition will never be satisfied [37],
[58-62],[67-69].

o Lack of synchronization error what happens in
flow control when there is no synchronization is
that multiple flows are executed. For example,
branching and some loop instructions cause this
anomaly [45], [47], [55], [58-67], [69],

o Improper completion error anomaly that forces a
process to terminate prematurely [61], [66] ,[70].

Comprehension problems are anomalies that hinder
the understanding of business process models and includes
the following sub characteristics [71]:

e Language deficit refers to incomplete,
inappropriate, or ambiguous text labels or labels
that do not conform to naming conventions [44],
[47], [58], [72-74].

e Layout deficit refers to anti-patterns relating to
the spatial layout of a model [44]. This includes
things such as reading direction or placement of
model elements (spacing, overlap, etc.) [47].

e Complexity (Complexity): this addresses the
problem of overly complex modeling with too
large diagrams, too many elements of a certain
type, or a missed opportunity to reuse frequently
occurring model fragments [44], [46-47], [63],
[75-76],

In the works [57], [65], [68], [77] composition
anomalies are presented they mainly concern collaboration
between actors, e.g. collaboration of actors in groups,
departments and institutions.

A process-related defect describes negative
characteristics of the actual process (other than problems
in the process model). This type considers subordinate
characteristics such as:

e Need for process improvements process weakness
refers to processes [78] that may lead to higher
costs, longer processing times, lower quality, or
more errors [73], [79-81]. Examples of such
problems may include inefficient or duplicate
work, problems related to organizational structure
[82-84], or media disruptions,

e Compliance: anomalies that describe violations of
rules established by laws, standards, or
organizational rules [75], [81], [85].

e Communication defect: are anomalies resulting
from communication in the process model [87].
Examples of this type of error include lack of
normalization of communication channels and
poor quality of transmitted information [79].

Rule-based anomalies have been presented in many
works [29], [69], [88-91]. They mainly cover two
rule-based problems. The first problem is consistency
anomalies. The problems arise from a set of rules that
specify conditions but at the same time different outcomes.
Rule locks, also known as "circular rules" [91]. Rule locks
and rule-based jamming describe a problem with creation
rules that are dependent on each other, although they
should not be. This type of anomaly suggests that the rule
base does not cover the underlying context in which it is
used. Scope anomalies refer to rules in which conditions
can be satisfied in the underlying context, but inferences
are modeled in such a way that no effect will ever be seen.

Another type of anomaly presented in [92] shows
anomalies affecting those data elements that can be
processed by workflow activities. There are also
Data-flow-related anomalies presented in the works: [63],
[82], [93], [94], which can be incorrectly created, edited,
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deleted, or stored [79]. This also includes violations of
security and privacy requirements [81].

5.1 Example

The main flow of the Order processing
process (Fig. 11) begins after the pizza order is accepted
and continues until the ordered item is checked for
availability or not. Once the availability is checked and the
pizza is shipped to the customer, the financial settlement
takes place, which is a collapsed subprocess in this
diagram. If an item is not available, it must be purchased
by calling the order subprocess.

Consumption

Pay the Order

14

Deliver Pizza

Financial Settement
Inform Customer

4

Remove pizza from
menu
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Deliver the
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Fig. 12 Order pizza with delivery

The figures (Fig. 13, Fig. 14, Fig 15) are show different
variants of parts of the process for a credit card payment
for an ordered pizza.
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Fig. 13 Fragment of the card payment process
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Fig. 14 Fragment of the card payment process with two participants
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Fig.15 Fragment of the card payment process using pools and
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6 Conclusion

Dynamic developing issues related to the analysis,
modeling and automation of business processes can lead to
inaccuracies. BPMN notation is a graphical representation
of business processes that facilitates communication
between different users of the business system. BPMN is a
modeling stud and one of the important components of a
successful business. However, despite the many
advantages of BPMN notation, there is still the problem of
effective anomaly detection in this solution. The presented
work presents an analysis of the available literature in the
field of problems and shortcomings related to the topic of
errors and anomalies in BPMN notation. The developed
drawings were made in the Visual Paradigm environment
as part of the Academic Partner Portal. The work is a
continuation of research on anomalies and errors in
modeling business processes.
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