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Abstract 
Home networking and its security issues are directly related. 
Previous studies have shown that home-network and 
understanding the security of it is a problem for non-technical 
users. The existing network management tools or ISP adapter 
tools are far too technical and difficult to be understood by 
ordinary home-network users. Its interface is not non-technical 
user-directed and does not address the home user's needs in 
securing their network. This paper presents an interactive 
security monitoring tool, which emphasizes support features for 
home-network users. The tool combines an interactive visual 
appearance with a persuasive approach that supports 
sustainability. It is not only an easy-to-use tool for all categories 
of home-network users but also acts as a monitoring feature for 
the user to secure their home-network. 
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1. Introduction 

 
Connecting a computer and android device to Wi-Fi is 

a normal activity in home-networking [1]. It’s as simple 
as tapping on the Wi-Fi icon on the interface of computers 
and android phone; followed by entering the password 
and user will directly enter the network [2]. However, not 
many devices available have the ability of network 
management, even as simple as managing connection, up 
to monitoring and security handling. The fact is, security 
management are one of the most important element in 
home-network tools, since almost every home-network 
could experience on situations where strangers logged-in 
to the Wi-Fi network without permission. Although there 
are many features for monitoring interfaces for routers 
and switches in the market, even contained in Internet 
Service Provider (ISP) routers; the features are actually 
hidden and not user friendly for non-technical users [3]. It 
seems no such way for a non-technical user of the home- 
network to find out these features in Wi-Fi adapter, 
causing security monitoring to not be possible. 

 
Securing the home-network become importantly 

critical since technology becomes more robust and 
vulnerable by the adaptation of various technologies such 

as smartphones, handhelds, tablets, and Wi-Fi router [4]. 
There are situations where intruders enter a Wi-Fi 
network and remain silent while monitoring, stalking and 
manipulating user data in the compromised home- 
network, and this is a situation that can bring great harm 
to users in the network. It is a result of the use of Wi-Fi in 
the home-network that is becoming a norm, due to its 
convenience in facilitating daily activities [5]. Wi-Fi 
offers flexibility, which means that the network can be 
accessed without time constraints and physical 
limitations; but at the same time makes it vulnerable to 
the entry of unknown users. It leads to the importance of a 
security monitoring tool (at least), which appears friendly 
and assisting; to help home-network users. 

 
The problems (refer to Table 1) led to the study of the 

Sustainable Home-Network Security Tool (S-HoNeST), 
with the goal to improve the situation. The priority is to 
develop security monitoring tools for home-network; 
focusing on the android tools as the end-user platforms. 

 
  Table 1: Summary of problem statement.  

 

No Classifi-
cation

Problem Explanation 

1. Unknown 
intrusion 

Condition when unknown user gain access to a 
someone else Wi-Fi network without permission; 
normally by guessing the entry details (username and 
password), led by less secured password implemented

 by the Wi-Fi owner [2]. 

2. Interface Visualization of home-network interface monitoring 
tools that are not suitable for all groups of home- 
network users with less graphical and non-technical

 assistant features [6]. 

3. Blocking Situations where even if the owner of the Wi-Fi 
network knows the presence of an un-known user, 
features to remove (or block) the user from the 
network are not available in the application contained 
in the Internet Service Provider (ISP) adapter in the 
home-network. Even if it is available, remote control

 from mobile devices cannot be done [7].

4. Notifica- 
tion 

Detecting the unknown access is an important thing in 
ensuring that the home-network is always safe from 
intruders, but the ability to notify home-network owner 
about the intrusion is far more important [8]. 

5. Awareness Knowledge of the meaning of network security, the 
effects and consequences of any intrusion that occurs; 
is very important to be understood by owners of home- 
network. Without awareness, home-network owners

  will never take any steps in securing their network [9].    
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Virtual Studio 2017 and Eclipse are further used as 
development tools; and S-HoNeST offers a function to 
scan the home wireless router (such as Tp-link router, 
Dlink router, Netgear router, or Huawei router, etc) the 
devices that are connected to the home-network. Home- 
network owner (user) is given a platform to manage Wi- 
Fi, with the ability to specify a specific user/IP address 
that can connect to the Wi-Fi. This function allows the 
Home-network owner to detects unknown users/IPs that 
are connected to the network, notify the home-network 
user, allowing to quickly identify if there is any intrusion 
to the network – in sustainable way. 

security tool with android technology adaptation is one of 
the solutions that can help Wi-Fi owners operate their 
home-network safely [6]. It comes in the form of a 
sustainable security application that drives form the 
helpful interface visualization, allowing users to operate 
the home-network in optimum performance - easily and 
safely, from their hand-held devices such as smartphones 
or tablets (refer to Fig. 1) [10]. 

 

From the research problem, this study was designed 
with the objective of developing a home-network security 
monitoring tool named Sustainable Home-Network 
Security Tool (S-HoNeST). Begins with defining the 
concept of S-HoNeST, it is followed by the design phase 
that focuses to the interface visualization of S-HoNeST, 
answering the problems described at the beginning of this 
study. It is aimed at giving users and home-network 
owners a spiritual touch called sustainability; allows users 

 

 
 
 
 
 
 

2.2 Theory 

 

  
Fig. 1 Concept. 

to be assisted when using the developed tools, with 
notifications to inform intrusions and basic network 
security capabilities such as blocking. 

 
2. Related Work 

 
The literature review conducted is related to the 

construction of proposed concepts, theoretical elaboration, 
and comparison of the existing adaptations in home- 
network security or monitoring tools. It was made to 
identify the research gaps, leading to the development of 
sustainable home-network security tools. 

 
2.1 Concept 

 
Wi-Fi is an important element in a home-network; 

with activity of connecting devices in the network, 
enabling communication by connecting all connected 
devices as well as connection to a Wide Area Network 
(WAN)[8]. The important advantages provided by Wi-Fi 
to the home-network user are including mobility, 
streaming and downloading features, and high-speed 
internet access with the ability to handle large files [7]. 
Although Wi-Fi security issues are often discussed, Wi-Fi 
is actually ready to come up with the ability to protect the 
safety of users [9]. 

 
WPA2 features with powerful security algorithms in 

place to protect Wi-Fi from intrusion. However, WPA2 
still has weaknesses and is still able to be intercepted and 
could cause the home-network to be intruded. A reliable 

Wi-Fi The basic principle of a security tool for home- 
network is the ability to prevent any intrusion from 
unauthorized or suspicious enter into the network [11]. 
The device must able to scan all entries into the network 
with the ability to display Internet Protocol (IP) address or 
Medium Access Control (MAC) address (or both) - using 
Address Resolution Protocol (ARP)[12]. Theoretically, 
when unauthorized devices are detected entering the 
network, it is known to the home-network owner through 
notifications and the option is to let the devices remain in 
the network or block. ARP that binds data from layer 2 
and layer 3 of the Open System Interconnection (OSI) 
model is required for the process of translating IP 
addresses to MAC addresses [13]. 

 
All Layer 2 OSI Model hardware (including switches, 

routers, and access points) has an ARP table that stores 
physical address information (MAC address) and logical 
address (IP address) [14]. ARP is used for communication 
between hosts in the network, with the address on the 
Network Interface Card (NIC) being the identity of each 
connected host. ARP is a request-reply -*protocol that 
requests the MAC address and the neighbour device; that 
sends ARP to reply messages to send the requested MAC 
address [12]. This is the basis of the connection created 
between two established hosts, which allows the security 
monitoring tool to know the entry of each device into the 
network. Fig. 2 shows the proposed ARP flow of S- 
HoNeST, showing the interaction between the home- 
network tool and its environment. 
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Fig. 2 ARP Flow. 

 
 
 
 
 
 
 
 
 
 
 
 

 
Internet 

Table 2: Comparative Study. 

 

Comparative reading was performed on twenty-one 
Wi-Fi security tools available in the market or used in 
studies related to network security, with the classification 
of the interface type – either Graphical User Interface 
(GUI) or not; and the use of each tool – the type of 
Operating System (OS). The applications are Advanced 
IP Scanner [15], Acrylic Wi-Fi [16], Angry IP Scanner 
[17][18][19], Fing [20], Insider [21], Kismet[22], Meraki 
Wi-Fi Stumbler [20], Netcut [23][24], Netspot [25], 
Network Scanner [20], Paessler PRTG [26], Personal 
Network Packet Sniffer [20], ScanFi [20], Tuxcut 
[27][28],  Who is on my Wi-Fi [29], Wi-Fi Analyzer [30], 
Wi-Fi Scanner [20], Wi-Fi Thief Detector [31], Wireless 
Network Watcher [20][32][33], Wireshark [34][35], and 
Vistumbler [36]. 

Most of them are GUI type tools, but not home- 
network android based tools. From the readings 
conducted, five tools are shortlisted due to the elements 
used that fit the problems and objectives outlined in the S- 
HoNeST development study. The comparative review of 
the five selected tools is shown in Table 2; and details 
comparison are made to the selected features including 
parameters of packet capturing, block method of ARP, 
spoofing technique, notification ability, and interface 
visualization method that can catalyse sustainability. 

A good network assistance/management/monitoring 
tool must have the visualization interface that helps users 
explore the functions available on the tool. Regardless of 
the technical level of the user and the type of tool; the 
interface should completely reduce the differences 
between the user and the system, allowing the user to 
interact with the tool well. Good visualization features 
including easy to remember, efficient, and easy to learn; 
allows users to understand and be able to use the tool 
easily and sustainably. 

 
3. Method and Proposed Solution 

3.1 Methodology 
 

Prototype Model is chosen to ensure coding can be 
continued on the same time requirements are obtained 
[16]. Prototype model is a software development model 
that is used to help prototypes that are built to understand 
requirements [37]. Prototypes are developed based on 
known requirement needs; which allows the user to better 
understand the needs of the desired system [38]. There 
stages included project planning, problem analysis, 
system design, implementation, testing, and maintenance. 
Every stage is important and the flow of the process can 
be referred to Fig. 3. 

 

 
 

 

 

 

 

 
Fig. 3 Prototyping methodology. 

 
3.3 Proposed Solution 

 
Moving forward from the research problems, S- 

HoNeST finally proposed as the solution. S-HoNeST was 
developed in the form of a home-network security 
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monitoring tool; equipped with the ability to scan the Wi- 
Fi to detect unauthorized device in the network. S- 
HoNeST has the ability to notify Wi-Fi owners where it 
uses WinPcap Library to capture traffic and ARP spoofing 
technique for the process of disconnecting from the host 
to the network. The unauthorized device information will 
be sent in the form of notifications and displays to be 
interpreted by the home-network owner. S-HoNeST 
interactions with users are developed with easy-to- 
understand interface variables and catalyze sustainability. 
Visual C# language is used in this project as a script of 
the software because of the ability to allows a complex 
program to be broken into simpler programs called 
functions (refer to Fig. 4). 
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Fig. 4 Proposed solution. 

 
4. Implementation 

This section describes the hardware implementation 
and functionality of the Home-Network Security Tool. The 
Wi-Fi router, as the gateway to the network, will be pre- 
configured with a security password to ensure the network 
is up and able to connect the home-network to the WAN 
with security controls. S- HoNeST forming an 
integration between the monitoring tools and the Wi-Fi 
router; as a platform for network protocol to send all of the 
captured MAC address to home- network monitoring tool. 
Overall, S-HoNeST is divided into hardware connection 
and application functionality. 

4.1 Hardware Connection 

 
Fig. 5 shows the possible connection of hardware in 

home-network which includes Wi-Fi router and other 
devices that connected in the network. It might include 
hardware such as computers, laptops, smartphones and 
tablets that used to access the Wi-Fi router in getting the 
networking or internet connection. All of the device must 
ready with Home Wi-Fi Security Tool installed in it which 
caused it ability to scan the home-network to monitor the 
connected devices. The notification to the Wi-Fi owner 
will be triggered if any unauthorized device access the 
network. 
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Wired 
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Fig. 5 Hardware connection. 

 
4.2 Application Functionality 

 
 S-HoNeST is a network security monitoring tool, 

that uses C# language, Visual C# platform, and 
WinPcap library software to ensure suspicious entries 
can be scanned and detected. Fig. 6 shows the 
functionality of the Home Wi-Fi S-HoNeST in details 
including the task force of the tools including list of 
MAC address, list of devices, list of IP address, 
scanning and notification. 

 
 
 

Fig. 6 Functionality of Home-Wife Security Tool. 
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4.3 Application Flow 
 

Fig. 7 shows the flow of S-HoNeST. It starts with 
the home-router displaying the interface asking for an 
access password. When the connection is confirmed, 
the home-network owner is given the right to monitor 
and scan the Wi-Fi network. Next, the detection of 
unauthorized users who are in the network is 
displayed in the form of a table, which is displayed in 
the interface of the android application after the 
notification given by the home-router to the Wi-Fi 
owner. The Wi-Fi owner will decide whether to block 
the user or leave it in the network. 

 

 
Fig. 7 The flow of S-Honest. 

 
4.4 Interface Design 

 
The interface of the S-HoNeST introduce the 

sustainability features as an essential element to the visual 
that connect user to the application. It is featured with 
memorizing, understanding, explaining, and picturing 
abilities as the visualization features; along with the 
adaptation of sustainability features including persuading, 
influencing, guiding and driving ability [39][40]. The 
coordination of these two interface techniques is 
combined in performing basic behaviour of S-HoNeST 

including sending notifications, listing the connected devices, 
and viewing the scanned network element. 

 

 
Fig. 8 Main interface design. 

 

 
Fig. 9 Scanning interface, listing and renaming devices. 

 
4.5 Analysis and Result 

 
The S-HoNeST prototype is then developed and 

evaluation of this prototype is carried out using three 
testing methods shown in Table 3. 

Table 3: Summary of testing activity. 

Hardware 
Testing 

 Hardware testing including Wi-Fi Router, 
personal computer and android smart phones. 

 Wi-Fi router is prepared to be accessed, while 
personal computers and android smartphones are 
ensured to be in good condition. 

 Wi-Fi connection is tested by disconnect and 
reconnect the Wi-Fi to ensure the router is 
working properly. 

Application 
Testing 

 Every created function of the S-HoNeST are tested 
and run correctly. 

Unit Testing 
 Check the source code to ensure no error and 

working properly. 
Home-network Security Tool 
 Manually test the application 

Acceptance 
Testing 

 Acceptance testing was conducted on 10 random 
home-network users. 

 Respondents were given 10 minutes’ times using the 
S-HoNeST prototype, and a brief interview session 
was conducted to identify consumer acceptance. 

 The conclusions obtained from this questionnaire 
indicate that majority of the respondents satisfy with 
the S-HoNeST prototype. 
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5. Discussion 

Home-Network Security Tool (S-HoNeST) is an 
intermediate level Wi-Fi security software. S-HoNeST 
is an android application that created by the C# 
language to perform all functionality of the software 
such as scanning the network, retrieve device 
information, notify, disconnect device and reconnect 
device. Specifically, S-HoNeST is developed for the 
home use and help family member who are not know 
how to monitor their Wi-Fi using another software or 
router firmware. It will ease the home-network owner 
to prevent the network from unauthorized user. 

The S-HoNeST testing phase showed that the 
prototype worked well, covering hardware and software 
elements; up to acceptance testing that targets brief 
interviews related to the functionality, interface, and 
satisfaction to S-HoNest. The brief interview sessions 
focused on three basic questions; (i) satisfaction 
regarding the functionality of the tool, (ii) the level of 
acceptance of the interface, (iii) the influence of S- 
HoNeST to the usability. 

Question(i): Is the S-HoNeST functionality sufficient 
for your needs of monitoring your home- 
network (Yes/NotSure/No)? Why? 
65% of respondents agreed that the 
functionality available on S-HoNeST is 
sufficient, 25% are not sure, while another 
10% think it can still be improved. There 
are suggestions that the functionality of S- 
HoNest be added with more extensive 
network management functions such as 
packet spoofing, virus scanning and dual- 
interface mode to be adjusted between 
graphical and command line needs. 

 
Question(ii): Is the S-HoNeST interface visualization 

friendly to you (Yes/NotSure/No)? Why? 
85% of respondents agreed that the S- 
HoNeST interface is user friendly, 10% are 
not sure, while another 5% think it can 
still be improved. They feel that the 
interface display is direct and easy to use, 
not too informative and clear. There are 
suggestions to use more graphics in the 
form of icons, by reducing the use of 
picons to add ease of user usability. 

 
Question(iii): After using S-HoNeST, do you feel that 

your home-network is secured 
(Yes/NotSure/No)? Your opinion? 
83% of respondents agreed that S- HoNeST, 
6% are not sure, while another 

11% think it can still be improved. S- 
HoNeST makes them comfortable with the 
security status of their network especially 
in terms of knowing whether their network 
is intruded or not. They agreed that the 
management of such tools should be 
available to every home-network owner. 

 
6. Conclusion 

In accordance with the term of h-o-n-e-s-t on S- 
HoNeST, this security monitoring tool does appear to 
sincerely notify and list all devices that have entered 
the network. This research has explored the challenges 
of proposing security monitoring tools for home- 
network. It is equipped with monitoring and security 
solutions that allow home-network users to feel safer 
from intruder’s interference on their respective 
networks. It includes visualization and persuasive 
coordination, which forms a tool aimed to support 
sustainable use for home-network user. Briefly, the 
advantages of S-HoNeST are as follows: 

a) Sustainable-friendly interface visualization to manage 
home Wi-Fi 

S-HoNeST consists of a sustainable-friendly interface 
that focuses on the visualization of the design and the 
user's ability to use the tool independently. The interface 
visualization is important by the objective to allow users 
to interact well with the tools being used, with 
coordination of sustainability-friendly features such as 
direct and easy to understand, memorability, efficiency, 
and learnability. 

 
b) Real time scan and alert for notification 

S-HoNeST provides a real-time notification alert 
which beep sound and dialog message to the Wi-Fi owner 
if there are any unauthorized access detected. Wi-Fi 
owner can take an immediate action to the unauthorized 
access, to permit or to deny. 

 
c) Naming function for device name 

Wi-Fi owner can decide to save the name (default 
name is unknown device) or give a new name for every 
device that listed in a list. S-HoNeST will send a beep to 
the android application of home-network user for every 
device that has no device name. It will help the Wi-Fi 
owner to identify that there are un-registered user that 
might be unauthorized access to the network. 
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