IJCSNS International Journal of Computer Science and Network Security, VOL.20 No.11, November 2020 53

Using Highly Secure Data Encryption Method for Text File
Cryptography

Mua’ad M. Abu-Faraj'f

Ziad A. Alqadi *'

The University of Jordan Albalaga Applied University

Summary

Many standard methods are used for secret text files and
secrete short messages cryptography, these methods are
efficient when the text to be encrypted is small, and the
efficiency will rapidly decrease when increasing the text
size, also these methods sometimes have a low level of
security, this level will depend on the PK length and
sometimes it may be hacked. In this paper, a new method
will be introduced to improve the data protection level by
using a changeable secrete speech file to generate PK.
Highly Secure Data Encryption (HSDE) method will be
implemented and tested for data quality levels to ensure that
the HSDE destroys the data in the encryption phase, and
recover the original data in the decryption phase. Some
standard methods of data cryptography will be
implemented; comparisons will be done to justify the
enhancements provided by the proposed method.
Keywords:
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1. Introduction

The short text message is a set of letters and numbers with
a small size, which does not exceed four kilobytes. As for
text files, they are a set of symbols organized in a file and
the size we will consider in this research paper is greater
than four kilobytes. Messages and text files are widely
circulated through various social media, and some of this
data requires protection from intruders or parties not related
to the data, as this data is confidential or of a personal nature.
The process of data cryptography is one of the important
processes used to protect confidential data and prevent data
penetration to understand its content [1-2]. Cryptography
means data encryption by destroying the original data and
making it incomprehensible to anyone trying to spy on the
data, the encrypted data must be recovered by applying
decryption and the recovered data must match the original
data [3-6].

In [7-9], Symmetric methods of data cryptography use a
secret private key (PK) that is known by the sender and
receiver, where this key enters the implementation of all
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operations related to the completion of data encryption and
decryption. PK can be selected to encrypt-decrypt any
secret data including short messages and text files as shown
in figures 1 and 2 [10-12].
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Fig. 2: Text File Cryptography

Data cryptography method is considered as a good method
if it meets the following requirements [13-18]:

1) It should be easy and doable.

2) The private key must be complex and impenetrable
to raise the level of security and protection of the
data [4], [6].

3) It must be effective by reducing the encryption
time and decoding time to the least possible, which
leads to raising the permeability of the method,
which is measured by the number of bytes
processed per second [19-20].

4) The method should be flexible and usable to
encrypt and decrypt all types of data, including
large text files.

5) The method works to completely destroy the data
when encrypting and return the original data when
decrypting. The data quality here can be measured
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by mean squire error (MSE) and/or peak to signal
ratio (PSNR) (see Eq. 1 and Eq. 2) [21-24].
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The MSE value must be very high when encrypting the data,
but the value PSNR must be very low, and this indicates the
amount of damage caused to the data until it becomes
incomprehensible and useless for any third party that has
nothing to do with the data when decrypting the data, the
value of MSE must very closed to zero, while the value of
PSNR must be closed to infinite [25-27].

This research aims to introduce, implement and test a
Highly Secured Data Encryption (HSDE) method for
encrypting and decrypting short messages and text files.
HSDE will be tested against DES, Triple-DES, AES, and
Blowfish. The outline of this paper is divided into five
sections. Firstly, we introduce the related work to different
symmetric standards and a comparison between them.
Secondly, we present HSDE, a method to provide a high
level of data security and protection by using a complex PK.
While the third section provides the implementation and the
experimental results. The fourth section provides results
and analysis. The final section demonstrates conclusions
and future work.

2. Related Work

Many symmetric standards are now widely used in the
process of short messages and text files cryptography, these
methods give excellent quality parameters (MSE and
PSNR) during the encryption and decryption phases, these
methods vary in efficiency and it drops rapidly when the
text file size increase. Some of the methods are based on
data encryption standard (DES) [13], [28-31], and Triple-
DES (3DES) [5], other are based on advance encryption
standard (AES) [13], [28], [30], [35-36]. These methods
were improved by the introduced blowfish (BF) method
[37-40].

DES encrypts and decrypts data in 64-bit blocks, using a 56-
bit key. It takes a 64-bit block of plaintext as input and
outputs a 64-bit block of ciphertext. Since it always operates
on blocks of equal size and it uses both permutations and
substitutions in the algorithm. DES has 16 rounds, meaning
the main algorithm is repeated 16 times to produce the

ciphertext. It has been found that the number of rounds is
exponentially proportional to the amount of time required
to find a key using a brute-force attack. So as the number of
rounds increases, the security of the algorithm increases
exponentially [28-31].
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Fig. 3: Data Encryption Standard

Triple-DES is a variation of Data Encryption Standard
(DES). It uses a 64-bit key consisting of 56 effective key
bits and 8 parity bits. The size of the block for Triple-DES
is 8 bytes. Triple-DES encrypts the data in 8-byte chunks.
The idea behind Triple-DES is to improve the security of
DES by applying DES encryption three times using three
different keys. Triple-DES algorithm is very secure (major
banks use it to protect valuable transactions), but it is also
very slow [32-34]. Triple-DES encrypts data three times
and uses a different key for at least one of the three passes
giving it a cumulative key size of 112-168 bits. That should
produce an expected strength of something like 112-bits.
Triple-DES is much stronger than (single) DES; however,
it is rather slow compared to some new block ciphers.
However, cryptographers have determined that Triple-DES
is unsatisfactory as a long-term solution, and in 1997, the
National Institute of Standards and Technology (NIST)
solicited proposals for a cipher to replace DES entirely [5],
[29-30].

The AES algorithm (also referred to as the Rijndael
algorithm) is a symmetrical block cipher algorithm that uses
128,192, or 256-bit keys to transform a block of 128-bits
message into 128 bits of ciphertext which is the main reason
why it is strong, secure and exponentially stronger than the
DES that uses 56-bit key. A substitution-permutation, or
SP network, with several rounds is used by the AES
algorithm to generate ciphertext. The key length used will
determine the number of rounds [13], [35-36].
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Fig. 5: Blowfish

Bruce Schneier designed Blowfish algorithm in 1994; it is
symmetric encryption algorithms that uses the same secret
key to both encrypt and decrypt messages. Blowfish is also
a block cipher; it divides a message up into fixed
length blocks during encryption and decryption [37]. The
block length for Blowfish is 64-bit; messages that aren’t
amultiple of eight bytes in size must be padded. The
Blowfish algorithm introductorily includes addition, table
lookup and XOR. The table includes four S-boxes and a P-

array. Blowfish is a cipher based on Feistel, and the design
of the F-function used amounts to a simplification of the
principles used in DES to provide the same security with
greater speed and efficiency in software [37-39].

These methods are efficient in the encrypting-decrypting
text file with a size up to 4 Kbytes. The standard methods
used a special private key, this key is used to generate
subkeys required to accomplish arithmetic and logic
operations used in the encryption and decryption phase. The
standard methods require performing some round to apply
data cryptography, or each round a subkey must be
generated from the PK, figures 3, 4, and 5 shows how these
methods operate. Table 1 summarizes the mean features of
these methods.

Table 1: Standard Methods Main Features

Algorithm Triple-
Parameter DES DES AES Blowfish
Ex;:ﬁlgllelm: Exﬁigﬁnt: Excellent: Excellent:

Encryptlon MSE and | MSE and High MSE High

Quality low low and low MSE and
PSNR PSNR PSNR low PSNR
Excellent: | Excellent: Excellent:

Excellent:

D ‘i Zero Zero Zero MSE Zero MSE
eeryprion MSE and | MSE and cro WS and
Quality AP P and infinite s

infinite infinite PSNR infinite
PSNR PSNR PSNR
Efficiency Slow Slow Moderate High
Brute
force
Brute attack, Side- Dicti
Attack force Known channel 1; t;;);llj Ty
attack plaintext, attack
Chosen
plaintext
Structure Feistel Feistel Substltutl_o n- Feistel
Permutation
Block . . . .
Cipher Binary Binary Binary Binary
PK Length 128,192,
(bit) 56 112,168 256 32-448
Block

size(bit) 64 64 128 64

Rounds 16 48 10,12,14 16
Flexibility to
Modification No Yes Yes Yes

Simplicity No No No No

Sizszllty Adequate | Adequate Excellent Excellent

Throughput Low low Low High
3. The HSDE Method

The speech file is one of the most common and widely used
types of data, and it can be easily obtained due to the
availability of many possibilities for recording and storing
speech files for people. A digital speech file is a set of
samples recorded at successive time intervals and the values
of these samples (amplitudes) are organized into a one-
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column array (mono speech) or two-column array (stereo
speech), and these values are often fractional and confined
between -1 and +1 as shown in figure 6. If you would like
to itemize some parts of your manuscript, please make use
of the specified style “itemize” from the drop-down menu
of style categories

13281250000000
15625000000000
14843750000000
11718750000000
07812500000000 ‘_
.04687500000000
.00781250000000
-0.06250000000000
-0.14062500000000
-0.21093750000000

Converting to

Resizing to integer
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Fig. 7: PK Generation

The private key then will be used to apply XORing with the
text file ASCII value to get the encrypted text file.

The decryption phase can be implemented in the same
manner using the PK generation phase, the XORing the
generated PK with the encrypted text file to get the
decrypted text file.

Table 3 and Table 4 show the encrypted messages using two

amplitude

fime (second) 4

Fig. 6: Speech signal example

different speech files.

Table 2: Encryption results using speech 1

Le Encryption
Highly Secured Data Encryption method uses the speech Message “ft Encrypted (set'c':lf » MSE | PSNR
file to generate the private key to perform text file Muaad Abu Toa0e Aad 12634
encryption and decryption process, taking into account the Faraj 15 EAOAS 0.01194471 | 16782 6
following: ‘ . Ziadalqadi | 11 | 0é4dainaaé | 0.0118441 | 16384 13'63 88
e The audio file must be confidential and agreed 058
upon by the sender and receiver, and it is not Jordan 17 | Ei08I8HEs | o0 aasiy | geroo | 25106
circulated through various social media. university aoocou 3 8
e The ability to change the speech files from time to Albalga v B% B 5693 1 51 671
time and easily, to ensure data protection. Applied | 26 a 0.0124289 | 9¢+00 9
o eqe . . University 3
e The possibility of changing the size of the speech
ﬁt{e; by reductl)ng it or 1n<z1reas1ng it to suit the size Table 3: Encryption results using speech 2
of the text to be encrypted. Le Encryption
Message ngt | Encrypted time MSE | PSNR
The process of encrypting text files in the proposed method h (second)
is implemented in two stages: the first stage is the 362%16 12.300
generation of the private secret key [41], and the second Mua’ad s 15 0026000 | 66666 | 31598
stage is the encryption process. Abu Faraj <tOl5&5> 67e+0 37205
The private key is generated by performing the following 03
steps: 3§%%% 14.027
= 0,
* Read the secret speech file Ziadalgadi | 11 | 8%30 | 6024000 | 90909 g éggé
e Read the text file to be encrypted - 09¢+0 g
e Restore the dimensions of the text file 03
e Resizing the speech file by converting its ?i2776(4)1 12.321
dimensions to dimensions equal to the dimensions Jordan 17 | S&OSET 6 606003 | 7088 | 34433
of the audio file university 1&=- 23e+0 | 2 4395
e Converts the values in the output speech file to 4%31 5
. values identical in type to the.: values of the text file Albalqa 8658%51$S 53846 1522‘59;15
Figure 7 shows an example of preparing the private key: Applied 26 | 8=10t:="1 0027090 | 15384 | 220
University '=- 6let0 9
03




IJCSNS International Journal of Computer Science and Network Security, VOL.21 No.12, December 2021

4. Implementation and Experimental Results

A speech file was selected, the proposed method was
written in Matlab code and implemented using processor i7
with 2.4 GHz processor, text files with various sizes were
taken, encrypted, and decrypted, table 4 shows the obtained

experimental results.

Table 4: Text files Cryptography Results

Text file Encryptio Decryptio
size n time n time MSE PSNR
(Kbytes) (second) (second)
1 0.119520 0.119520 2.204je+00 10'(?17
2 0.121679 0.121679 2,0911e+00 ! 1'1342
4 0.122938 0.122938 2.182;1e+00 10.6917
8 0127936 | 0127936 | 1000 | 11LA12
16 0.132083 0.132083 2.180;e+00 10'3928
32 0.139289 0.139289 2.161§e+00 11'?12
64 0.167531 0.167531 2.174je+00 10'9954
128 0.211526 0.211526 2.169Ze+00 10'9975
256 0281019 | 0281019 | Z1OH/ETO0 | 10999
512 0.485115 0.485115 2.167fe+00 10'6984
1024 0874237 | 0874237 | 210766700 ) 10985
Average 0.2530 0.2530
Throughpu
t (Kbytes 735.54 735.5372
per second)
Throughpu
t (Mbytes 0.71830 0.71830
per second)

Several short messages were also taken and they were

encrypted-decrypted,

experimental results:

table 5 shows the

obtained

Table 5: Short messages (small text files) cryptography results

Tex Encryption time (second)
t
file .
size DES Triple- AES Blowfish Propose
DES d
(by
tes)
1 0.004576 | 0.005317 | 0.004517 | 0.001523 | 0.011844
2456441 9672571 6051896 | 9523188 1
15 0.006240 | 0.007251 | 0.006160 | 0.002078 | 0.011944
3359699 7765377 3737103 1197948 71
17 0.007072 | 0.008218 | 0.006981 | 0.002355 | 0.012351
9796333 6769781 7544784 1993318 1
2 0.010816 | 0.012569 | 0.010677 | 0.003602 | 0.012428
5856138 7419825 9769062 0694137 9
30 0.012480 | 0.014503 | 0.012320 | 0.004156 | 0.012519
6799322 5473667 7434216 | 2339976 7

57
40 | 0016640 70019338 [ 0.016427 [ 0.005541 [ 0.013468
8962517 | 0628544 | 6554384 | 6457965 5
so | 0020801 [ 0.024172 [ 0.020534 | 0.006927 | 0.014224
1185649 | 5793413 | 5694453 | 0579964 3
0 | 0024961 [ 0.029007 | 0.024641 [ 0.008312 | 0.015627
3498761 | 0943206 | 4878522 | 4681953 7
70 | 0029121 | 0.033841 | 0.028748 | 0.009697 | 0.016473
5641876 | 6298197 | 3986680 | 8793942 4
g0 | 0-033281 [ 0.038676 | 0.032855 [ 0.011083 | 0.017455
7875724 | 1265026 | 3134659 | 2899931 2
g0 | 0037442 | 0043510 | 0.036962 (;'ggf;‘gg 0.018448
0198155 | 6431954 | 2243728 N 9
0.013854
0.041602 | 0.048345 | 0.041069
100} 5341287 | 1569872 | 1390896 “5?819 0.022000
Ave | 0:020419 170023729 [ 0.020158 | 0.006800 | 0.014898
8164325 | 4169286 | 1035031 | 0610577 | 8758333
rage 2 1 9 8 3

The standard methods were also implemented using the
same short messages, and the results are shown in Table 5.
The same big text files were selected and encrypted-
decrypted using each of the standard methods; the obtained
experimental results are shown in Table 6:

Table 6: Text files cryptography results using standard methods

Text file Encryption time (second) Improveme
size (K Triple Blowfis nts of the
bytes) DES _DES AES h proposed

method
1024 45.6279 50'7730 44';‘52 15.3520 Yes
512 21.137 | 26.395 | 21.226 6.2450 Yes
8 3 4
256 10.419 | 11.982 | 10.113 36399 Yes
9 7 7
128 4.9900 | 6.1413 | 5.3563 1.9007 Yes
64 2.7300 | 3.0707 | 2.2783 | 0.9782 Yes
32 1.3150 | 1.5453 | 1.3771 0.4623 Yes
16 0.6575 | 0.7627 | 0.6523 | 0.2245 Yes
8 0.3737 | 0.3763 | 0.3334 | 0.1269 Yes
4 0.1669 | 0.1882 | 0.1656 | 0.0657 No
2 0.0884 | 0.0981 | 0.0871 | 0.0310 No
1 0.0449 | 0.0465 | 0.0429 | 0.0140 No
Average 7.9276 | 9.2125 | 7.8260 | 2.6400
Throughp
ut (K 23.473 | 20.199 | 23.778

bytes per 8 8 5 704890
second)

5. Results Analysis

Referring to the results shown in tables 2, 3, and 4 we can
see that the proposed method satisfies the quality
requirement by providing excellent values or MSE and
PSNR in the encryption and decryption phase.

For short messages cryptography, the proposed image has
an efficiency that varies close to BF method efficiency (see
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table 5 and 6), figure 8 shows a comparison of encryption
time for the implemented methods.
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Message Size (byte)

Fig. 8: Encryption Methods Time Comparison

For the standard methods, the encryption-decryption times
grows rapidly when the text file size grows (see table 6),
and here the proposed method will be the most efficient by
keeping the encryption-decryption time minimal, which
means that the proposed method gives an excellent
improvement to the data cryptography throughput, this is
shown in figures 9 and 10.
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T T T T T
I I L I I
| | 3“5:5 | |

50 — — — — 4+ — — — — —|— — — - — - — 4 - — - — = - — = —
i ! AES -t
| | BF | |
| | T | T

O — — — -~ - — - - — - — - - =z - - — -
T | i T |
| | | |

s — - — — Lo [— Z i [
| | | | |
| | T | |

2 — - = — R o e S I-==--
| | |

o | | | |

| T |
| | | |
| | | | |
[ 200 400 600 800 1000 1200

Fig. 10: Standard Methods Encryption Time (for big text files)

HSDE method provides a high-security level, here the
private key is a complex one, thus the hacking process [42-
44] will be impossible, the speech file which must be used
to generate PK is to be kept in secrete and it can be replaced
by any other speech file any time when needed, this key can
be used to encrypt-decrypt any text file with any size
(smaller or bigger than the speech file size).

Table 7 summarizes the main features of the proposed
method compared with a standard method.

Table 7: Standard Methods and Proposed Method Main Features

Algorith Propose
aran o | DES | 3DES AES BI"KV fis d
p N method
Exrcl::lle Exgﬁue Excellent: | Excelle Excelle
. L S High nt: High | nt: High
Encryptlo High High MSE and MSE MSE
n quality MSE MSE 1
and low | and low ow and low | and low
PSNR PSNR PSNR PSNR PSNR
Excelle | Excelle Excellent: Excelle Excelle
nt: Zero | nt: Zero Zero " | nt: Zero | nt: Zero
Decryptlo MSE MSE MSE and MSE MSE
n quality and and e and and
. . . . infinite . . e
infinite | infinite PSNR infinite infinite
PSNR PSNR PSNR PSNR
Efﬁ;lenc Slow Slow Moderate High Exlcl:elle
Brute
force
attack,
Brute Known Side- Diction Impossi
Attack force plainte channel ary kr))le
attack xt, attack attack
Chosen
plainte
Xt
Substituti
Structure Feistel Feistel on- Feistel D.at'a
Permutati resizing
on
Block . . . . .
cipher Binary Binary Binary Binary Decimal
PK length 112, 128,192, Any
(bit) 36 168 256 32448 1 jongth
Block Any
size (bit) 64 64 128 64 length
Rounds 16 48 10,12,14 16 1
Flexibilit
y to
modificat No Yes Yes Yes Yes
ion
S1m§l1c1t No No No No Yes
Security Adequa | Adequa Excellent Excelle Excelle
level te te nt nt
Throughp . Very
ut Low low Low High high
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6. Conclusions

A method of short messages and text files cryptography was
introduced, implemented, and tested; other standard
methods (DES, 3DES, AES, and BF) were also
implemented using the same messages and text files. The
proposed method added enhancements to the standard
methods of data cryptography by rapidly increasing the
efficiency and throughput of the encryption-decryption
process. The proposed method provides an excellent level
of cryptography quality by keeping MSE and PSNR
acceptable and meets the requirements of good
cryptography. The introduced method provides a high level
of data security and protection by using a complex PK, this
key is to be generated by a secrete and replicable speech file
making the hacking process impossible. The proposed
method can be used easily to protect short messages and text
files of any size. The proposed method is easy to apply and
easy to modify and can be used in the future to protect
digital images and audio files included in many multimedia
applications.
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