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Abstract

Cybersecurity has been vital for decades and will remain vital with
upcoming ages with new technological developments. Every new
day brings advancement in technology, which leads to new
horizons, and at the same time, it brings new security challenges.
Numerous researchers around the globe are continuously striving
hard to provide better solutions for the daily basis of new arising
security issues. However, the challenges are always there. These
challenges become new norms during the current Covid pandemic,
where most industries, small industrial enterprises, education,
finance, public sectors, etc. were under several attacks and threats
globally. The hacker has more opportunities during the pandemic
period by shifting most of the operations live. This research
enlightened the several cybersecurity attacks and threats during
this pandemic time globally. It provided the best possible
recommendations to avoid them using the cyber awareness and
with appropriately linked training. This research can provide a
guideline to the above stated sector by identifying the related
attacks.
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1. Introduction

The world is changing with time in all domains, and that
change is because of technological development. It is
evident that the technology is the driving sources for this
huge change, such as for the Society 1.0 to Society 5.0,
Industrial Revolution IR 1.0 to 5.0, Healthcare 1.0 to 5.0, in
cellular world G1 to G5, etc. in all domains. Technological
development is the real source for these changes. This
development is identical in all daily life applications, and
they were growing with a constant speed somehow.
However, a rapid change, development and technological
development was witnessed during the current pandemic
Covid-19 period, where most of the people, industries,
offices, public sector were forced to be limited to homes,
and there was not any other mean to continue the daily life
business and routine operations. This challenge was huge,
and at the early stages, it had imaginations that now world
can not move with this pandemic situation. However, once
again the technology is the one who come forward and
bridged this gap, and slowly things started moving. This
great move brought to us several new challenges as well,
such as resources, trained users, experts, and special
challenges for not expert users of technology.
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The recent literature shows a great hype in video
conferencing tools globally. In [1] it is evident that a series
of countries economies depended on technology, and most
of the operations were performed using the video
conferencing tools, such as within North America, United
States, Canada, Europe, UK,

Germany, Italy, Spain, France, rest of the Europe, Asia-
Pacific, China, Japan, India, Rest of Asia-Pacif, and rest of
the world. Further, this growth can be witnessed in Figure 1
and Figure 2.
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Figure 1: Global Growth for Video Conferencing Apps [2]
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Figure 2: Global Growth for Video Conferencing Apps [3]

In [4] further elaborated more on the work meetings during
the Covid-19 and its pros and cons for online meetings. In
[5] explain the cutting-edge technologies, which help the
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society during this pandemic period. This other side of the
coin is the cost security cost of these applications, a series
of different attacks [6] happened during this pandemic
period.

This research elaborates the higher use of
technology and its dependency during this pandemic period
and cybersecurity threats aimed in general and particularly
to this Covid-19 period. Further research elaborates on the
possible precautions and mitigation methods for individuals,
organizations, and different sectors.

The rest of the paper is organized in following way,
section 2 elaborates in detail the literature review for the top
15 attacks and cybersecurity threats aimed to the current
pandemic period. Section 3 provides a comprehensive
discussion, to conclude the issues, and recommend the
possible precautions, and mitigation methodologies,
Section 4 elaborates on conclusion of this research.

2. Literature Review

This section will briefly identify the top 15 attacks during
this Covid-19 period and their severity and domain one by
one.

2.1 Malware

Among the most popular attacks during this pandemic
period Malaware was the one of them. Malware is the
combination of Mal + ware, the Mal is taken from malicious
and ware is taken from the software, after combination it
becomes malware, which represents to a software with
malicious functioning, or undesired functioning. Several
research are available to explain different mitigation and
detection methods for malware, such as in [7,8]. In [9-11]
authors discussed about malware identification in Android
platforms using different techniques. The current intensity of
malware attacks can be identified through following figure
3, which depicts the different types of malwares.
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Figure 3: Types of Malware [12]

2.2 Phishing

1. Phishing is another most common type of attack, where
hackers easily can steal user data, by applying the phishing
approach, that data could be login credentials, or any other
users related data, which can be exploited later. Mostly this
type of attack is to steal the credit card data. In [13-15],
authors briefed in a detail about the phishing attacks
identifications using the Al advance approaches, in [16]
authors presented a phishing funnel model for finding the
phishing attacks for the websites, these attacks [17] are
common and most frequent for different applications.
Phishing has several different ways to have attacks over the
user end. Users need to be careful while using any unknown
emails. They may avoid clicking any unknown links or even
emails.

2.3 Man-in-the-middle attack (MITM)

Man in the middle attack is most common between user and
web server when data packets are shared among both. In this
type of attack attacker either destroy the integrity of the
message partially or completely depending on the case. In
[18] authors explained the mitigation methods for the Man
in the middle attacks for Internet of Medical Things. This
attack is common for most of the application domain. Figure
4 shows a typical type of man in the middle attack.
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Figure 4: Man in the Middle Attack [19]

This attack type can be common in any type of network,
including [20-22] Internet of things, smartphone
applications and IoT based other applications as well. This
attack was common for the video conferencing mainly
during this covid-19 period.

2.4 Distributed Denial-of-Service (DDoS)
attack

The hacker uses DDOS attacks to stop or deny service on the
server, where the user can experience delay to receive the
services. In this hacker try to attempt several attacks at the
same time to keep the server ports busy, the distributed
DDoS can create worsen situation for any targeted server. A
typical scenario for the DDoS attack can be seen in Figure 5,
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while Figure 6 shows the targeted industries for the quarter
2 0f 2021 recent data.
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Figure 5: Man in the Middle Attack [20]
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Figure 6: DDoS Attack for quarter 2 2021[21]

The authors in [22] defines defense mechanism against the
DDoS attack to prevent from this situation. Authors in [23-
25] authors described about the DDoS attacks on
multimedia internet of things, using the machine learning
approaches in Internet of things as well.

2.5 Zero-day exploit

A zero-day exploit is the type of vulnerability where hackers
can find out any vulnerability in a limited time before the
developers know about that, and that vulnerability can be
exploited easily for different attacks depending on the
vulnerability found. Authors in [26-28] explained about

different vulnerabilities, in criminal network and smart cities.

This attack is not common in most of the software, it depends
totally on the software production quality, in case if secure
SDLC is not adopted properly then possibly a number of

vulnerabilities will be there to utilized otherwise, less
chances for this type of attack.

2.6 SQL Injection

SQL injection is the type of attack where hackers mainly
target to the backend of the application. Hacker plan to
modify the data entries in different way directly. This type
of attack is critical and can happen on any application [29-
31], such as web-based application, mobile application, etc.,
which ever will have a database as a backend. A successful
Injection attack can be capable of several things such as
modifying the data, altering, deleting the data, reading and
retrieving the data as well. Figure 7 can typically explain
about the SQL injection attack.
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Figure 7: SQL Injection attack example [32]

SQL injection attack could be of several types, including
inband SQL injection attack, Inferential (Blind) SQL
Injection, Out-of-band SQL Injection, etc. this type of
attack can be prevented by following the secure SDL phase
secure coding critically to address all the issues, and
manage the inputs values.

Reading sensitive and confidential data from the database

Retrieving the content of a specific file present on the
database management system (DBMS)

Enforcing administrative operations like shutting down the
DBMS

Without proper mitigation controls and security measures,
the SQL injection attack can leave an application at a huge
risk of data compromise. It can impact the data’s
confidentiality and integrity as well as the authentication and
authorization with respect to the application. It can also
empower an adversary to steal confidential information like
user credentials, financial information, or trade secrets by
misusing the vulnerability existing in an application or
program.

2.7 DNS Tunnelling

DNS Tunneling is a unique type of process where attacker
can encode the data for the protocols in DNS queries and
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responses. This type of attack can make a ground for other
attacks by injecting the malware, by bypassing the firewalls.
This type of attack can also be done mainly for the web-
based application but at the wider scale where it can involve
the higher wvariety of different applications [33-34],
including the smart gadgets and IoT-based applications. In
addition, this is equally harmful for industrial internet of
things [35-36] as well. Authors in [37] elaborate in detail
about the DNS Tunnelling related issues.

2.8 Business Email Compromise (BEC)

Business Email compromise is very close to spam emails
and Phishing attacks, where the hackers first start with target
and wait for her response, and once having response, now
can damage the victim machine easily. This approach is
common for the business email accounts, where hacker can
use fake or bogus invoices, receipts etc. to attract the victims,
as later can utilize the business emails by controlling them
for alteration and sharing the emails. In [38-41], authors
described the business email issues and data breaches for the
office emails.

2.9 Cryptojacking

Crypto currencies, become more favorite for the hackers
where the hacker easily use Cryptojacking. In the
Cryptojacking hackers use your machines computing power
and generated the crypto currencies. Later they misuse the
currencies and user machine computations. In [42-45] the
authors elaborated about the cryptojacking. This type of
attack is not as common as of the other attacks discussed,
since this is only used for the crypto currency’s generation.

2.10 Drive-by Attack

Any sort of attack has the man source as download, most of
the software wuses different approaches to scan the

attachments, files, or any other related stuff before download.

Since those downloaded files could be main source of
attackers as a gateway to approach your machine. The drive-
by-attack approach refers to the attacks through the
download with unintentional downloads without scanning,
which might have malicious software, code, etc. which
behave like a gateway for the hackers. This approach can be
applied for several application types, including web-based,
mobile apps, etc. any sort of where download of files process
is involved. In [46-49], authors explained this with different
application areas such as cloud applications, Android

application, etc. In [50] authors elaborated about the
mitigation approaches for download attacks.

2.11 Cross-site scripting (XSS) attacks

Cross-site scripting XSS, having the same approach as of
SQL injection attack. Mainly this belongs to the injection
type of attack. The main difference between XSS and the
hackers targets the front end of the application while the
SQL injection targets the back end of the application, mainly
the database. The authors [51] explained the integrated
approach to prevent SQL and XSS scripting at the same time.
These both type of attacks effective mitigation is through
secure coding phase, where to follow the secure code
standards to avoid injection attack. In [52-54] authors
discussed about the injection attacks.

2.12 Password Attack

The hacker's password attack is the most common and
heavily applied approach for personal and corporate users’
data. The hacker has multiple ways to adopt the password
attacks including, Dictionary attacks, Brute force attacks
[55], Phishing attacks, credential stuffing, Keylogging, etc.
the hackers adopted this as a most powerful tool. The authors
in [56-59] discuss the security issues and concerns related to
this.

2.13 Eavesdropping attack

The hackers mainly attempt eavesdropping by intercepting
the communication or data packets, which the hacker can
mishandle. The real challenge in this type of attack is that it
is really hard to identify this attack and at the same time its
mitigation as well. In [61-63] authors discussed the
eavesdropping attacks with different perspectives. In [64]
authors discussed the fast-eavesdropping attack against
touchscreens.

2.14 AI-Powered Attacks

Handling advance cyber-attacks is not an easy job. With the
technological development, the attackers also adopt
advanced methods for attacks, making it even more critical.
Cyber criminals are using Al drive attacks to compromise
the targeted machines with more effective and efficient way,
the AI drive main attacks are such as, Al Phishing Attacks,
Malware and Ransomware, Data Poisoning, Insider
Behavior Analysis Abuse, and Deep Fake [65], these Al base
attacks are more powerful, and it is hard to handle them
apparently in time. Further, authors in [66-68] elaborate on
Al attacks.
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2.15 IoT-Based Attacks

IoT based attacks are more common now a days, since most
of the smart applications are using IoT devices which makes
them more vulnerable at the same time with smarter. The
authors discussed IoT-based application's role in different
[69-72] areas, including smart homes, smart cities, smart
devices, etc. In [73] authors describe the network-based
Internet of Things baloT attacks, their severity, and
mitigation methods. In [74] the authors describe about the
IoT based applications DDoS attacks and their mitigation.
Further, authors in [75] authors discussed about cyber-
physical attacks and their mitigation. Authors in [76]
described about the cyber security challenges for IoT-based
smart grid networks. Furthermore, there is a range of
different IoT based attacks as mentioned in Figure 8.
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Figure 8: Internet of Things Attack [77]

3. Discussion

This research discussed the cyber security attacks
aimed to the current pandemic Covid-19. The study
highlighted that the technology is the only survival during
this pandemic time, and will remain our survival for the
future as well. However, with the rapid growth of
technology in hurry brought us different number of
challenges in terms of the security and privacy. The
cybersecurity attacks are launched exponationally during
this period on individual and corporate basis globally, The
statiscis shows that the cyberattacks are ten time higher with
the routine growth during this pandemic period. That is a
high risk for the users.

This research further elaborates on the major fifteen
different cybersecurity threats and attacks, their severity,
and their attempts to different domains. Lastly, this research
elaborate the different possible mitigation methods as well.

This research recommended avoiding the unnecessary use
of the Internet, careful use of emails, and other related links,
which may lead to compromise the data. Precautions and
adopting security policies are the best approach to avoid any
incidents before happenings.
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