
IJCSNS International Journal of Computer Science and Network Security, VOL.21 No.12, December 2021 

 

293

Manuscript received December 5, 2021 
Manuscript revised December 20, 2021 
https://doi.org/10.22937/IJCSNS.2021.21.12.41 

 

Legal Regulation and Ways to Overcome Corruption  
in The Authorities of Public Administration 

Viacheslav Puzyrnyi1, Margaryta Liutikova2, Mykola Butko1, Oksana Lashuk1, Yuliia Olyfirenko1 
1Chernihiv Polytechnic National University, Chernihiv, Ukraine 

2Zaporizhzhia National University, Zaporizhzhia, Ukraine 
 

 
Abstract 
This study is caused by the urgent need to constantly fight 
against such a shameful phenomenon of society as corruption, 
the flourishing of which cannot be overlooked. This phenomenon 
has many negative manifestations and consequences, undermines 
the national security of the state, slows down the development of 
democracy, worsens the state of all spheres of life (economic, 
political, administrative, etc.), worsens relations with foreign 
partners, forms tolerance for corruption in the public 
consciousness. Today, the process of fighting corruption is 
extremely important for our country, because it depends on the 
independence, democracy, sustainability of Ukraine. However, 
there is a complex and ambiguous situation regarding this 
process, as there is a clear coordination of state policy in the fight 
against corruption, insufficient and narrow understanding of 
ways to combat it. There is a lack of efforts by the authorities to 
overcome corruption challenges and use ineffective means of 
combating them. Instead, corruption causes great material and 
moral damage to states as a whole and many of its citizens. 
Key words: 
corruption, local government, public administration, civil service 
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1. Introduction 

Corruption today is defined as a socio-economic, 
political, legal, moral and psychological phenomenon that 
has very deep historical roots and complex nature, has a 
very significant impact on important social processes and 
which is characterized by constant change and adjustment 
to today's realities. Such a phenomenon is negative and 
dangerous, manifested in social inequality, which is 
unacceptable. In a democracy, corruption does not occupy 
a leading place, but under the post-Soviet mentality it 
becomes a component of everyday life, permeates all its 
spheres, is perceived as a custom, tradition, characteristic 
feature, norm. Therefore, to overcome this trend, it is 
necessary to effectively implement the current anti-
corruption legislation and look for ways to overcome 
corruption. 

The purpose of the article is to analyze the legislation 
that regulates in the field of preventing and combating 
corruption and identify ways to overcome corruption in 
public administration. 

2. Literature review 

Many scholars from different countries have studied 
the mechanisms of overcoming corruption, issues of 
economic security and the peculiarities of public 
administration, namely: Abraham J. (2020) [1]; 
Abramova A. (2021) [2]; Antón M.P.S. (2020) [3]; 
Arefieva O. (2021) [4]; Bautista-Beauchesne N. (2019) [5]; 
Cornell A. (2020) [6]; Derhaliuk M. (2021) [7]; Hamzah 
(2020) [8]; Khanin S. (2021) [9]; Kholiavko N. (2021) 
[10]; Kosach I. (2019) [11]; Marhasova V.G. (2017) [12]; 
Najih M. (2020) [13]; Nurlinaa Kristin D.M. (2019) [14]; 
Pohrebniak A. (2021) [15]; Popelo O. (2021) [16]; 
Prabowo H.Y. (2020) [17]; Scaroina E. (2020) [18]; 
Shkarlet S.M. (2016) [19]; Tkachenko T. (2021) [20]; 
Tkalenko N.V. (2011) [21]; Widhiasthini N.W. (2020) 
[22]; Zatonatskiy D. (2021) [23]; Zhang M. (2020) [24] 
and others. 

According to the authors' research [1], it can be 
argued that the propensity for moral emotions, ie shame 
and guilt, can predict corrupt behavior. The authors' study 
uses a violation of the psychological contract as a 
harbinger of a tendency to moral emotions. The authors 
argue that this study contributes to the axiological aspect 
of business psychology, especially in the ethical 
psychology of the banking industry. 

The purpose of the authors' research [24] is to study 
and develop a system of indexes for assessing the 
prevention and control of corruption risks. Researchers are 
also establishing a model for assessing the level of 
management of corruption risk prevention and the level of 
management and control. Through case studies, the 
authors proved that the model can effectively assess the 
level of management of corruption risk prevention. 

The research [17] is based on research into the 
potential of computer software for qualitative data analysis 
to support the qualitative evaluation of anti-corruption 
initiatives, especially those aimed at changing behavior. 
The authors explore how quality methods can strengthen 
the current anti-corruption regime by helping decision-
makers better assess the success or failure of their anti-
corruption initiatives. The researchers emphasize the 
importance of quality measures to assess behavioral 
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initiatives to prevent corruption in the Indonesian public 
sector. 

The authors [18] investigated that for many years the 
fight against corruption has been a privileged area for 
testing new models of accountability. Researchers have 
critically analyzed controversial points and not always 
clear interferences between normative contexts. 

Researchers [6] have found that low salaries among 
civil servants lead to corruption. The authors analyze the 
relationship between the experience of corruption and the 
level of salaries of civil servants, using data from both 
objective and expert surveys with global coverage. 
According to the results of the analysis, it was found that 
higher wages compared to the average wage in the country 
are associated with less corruption. 

Researchers [13] have found that according to 
international rankings, Indonesia is at a very high level of 
corruption, and Malaysia - at a moderate level. The study 
is based on identifying an effective legal basis for anti-
corruption and law enforcement strategies that can prevent 
corruption. The authors' study showed that the legal basis 
for preventing corruption plays a strategic role in 
enforcing anti-corruption legislation. Researchers have 
identified two approaches to preventing and combating 
corruption, namely legal and non-legal. 

The aim of the research [8] is to determine the social 
impact of the process of learning agreements and norms of 
civil law on the purchase of goods and services during the 
Covid-19 pandemic, its consequences for preventing 
corruption in Indonesia. The results of the research of 
scientists indicate that the legislation on contracts of goods 
and services gives freedom to people who have no 
restrictions in the code; good faith is the key to success in 
resolving the unpleasant problems of the agreement, to 
preserve the agreement, to provide benefits and benefits to 
both parties, and civil law provides an essential lesson that 
in agreements based on good faith, where there are values 
of decency, honesty and fairness wisdom, is to prevent 
corruption in the purchase of goods. 

The authors [3] investigate that corruption scandals in 
Spain have caused a crisis of confidence in the public 
sector and its control mechanisms. International bodies 
and institutions are committed to new forms of governance 
and institutional integrity that require profound changes in 
organizational culture. The authors analyze the current 
configuration of internal control in public administration, 
as well as its strengths and weaknesses. Researchers have 
developed suggestions for improvement to create an 
integrated system of internal control that will effectively 
prevent fraud and corruption. 

One of the models of preventing corruption, which is 
considered by the authors of the study [22], is the social 
prevention of crime. This model aims to prevent crime / 
corrupt practices through socialization agents, namely the 
family, the playground, the media and the education 

system. The authors argue that the prevention of 
corruption can be achieved by strengthening individual ties 
with groups, in this case the main thing is the family and 
the education system. 

Scholars [14] argue that the fight against corruption 
requires not only a centralized and institutional strategy, 
but must also respond to a distribution effort backed by a 
wealth of data and technological progress. Scholars 
consider the problem of decentralized prevention of 
corruption, describing the method of heuristic analysis 
based on many data on corruption. The authors argue that 
the result is a decision support system to prevent 
corruption, visualized using the Google Map API. 

The purpose of scientific work [5] is to clarify the 
theoretical and conceptual foundations of corruption 
prevention. The results of the authors' research prove the 
need for methodological diversity, theoretical debates and 
clarification of the definitive basis for preventing 
corruption. The authors propose a conceptualization of 
corruption prevention, built around a two-on-two matrix, 
to synthesize existing definitions and provoke scientific 
debate. Researchers claim that their research contributes to 
the fight against corruption at the theoretical level by 
highlighting the current strengths and weaknesses of the 
existing literature. 

3. Results 

The current state of the system aimed at overcoming 
corruption in public administration depends on its legal 
framework and mechanisms for preventing and combating 
corruption challenges, which in turn requires the 
development and implementation of effective anti-
corruption policies and measures. The establishment of 
such a system should be carried out taking into account the 
successful foreign experience and in accordance with 
international standards. 

Ukraine has joined the international process aimed at 
overcoming anti-corruption activities by ratifying a 
number of international legal instruments and forming its 
own national anti-corruption legislation based on them. 
Today, anti-corruption reform is outlined as the greatest 
urgent need of our country, which is aimed at establishing 
compliance of anti-corruption legislation with international, 
in particular European standards. 

The leading global document in the field of 
combating corruption is the UN Convention against 
Corruption and adopted at the fifty-eighth session of the 
UN General Assembly in 2003, which defined the 
theoretical basis for adapting national legislation and 
outlined the main provisions of anti-corruption policy. 

The provisions of Article 5 of the Convention provide 
for a number of leading measures for States Parties to 
prevent corruption. Accordingly, each State Party, based 
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on the basic principles of its country's legal system, 
prepares and implements effective policies aimed at 
combating corruption based on transparency, 
accountability, honesty, order and commitment. 

The provisions of this Convention also provide for 
the formation of a special body (bodies) whose activities 
are related to the implementation of actions aimed at 
preventing and combating corruption, public involvement 
in this area, strengthening the autonomy of the judiciary, 
criminal responsibility for corruption and their definition. 

The most important steps of the Council of Europe to 
combat corruption are the formation of European anti-
corruption agreements, anti-corruption standards, the 
formation of a specialized monitoring body for their 
observance in the member states of the Council of Europe 
- the Group of States against Corruption (GRECO). 

Of great importance in overcoming corruption in 
public administration is the preparation and adoption of 
anti-corruption legislation as a leading component of 
Ukraine's strategy, which should be understood as a set of 
different legal acts aimed at preventing and combating 
corruption. This legislation contains special provisions that 
form the features of corruption crimes, responsibility for 
their implementation, regulate the functioning of public 
administration bodies, whose activities are limited to 
preventing and overcoming corruption. The effectiveness 
and success of anti-corruption activities is determined by 
the existence of decent legislation in the country. The 
analysis of anti-corruption legislation of Ukraine, 
consisting of laws, resolutions of the Verkhovna Rada, 
acts of the President and the Cabinet of Ministers, etc., 
includes many of regulations governing this area, which 
can be grouped as follows (Fig. 1). 

 

 
 

Fig. 1  The essence and composition of anti-corruption legislation. 
Source: developed by the authors 

 
The study of legislation aimed at regulating the 

prevention and combating of corruption in public 
administration has identified its main components, 
including the Constitution of Ukraine as the main legal 
source of our state, the Criminal Code of Ukraine and the 
Laws of Ukraine (Fig. 2). 

Corruption is a social phenomenon that permeates all 
spheres of life, undermines the national security of the 
country, destroys people's trust in government, the 
foundations of democracy, and faith in justice. Therefore, 
an urgent issue in this context is the need to prepare 
effective mechanisms to prevent and combat corruption, 

the essence, purpose and varieties of which are shown in 
Fig. 3. We note the need to introduce world experience in 
combating this disease in the development of mechanisms 
to combat corruption in Ukraine, as well as complement 
the implementation of criminal and administrative 
measures to establish the obligation to compensate in full 
material and moral damages in case of corruption. The 
preconditions for the emergence of corruption include the 
crisis in various spheres of the economy, the unfinished 
process of reforms, pervasive corruption at all levels and 
in all spheres of life. 

 
 

ANTI-CORRUPTION LEGISLATION 

- limitation and elimination of signs of corruption, prevention of conflict of personal and official interests, formulation in the 
legal field of the subject's behavior, responsibility for corrupt actions, achievement of conscientious performance of official 
duties by officials; 
- to formulate features of corruption offenses, to provide the measures of responsibility corresponding to the committed 
crime, regulation of functioning of public authorities which activity is directed on counteraction to corruption 

regulations that provide for general 
social and special criminological 

prevention of corruption 

normative legal acts regulating the 
activity of state bodies and their 

separate subdivisions in relation to 
direct law enforcement activity in 

the field of anti-corruption, its 
coordination, control and 

supervision over it 

normative-legal acts, which 
determine the signs of corruption 

offenses and establish responsibility 
for them 
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        Fig. 2  Legislation of Ukraine in the field of prevention and counteraction of corruption in public administration bodies. 
Source: compiled on the basis of [25-29]. 

The foundation of the mechanism for overcoming 
corruption is the anti-corruption state strategy, which is a 
document that outlines the anti-corruption policy of our 
state. Anti-corruption policy should consist of three 
strategic vectors: 

- strategy of public awareness: free access to mass 
media; 

- precautionary strategy: application of the public to 
actions aimed at overcoming corruption, minimization of 
state intervention in the business environment; 

- retaliation strategy: achieving a higher level of 
efficiency in the detection of corruption offenses, the 
professionalism of law enforcement officers, the 
availability of legal aid for the average citizen of our 
country. 

The institutional mechanism reflects the dynamic side 
of the system of anti-corruption mechanisms, and to 
achieve effective implementation of measures to combat 
corruption in public administration is possible only with a 
combination of effective legal statics and the dynamics of 
this area. 

Among the main areas of overcoming corruption in 
public administration should be noted primarily the 
following: 

- formation of a system of public administration, the 
activity of which is based on the interests of ordinary 
citizens of the state, and not the own interests of officials 

of public administration bodies. To this end, it is necessary 
to strictly adhere to the involvement in public 
administration on the basis of a real competitive selection, 
which is based on the principles of professionalism, 
competence, high level of moral qualities of candidates. 
Why is it necessary to significantly raise the salaries of 
those who passed the competition; 

- achieving the availability of information and 
facilitating access to sources of public information through 
the establishment of uninterrupted operation of official 
websites, portals of public administration bodies; 
introduction of e-government; enabling the public to 
monitor and control information on the use of public funds; 

- achieving transparency of tender public 
procurement through the use of electronic services and 
open bidding procedures in order to reduce the 
manifestations of corruption risks, the cost of products and 
services and prove the absence of corruption for business 
in this process; 

- elimination of the corruption component, corruption 
schemes between business and government, for which it is 
necessary to establish interaction and cooperation of public 
administration bodies with representatives of business 
structures, with the complete removal of those whose 
involvement in corruption abuses has been proven; 

- to prevent corruption in public administration bodies 
by achieving comprehensive public awareness of the 

R
E

G
U

L
A

T
IO

N
S

 T
H

A
T

 R
E

G
U

L
A

T
E

 T
H

E
 F

IE
L

D
 O

F
 P

R
E

V
E

N
T

IN
G

 A
N

D
 

C
O

M
B

A
T

IN
G

 C
O

R
R

U
P

T
IO

N
 I

N
 P

U
B

L
IC

 A
D

M
IN

IS
T

R
A

T
IO

N
 Constitution of Ukraine 

contains general rules that can be applied to the anti-corruption 
sphere of influence 

Law of Ukraine "On the 
Prevention of Corruption" 

identifies the main prevention and counteraction  
to corruption 

Law of Ukraine "On 
Amendments to Certain 

Legislative Acts of Ukraine 
Concerning Liability for 

Corruption Offenses" 

clear definition of types of corruption offenses, 
 provision of measures of responsibility commensurate  

with the offense 
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activities of public administration bodies, simplification of 
administrative services, access to public administration 

bodies with clear deadlines for citizens, etc. 

 

Fig. 3  Mechanisms to prevent corruption. 
Source: developed by the authors 

The anti-corruption mechanism is a system of purposeful actions of officials, law enforcement officers and representatives 
of civil society, aimed at ensuring constitutional human rights and freedoms and consolidating democratic values, 
educating the population against corruption, preventing and further punishing corruption in government. relations 

GOALS 
- total eradication of corruption from all spheres of Ukrainian society; 
- defining corruption as socially dangerous and threatening, thus causing negative economic, political 
and social consequences in the country; 
- deformation of moral and psychological ideas in the minds of citizens 

ORGANIZATIONA
L AND LEGAL 

LEGAL 

creation of an anti-
corruption system under 

which, an act of 
corruption inevitably 

entails responsibility for 
the person guilty of its 

commission, social 
measures and official 
consequences will be 

applied 

ADAPTIVE 

legislative regulation of 
decision-making by state 

bodies, reforming the 
structures of bodies in 

order to avoid the 
performance of the same 

functions by several 
bodies 

PUNITIVE 

unification of the 
structure of the civil 

service of Ukraine with 
the recommendations 

and standards of the EU 

improving the 
mechanism of attestation 

of civil servants, 
development of the legal 

basis for its 
implementation 

PREVENTIVE 

do everything possible to 
identify the causes of 

corruption and eliminate 
them in order to reduce 

corruption 

SOCIO-
ECONOMIC 

POLITICAL ETHICAL AND 
PSYCHOLOGICAL 

creating an environment 
in which honest, fair, 
lawful public service 

work becomes 
prestigious. Ensure a high 

level of wages 

designed to reduce the 
negative impact of 

corruption on elections 

formation of a negative 
attitude to corruption as a 

social phenomenon 
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4. Conclusions 

Corruption is a threat to the country's security, its 
economic development and the rights and freedoms of 
citizens. Effective overcoming of corruption leads to the 
restoration and increase of people's trust in government 
structures, as well as the socio-economic standard of living 
of the population, its well-being. The main vectors of anti-
corruption policy are the creation of special anti-corruption 
bodies to combat and combat corruption and the 
intensification of anti-corruption activities of public 
administration bodies. Given the above, we can form a 
number of proposals: 

- to initiate the process of combating corruption by 
amending regulations and adopting a number of new 
legislative acts that would regulate and regulate the 
mechanisms for implementing the state anti-corruption 
strategy; 

- formation within each public administration body of 
a specialized commission to monitor the activities of 
officials; 

- observance of the independence of specialized 
bodies, whose activities are aimed at combating corruption, 
from all political parties and forces without exception; 

- application of public organizations to actions and 
processes related to the fight against corruption and their 
involvement in the supervisory boards of public 
administration bodies; 

- to raise the level of public consciousness, education 
of intolerance and non-perception of corruption in any of 
its manifestations; 
- creating conditions for the actual implementation of the 
inevitability of punishment for persons who have 
committed corruption offenses, regardless of their political, 
social affiliation and economic and financial status. 
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