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Summary

The graduation project is one of the most challenging courses in
the computer science curriculum since it combines all the skills
that have been learned in the whole program. Covid-19 pandemic
and all the consequences that come with it made teaching
graduation projects burdensome. In this paper, the author
documents the experience of teaching such a course in Covid-19
pandemic times including challenges, and solutions, and reflection
on that experience. A compelling idea for the graduation project
has been proposed to be implemented at the college. The idea
includes implementing a cybersecurity lab, that has been divided
into several teams, using old PCs at the building of the college of
computer science and information systems, Najran University,
Saudi Arabia. The challenges that arose during Covid-19
lockdown and fully virtual learning experience times have been
documented. The solution to those challenges has been proposed,
and a reflection on the whole teaching experience has been
reported.
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1. Introduction

The computer science field is a growing discipline, and
its history is a series of milestones that have advanced the
field's development. In the last 50 years, computing has
become one of the fastest-moving industries in the world,
and it continues to influence nearly every other important
field of study. As computer usage expands, so does the need
for professionals to support this technology. A degree in
computer science fields, regardless of your specialization,
can provide you with a rich understanding of computers,
and how they are used by businesses and organizations. In
our university, the Bachelor of Science in Computation
fields is a four-year degree program that combines both
theoretical and practical knowledge. The curriculum is
designed to develop in students an ability to design,
implement and apply learned skills in their future careers.

During the Covid-19 pandemic, many countries
including Saudi Arabia have shifted to E-learning which
leverages the power of e-learning. E-learning could be
simply defined as the use of computer technology to deliver
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educational content. This can include online courses, virtual
classrooms, and virtual labs, as well as computer-based
training and performance support systems. E-learning can
be just as effective as classroom training; it offers greater
flexibility to learners, who can study in their own time and
their environment. It also provides organizations with a
cost-effective way of delivering training to employees or
even customers.

In this paper, the author document the experience of
teaching graduation project during the pandemic of Covid-
19 and challenges that arose from such experience. The idea
of the student’s graduation project is to utilize the old PCs
and implement a cybersecurity laboratory that could be used
to train students on penetration testing, ethical hacking,
competitive champions, and other usages. The rest of the
paper is organized as follow: Section II is a literature review
background study on the idea presented. Section III is a case
study which presents the original idea, and alternative ideas
and the reason of changing the graduation project idea to be
implemented. Section IV presents the challenges and
solution of the study, while the conclusion is presented in
section V.

2. Literature Review

In this section, the author group the findings into
five groups-First, computer science labs and education
which demonstrate the importance of practical exercises in
computer science education. Second, networking
laboratories are presented to show design and
implementation in the area of networking. Third, security
labs are also taken into account. Fourth, the authors decided
to add a section for virtualization, which includes some of
the labs that depend on virtualization and simulation and are
not covered in other sections. Finally, the other sections
show labs that are not fit into previous groups.

2.1 Computer Science Laboratories and Education

There is no doubt about the significant impact of computer
laboratories on education, and such a great example of this
impact could be noticed in the implementations of an active
learning laboratory in the computer science field. To
enhance interaction and collaborative learning, regular
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classrooms have to be designed in a specific way to achieve
the desired goal [1]. That can enhance faster learning
processes, increase group activities, and improve
remembrance in gateway science courses.

And as implantation of an active learning laboratory in
computer science, a significant study has been done at
Indiana University South Bend, and the study has been done
on the policies of the admission process to enter the college.
And the overall results show that the retention percentage in
computer science required courses could be as low as 50%,
and the creative approach on dealing with this issue was by
coming up with a suitable approach to design and developing
innovative techniques for new computer science courses to
create an active learning classroom to ensure that students
get better engagement in solving complex problems [2,3,4].

Also, enhance their creative thinking and work
collaboratively to eliminate students’ stress and anxiety that
is usually associated with being a new student [5], and the
result of this designed approach showed that the student has
been engaging much better both inside and outside the class
also showed much better effectiveness on active learning
due to the appropriate design and the support of the
technology, which plays a vital part in this learning model
[6]. Authors in [7] developed a software system DYNALAB,
that supports highly visual and motivational lecture
demonstrations and laboratory experiments in the
department of computer science[7].

2.2 Networking Laboratories

Developing and understanding knowledge in the
networking area is essential for undergraduate students in
computer science majors, and this is supported by the
current guidelines of computing curricula guidelines
published jointly by IEEE and ACM associations [8].
Therefore, an adequate networking laboratory is vital to the
teaching and hands-on experience of computer networks,
which is usually taught in one or more courses in the
computer science curricula. Having that said, the
networking labs are expensive to create, operate, and
maintain with an estimation of $110,000 for the hardware
and software to start a networking lab with 20 seats [9].
Gerdes and Tilley [10] present a developed virtual
networking laboratory (VNL) platform where complex
networks can be implemented.

On the other hand, paper [11] presents the lab
equipment complex used to teach networking courses at
Vilnius University. According to the authors, this can be
achieved by adopting Cisco Networking Academy program
materials [12] and other readings [13-9]; although a hands-
on experience with the real equipment would overcome the
limitations of simulators such Packet Tracer, GNS3, IOU,
etc. The authors claim that using simulators, real equipment,
and remote access labs have successfully prepared highly
qualified network administrators and designers [11].
Furthermore, Caicedo and Cerroni redesigned the computer
networking lab facilities at the University of Pittsburgh by

implementing an efficient laboratory —management
framework and topology building process which in result
allow the uses to take advantage of the wide range of the
physical  laboratory infrastructure and network
configuration [17]. Their new design utilizes the distributed
nature of laboratory infrastructure to allow multiple teams
to work simultaneously. Also, the investigators concluded
that because of their new design, the students requested the
introduction of a new advanced networking class and
flexibility in accessing the lab outside class times [17]. In
addition, Yoo and Hovis [18] designed a lab for networking
courses that use old PCs and convert them to IP routers with
open-source software Zebra [18]. The goal of their research
is to overcome the funding for the hardware, the physical
space limitation, and accessibility of lab difficulties. Their
remote access lab would allow only one student at a time to
access the management station of their lab which guarantees
the students will not mess the configurations of others, but
it would also limit the access to the lab [19].

On the other hand, an open network laboratory (ONL)
is a networking testbed that consists of high-performance
routers and it is accessible remotely[20]. Similar to Emulab
[21], PlanetLab [22], Xbone [23], and Schooner[24], this
testbed is developed at Washington University at St. Louis
to help both networking students and researchers who
possess beginners and experts’ knowledge in this field.

2.3 Computer Security Laboratories

Many studies emphasize that computer security
education in computer science is vital to ensure safe
computing and until this issue is addressed properly,
breaches will continue to plunge computer systems [25-31].
Studying security through lectures and reading assignments
is not enough for most students, and the student’s
engagement through laboratory exercise is essential, says
Irvine [32].

Hill et al. [33] designed a computer security course
where the project is the dominant part of students’ grades.
Their approach depends on dividing students into multiple
gold and black teams. The gold teams are responsible for
running windows, and Linux servers with many
functionalities. They are playing the rules of systems
administrators and trying to defend their systems. On the
other hand, the black teams are trying to break into the gold
team and other black teams systems. In addition, Schafer et
al. [34] developed a completely isolated laboratory from the
outside world to teach information security concepts to their
students.

Many lab-based courses have been developed in the
area of security including [35-38]. Based on observations,
surveys, and course evaluations, all are agreeing that the
students value the course and they realized more
engagement from the students. Some of these courses
require a completely isolated lab [36, 37], while others work
just fine with a few machines that are isolated [35]. SEED
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environment though requires a student’s personal computer
or public computer that can host a virtual machine to run the
labs and do all ten experiments designed for this
environment [38].

2.4 Virtual Laboratories

Virtual laboratories have been utilized to address
the acquisition, operation, and maintaining costs of the
physical lab’s facilities especially in institutions that are
limited by budget, and has lack technical expertise.
According to Wolf, the learning occurs in the labs using
virtual labs as equally as much (45.9%) as in classes
(54.1%), and also prior experience in the subject being
taught through virtual lab matters [39]. In this section, we
are going to present some of the virtual labs in different
disciplines. Hoffman et al. present a virtual lab that can be
used in chemical and mechanical engineering
computational experiments [40].

A virtual lab is designed and implemented to
support model development for computer graphics models
[41]. In different circumstances, a virtual electronic lab
(VILAB) has been developed as an intelligent tutoring
system [42]. With the VILAB, the students can experiment
with the four programming paradigms: procedural, object-
oriented, functional, and logical programming, using C,
Java, Lisp dialect Scheme, and Prolog, respectively.
Therefore, the last four steps (utilization of knowledge,
feedback of controlled results, evaluation of learning
success, ascertaining of knowledge saving, and knowledge
transfer) of the instructional design by Gagne et al. [43]
theory steps are applied in VILAB.

2.5 Others

In the most recent time, the popularity of the open-
source laboratory for operating systems has been increasing
rapidly—these open-source operating systems untapped
lots of possibilities for developing and modifying various
projects. At Worcester Polytechnic Institute (WPI), a
project has been presented on configuration both the
hardware and the software for an open-source laboratory for
approximately 2800 undergraduate students. The main goal
of this project is to provide these students with a much better
insightful understanding of the operating system than the
knowledge gained in the traditional operating source
courses and to become more confident in their ability to
write more creative operating systems codes [7]. This
approach had been influenced by three other laboratories to
adopt it. These laboratories are the advanced systems Lab
at Michigan Technological University, ALAMODE, a lab
at Colorado school of mines for distributed environments,
and Linux- based laboratory at Auburn University [6]. With
the global comparative in technology, an interdisciplinary
laboratory for teaching artificial intelligence and
manufacturing [45]. The main goal of Artificial Intelligence
and Manufacturing (AIM) is to expose and educate students

from the college of engineering and computer science; the
integration between computer systems and engineering
manufacturing industries is also used to assigned for several
projects where computer systems and manufacturing
systems cross each other [46].

The AIM laboratory uses two primary systems to
meet the desired goal and satisfy the educational mission
[47]. These two systems are called the intelligent
Manufacturing Cell and the intelligent Factory. The
evaluation of the Oakland University students' rating is
excellent and based on the students' comments, that (AIM)
laboratory is helpful to more real-world applications,
exciting learning experience as a change from theory-based
engineering to reality-based engineering [48].

In another aspect of the correlation between
computer laboratory and multidisciplinary field and
graduate studies [49-50]. A tremendous multidisciplinary
effort by researcher scientists of Virginia Tech's
Departments of Computer science, College of Engineering,
College of Education, Learning Resources Center, and The
Department of Geography to improve and develop
computer-aided education software called GeoSim a GIS-
based simulation Laboratory for Introductory Geography
[49]. This program emphasizes and enhances interactive
learning by gathering and combining the data of the
Geographic Information system (GIS) with several
techniques of computer simulation. The project is based on
five fundamental themes of Geography. These themes are
location, place, environment, movements, and regions [51].

3. Case Study

The college of Computer Science and Information
Systems CSIS at Najran University has many old and
outdated labs. The new labs are not enough when it comes
to the number of classes conducted simultaneously. While
the number of students in the college is getting larger every
semester at fast a rate, the incoming students within the last
two semesters are double the number of the students in the
whole college, and that is partially due to the attention the
computation fields are getting from the media including
social media in Saudi Arabia in the recent years. Also, there
are many old PCs in CSIS that have not been put to good
use. It would cost CSIS a fortune to design, purchase, and
implement new laboratories.

3.1 Original Plan

At the first, the project assigned to students aims to rebuild
a lab to be used for courses such as network administration,
distributed systems, computer security within the college of
CSIS. The project will make good use of old, and outdated
PCs available at the college with a very limited budget that
doesn’t exceed three thousand dollars. The ultimate goal of
the project is to use what is available of devices to create an
attractive educational environment. The project was
intended to deliver: a complete blueprint for the lab design,
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implementing that design, a guide for the users of the labs,

and documentation of the work.
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Fig. 1. Original Design of Graduation Project Idea

Lab Layout

Figure 1 shows the original design which includes: five
teams that have been connected to the same network with
the instructor bench. Each team consists of six devices:
Linux server, windows server, Linux client, windows client,
penetration tester, intrusion detection system (IDS). Every
device has it is own purpose within the network, and every
team is offering a range of services depending on what
organization they are mimicking which includes: hospital,
bank, pharmacy, and online shopping companies. The
network services offered include primary and secondary
DNS, email server, NTP server, User management, SSH
server, DHCP server, VPN for secure access, and FTP
server. Table 1 shows one example of the services that our
plan included for one team, and all other teams have similar
setups with different purposes. Figure 2 illustrates a setup
for one of the teams. The instructor bench is intended to
check the student’s progress throughout the course.

Table 1: Services Offered by One Team

Name of Operating Services

computer Systems

Windows Windows A legacy system to assure the network
client XP is vulnerable for the other teams to hack
Linux Ubuntu To be used as a client to test services
client installed and assure all servers are up

and running.
Linux Ubuntu primary DNS, email server, NTP server,
server Server an FTP server, VPN for secure access,
SSH server, and webserver

Windows Windows Active directory, Secondary DNS,
server Server Users management, and file server,
2016 secondary webserver.
Penetratio | Kali Linux Include penetration testing tools to
n Tester penetrate the team’s system and identify
the vulnerabilities and apply defense
mechanisms.
Intrusion Ubuntu Snort IDS to monitor network traffic
Detection and detect dangerous payloads
System
(IDS)
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Fig. 2. Illustation of One Team Setup.

On the other hand, after four weeks of starting the semester,
the coronavirus Covid-19 pandemic started to take effect on
people’s lives in Saudi Arabia and the rest of the world. In
Saudi Arabia, the government initiated a curfew, and
attendance at the university laboratory became impossible,
so the author had to conceptualize an alternative plan for the
project.

3.2 Alternative plan

Due to the pandemic, the original plan has been
modified to an alternative plan which relies on the student’s
PCs and laptops. In addition, the alternative plan needs to
consider the student’s devices capabilities, and at the same
time, the alternative plan must not abandon the core idea of
the project. So, the teams have been divided into two
groups: the Linux group and the Windows group. The Linux
group is asked to implement the requested services on the
Linux server of their choice, while the windows group is
asked to implement the requested services on the windows
server of their choice. Figure 3 illustrates the
implementation of one team of Linux groups where the
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students used Oracle Virtualbox software on their PC,
which is running Windows 10 OS, to host three virtual
machines VMs: Linux server, Linux client, and Kali Linux.
The services offered at the Linux server VM include web
server, DNS, User management, SSH, file server, and
intrusion detection systems IDS using Snort software [52].
The Linux client VM is used to test the offered services by
the server, while the kali Linux VM is used as a penetration
tester for the system. Figure 3 illustrates the idea in detail.

On the other hand, one team of windows group used Oracle
Virtualbox virtualization software to implement three
machines: Windows server which is with MS Windows
Server 2016 operating system, and Windows client which
runs MS Windows 10, and a penetration tester that uses Kali
Linux operating system. On a Windows server machine, the
services that are installed include active directory, DNS,
DHCP, user management, file server, website, NTP, and
Snort the IDS software. While the other two machines are
used to test the services that are offered by the server. Both
teams were asked to assure that their virtual networks have
two network interface cards (NIC): one is to connect their
devices, and the other is to connect these private networks
to the rest of the world.

4. Challenges and Discussion

The students had many challenges while trying to
adapt to the new arrangements due to the COVID-19
pandemic including personal and technical challenges. The
challenges that the student might face on a personal level
include, but are not limited to, stress, social isolation,
mental health, fear of the future, and dealing with myths of
COVID-19. Some students reported that they are going
through so much stress due to the sudden and unplanned
changes in their lifestyle. In addition, after the curfew went
into effect in Saudi Arabia, social isolation became
mandatory which became astonishingly hard on energetic
and dynamic young adults. One student reported that he
broke the curfew many times, some of which he got
penalized with around a three thousand dollars fine from the
government police. Mental health is another challenge
where students could suffer personally or with their
relatives. The students in this project are about to graduate
and their future of graduating, finding a job, and shifting
from student life to employee life has met a new and
unexpected situation which made the future uncertain. Also,
dealing with the myths of COVID-19 is another challenge,
where the students, like all other young adults who are using
social media on regular basis, are exposed to a huge amount
of information about COIVD-19 and not all of this
information is reliable. Dealing with the myths of COVID-
19 especially for those whose loved ones are vulnerable and
categorized as high-risk individuals, is very hard.

On the other hand, the technical challenges include students
devices capabilities, internet connectivity, software

licensing and availability, and e-learning experience.
Devices students use don’t have high capabilities such as
fast CPU, or higher RAM. Most students use regular
devices that can be bought off the shelf. On the other hand,
the internet connection became a serious issue during
COVID-19. There was a lot of pressure on internet
providers to provide the internet with high bandwidth to
accommodate all the services that is been provided by the
government and private sectors. The students faced many
connection interruptions, having that said, I can firmly
conclude it is one of the factors that contributed to students’
knowledge gaining. Some of the services we had needed to
implement required some licensing and it was very hard to
get those licenses for the students: money and technical
wise. In addition, e-learning experience and the adoption of
e-learning mode were not easy for students.

5. Conclusion

In this paper, the author describes his experience of teaching
a graduation project course during the Covid-19 pandemic.
An original and compelling idea has been proposed to be
implemented as a graduation project at Najran University.
The idea utilizes the old PCs available at the university to
implement a cybersecurity lab. An extensive literature
review that studies similar ideas has been accomplished.
The original plan has been adjusted to accommodate the
consequences of the Covid-19 pandemic. The author
discusses the challenges, suggests solutions, and reports the
reflection of the teaching experience.

References

[1] TU South Bend Admission Rates, IU Institutional Research
and Reporting
http://www.iu.edu/~uirr/reports/compliance/doc/common_d
a taset/CDS_2010/IUSB_2010.pdf (Sections C and D)

[2] Adaikkalavan, R., Hakimzadeh, H., “Problem Solving and
Critical Thinking using an Active Learning Approach”, The
11th Annual Midwest Conference on the Scholarship of
Teaching and Learning SoTL, Indiana University South Bend.
April 9, 2010 (references)

[3] Hakimzadeh, H., & Wolfer, J. (2014, May). Introducing a
CSO class to ease transition to CS1: Another attempt at
retention. In Proceedings of International Conference on
Engineering and Computer Education (Vol. 6).

[4] Hakimzadeh, H., Adaikkalavan, R., & Wolfer, J. (2011). CSO0:
A Project Based, Active Learning Course. International
Transaction Journals of Engineering Management and
Applied Sciences and Technologies.

[5] Prince, M. (2004). Does active learning work? A review of
the research. Journal of engineering education, 93(3), 223-
231.

[6] Hakimzadeh, H., & Wolfer, J. (2014, May). Introducing a
CSO class to ease transition to CS1: Another attempt at



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.1, January 2022 723

retention. In Proceedings of International Conference on
Engineering and Computer Education (Vol. 6).

[7] Draft, S. (2013). Computer Science Curricula 2013. ACM
and IEEE Computer Society, Incorporated: New York, NY,
USA.

[8] Birch, M. R., Boroni, C. M., Goosey, F. W., Patton, S. D.,
Poole, D. K., Pratt, C. M., & Ross, R. J. (1995, March).
DYNALAB: a dynamic computer science laboratory
infrastructure featuring program animation. In Proceedings of
the twenty-sixth SIGCSE technical symposium on Computer
science education (pp. 29-33).

[9] Kneale, B., & Box, 1. (2003). A virtual learning environment
for real-world networking. Information Science, 71.

[10] Gerdes, J., & Tilley, S. (2007, October). A conceptual
overview of the virtual networking laboratory. In Proceedings
of the 8h ACM SIGITE conference on Information
technology education (pp. 75-82).

[11] Kuliesius, F., & Ousinskis, E. (2013). Development of a
networking laboratory complex. International Journal of
Digital Information and Wireless Communications, 335-340.

[12] Cisco Networking Academy. n.d. “Cisco Networking
Academy Course Catalog.” Retrieved March 4, 2020
(http://www.cisco.com/web/learning/netacad/course_catalog
/CCNAexploration.html).

[13] Odom, W. (2011). CCNA 640-802 Official Cert Library,
Updated. Cisco Press.

[14] Lammle, T. (2011). CCNA Cisco Certified Network
Associate Deluxe Study Guide. John Wiley & Sons.

[15] Teare, D. (2010). Implementing Cisco IP routing (ROUTE)
foundation learning guide: foundation learning for the
ROUTE 642-902 exam. Pearson Education.

[16] Wallace, K. (2010). CCNP TSHOOT 642-832 Official Cert
Guide. Cisco Press.

[17] Caicedo, C. E., & Cerroni, W. (2009, October). Design of a
computer networking laboratory for efficient manageability
and effective teaching. In 2009 39th IEEE Frontiers in
Education Conference (pp. 1-6). IEEE.

[18] Yoo, S., & Hovis, S. (2004). Remote access internetworking
laboratory. ACM SIGCSE Bulletin, 36(1), 311-314.

[19] Ishiguro, K. (2002). Gnu Zebra. Software on-line:
http://www. zebra. org.

[20] DeHart, J., Kuhns, F., Parwatikar, J., Turner, J., Wiseman, C.,
& Wong, K. (2006, March). The open network laboratory. In
Proceedings of the 37th SIGCSE technical symposium on
Computer science education (pp. 107-111).

[21] White, B., Lepreau, J., Stoller, L., Ricci, R., Guruprasad, S.,
Newbold, M., ... & Joglekar, A. (2002). An integrated
experimental environment for distributed systems and
networks. ACM SIGOPS Operating Systems Review, 36(SI),
255-270.

[22] Chun, B., Culler, D., Roscoe, T., Bavier, A., Peterson, L.,
Wawrzoniak, M., & Bowman, M. (2003). PlanetLab: an

overlay testbed for broad-coverage services. ACM
SIGCOMM Computer Communication Review, 33(3), 3-12.

[23] Touch, J. (2001). Dynamic Internet overlay deployment and
management using the X-Bone. Computer Networks, 36(2-3),
117-135.

[24] Anon. n.d. “Schooner.” Network Systems Laboratory.
Retrieved March 4, 2020
(http://pages.cs.wisc.edu/~pb/cs638.html/index.html).

[25] Marsh, R. T. (1997). Critical foundations: protecting
America's infrastructures. President's Commission on Critical
Infrastructure Protection.

[26] National Research Council, C. O. R. P. O. R. A. T. E.
Computers at risk: Safe computing in the information age.
National Academy Press, 1991.

[27] Hill, J. M., Carver Jr, C. A., Humphries, J. W., & Pooch, U.
W. (2001). Using an isolated network laboratory to teach
advanced networks and security. ACM SIGCSE Bulletin,
33(1), 36-40.

[28] Spillman, R. (1992). A Computer Security Course in the
Undergraduate Computer Science Curriculum. Collegiate
Microcomputer, 10(2), 91-96.

[29] Barnett, S. F. (1996, May). Computer security training and
education: a needs analysis. In Proceedings 1996 IEEE
Symposium on Security and Privacy (pp. 26-27). IEEE.

[30] Chin, S. K., Irvine, C. E., & Frincke, D. (1997). An
information security education initiative for engineering and
computer science (No. NPS-CS-97-003). NAVAL
POSTGRADUATE SCHOOL MONTEREY CA DEPT OF
COMPUTER SCIENCE.

[31] Higgins, J. (1989, October). Information security as a topic in
undergraduate education of computer scientists. In
Proceedings of the Twelfth National Computer Security
Conference (pp. 553-557).

[32] Irvine, C. E. (1999). Amplifying security education in the
laboratory. NAVAL POSTGRADUATE SCHOOL
MONTEREY CA DEPT OF COMPUTER SCIENCE.

[33] Hill, J. M., Carver Jr, C. A., Humphries, J. W., & Pooch, U.
W. (2001). Using an isolated network laboratory to teach
advanced networks and security. ACM SIGCSE Bulletin,
33(1), 36-40.

[34] Schafer, J., Ragsdale, D. J., Surdu, J. R., & Carver, C. A.
(2001, April). The IWAR range: a laboratory for
undergraduate information assurance education. In Journal of
Computing Sciences in Colleges (Vol. 16, No. 4, pp. 223-
232). Consortium for Computing Sciences in Colleges.

[35] Mateti, P. (2003). A laboratory-based course on internet
security. ACM SIGCSE Bulletin, 35(1), 252-256.

[36] O'Leary, M. (2006). A laboratory based capstone course in
computer security for undergraduates. ACM SIGCSE
Bulletin, 38(1), 2-6.

[37] Wagner, P. J., & Wudi, J. M. (2004). Designing and
implementing a cyberwar laboratory exercise for a computer
security course. ACM SIGCSE Bulletin, 36(1), 402-406.



724 IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.1, January 2022

[38] Du, W., & Wang, R. (2008). SEED: A suite of instructional
laboratories for computer security education. Journal on
Educational Resources in Computing (JERIC), 8(1), 1-24.

[39] Wolf, T. (2009). Assessing student learning in a virtual
laboratory environment. IEEE Transactions on Education,
53(2), 216-222.

[40] Hoffman, C. M., Houstis, E. N., Rice, J. R, Catlin, A. C.,
Gaitatzes, M., Weerawarana, S., ... & Taylor, D. G. (1994).
SoftLab—a virtual laboratory for computational science.
Mathematics and computers in simulation, 36(4-6), 479-491.

[41] Federl, P., & Prusinkiewicz, P. (1999, June). Virtual
Laboratory: An Interactive Software Environment for

Computer Graphics. In Computer graphics international (Vol.

242, p. 93x100).

[42] Litticke, R., Gnorlich, C., & Helbig, H. (2002). VILAB-a
virtual electronic laboratory for applied computer science. In
Proceedings of the Conference Networked Learning in a
Global Environment (p. 135).

[43] Gagne, R. M., & Briggs, L. J. (1974). Principles of
instructional design. Holt, Rinehart & Winston.

[44] Hakimzadeh, H., & Wolfer, J. (2014, May). Introducing a
CSO class to ease transition to CS1: Another attempt at
retention. In Proceedings of International Conference on
Engineering and Computer Education (Vol. 6).

[45] Bachnak, R., & Steidley, C. (2002). An interdisciplinary
laboratory for computer science and engineering technology.
Journal of Computing Sciences in Colleges, 17(5), 186-192.

[46] National Science Foundation Grant number DUE-9551971,
The Intelligent Factory: A Platform for Improving
Manufacturing Using Artificial Intelligence Techniques
(1995+97).

[47] National Science Foundation Grant number DUE-9851567,
Remote Design/Manufacturing Laboratories (1998+2000)

[48] Van Til, R. P., Sengupta, S., Dessert, P. E., Srodawa, R. J., &
Wagner, C. C. (1997, November). An interdisciplinary
laboratory for teaching manufacturing and artificial
intelligence. In Proceedings Frontiers in Education 1997 27th
Annual Conference. Teaching and Learning in an Era of
Change (Vol. 3, pp. 1594-vol). IEEE.

[49] Carstensen Jr, L. W., Shaffer, C. A., Morrill, R. W., & Fox,
E. A. (1993). GeoSim: A GIS-based simulation laboratory for
introductory geography. Journal of Geography, 92(5), 217-
222.

[50] A. Alghamdi, “Analyzing the Barriers and Possibilities with
p-values towards Starting a New Postgraduate Computer and
Engineering Programs at Najran University: A Cross-
Sectional Study,” International Journal of Advanced
Computer Science and Applications (IJACSA), vol. 11, no.
12, 59/31 2020, doi: 10.14569/1JACSA.2020.0111215

[51] Kerski, J. (1999). A nationwide analysis of the
implementation of GIS in high school education. In
Proceedings of the 21st Annual ESRI User Conference, San
Diego, California.

[52] Roesch, M. (1999). Snort—Lightweight Intrusion Detection
for Networks. Proceedings of the 13th USENIX Conference
on System Administration, 229-238.

[53] Zhang, X., Jeong, S., Kunjithapatham, A., Gibbs, S.: Towards
an Elastic Application Model for Augmenting Computing
Capabilities of Mobile Platforms. In: The 3rd International
ICST Conference on Mobile Wireless Middleware,
Operating Systems, and Applications (MobileWare), vol.
48(4), pp. 161-174 (2010)

[54] Fan, X., Cao, J.: 4 Survey of Mobile Cloud Computing. ZTE
Communications 9(1), 4-8 (2011)

[55] Huerta-Canepa, G., Lee, D.: A virtual cloud computing
provider for mobile devices. In: Proc. of the 1st ACM
Workshop on Mobile Cloud Computing & Services: Social
Networks and Beyond (2010)

[56] Giurgiu, 1., Riva, O., Juric, D., Krivulev, L., Alonso, G.:
Calling the Cloud: Enabling Mobile Phones as Interfaces to
Cloud Applications. In: Bacon, J.M., Cooper, B.F. (eds.)
Middleware 2009. LNCS, vol. 5896, pp. 83—102. Springer,
Heidelberg (2009)

Abdullah Alghamdi has a Ph.D. in
Computer and Information  Systems
Engineering  from  Tennessee  State
University, Nashville, TN. Dr. Alghamdi
obtained his M.Sc. in Networking and
Systems Administration from Rochester
Institute of Technology, Rochester, NY and
B.Sc. in Information Systems from the Al-
Imam Muhammed Bin Saud University, Saudi Arabia. Dr.
Alghamdi is currently working as an assistant professor at
Information Systems Department at the college of Computer
Science and Information Systems, Najran University, Najran,
Saudi Arabia. He is also trustee and executive secretary of
scientific council. He has many publications in international
journals and conferences. He is experienced in teaching,
administration and research. He has been reviewer and guest editor
of many journals, and he attended several conferences. His current
research topics are security, privacy, loT, interdisciplinary
applications, computer education and academic leadership.




