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Abstract

The Internet of Things (IoT) has gotten a lot of research attention
in recent years. [oT is seen as the internet's future. IoT will play a
critical role in the future, transforming our lifestyles, standards,
and business methods. In the following years, the use of IoT in
various applications is likely to rise. In the world of information
technology, cyber security is critical. In today's world, protecting
data has become one of the most difficult tasks. Different type of
emerging cyber threats such as malicious, network based and
abuse of network have been identified in the IoT. These can be
done by virus, Phishing, Spam and insider abuse. This paper
focuses on emerging threats, various challenges and
vulnerabilities which are faced by the cyber security in the field
of IoT and its applications. It focuses on the methods, ethics, and
trends that are reshaping the cyber security landscape. This paper
also focuses on an attempt to classify various types of threats, by
analyzing and characterizing the intruders and attacks facing
towards the IoT devices and its services.
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1. Introduction

Cyber security has been defined as "a body of
technologies, practiced through an organized set of actions,
meant to protect Networks, Computers, System Software
Applications, and data from an attack, harm, or illegal
access.". Malicious attacks, network attacks, and network
misuse are all examples of Cyber Emerging Threats,
according to experts. A malicious attack is any attempt to
use another person's computer to corrupt the resources
with viruses, Trojan horses, spyware, and other malware.
Network attacks are acts that are intended to harm or
disrupt the data flow of information in a Computer System
on a Network Service account, resulting in effects such as
Denial of Service (DoS) [1, 2], account hijacking,
email fraud etc. Network misuse [3] is essentially an attack
against a network's point of engagement, and it can be
used in a variety of ways, including spam, phishing, and
phishing emails. Cyber-attacks are usually seen as criminal
acts carried out via the Internet. These exploits can include
stealing an institution's intellectual property, capturing
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online bank accounts, developing and distributing Viruses
on many computers, leaking confidential business
information over the internet, and destroying a country's
core public infrastructure. Internet threats are regarded as
the most common cause of corporate failure and revenue
losses across all organizations. [4]. "An effort to discredit
or undermine the operation of a computer-based system, or
an effort to track the online activities of individuals
without their consent. Attacks of this nature may go
undetected by the end user or cause the network to be
completely disrupted, rendering none of the users unable
to do even the most basic of operations" [5].

The Internet of Things has successfully brought the
fictitious world and the actual world together on the same
interface. The construction of a smart environment and
self-aware autonomous devices, such as home automation,
smart products, smart health, and intelligent buildings, are
among the key aims of IoT [6]. The rate of adoption of IoT
devices is currently very strong, with an increasing number
of devices connected to the internet. Author in[7]
estimates that there will be 30 billion linked things with
around 200 billion connectivity by 2020, generating
revenue of around 700 billion euros. In China, there are
already nine billion gadgets, with the number predicted to
rise to 24 billion by 2020. The Internet of Things will
fundamentally alter our lifestyles and economic practices
in the future. It will allow individuals and gadgets to
connect at any time, from anywhere, with any device, in
optimal circumstances, across any network and utilizing
any services [8]. The major purpose of the Internet of
Things is to build a better world for humans in the future.
Figure 1 depicts the principle components of IoT
architecture. It consists of cloud infrastructure, network
infrastructure, things and the gateways. The cloud
infrastructure comprises of the various devises that can
access the complete hardware and the software
components. It should also support the necessary
requirements of a computing paradigm. The network
infrastructure comprises of the various devises that can
access the complete hardware and the software resources
to enable the inter connectivity of resources in order to
establish the secure connection between them [9]. It is also
responsible  for connectivity and communication
establishments between the networks. The IoT gateways
are responsible for establishing the communication in IoT.
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It can be usually device to device or peer to peer
communication. It also acts as an administrator interface
in between the peer to peer devices. Attackers and hackers
target IoT devices on a daily basis. According to a survey,
70 percent of IoT devices are very easy to hack. As a result,
an effective technique to protect devices connected to the
internet from hackers and intruders is critical [10].

This paper seeks to contribute to a better
understanding of emerging threats and the vulnerabilities
of cyber security in the IoT and its applications which are
originating from various intruders like organizations and
intelligence. The process of identifying threats and
vulnerabilities in the IoT based systems is necessary for
specifying a robust, complete set of security requirements
and also helps determine if the security solution is secure
against malicious attacks in IoT based devices and its
applications. The rest of the paper is organized as: Section
2 discusses motivation of the proposed work. While,
Section 3 provides a brief overview about the cyber
security, Emerging Cyber Security Threats, Section 4
depicts the discussion about Internet of Things, its devices,
the security threats, Attacks, and Vulnerabilities in IoT.
Section 5 depicts the conclusion of this comprehensive
study.

2. Motivation of the proposed work

Challenges faced by the IoT based systems by Cyber

security vulnerabilities are as follows:

e Various methods were proposed earlier for
improving performance of Cyber security systems.
Majority of the IoT systems are still in process for
the enhancement of Cyber security and its threats
and vulnerabilities, but with poor accuracy.

e  Various methods were used earlier for improving
the accuracy of cyber security in the IoT based
systems. Though, it was highly scalable, but the
performance was poor in terms of accuracy.

e As a result, detecting risks and vulnerabilities in
Al and IoT based systems is required for defining
a robust, comprehensive set of security criteria, as
well as determining whether the security plan is
secure against unwanted assaults.

of Back Propagation Neural
detects the wvulnerabilities more

e  Application
Networks
precisely.

3. Cyber Security:

Security is defined as a method for protecting an

object from physical harm, illegal access, crime, or loss by
maintaining high secrecy about the object and making that
available information whenever it is required.
The technique of protecting computers, servers, mobile
devices, communications devices, networks, and data from
hostile intrusions is known as cyber-security. It's also
known as electronic data security or information systems
security. The phrase is used in a range of contexts, ranging
from corporate to mobile computing, and it may be broken
down into a few subcategories.

e Network security refers to the process of protecting a
computer network from attackers, whether they are
targeted attackers or reactive malware.

e Application security is concerned with preventing
threats to software and devices. A hacked program
could allow access to the data it was supposed to
secure. Security starts throughout the design phase,
long before a program or device is implemented.

e Integrity and privacy of data are secured by data
security, both in storage and in transport.

e Procedures and choices for managing and safeguarding
digital assets are included in security procedures. The
protocols that dictate how and where data may be kept
or exchanged, as well as the rights users have while
connecting a network, all fall under this category.

e Disaster recovery and continuity planning are the terms
that describe how a company reacts in the case of a
cyber-security breach or any other catastrophe.
This results in the loss of activities or data. Incident
management policies define how an institution returns
operations and data to the same operational capabilities
as before the incident. Contingency planning is the plan
that an organization uses when it is unable to operate
due to a lack of assets.

e  End-user training handles the most unpredictably
and uncertain aspect of cyber-security. This can be
done by failure to obey appropriate security measures.
Anyone can unintentionally introduce a virus into an
unprotected system [11]. It is critical for every
organization to maintain the security by teaching users
to delete suspicious email as attachments, not plug in
unrecognized USB drives, and a variety of other key
teachings etc.

3.1. Emerging Threats in Cyber Security

Every country on earth has a particular set of risks. In
fact, any work of securing the web and staying ahead of
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developing dangers can be a difficult one, even for PC
users who are comfortable with security technologies .
There isn't a week that goes by without a virus infection,
an attempt of hacking, or a phishing scheme being
reported. As a result, a variety of PC users, including those
who have deployed security software such as firewalls,
anti-virus, and specific filtering software, may be
vulnerable to security risks [12] and software failures.
These risks are usually classified as hostile, security
breaches, or system abuse. Computer viruses, malware,
Trojan, key loggers, and Automation tools are examples of
malicious software. Ethical hacking, denial of service
(DOS), phishing, and web deliberate destruction are all
examples of network attacks. SPAM, phishing, and
phishing emails are examples of network abuses, and some
of these risks are discussed below in relation to network-
related forgery cases [13]:

e  Phishing and email Spamming

e Botnet

e Malware and Spyware

o Key loggers

e Social Engineering

e Denial of Service

e Virus
e Worm
4. Internet of Things

The Internet of Things (IoT) [14] is an extension of
the Internet into the real world that allows users to interact
with tangible objects in their environment. As shown in
Figure 1, individuals, gadgets, and applications are
fundamental notions in the IoT domain. Various projects
have distinct definitions and distinct meanings for them.
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Figure 1. Principle concepts of an IoT domain

4.1 Devices for IoT based on AI

Artificial intelligence (Al) is the capacity of a system
or a machine controlled by a computer to do normally
require human cognition and discernment. Al also refers to

the intelligence exhibited by machines rather than innate
ability produced by animals such as humans. Al based loT
is a piece of hardware that enables the entity to interact the
Back propagation Neural Network (BPNN), an Al based
technology with the virtual environment [14]. It's also
known as a sensible thing, which can be something really
networked and equipped with sensors that provide
information about the physical surroundings (e.g.,
temperature, moisture, existence detection systems, and
emissions), sensors (e.g., lighting control, displays, motor-
assisted shutters, or any other activity that a device can
undertake), and embedded computers [15, 16]. A gadget
that is part of the Internet of Things can communicate with
other IoT devices and ICT systems. Cellular (3G or LTE),
WLAN, wireless, and other technologies are used to
connect between these devices [8]. The size, i.e., tiny or
ordinary; portability, i.e., portable or fixed; indoor or
outdoor source of power; if they are attached infrequently
or always-on; done by robots or non-automated; physical
or logical entities; and, finally, if they are IP-enabled
entities or non-IP devices determine IoT device
classification. The ability to automate and/or detect, the
ability to limit power/energy, connectivity to the physical
environment, inconsistent connection, and portability are
all properties of IoT devices. Others may not need to be
fast and dependable, or provide convincing security and
privacy [9]. Some of these gadgets are protected physically,
while others are left unsupervised. In reality, devices in
IoT contexts should be safeguarded from any risks that
could compromise their operation. However, because of
their features, most IoT devices are susceptible to both
external and internal assaults [16]. Due to resource limits
in terms of IoT processing capabilities, storage, and
battery capacity, implementing and using an effective

security mechanism is difficult.
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4.2. Security Threats, Attacks, and
Vulnerabilities in IoT

The resources available (system components) that
constitute the IoT must first be recognized before security
concerns which can be addressed. Understanding the asset
management system, which includes all IoT modules,
devices, and applications, is critical. An asset is a valuable
and sensitive economic asset that belongs to a company.
The system hardware (which includes buildings, machines,
and other items), firmware, applications, and data provided
by the services are the most important assets of any Iot
environment.

4.2.1 Vulnerability

Security flaws are defects in a system's architecture or
functionality that allow an attacker to run commands,
access information without permission, and/or launch
DOS attacks. In IoT systems, weaknesses can be found in
a variety of places. They can include flaws in
systems hardware or software, as well as flaws in system
policies and processes. it also includes the flaws in the
network users themselves [7]. [oT systems are made up of
two basic components such assystem hardware and
system software in which, both of which are prone to
design faults. Hardware attacks are hard to find and repair,
even when they are found, due to hardware compatibility
and interoperability, as well as the time and effort required
to fix them. Operating systems, application software, and
control software, such as communication systems and
device drivers, all have software attacks. Program design
faults are caused by a variety of variables, particularly
human factors and software complexity. Human flaws are
frequently the source of technical attacks. Creating the
project without a plan, inadequate communication between
developers and users, an insufficient resources, abilities,
expertise, and failing to manage and control the system are
all examples of not knowing the needs [7].

4.2.2 Exposure

An attacker can execute intelligence gathering
activities due to a flaw or mistake in the system
configuration. Adaptive capacity against physical threats is
one of the most difficult concerns in the IoT. In most IoT
applications, devices are likely to be left unsupervised and
positioned in areas that are readily available to attackers.
As a result of this vulnerability, an attacker may be able to
capture the device, extract cryptographic credentials,
modify its code, or replace it with a hostile device under
the attacker's control.

4.2.3 Threats

A threat is an event that exploits a system's security flaws
to cause harm to it. Humans and environment can both
pose threats. Extreme events, storms, cyclones, and fires
have the potential to destroy computer systems. Natural
disasters are difficult to prevent, and few safeguards can
be put in place. The greatest techniques to secure systems
from natural risks [11] are disaster response strategies,
such as backup and contingency plans. Human threats are
those that are created by people, such as malicious threats
that are either internal (somebody has permitted access) or
exterior (participants or groups acting outside the network)
in nature and seek to harm or damage a system. The
following types of human dangers are classified:

e Structured threats: people who are aware of
system threats and can understand, develop, and
exploit codes and scripts;

e Structured threats: people who are aware of
system threats and can recognize, create, and
utilize codes and scripts;

e  Advanced Persistent Threats (APT) is an example

organized threat. APT is a

complicated network assault that aims to steal

data from high-value data in business and
government entities such as industrial, finance,
and domestic security.

of an

As the IoT becomes a fact, the number of security
risks has increased, posing a risk to the general public.
Unfortunately, the Internet of Things brings with it a new
set of security risks. There is a growing understanding of
cyber security and the IoT as a rising awareness that the
new generation of smartphones, laptops, and other gadgets
may be exploited by malware and thus subject to attack.

4.2.4 Attacks

Vulnerability are attempts to destroy a system or
interrupt regular operations by utilizing various strategies
and tools to find weaknesses. Intruders carry out attacks
for a variety of reasons, including personal gratification or
monetary gain. The word "attack cost" refers to the
assesement of an attacker's challenges in terms of their
skill, assets, and purpose. People who pose a threat to the
digital realm are known as attack agents [6]. Hackers,
criminals, or even governments could be involved [7].
Section 3 delves more into the subject. Active cyberattacks,
such as monitoring un-encrypted traffic in search of
confidential material; passive attacks, such as tracking
undefended network communications to decipher loosely
encoded traffic and obtain user credentials; close-in
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attacks; insider exploitation, and so on, are all examples of
attacks [21-25]. The following are examples of common
cyber-attacks

(a) Physical attacks

The hardware devices are tampered with in this type of
assault [20]. Most [oT devices operate in outdoor locations,
which are especially vulnerable to physical attacks due to
their unsupervised and scattered nature.

(b) Intelligence based attacks

Intelligence gathering attacks include the illegal discovery
and identification of systems, resources, or attacks.
Monitoring the network access points, packet packet
sniffing, network monitoring, and making queries
regarding IP address details are all examples of
Intelligence gathering based attacks.

(c¢) Denial-of-service (DoS):

An effort is made to make a system or network device
inaccessible in this type of attack [19]. The bulk of IoT
devices are susceptible to resource enervation attacks due
to their poor memory capacities and restricted computing
resources.

(d) Access attacks

Unauthorized individuals obtain access to networks or
systems to which they do not have permission. There are
two sorts of accessibility attacks:

1. Access control, in which an attacker gains
physical access to a device.

2. Remote control to IP-connected systems.

3.

(e) Attacks on privacy

Since, enormous amounts of data are easily accessible
through remote access techniques [18], information
privacy in the IoT has become increasingly difficult. The
following are the most prevalent attacks on privacy
protection:

e Data mining: allows attackers to find the data in
databases that they weren't expecting.

e  Cyber espionage: obtaining secret data from users,
companies, or the government by utilizing
breaching techniques and harmful software.

e Eavesdropping is the practice of monitoring in on
a discussion between two people.

e The computer's unique identifying number can be
used to trace a wuser's activities. Tracking
the location of a user makes it easier to identify
them in instances where they don't want to be
identified.

(f) Password-based attacks

Intruders are attempting to replicate the password of a
valid user. This attempt can be carried out in two ways:

1) Dictionary based attack - attempting to guess user
passwords using variety of letters and digits

2) Brute-force assaults, which involve employing
breaching tools to try all feasible password sequences in
order to find legitimate passwords.

(g) Cyber-crimes

Users and data are exploited through the Internet and smart
things for monetary benefit, such as online piracy, identity
fraud, trademark theft, and fraud [6, 7, 17].

(h) Destructive attacks

Space is being exploited to interrupt and destroy people
and assets on a large scale. Terrorism and retaliatory
attacks are examples of harmful attacks. g) Data
Acquisition and Supervisory Control (SCADA) Attacks:
The SCADA system, like any other TCP/IP system is
subject to a variety of cyber-attacks . Any of the following
methods can be used to attack the system:

i. Using DoS attacks to bring the system to a halt.

ii. Taking control of the system with Trojans or malware.

5. Conclusion and Future Enhancements

The goal of this study is to assess the categorization
of various system underlying hazards. This expose IoT
architecture and applications to various cyber threat
vectors and make a case for research in this developing
technology. The topic of our talk is the discovery of
various attacks found in IoT application and service areas.
On a configuration of smart metering infrastructure, the
authors ran two different attack scenarios . The findings of
our experiments reveal that multiple threat actors could
leverage designed vectors to exploit susceptible IoT
systems (whether it's an application, hardware, software,
or firmware). Finally, it is vital to continue the
conversation while also forcing device manufacturers and
element suppliers to build and execute solutions to
counteract cyber-threats in order to ensure customer
confidence in IoT innovation and change.
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