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Abstract

To make the research and development in IoT networks witness a
significant improvement and last for a long period, it is always
important to attract new researchers to work on this area and be a
part of it. The best way to attract researchers to work in any
research area and have their interest is to give them a clear
background and roadmap about it. In this way, researchers can

easily find a deep point to start their research based on their interest.

This paper presents an overview and roadmap about IoT
technologies from the most five vital aspects: IoT architecture,
communication technologies, type of IoT applications, IoT
applications protocols and IoT challenges.
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1. Introduction

The Internet of things (IoT), in simple terms, is a
machine-to-machine communication via the Internet used
to perform specific tasks. Humans also can act as a third
party in connecting and communicating with machines via
controllers such as smartphones [1]. IoT technologies have
played a vital role in simplifying work through saving time
and effort [2]. Therefore, this technology might witness an
extraordinary rise in the coming years, and the number of
connected devices in use globally might reach over 100
billion. For this reason, researchers have been working to
develop this technology from many aspects such as security,
data rate, coverage and more to make it a more reliable and
scalable technology. In order to make the research and
development in IoT networks witness a significant
improvement and last for a long period, it is always
important to attract new researchers to work on this area and
be a part of it. The best way to attract researchers to work in
any research area and have their interest is to give them a
clear background and roadmap about it; in this way,
researchers can easily find a deep point to start their
research based on their interest. This paper presents an
overview and roadmap about IoT technologies from the
most five vital aspects. Based on these aspects, a researcher
might be able to create a clear plan to start their research.
The first aspect is the fundamental of the IoT structure and
its layers. The second aspect is related to the
communication technologies that link IoT devices in a
network. The third aspect is about selecting an environment
area for deploying IoT devices to provide services to end-
users, based on the IoT application types. The fourth aspect
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is related to the communication protocols at the application
layer. The final aspect concerns the challenges that IoT
systems face.

2. Background and Roadmap for IoT (IoT
Architecture)

The IoT architecture can be categorised into four main
layers: perception layer, network layer, middleware layer
and application layer as shown in Fig. 1.[3]. The main
objective of this classification is to assist [oT developers in
identifying the area of any technical issues based on this
classification.

Preception Layer

Network layer ToT Archi Mi Layer

Application Layer

Fig. 1 IOT ARCHITECTURE.
2.1 The Perception Layer

The perception layer is the first layer that the [oT system
begins to execute. It is likely same as the physical layer in
the OSI network. This layer is responsible for collecting and
exchanging data from the surrounding areas in the physical
world [4]. Sensors and actuators are the two primary items
that can detect and sense the changes in the real-world
environment, for example measuring the temperature of a
room and then sending the collected data to the next layer,
which is the network layer for connectivity [5].

Sensors: A sensor is an electronic device that can detect and
sense the physical environment such as measuring the
temperature by using a thermistor [6].
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Actuators: An actuator is a machine that can move the IoT
devices from one state to another state such as switching the
light off or on by using a Rely device [7].

IoT Data: The IoT objects such as sensors and actuators
generate two types of data. Measurement data is when
sensors generate data to detect and sense the events in real
world of the surrounding environment such as temperature,
humidity etc. Context-data provides information about the
description of an object and its condition such as battery-
life, latency, etc. and sends this information to the users [8].
IEEE 802.15.4 was introduced in 2003 as a wireless
personal area network standard for the physical layer and
MAC, which is preferable in cases where high power and
high-rate wireless communication systems are not required
[9]. It covers small areas only, and the maximum
transmission range that it can reach is about 100m [10].

2.2 The Network Layer

The network layer is the second layer in the IoT

architecture. It acts as the brain of the IoT systems [11]. The
primary aim of the network layer is to gather data from the
perception layer and transmit this information to the
middleware layer for further analysis and processing.
Internet getaways such as WiFi, RFID, etc. operate at this
layer to execute different network communication services
[12]. In this section, the communication technologies,
routing, and the architecture of IoT networks will be
discussed.
Communication technologies can be defined as the
mechanism type that links [oT devices in a network for the
purpose of data transmission. There are various
communication mechanisms in the market, such as WiFi. In
this section, seven communication mechanisms with their
description are listed below. There are more than these
seven in the market; however, we believe the following
seven are the most important once as shown in Fig. 2.

NB- 10T
NFC
Zigbee Communcation technologies Sigfox
Z wave
RFID
Bluetooth

Fig. 2 Communication technologies.

Sigfox: Sigfox could be considered as the first global IoT
network in which IoT devices can transmit data without the
need to install any network connections. The management of
transmitting data between IoT devices proceeds in the cloud
by the software-based communication that the Sigfox offers.
This management leads to minimising the cost of
connectivity and power consumption [13]. The Sigfox
network architecture consists of three majors’ parts: base
stations, IoT devices and central networks. The
communication protocol in Sigfox is designed to send small
messages (0 to 12 bytes) [14].

NB-IOT: Researchers are giving more concern to the NB-
IoT due to its low-cost, low power consumption, long-
distance indoor coverage. It is the most popular choice for
most of the IoT nodes [15]. The bandwidth of NB-IoT for
both uploading and downloading is the best choice for low-
cost devices, and it is about 180 kHz, which is considered as
a low-frequency bandwidth. NB-IoT provides connectivity
for IoT devices over long-distances, and the maximum
coverage that it can serve is about 15km. The latency in NB-
10T is preferable in many IoT applications, which is about
10ms [16].

Zigbee: Zigbee has been launched as a wireless
communication protocol. In comparison with other
communication protocols, the cost of establishing a ZigBee
network is low. It covers small areas with a low data rate and
can provide service monitoring in small areas, such as homes
[17]. The coverage of a Zigbee network is the same as a Wi-
Finetwork because both provide the same bandwidth, which
is 2.4 GHz [18].

NFC: Near Field Communication was introduced as
wireless communication technology to provide connectivity
in a very small area. NFC has added value and brings many
advantages to the IoT technology. One of its remarkable
gains is in the way of communications, since it does not
require any pairing to set up, so it is much easier than
Bluetooth, which requires paring [19]. The main
disadvantage of NFC is the short coverage, which is about 4
cm [20].

Radio Frequency Identification: RFID can be classified
as one of the wireless communication technologies. The
primary objective of RFID is to collect data from the
surrounding areas in a limited range from Im to 12m by
broadcasting radio signals and it processes this information
to implement services such as monitoring, tracking, etc. [21].
RFID tags and RFID readers are the two main parts of the
RFID system; tags such as cards collect information by
broadcasting radio waves, whereas readers act as a brain to
execute processing [22].

Bluetooth: Bluetooth technology can be utilised to provide
connectivity for IoT devices in a limited range. The
maximum range that Bluetooth can cover is about 10m.
Bluetooth operates with low power, and there is a limit in the
number of devices that can connect at the same time, which
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is about 8 devices. It is suitable for small areas such as homes
and apartments [23].

Z-Wave: Z-Wave was introduced to provide connectivity
for many IoT applications in small zones such as homes. It
has a low power consumption MAC standard. The
maximum coverage that the Z-Wave can reach is about 30
metres. It is suitable for small messages, and it provides P2P
communication. Master/slave is the architecture that the Z-
Wave follows [24].

The power consumption of the wireless techniques for
the ToT devices communication differs from protocol to
another protocol, and each protocol has its own
specifications other than the power consumption such as
distance and data rare and more specifications.

Table 1: State of the art comparison
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Based on these specifications, the IoT systems
developers can select a suitable communication protocol to
fit in the environment they are designing. In Table 1. In [25],
the authors collected information about five wireless
techniques, namely Proximity, NFC, ZigBee, Wi-Fi and
LoRa to compare them in terms of distance, data rate, energy
efficiency and security.

Network Architecture

The topologies of IoT networks are divided into two main
categories: centralized and distributed IoT networks. The
IoT system developers design the network topology of their
systems based on the IoT applications' requirements. In this
section, centralized and IoT networks will be discussed.

a) Centralized loT Networks

In centralized networks, all [oT devices process, control, and
store data in one single gateway. The network’s workload
will not be distributed into several gateways to balance the
traffic in the network. As all nodes share the same gateway,
more congestion and traffic are expected. The main
disadvantage of this type of network is when the central
gateway shuts down; all [oT nodes will be disconnected [26].

b) Distributed IoT Networks
In distributed IoT networks, the processing, controlling and
storing of data in IoT devices are distributed in several

gateways, and each gateway works independently to balance
the workload of IoT nodes. This network brings many
advantages to the IoT systems in term of many aspects, such
as low latency, high flexibility and high scalability. Due to
these features, the distributed IoT network is much better
than the centralized once [27].

Routing in IoT

Routing can add value to IoT technology in general and can
play an essential role in developing the IoT-network
environment. Routing protocols can discover the optimal
paths between any two nodes among multiple paths for
packets to be delivered to its destination [28]. Routing
algorithms are responsible for deciding the optimal route
between the sender and the receiver. Researchers and
developers aim to suggest and develop different routing
algorithms to achieve several goals such as increasing the
network lifetime and minimizing the latency and more [29].

2.3 The Middleware Layer

The middleware layer is the third layer in the IoT
architecture. It analyzes and stores the received data from the
network layer [30]. It works as a bridge to link the IoT
system to the computing systems and databases for further
processing. It is responsible for preparing the data to be
utilized in the application layer. Machine learning and
artificial intelligence systems might be used at this layer to
transform the collected data into valuable information to
support the system in the decision-making process at the
application layer [31].

2.4 The Application Layer

The application layer is the top layer in the IoT
architecture and its main purpose to provide services for the
end-users [32]. This layer generates the processed data from
the middleware layer to meet the QoS in IoT applications in
various cases to deliver services to the end-user. It works as
a chain to enable end-users to use IoT applications such as
smart homes, smart cities, smart industries, etc. End-user can
access these IoT applications through internet-enabled
devices such as smartphone, laptop, television, etc. [33]. In
this section, the most popular IoT applications and their
messaging protocols will be defined.

a) IoT application types

In this section, application types refer to the name of
applications when delivering services for end-users.
Therefore, applications vary from one to another based on
the environment and the delivered services to the end-user.
In this section, the most important seven [oT applications are
listed as shown in Fig .3.
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Fig. 3 Application types for users.

IoT in healthcare: The main objective of proposing IoT is
to provide more convenient life for humans by organizing
their basic tasks. The treatment of patients in the healthcare
systems can be enhanced when the [oT devices utilized in
the system [34]. This can be achieved by combining the IoT
sensors with the health monitoring gadgets used by patients
to provide further analyses. These sensors gather
information about the status of patients and send this
information to the internet for further processing. Doctors
and nurses use the analysed and processed data to monitor
the status of patients remotely [35]. Moreover, healthcare
systems might witness significant improvements when
applying IoT systems in the environment regarding data
accuracy when reporting the patient's status like their
temperature and blood pressure to doctors and nurses
compared to writing the data manually where mistakes
might happen.

IoT in smart buildings: The smart building has been
established to provide more convenient living arrangements
for residents. The IoT systems can monitor and control the
appliances in building like remote monitoring via Internet
[36]. Switching appliances off and on remotely through
smartphone apps can play an important role in reducing the
power consumption as the control of these appliances can
be done easily. IoT systems can also provide safety
monitoring to protect residents from any external risks by
using cameras and alarm systems effectively [37]. In
addition, smart buildings might play an important role not
directly in decreasing the conflicts between the family
members because everything in the house can be handled
easily. For instance, an intelligent vacuum can clean the
living room automatically, which will allow the family
members to have more time to set together in a clean place
without making any effort.

IoT in transportation: Nowadays, the demand for the
public transportation system (PTS) has risen recently due to

the significant increase in the number of daily trips because
of growing urbanization. The demand for PTS in urban
cities is high, and the traditional PTS has achieved
significant contributions in terms of reducing air pollution,
traffic accidents and road congestion [38]. One of the main
disadvantages of using public transportation is the time that
passengers spend in stations waiting for buses and trains.
Knowing the location of buses and the exact arrival time
will encourage commuters to use public transportation in
their daily life, and this can be achieved by integrating the
IoT systems into PTS [39]. From an economic perspective,
the income of public transportation might increase when
integrating IoT systems in their environment because the
number of passengers will increase when the trips are
scheduled accurately.

IoT in smart energy: The IoT sensors can be integrated
with electronic gadgets to measure and analyse the power
consumption of these gadgets for further processing and
monitoring [40]. Monitoring power consumption
effectively can play an essential role in reducing the cost of
bills. It also benefits to the environment in several ways
such as minimizing the air pollution. Electric companies
will also benefit, as this monitoring will decrease the
pressure and load on these companies in terms of reading
and reporting consumers' bills [41]. All that will lead to
increase the confidence between the electric companies
IoT in agriculture: Establishing the IoT technology in the
agriculture environment can play an essential role in
improving the farming environment. Farmers can easily
monitor their crop yield when effectively using loT devices
[42]. This technology will bring several benefits to the
agriculture environment in term of many aspects. It helps
farmers to limit the time to produce more with less effort.
The performance of the production can be examined after
generating the data from the IoT sensors [43]. The IoT
sensors will assist in increasing the success of crop
production as these sensors can make destinations in early
stages; for instance, greenhouse agriculture can be closed
directly when sensors detect heavy rain.

IoT in industry: IoT systems in industry can handle and
control the manufacturing processes at the real-time without
any delays. The M2M communications can play an essential
role in reducing the number of workers in industries, which
minimize the cost of manufacturing. Integrating IoT
systems into various industries has enhanced efficiency,
improved the QoS as well as maintenance services.
Supervisors in industries can easily examine the
performance of manufacturing by pulling the data from the
IoT sensors [44]. From an economic perspective, the
number of industries in the country might increase as traders
can establish new industries with less cost compared to the
past, as the number of workers will decrease when
integrating IoT systems into their environment.

IoT in smart waste management: Waste management is
one of the most common concerns in modern urban regions
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that experts and developers are trying to overcome. The cost
of collecting containers and the space to store wastes are the
two main reasons that make waste management more
complicated. IoT technology can play an essential role in
enhancing the waste management systems [45]. Sensors and
actuators can be installed in containers to determine the load
level of containers to help collectors to distinguish between
full and empty containers more easily, so that they may
better define their routes. This approach will result in
minimizing the cost of managing waste collection and
enhance the quality of service in recycling [46].
b) IoT application protocols

This section examines the IoT protocols concerning the
mechanism that mechanism that facilitates communication
between machine and machine at the application layer.
There are many application protocols; however, this section
only lists the five most vital protocols as shown in Fig .4

AMOP

XMPP 10T Protocols

Fig. 4 Application protocols.

Message queue telemetry transport (MQTT): In 1999,
the MQTT messaging protocol was introduced, and it is
considered one of the earliest machine-to-machine
communication protocols [47]. MQTT follows a
publish/subscribe  model that operates over TCP
connections, and it uses a broker to link publishers to
subscribers. The structure of MQTT allows it to operate in
poor networking conditions and with resource restrictions.
In comparison to other messaging protocols, MQTT is one
of the most preferred options for IoT applications due to its
simplicity and the small size of the header [48].
Constrained Application Protocol (CoAP): The
communication protocols in IoT are distinguished from one
another depending on which layer the transmissions of data
occurs. CoAP can be broadly defined as a standard web
transfer protocol in which the data are transmitted at the
application layer [49]. The UDP is the communication
protocol that operates on CoAP. It is a M2M
communication protocol mechanism that offers a
client/server interaction model among IoT devices [50].
Extensible messaging and presence protocol (XMPP):
In 1999, Jeremie Miller introduced the XMPP as a standard
protocol to provide communication between machines.
XMPP provides an Instant Messaging (IM) service to send
and receive messages among users in real-time [51]. In

addition to messaging, chat, voice and video calls etc., can
be implemented by the XMPP and give these applications
security support in terms of access control, authentication
and encryption services. As the XML (extensible markup
language) is the language used on text messaging, the
request/response and publish/subscribe methods can be
executed in XMPP [52].

Advanced message queuing protocol (AMQP): In 2003,
the AMQP was introduced as a machine-to-machine
communication protocol at the application layer over a TCP
connection [53]. One of the main purposes of AMQP is to
allow various applications and systems to exchange data
between different platforms, written in several languages.
The publish/subscribe is followed by the old version
(AMQP 0.9.1) in which the broker used to exchange data
from the publisher to the subscriber. In the newer version of
AMQP does not exactly follow the publish/subscribe model
and more flexibility can be provided. It also supports
different communications mechanisms, such as client-to-
client communication [54].

Data distribution service (DDS): The Object Management
Group (OMG) launched the DDS as a real-time system
protocol that follows the publish/subscribe model to allow
machines to send and receive messages. The structure of
other publish/subscribe protocols is centralized, whereas
the DDS follows the opposite. DDS is based on P2P
communication where publishers can directly receive and
send messages from and to subscribers directly without
knowing the source of data as all descriptions in the
packages [55].

3. 10T Challenges

Researchers are continuously working to overcome the
challenges faced by IoT technology. In this section, five
most vital challenges that [oT systems faces are presented
below (see Fig .5).

M‘ln. tenance
Scalabillity
Availabillity 10T Challenges > Security
Limited Power

Fig. 5 IoT Challenges.
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3.1 Security

Securing IoT systems is one of the most critical
challenges that experts and researchers have been trying to
overcome. Exchanging data among IoT nodes should be
protected from any external attack to create a confidential
IoT environment [56]. Protecting IoT devices will
encourage consumers to utilise the IoT systems in their
homes, since they know their privacy is protected. As far as
we know, there are three main research areas in the IoT
systems that can be developed to satisfy the QoS in the IoT
systems: authentication, authorisation, and privacy.
Authentication can be broadly described as the IoT devices'
ability to identify one another and define IoT services
during communications to protect the systems from attacks
from unknown users or services [57]. Authorisation comes
after the process of authentication and makes the
communication between the IoT devices more secure by
giving each device the right to use limit resources [58].
Privacy is the most critical part of IoT security as some
applications contain sensitive information such as in
healthcare applications, which must be fully secure from
any attacks. Protecting data privacy in the IoT devices can
be achieved through various techniques such as anomaly
detection, cryptographic, and blockchain [59].

3.2 Limited power

Power consumption in IoT systems should be limited
because the IoT devices' batteries have energy and cost
restrictions [60]. Due to the massive rise in the number of
IoT devices, there is now a storage demand to promote IoT
networks' energy efficiency. In addition to the number of
IoT devices, researchers have proposed several complex
algorithms to improve other parameters such as security,
data rate and bandwidth, which can contribute to increasing
the workload and consuming more power [61]. To the best
of our knowledge, researchers have to focus on three
network areas to reduce the power consumption in the IoT
devices. These areas are the routing and clustering in the
WSNs, and the fog computing services in the IoT networks.
In addition to the network layer, developers can improve the
energy efficiency of the IoT systems through various layers
and areas such as the CoAP and MQTT in the application
layer. Experts and researchers have achieved significant
contributions to enhance the energy efficiency in IoT
networks in terms of routing and clustering of WSNs, and
most of the challenges have been overcome. On the other
hand, there are many scopes than can be achieved in fog
computing services to reduce the power consumption, such
as developing the scheduling, offloading and balancing the
IoT systems' tasks in the fog nodes.

3.3 Availability

As the IoT devices require real-time processing, the devices
should be available all the time to avoid delays. In some
cases, a service might not be available for a user when
he/she sends a request, which might negatively impact the
work process, and leading to poor outcomes [62]. Several
reasons might affect the IoT systems and make it
unavailable and not ready for use. These reasons can be like
sensors ageing, dead battery, and more [63]. Researchers
have to be aware of the quality and the lifetime of the
sensors and hardware devices to make the system available
as long as they can.

3.4 Scalability

Scalability is the ability of the IoT systems to handle the
growth in the number of IoT devices while overcoming the
challenges associated with that growth [64]. Horizontal
sensing and vertical sensing are the two main features that
have to be enhanced to improve IoT systems' scalability.
Adding more devices and nodes to the network belongs to
the horizontal sensing, whereas increasing the capacity of a
network by adding more resources such as CBU, RAM, and
Power belongs to vertical sensing [65]. Achieving a high
level of scalability will increase the IoT devices' chance to
become successful in the future and to be more reliable.
Researchers must focus on finding a way to add more
resources, such as CPU and IoT devices without affecting
the system's interoperability. A system is called
interoperable when multiple IoT sensors can work together
in the right place and time to perform functions without any
issues [66].

3.5 Maintenance

The cost of maintaining IoT devices might be more
expensive than establishing them. It is vital in [oT to have a
resiliency system in which nodes can recover and fix errors
without any interactions to reduce the cost of maintenance.
There are various ways to reduce the cost of maintenance in
the IoT environment. The deployment of the IoT devices
has to be set in such a way that they can easily be located
when they need to be fixed. It is vital to be aware of the [oT
devices' range as these devices work with a limited range to
avoid damages and incorrect results [67]. The quality of the
IoT sensors has to be high to avoid maintains as much as
possible.

5. Conclusion and Future Work
Before beginning to research any science area and before

going more deeply into it, it is essential to have a complete
background and roadmap about the targeted area. This
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paper aims to attract more new researchers and developers
to start their research in IoT networks. This paper has
provided researchers with a comprehensive background
about the area in terms of five main aspects: IoT
architecture, communication technologies, type of IoT
applications, IoT applications protocols and IoT challenges.
Future studies will investigate and analyse IoT networks'
five most vital challenges individually to help researchers
determine their paths when targeting a challenge from the
five mentioned challenges.
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