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Abstract

The tremendous growth of the Internet of things is unbelievable.
Many IoT devices have emerged on the market over the last decade.
This has made our everyday life easier inside our homes. The
technology used at home has changed significantly over the past
several decades, leading to what is known today as the smart home.
However, this growth has also brought new challenges to our home
security and privacy. With the smart home becoming more
mainstream, cybersecurity issues have become a fundamental
concern. The smart home is an environment where heterogeneous
devices and appliances are interconnected through the Internet of
Things (Io0T) to provide smart services to residents. These services
include home climate control, energy management, video on
demand, music on-demand, remote healthcare, remote control, and
other similar services in a ubiquitous manner. Smart home devices
can be controlled via the Internet using smartphones. However,
connecting smart home appliances to wireless networks and the
Internet makes individuals vulnerable to malicious attacks. Remote
access within the same environment or over the Internet requires
an effective access control mechanism. This paper intends to shed
light on how smart home devices are working as well as the type of
security and privacy threats of the smart home. It also illustrated
the types of authentication methods that can be used with smart
home devices. In addition, a comparison of Smart home IoT-based
security protocols was presented along with a security
countermeasure that can be used in a smart home environment.
Finally, a few open problems were mentioned as future research
directions for researchers.
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1. Introduction

Advances in IoT have made it possible to realize a smart
home, where home appliances and smart gadgets that can be
accessed and controlled over the Internet provide a wide
range of services. The variety of services can be ranged from
home e-commerce, remote control, energy management,
climate control, remote healthcare, video on demand, music
on-demand, and other similar services [1][2]. To access and
control smart home appliance through the Internet, the user
can use any compatible device, such as a smartphone. Smart
home devices and appliances interact not only with humans
but also with each other and other wirelessly connected
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devices, objects, environments, and infrastructure. Smart
home devices differ from laptops, servers, and other IP-
based devices in several ways, such as the types of data these
devices process, which services they wuse, access
requirements, and the data flow. The growing use of
connected smart home gadgets increases the opportunity for
hackers and other unscrupulous operators to find a lucrative
target. This has made cybersecurity one of the main
requirements for the successful deployment of IoT in a smart
home ecosystem. With the smart home becoming more
mainstream, cybersecurity issues have become a
fundamental concern. According to the Kaspersky IoT
cyberattack report [51], the breaches during the period of
January to June 2021 are 1.51 billion breaches of internet of
things-based devices which is 639 million more compared
to the same period in 2020.

The way smart home devices work is through the
implementation of smart home devices that involve a wide
range of devices that connect to their networks, despite their
size and scope. While traditional security software could
focus on Windows PCs, i0OS devices, or other widely used
platforms, smart home security must deal with a variety of
devices, both old and new, each with its own operating
system and vulnerabilities. A smart home hub must be
provided to act as a central command center for each
connected device to be able to talk to each other and also
interact with house residents. Wi-Fi enables house devices
to connect with main system while house resident at home
or away and at the same time, it must provide a secure way
for the devices on the network to talk to each other. It is
essential to access, control, monitor, and manage all smart
products, whether using a cell phone, tablet, or voice. In a
smart home ecosystem, devices communicate with each
other to provide complicated services; therefore,
communicating with a trusted and uncompromised module
is crucial [28].

The State of the Connected World 2020 report from the
World Economic Forum stated that greater usage of
connected devices during the COVID-19 pandemic
provided many benefits, but also raised threat. In the IoT
ecosystem, cybersecurity threats are still a significant
concern. At the regional, national, and state levels,
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governments are beginning to address the need for stronger
IoT security governance, but efforts to date have been
widely dispersed, making compliance difficult and
expensive for businesses. As stated in [8], security comes
first, followed by performance, dependability, and
management. Smart home technology provides consumers
with automated and interactive services to more efficiently
manage their homes, appliances, and utilities [11]. It also
allows homeowners to remotely control their smart devices
and appliances over the Internet.

Even though smart homes offer benefits such as safety,
security, comfort, healthcare, energy-saving, and more,
many consumers are concerned about cybersecurity, which
is the primary reason for not adopting them. [8][9][10][11].
The smart home access control mechanism is very important
for the reliable and secure functioning of smart home
systems, and for the safety of the homeowner. If the IoT-
enabled gadgets (e.g., smart fridge, smart TV, smart air
conditions, and so on.) in a smart home are not sufficiently
integrated, the occupant of the smart house will be exposed
to a far broader range of security concerns, such as identity
theft, device counterfeiting, and so on. Financial loss, Data
leakage, health damage, physical damage to the smart home,
mental trauma, and risk of death are all possible outcomes
of a hacked smart home ecosystem. If successful, an attacker
might gain access to sensitive data such as personal,
geographical, medical, or financial information, as well as
employ actuators to do serious damage to the device and
even endanger the user's safety. [3]. For example, in January
2014, it was reported that over 750,000 products,
including smart locks, thermostats, televisions, routers,
televisions, refrigerators, and other devices, had been
infiltrated and/or spied on the individual [7]. According to
another study [8], there are 250 different security issues in
smart devices, which equates to 25 vulnerabilities per smart
device. This is due to the insecure security designs of private
technologies and the lack of capable smart object security
standards [9].

Suresh and Sruthi [10] identify multiple smart house
advantages in different domains. However, the unauthorized
use of smart home technology can be destructive to
legitimate users [12]. Many security issues have been
discovered by researchers. They devised several attacks
based on these security weaknesses. Several studies [4][5][6]
provide an examination of vulnerabilities and prospective
attacks. Recent significant security breaches have
demonstrated how Internet-enabled smart homes may be
turned into very harmful environments for many illegal
purposes, causing individual privacy issues. One possible
way to address this problem is by using an efficient
authentication mechanism. A user's identification is verified
by a variety of methods, including passwords, smart cards,
biometrics, and identity certificates. However, due to

inherent flaws or user ignorance, these authentication
techniques are vulnerable to compromise. Furthermore,
several proposed traditional authentication methods require
user intervention for identity clarification and authorization,
as well as administrator setup. As a result, they are
unsuitable for use in a smart home. A lightweight
authorization method for IoT-based applications in a smart
home ecosystem was presented by Chifor et al. [28], in
which a cloud-connected device sends a message to a user's
smartphone to grant access. It establishes a digital identity
for smart gadgets as well as the people who interact with
them.

Recently, authentication for the smart home is being
considered to focus on devices. Min and Varadharajan [13]
proposed the authentication through SMS. The SMS
authentication mechanism, on the other hand, cannot be
trusted because it does not ensure data confidentiality [50].
Furthermore, due to security flaws in standards like HTTP
Strict Transport Security (HSTS), it is impossible to
completely prevent session hijacking, etc. [14]. There are
also several proposed techniques [11][12] based on public
key encryption, however because of their restricted memory,
network bandwidth, and power supply, this type of
cryptography is difficult to employ on resource-constrained
devices due to the long key size and necessary processing.
Another issue is that, in order to be ubiquitous, they are
constructed as low-power devices with limited resources,
which makes security services difficult to provide.
Traditional security systems are not viable on them due to
limited computational and energy resources [7][8].

2. Security and privacy threats of the smart
home ecosystem

The more people are connected to IoT, the more they
give up their privacy and security, the more they become at
risk without even realizing that. Before looking at the best
methods of protecting smart home applications, it is
important to understand the threats, challenges, and causes
of data breaches and attacks on smart home devices. The
threats can be summarized as follows. One of the most
serious security concerns in the realm of IoT is the lack of
unified IoT security standards. The majority of IoT
developers and manufacturers do not prioritize device or
user security. Additionally, it allows for hacking risk. The
second concern is users' lack of IoT security awareness and
functionality, which has an impact on their security and
privacy, as well as anyone who may have linked to their
device accidentally or wilfully. This emphasizes how critical
it is for IoT makers to protect users from themselves by
implementing solid security and privacy standards. The third
is ineffective device update management. Smart home
devices are sold with the latest software update. The new
vulnerabilities will surface over time. If the device does not
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support the automatic update, it would be at the risk. The
fourth threat is the rogue IoT devices. Because of the
massive proliferation of IoT devices, rogue or malicious IoT
devices can be placed on secured networks without
authorization. To capture or change sensitive data between
devices, a rogue device replaces or integrates with an IoT
network protocol. The inherent vulnerability of data in
centrally stored databases is the fifth threat. When data is
kept centrally in the cloud, it is not secured end-to-end,
exposing the data center to inherent vulnerabilities. In
addition, it is not necessary to store the personal data of users
in a central database. On the other hand, a decentralized P2P
platform allows data to flow directly between the IoT device
and the client. The IoT device securely stores all data. This
allows the user total control over their network's data, almost
eliminating the chance of data being intercepted by a third
party. Sixth threat is the weak password policy. Inadequate
passwords allow hackers to guess factory settings and take
over the device, as well as excessive data collection and data
encryption. As a result, attackers will have an easier time
stealing Wi-Fi passwords and hijacking other devices on the
home network. There have been multiple instances when
hackers have taken control of linked toys, allowing them to
communicate with children who are playing with the toy or
even launch cyberattacks against the smart home. Several
Bluetooth devices, such as the singing machine and the
karaoke microphone, do not require session-based
authentication. This might allow hackers to connect to the
device anonymously and send potentially inappropriate or
even manipulative audio messages encouraging the child to
go outside

3. Types of authentication methods used in
smart home devices

Smart home gadgets are typically designed to be
resource-constrained, with limited storage and fit-for-

computing capabilities. As a result, because most smart
home gadgets lack proper defense, they are more vulnerable
to security assaults. When compared to an existing user or
personal identification approach that is not directly relevant
to Smart home devices with limited resources, smart home
device authentication must be unique and relatively
lightweight. As a result, selecting the appropriate
authentication technique is critical to ensure the security of
smart home devices. In the smart home, there are three sorts
of authentication mechanisms that can be employed. The
first method is single-factor authentication [52][53][54],
sometimes known as one-factor authentication. It is the most
basic type of [oT device authentication, in which devices or
users present something they already know to validate their
identity. One-factor authentication is most commonly used
with usernames and passwords. The second method is two-
factor authentication methods [55][56]. It adds another layer
to one-factor authentication of usernames and passwords,
requiring users or devices to validate something they own.
A one-time password or something unique, such as
fingerprints, could be used. The third method is three-factor
authentication [57][58]. It is also known as multifactor
authentication which takes security to the next level by
integrating numerous authentication mechanisms, namely,
something you know (password), something you are
(fingerprint or iris scan), and something you have (one-time
password generator). The authentication mechanisms
mentioned above are implemented in many authentication
schemes relevant to the smart home ecosystem. The
advancement of various authentication systems important to
smart home sensor networks and IoT security
countermeasures is compared in Table 1.

Table 1. Comparative analysis of the evolution authentication schemes relevant to the smart home

Authors Year | Authentication Schemes Authentication factor
Bethencourt et al. [15] 2007 | CP-ABE (Ciphertext Policy, Attribute-Based Encryption) NA
Frank Stajano [16] 2011 | FIDO and PICO Cryptographic keys for a password less
Yeh, HL. etal. [17] 2011 | Elliptical curve cryptography NA
Z. Shelby, et al. [18] 2014 | The Constrained Application Protocol (CoAP) Web Transfer Protocol

Extensible Authentication Protocol - Nimble Out of Band (EAP-
M. Sethi et al. [19] 2014 | NOOB) NA
Yoon Miyeon and Baek The IoT gateway authenticates the loT
Jonghyun [20] 2015 | FIDO protocol devices at the endpoint.
Barreto et al. [21] 2015 | TPM (Trusted Platform Module) NA

Instead of passwords, it used factor

Hannes Tschofenig [22] 2016 | FIDO (Fast IDentity Online) model authentication and cryptographic keys.
Raham et al. [23] 2016 | A cloud environment is used to interconnect IoT devices. NA
Abera et al. [24] 2016 | Intel SGX, software hybrid
Amin, R., Biswas, G.P.,
[26] 2016 | Smart cards for a distributed cloud framework NA
Alpar et al. [25] 2016 | U-Prove or Idemix attribute protocols NA
Das et al. [27] 2016 | Multi-gateway WSN’s Three-factor
Chifor, et al. [28] 2018 | FIDO UAF (Universal Authentication Framework) protocol NA
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Multimedia communication authentication scheme based on a

Mishra et al. [29] 2018 | wireless sensor network NA

Wu et al. [30] 2018 | Wireless medical sensor networks two-factor

Kazmi et al. [31] 2019 | Harmony Search Differential Evolution (HSDE) Implement two heuristic methods

Shin and Kwon [32] 2019 | key-exchange protocol Three-factor

Shidik et al. [33] 2019 | Heuristic vs. metaheuristic strategy NA

Alshahrani and Traore [34] 2019 | Cumulative keyed hash chain Mutual Key

Khan et al. [35] 2019 | Biometric-based elliptical curve cryptography NA

Bae and Kwak [36] 2020 | Smart card in a multi-gateway NA

Naresh et al.[37] 2020 | Hyperelliptic Diffie-Hellman curve for WSN Mutual-key agreement

Santos-Gonzalezet et al.

[38] 2020 PAKE scheme for heterogeneous WSN’s key exchange
Anonymous User-Authority-Preserving User-Authentication

Masud et al. [40] 2021 | Scheme NA

Shahidinejad et al. [39] 2021 | Light edge: A lightweight authentication protocol NA

4. The smart home security authentication
model

There are many Authentication Models that can be used
to secure smart home devices. One of these models is shared
secret authentication (symmetric) [59]. In cryptography, a
shared secret is a piece of data exchanged via secure
communication. It refers to the symmetric cryptosystem's
authentication key. A challenge-response technique of
authentication using a shared secret is the most frequent.
During the authentication process, one party asks a question
(challenge), and the other side responds with the correct
answer (response). The problem with symmetric encryption
is to prevent a man-in-the-middle adversary from reading or
spoofing the sender message. However, protection can be
increased using various IoT encryption techniques, and in
addition, a decentralized IoT solution can help avoid these
risks. Another model is called public key / digital certificate
authentication (asymmetric) [60]. Public-key encryption,
often known as public-key cryptography, is a type of
encryption that uses public keys. It encrypts the data using
two separate keys and makes one of them (the public key)
accessible to anyone. The public key infrastructure (PKI)
can be used to authenticate operations where simple
passwords are insufficient. The associated private key is
used to verify identity in cryptography. A public key can, in
some cases, be signed by a third-party authority using a
digital key certificate (otherwise known as a public key
certificate or identity certificate). One more model is a
model called the Hardware Security Module (HSM) [61],
where different hardware is used to protect keys and can be

used to provide authentication and authorization to smart
home devices. HSM is a separate hardware module that
manages the device's trusted computing requirements,
including cryptographic processors and key storage. As a
result, HSMs may store and verify digital certificates such
as X.509 certificates and SAS tokens. Compared to storing
device secrets in a dedicated hardware security module,
standard memory is less safe. Furthermore, a TPM [62] is a
specialized IoT device chip that maintains device-specific
keys for authentication, or the input/output (I/O) interface
that connects to modules that perform standard
authentication. TPMs come in various shapes and sizes,
including firmware-based modules, discrete hardware
devices, software-based modules, and integrated hardware
equipment. TPM can store public key certificates and is
more secure than SAS token-based authentication when
compared to symmetric key authentication. Additionally,
the TPM in the DPS employs the endorsement key (EK),
which is a type of public or asymmetric key. Moreover, the
biometric authentication model [63] is a popular user
authentication method based on the unique biological
characteristics of a user. Devices capable of measuring and
recognizing the user's unique physical and/or behavioral
characteristics, such as fingerprints, facial features, and
others, are used to implement it. However, applying these
strategies to IoT device authentication is difficult. Biometric
authentication has become a viable solution due to recent
advances in Physically Unclonable Functions (PUFs). PUF
authentication systems can generate encryption keys that are
digital fingerprints, which are analogous to biometrics in
that they are unique and unclonable. Table 2 compares IoT-
based smart home security protocols, while Table 3
compares the features of the protocols.

Table 2. Comparison of smart home IoT-based security protocols

IProtocols Definition Operation

IPros ICons

COAP (Constrained
Application
Protocol) [41]

A protocol to address the needs of
HTTP-based IoT systems at the

. than SSL.
application layer.

Encryption layer rather

-Low overheads
Encryption provides simple data
flows and greater data privacy and
protection

- Message unreliability
Issues with NAT and
firewalls
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AMQP (Advanced
Message Queuing
Protocol) [42]

An open standard application layer
IoT protocol

Transactional messages
between servers

- Using QOS to ensure message
delivery.
Adaptable to other IoT standards.

- Heaviness
- Not user-friendly

- Data, events, and

- Deployed in multiple settings.

- Too heavyweight to be

DDS (Data . . commands are sent and | - Perfect for real-time and embedded | used in embedded
R The first open international .
Distribution middleware ToT standard received between nodes systems. systems.
Service) [43] using the publish— Used for interoperable data - Does not interface with
subscribe pattern. exchange web services

MQTT (message
queueing telemetry
transport) [41]

Features a publisher-subscriber
messaging model

Simple data flow
between different
devices

- Very lightweight Ensures message
delivery Battery friendly

- Does not support
streaming

- Not ‘developer friendly’

- Latency issues

The most well-known IoT protocol. S . - Affected by the

Allows adjacent devices within a Wi-Fi relies on radio environment and
Wi-Fi protocol [44] specific r ajnge to connect o the waves to send data at - Easy to install. whether

Internet via a hotspot. specific frequencies. - Range and speed.

HTTP (Hypertext
Transfer Protocol)
[45]

It is outdated compared to the other
IoT protocols.

It assigns IP addresses
with recognizable
names.

- Addressing the capability of
processing large amounts of data,
Flexibility

- Excessive electrical
consumption

Bluetooth Low
Energy (BLE) [46]

Personal area network (WLAN)
technology

Radio waves in the 2.4
GHz ISM band are used.

- Integration into modern mobile
devices

- Shorter range

HTTP+Nabto [47]

HTTP paired with Nabto Edge

Allows secure remote
access to your existing
HTTP service

- Built-in security to protect data
integrity.

-Resolving any data privacy concerns
of HTTP

- Nabto Edge requires minimal code
changes.

- Heavy power
consumption.

Z-Wave [48]

A wireless communication protocol
largely utilized in smart home
applications.

A mesh network that
communicates from an
appliance to an appliance
using low-energy radio
waves.

- Can be monitored from a smart
device over the Internet

- Coverage is limited.

- Requires knowledge to
keep it secure from
unauthorized people

LoraWan [49]

A Media Access Control (MAC)
IoT protocol.

Communicate directly
with internet-connected
applications

- Use long-range wireless connection

- Large data payloads
continuous monitoring.
- Not ideal for real-time

applications
- Increases the reliability of the
. Develop message.
COAP+Nabto [41] Ezb;;;]iiggjgsg?scfggicﬁmg request/response clients | - Privacy is ensured
via COAP capability to be mapped to both the
2nd and 3rd layers of the OSI model
Table 3. Comparison of the features of smart home IoT-based security protocols
Protocols [Transport Il:zt\:ncy Data discovery Il\flyfs:agmg glllr;?)rg rtPayload [Lightweight SB:;LCE; E?ﬁ{d OrtloEncrypted
COAP [41] UDP v fanual andgy e v X X X
egistration

AMQP [42] X Manual Sync \ X X X
DDS [43] N Automatic N N v N
MQTT [41] [TCP X Manual Async N N X X X
Wi-Fi protocol [44] [TCP X Automatic N X X N X
HTTP [45] [rcp N Manual Sync X X X N X
BLE [46] N Async N N N N X
HTTP+Nabto [47] [UDP+TCP | v Sync N \ v N
Z-Wave [48] N Automatic Sync N N N X N
LoraWan [49] X Automatic Async N N N X N
COAP+Nabto[41] [UDP v Automatic Synchronous | \ N N

5. Smart Home security countermeasure

Implementing safe smart home device authentication
and authorization best practices has numerous advantages
for the security and privacy of smart home devices.

Building a cyber resilience ecosystem and creating scalable
solutions that will speed the adoption of best practices and
boost cyber resilience will remain challenging. These are a

few countermeasures towards better security in smart home
devices. The first one is "Never trust; always verify".
Malicious actors are always looking for new ways to break
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into an ecosystem. Monitoring smart home devices to
ensure that they are secure and not a gateway for hijackers.
Persistent verification of data and devices on the network is
a critical component of a zero-trust security strategy. The
"Never trust; always verify" part of zero-trust security
requires constantly testing the devices and services on a
network to ensure that they are functioning correctly.
Monitoring devices prevent IoT sprawl, while proper
maintenance allows to track how data flows and who
interacts with it. The second countermeasure is using an
Ethernet cable instead of WiFi to connect devices. In
addition, using strong and unique passwords will resist
brute force attacks. Moreover, after installing a WiFi
network, it is essential to modify the default
name. Moreover, using two-step verification is a crucial
step in gaining more security. It is recommended to keep the
smart home devices up-to-date and turn them off when not
in use.

6. Open Problems

With the smart home becoming more mainstream,
cybersecurity issues have become a fundamental concern.
Smart home devices being accessible via the internet makes
them very vulnerable as they can be reached from anywhere
and attacked. Furthermore, specific smart home gadgets
enabled by the Internet of Things are insecure, putting the
privacy and security of user data at risk. Although IoT-
based smart home applications have significant advantages,
cybersecurity is the main problem that must be addressed
before its full benefits can be fully realized. Residents of the
smart home can access the smart home equipment remotely
via the Internet using any compatible device, such as a
smartphone. Remote access to smart home devices and
appliances via the Internet requires more effective
authentication and authorization mechanisms than static
authentication methods can provide. As a result, designing
an effective access control system for smart homes is
required to ensure their security protection. Although
mutual authentication and key agreement are the initial
steps to prevent unauthorized use of smart home products
and systems, there remains a significant gap in creating an
appropriate access control mechanism for the smart home
environment. [3].

As homes become more competent and more reliant on
technology, the need for a reliable security system that
requires minimal human interaction is growing. In a smart
home context, standard access control measures are
ineffective. Human interventions through password and/or
biometric usages are the key emphasis of traditional
authentication techniques. In a smart home context,
however, the authentication mechanism must be activated
automatically by the devices (for example, sensors,
appliances, actuators, and so on), with no human input
required. Existing smart home access control systems do not

take into account the security concerns posed by various
devices and apps. Smart home devices are rarely offered
effective security solutions due to their limited resources
(computation, connectivity, etc.). As a result, most
proposed solutions have a significant level of verification
overhead, making them unsuitable for use in smart homes.
The proposed study must aim to create a lightweight
authentication ecosystem and session-key distribution
module that is resistant to man-in-the-middle, wiretapped
secret-key, and replay attacks. Developing a lightweight
access control mechanism for a smart home environment is
a challenging problem. With remote access to the smart
home with devices such as smartphones, the smart home
faces the challenge of being accessed securely over the
Internet. This requires mechanisms that confine access to
the smart home only to the legitimate user while disallowing
malicious activities. Furthermore, because there are now
multiple smart home technologies in use, any access control
system must consider compatibility.

In addition, there is a need to develop a lightweight
scheme to separate smart home devices from the primary or
active home network, controlling the data flow, monitoring
where these data come from and where it goes all the way
down to the port level. Include network monitoring tools
that are constantly on the lookout for unusual activities,
strange traffic flow demands, traffic requests at odd times,
or inappropriate packet sizes

7. Conclusion

The smart home devices being accessible via the
internet makes them very vulnerable as they can be reached
from anywhere and attacked. Furthermore, specific IoT-
enabled smart home gadgets are insecure, putting the
privacy and security of users' data in danger. Smart home
gadgets are typically diverse in design and limited in
resources. Furthermore, such devices communicate with
one another using low-power and lossy networks. As a
result, many customers' main fear is cybersecurity, which is
the key reason why they are hesitant to use smart home
technology. As a result, rather than being a tacked-on
feature, smart home security should be the primary goal.
This article addressed the issues facing the smart home
environment. It showed how smart home devices work and
the type of security and privacy threats of the smart home.
This article can help raise public awareness of the dangers
of connected devices and help people make informed
decisions about their adoption and use. It also highlighted
the various authentication techniques that can be utilized
with smart home devices. It also contrasted the various
smart home loT-based security protocols as well as a
security countermeasure that can be utilized in a smart home
ecosystem.
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