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Summary

When aiming to enhance coverage and capacity while
simultaneously offering high-quality services to mobile customers
at an affordable cost, femtocells have emerged as a viable option
(Quality of Service). The objectives and limitations of femtocell
implementation in the 5G network have been discussed in this
article. 5G wireless system characteristics have also been explored.
Furthermore, femtocell network implementation criteria have been
added. Numerous research has been done on femtocells and their
uses in traffic modeling and implementation for 5G networks. As
a follow-up, the most pressing research issues for 5G femtocell
deployment were presented and reviewed.
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1. Introduction

A major driver of the 5G New Radio (NR) system is the need
for massive amounts of data, which has increased in recent years
as a result of the growth of data-hungry applications for smart
phones. Examples of popular consumer-facing AR and VR
applications include games and audio and video streaming
services. Furthermore, high-definition smartphone screens have
raised demand for more data storage. G global video data traffic
will exceed 75% of total mobile data in 2024, up from 60% in 2018
[1]. 5G is anticipated to increase data volume by 1,000 times,
reduce latency by five times, boost communication with other
devices 100-fold, raise the total of the data rate (10 Gbps peak data
rate), increase battery performance by 10%, and improve
reliability by 100% [2][3]. New services and user experiences may
be enabled by this network, which connects people and machines.
It will enable mission-critical control applications through low-
latency communication channels such as vehicle-to-vehicle (V2V)
communications and the massive oT device network. Among the
essential technologies described in the 5G protocol are massive
MIMO, mmWave transmissions, ultra-dense networks (UDNSs),
and multi-tier HetNets [4].

Massive MIMO technology is more efficient in terms of
spectral and energy efficiency than SISO [5] [6]. Small antennas
at the base station (BS) or user equipment (UE) improve capacity
linearly (UE). It was developed to service several UEs in the same
time-frequency resource while improving spectral efficiency (SE).
It may also enhance energy economy by beamforming the signal
from the antenna to the user, reducing interference and improving
data connection dependability [7] [8]. In order to meet 5G
requirements, current ultrahigh frequency (UHF) wireless network
designs will have to be modified [9]. Exploring the use of higher
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frequency spectral from 3 GHz to 300 GHz may help solve
spectrum shortages. Except for 57 GHz to 64 GHz and 164 GHz
to 200 GHz, there are vast frequency ranges that might be used.
Due to the fact that transmissions at such frequencies may be
absorbed by oxygen and water vapor, these bands are not
appropriate for wireless communication [10]. As well as terahertz
(THz) frequency ranges from 300 GHz to 3 THz, which may
handle future applications with exceptionally high data rates [11]
[12]. Working in higher frequency bands implies using mmWave,
and mmWave radio networking is fundamentally different from
conventional wireless networks. mmWave transmissions exhibit
high levels of signal penetration and blocking effects [13] [14],
resulting in a greater emphasis on the effects of reflection,
scattering, and line-of sight (LOS) propagation [15], and [16] than
for other types of signals.
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Fig. 1 Architecture of multi-tier HetNets [17].

In order to reduce the distance between users and mmWave
access points, a small-cell network is the best approach. These
small-cell networks will be able to boost network capacity by
deploying in a highly concentrated way [18], [19].Densification of
small-cell networks allows more users to be serviced on the same
spectrum, increasing SE. The overall power consumption of the
UEs may be decreased by communicating with neighbouring
small cells via low power transmission. The small-cell network
was initially suggested in Long-Term Evolution Release 9 for
usage in smaller coverage areas such as residences, workplaces,
and retail malls [20] [21]. There are three types of small-cell
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networks: femtocells, picocells, and relay nodes (RNs). A
femtocell is the smallest unit commonly put inside for residential
usage and operated independently from a macrocell network. A
femtocell network typically has a coverage radius of 10-30 meters
and uses less than 100 mWatts of power to transmit. Mobile
network operators (MNOs) install pico cell networks to increase
outdoor coverage of current cellular networks (consisting of
macrocells and microcells). Pico cell networks are employed for
interior locations such as retail malls and airports [22]. MNOs
install RNs near the cell network's edge or in dead zones when
macrocell signal strength is poor or nonexistent. The
implementation of RNs may improve coverage and throughput
while balancing traffic between users at the cell edge and cell
center [23]. A HetNet is a combination of an existing macrocell
network with dense small cell deployment. Figure 1 depicts the
deployment of several small-cell networks as a multi-tier HetNet.
In the current cellular network, small-cell networks are currently
in use. However, the future 5G HetNet will have a greater density
of these small cells, to the point where one femtocell network is
present in every room of a building. This is required for 5G's high
capacity and enormous connection. 2G, 3G, LTE-Advanced, WiFi,
and Device-to-Device (D2D) communications are planned to be
supported by the new HetNet. Indoor small-cell networks will
employ mmWave technology, whereas outside massive MIMO
networks will be used [24]. 3GPP Release 12 identified various
possible 5G HetNet technologies, such as dual connectivity (DC),
which enables users to connect to both macrocell and small-cell
networks simultaneously utilizing the same or alternative carrier
frequencies [25], [26]. The DC functionality should improve the
overall HetNet data rate.

Future mobile devices will have several radio interfaces to let

consumers to employ different RATs and smoothly switch
between them. However, implementation is fraught with risk. The
5G HetNet RRM will be more sophisticated than the preceding
LTE-A, therefore resource management will be crucial. The
construction of uncoordinated femtocell networks by privately
held buildings or residential properties would further affect
HetNet interference control. For example, a HetNet UE may
experience interference from MBSs, UEs, and SBSs at various
tiers. A femtocell BSS that utilizes the same spectrum as the
macrocell BSS will exacerbate this. Other major challenges
include power allocation, user association, fairness, assigned
capacity, and complexity.
In this study, 5G wireless network system would be described in
the next section. Also, the deployment of femtocell network is
discussed in the third section. The fourth section includes key
significant open research issues of implementing femtocell
network in 5G network.

2. The 5G Wireless Network System

Globally, wireless communication has progressed steadily but
consistently over the last three decades, from 2G to 3G to 4G
wireless networks as a result of a slow but persistent shift in
perception. Because of the growing popularity of smart devices,
all IP-based 4G-LTE networks have now become a part of
everyday life for most people. The result is that many new user-
oriented apps are being developed, which not only meet the needs
of users, but also provide a new income stream for wireless carriers
by boosting their revenue . As a result, there is an urgent need to
increase the capacity of wireless communication systems. The

capacity of a wireless communication system is primarily
determined by bandwidth and spectrum efficiency, which are both
linked to cell size. As cell sizes continue to shrink, the physical
layer is approaching the Shannon capacity limit. Today, all
wireless communications operate in the 300MHz to 3GHz range,
which is referred to as the "sweet pot" or "beachfront spectrum,"
respectively [27]. However, the current spectrum is overburdened
with traffic, making it a difficult obstacle to overcome. In 5G
wireless networks, the new issue of high frequency bandwidth is
critical because it allows for the exploration of previously
unexplored frequencies in the millimeter (mm) high band
frequency range spanning from three to three hundred gigahertz
(GHz). Currently, several communication systems, such as
military, radar, airport, radio astronomy, and others, are using the
mm high frequency band to achieve more capacity and data rate
than is currently available on the spectrum. The frequency bands
of 57GHz — 64GHz and 164GHz — 200GHz are not appropriate for
communication use due to their high frequencies. As an alternative
to this, a large amount of millimeter wave band spectrum is
accessible for 5G wireless communication systems [28][29].

2.1 Architecture of 5G

5G technology will support a wide range of clients, devices,

and services. The need for growth has pushed the wireless industry
to construct small cell networks instead of base station centric
networks. Future systems will connect hubs via small, pico, and
femto cell networks, as well as the first macro hexagonal
coverage. Researchers are now focused on innovative approaches
to create user-centric 5G wireless communication networks. The
user centric network will replace the base station centric network
[30], however dense 5G systems will have severe co-channel
interference.
The new 5G network architecture idea of user-centric networks
and small cells. Still, co-channel interference may be decreased
utilizing smart antennas. Smart antennas are designed to replace
omnidirectional antennas with smart beamforming directional
antennas, reducing transmit power on both the user device and the
base station [31].

The need for high data rates is also growing. The cloud radio
access network (C-RAN) addresses some of the challenges
associated with high data rates and rising demands [32]. C-RAN
improves mobility, energy efficiency, system design, and
coverage while lowering network implementation and operating
costs [32]. It requires centralization and virtualisation. Baseband
assets are aggregated at a distant central office [31]. The reduced
architecture shown here is paving the way for a dense 5G
organization that is adaptive, competent, and modestin its
operation [33]. Cloud computing can manage the complicated
control procedure.

In 5G wireless communication systems, a huge number of
small cells are conveyed, giving rise to heterogeneous networks
(HetNets). As an alternative to the legacy of macro cells, HetNets
are made up of very small cells with minimal transmitted power.
Using low power base stations increases network capacity and fills
coverage gaps [34][35]. Increased efficiency and effectiveness of
frequency reuse are achieved by the overlap of tiny, pico, and
femto cells with currently extant macro cells. Small cells with
diverse connectivity are the foundation of 5G. Directivity and
small cell design are potential for 5G communication systems to
increase coverage and data speeds. Changes in 5G architecture



732 IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.04, April 2022

complicate the system. 5G requires more small cells and antennas.
Several servers and routers must be configured and maintained. So
a simpler solution is necessary to reduce system complexity. The
Software Design Network (SDN) is a solution for reducing the
complexity of a system's architecture. This will allow 5G networks
to be more adaptable [36] [37].

2.2 Applications of 5G Networks
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Wearable
Devices

Fig. 2 5G Applications.

With advancements in software services [38] [39], 5G design is
needed to provide organized solutions for a broad range of
commercial and public sectors, including energy, city
administration, manufacturing, farming, transportation, and
medical services. 5G networks are capable of supporting large
numbers of connections, as well as supporting a wide range of
device types with varying service needs. Figure 2 depicts some of
the 5G network's applications that will be covered in this study.

(i) Internet of Things IoT: With the Internet of Things, the
goal is to link a large number of devices at the same time,
which will include devices that will connect houses,
smart grids, and smart transportation systems. Figure 3
depicts the Internet of Things. The Internet of Things'
philosophy is "connect anything, anybody, anytime, and
everywhere." In order to connect such a vast number of
devices, 5G wireless networks will need to provide more
capacity. The Internet of Things (IoT) provides internet
connections and data interoperability for a wide range of
smart items and applications [40]. Sensor businesses
have had significant growth over the last decade, and
statistical surveying predicts that the rate of growth will
continue to increase at a fast rate in the next years. As a
result of their constant operation, these sensors generate
an enormous quantity of data. It is necessary to get
unrefined sensor information in order to maximize the
value of that information. In this course, the selection,
demonstrating, reasoning, and appropriation of settings
appropriate to sensor information are all essential
functions to do. Context-aware computing has shown to
be effective at deciphering sensor input in many
situations.

(i) D2D: Sharing information between the devices is done
without the need of the cellular base station [41]. It
contributes to the development of a device-centric
nature for 5G technology . D2D is used in networks in
order to minimize control signaling and end-to-end
latency between nodes. It has advantages in terms of
energy efficiency, scalability, and latency. It will also be
aware of the benefits of smart mobile management. D2D

(iii)

(iv)

correspondences were initially introduced in cell
networks as a means of enhancing network performance
by providing a different viewpoint. The emergence of
new applications, such as those that are aware of
location advertising and those that distribute
information, is shown in a novel client for D2D
correspondences in cell-organizational environments.
The preliminary examinations revealed that D2D
correspondences have favorable conditions, such as a
decrease in transmission time and an increase in spectral
effectiveness. Nonetheless, this correspondence mode
offers difficulties in terms of resistance control overhead
and conventions, both of which are now under
investigation. A large amount of attention is being paid
to the feasibility of D2D correspondences in LTE-A by
the academic community, industry, and standardization
agencies.

M2M: M2M communication is quite similar to D2D
communication. These devices connect with one another
directly, without the need of a cellular base station. The
automated generation, processing, transport, and
exchange of data across intelligent devices are the most
significant characteristic. It needs less interference from
humans [42]. Its objective is to integrate a large number
of devices with less data, more efficient transmission,
high dependability, real-time operation, and minimal
latency, all while maintaining high reliability. M2M
communication is also essential for the Internet of
Things. Machines are supposed to be simple in multiple
M2M correspondences applications, with the purpose
that they may be easily implanted in real-world
environments and widely distributed over a wide range
of environments. The machine equipment specifications
and the application-driven demands provide a variety of
one-of-a-kind challenges in recognizing perfectly
integrated, effective, and reliable machine-to-machine
communication. Some of the most challenging
challenges are machine heterogeneity, asset constraints,
and maintaining high levels of Quality-of-Service (QoS).
IoV: The development of IoV is necessary for reliable
traffic management and to limit the likelihood of
collisions [43]. The Internet of Things (IoT), which links
automobiles, plays a role in making the vehicular
communication system more sophisticated. Because the
Internet of Things demands large amounts of data, it is
critical that it be processed and supplied with the highest
level of security and safety. Wireless access in vehicular
environment (WAVE) (IEEE 1609 standards) has been
created as a standard for IoV by the IEEE [44]. The
expansion of the Internet of Things (IoT) leads to the
emergence of IoV. In the Internet of Automobiles,
vehicles are linked to one another to form a vehicular ad
hoc network (VANET). However, as a result of the
constant topological changes, the information base store
(unified/circulated) in IoV is of a spatio-temporal
character, since it comprises traffic-related information
that is dependent on the schedule and area from a vast
number of linked vehicles. It is necessary to have vast
storage capacity and computation time in order to
prepare for the notion of obtained information as it
grows in size, volume, and measures throughout time.
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As aresult, one of the most significant challenges in the
Internet of Things is dealing with the massive amount of
information that must be processed and then sent to its
destination with the aid of a large number of middle of
the road/hand-off hubs. When it comes to managing
spatio-temporal information, the halfway/hand-off hubs
may operate in either a helpful or a non-agreeable
manner.

(v) Wearable Devices: Another possible use of 5G wireless
communication technology is the use of wearable
technologies [45]. Many physiological signs may be
estimated by these devices when they are used in a
rescue vehicle-type environment. It captures several
physiological indications over an extended period of
time, which aids in the understanding of the illness [46].
A paradigm change in real-time remote patient health
monitoring is made possible by the use of wireless
technology in conjunction with Body Area Network
(BAN). Wearables are available in a variety of flavors
and structures that are based on the many accessories
and clothes that humans choose to wear. They are really
rather little in size, but they are constantly detecting,
gathering, and transmitting various physiological
information in order to increase enjoyment of life. As a
result of these requirements, there is a great deal of
interest in increasing communication security and
reducing the energy consumption of the system, which
is driving new research in these areas. Additionally,
there are some additional uses of 5G wireless networks,
such as the financial sector, which is seeing a growth in
business as well as clients, and which necessitates the
use of powerful computers and data processing [47].
Future mobile networks based on 5G technology have
more potential for transformation into a variety of
financial services, including banking, social payments,
local commerce, and others [48]. It is also a critical
component of smart grids systems. Smart grids are
large-scale cyber-physical systems [49], and they
represent large-scale cyber-physical systems. 5G is also
a foundation for home automation, enabling greater
efficiency and security for all of the linked devices. This
new research path in 5G wireless networks contributes
to the development of a smart global network as a result
of all-in-one services in 5G wireless networks.

loT
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Fig. 3 Internet of Things IoT.

3. Femtocell Network in 5G

Femtocell technology is one of the most often used
infrastructures in HetNet settings, and it is becoming more
popular . Femtocells may be used by a variety of applications in
Internet of Things settings to minimize the amount of traffic that

passes through the macrocell layer, as well as to increase coverage
and capacity across the network.

The Internet of Things (IoT) is an unique paradigm in which
diverse things such as sensors, actuators, smart phones, and other
devices are connected together and become a part of the Internet.
The Internet of Things (IoT) influences every part of our everyday
lives and has the ability to span a wide variety of applications such
as smart environments, healthcare, transportation and logistics,
futuristic, and personal and social life, among many others. These
applications have the potential to dramatically enhance the quality
of life of individuals in a variety of settings. The use of femtocells
in the 5G network has the potential to dramatically increase the
energy efficiency of the network [50]. When femtocells are
deployed, more users may be packed into a given area on the same
radio spectrum, resulting in higher area spectral efficiency and
reduced network congestion. Furthermore, because of the reduced
distance between User Equipments (UEs) and the serving
macro base stations, these devices have the ability to decrease
transmit power, resulting in considerable power savings for the UE
when femtocells are deployed. As an example, femtocells may be
employed in smart homes as a communication mechanism to
monitor energy efficiency, which is particularly beneficial. In
addition, femtocells may be utilized in a variety of 5G applications
to ensure that communication is as efficient as possible. A
femtocell-based communication mechanism in a home area
network was presented by [51], and security challenges associated
with the use of femtocells in the smart grid were examined by [52].
In addition, studies such as [52] and [53] have considered the use
of femtocells in a home area network as a cost-effective solution
for a variety of problems. Femtocells are being used in healthcare
applications, which is another example of their use in [oT contexts.
Paper [54] described an Internet of Things (IoT)-oriented
healthcare monitoring system in which sensors gather data through
an Android application and then communicate the data using a
novel scheduling mechanism based on an LTE-based femtocell
network to a central location. [55] address a combination of
wireless body area networks, which are widely utilized in passive
healthcare data gathering, with the notion of mobile cloud
computing, which allows flexibility in big storage spaces and
processing in healthcare monitoring systems.

It is explained in [56] what are the advantages of employing
femtocells to support indoor produced Internet of Things traffic.
The authors point out that sustaining the traffic created by the
Internet of Things (IoT) is the most difficult task for 5G, since a
significant percentage of the data is generated inside. As a result,
it should be noted that femtocells can be employed in the majority
of Internet of Things applications since there is a need for
evolutionary communications systems. It is also envisaged that
femtocells would be a critical component of 5G designs, both for
human users and for the Internet of Things (IoT).

3. Femtocell Base Station Implementation Approaches

In order to deliver services to end users in a network that
contains Femtocell Base Station (FBS), it is necessary to establish
the right position of the FBS for a femtocell-based cellular network
before the network may be operational [57]. When femtocells are
deployed, the architecture of existing macro cellular networks is
altered, and new design difficulties are presented as a result of
these modifications. In telecommunication systems, one of the
most difficult problems to solve is the issue of interference [58].
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Consequently, adequate techniques and algorithms for the
deployment of femtocells in the present macro cellular networks
must be implemented in order to ensure their success. These
approaches may be divided into three categories: random,
deterministic, and hybrid.

3.1 Random Implementation of Femtocell Base Stations

When using a random deployment technique, femtocells are
distributed at random locations within the service area of the larger
cellular network [59]. If we consider the situation of Home Base
Stations (HBSs), for example, they are randomly positioned inside
the coverage area of a macrocell in order to give improved
spectrum efficiency and better coverage in the regions that are not
totally covered by the macrocell. The use of interference
cancellation or avoidance strategies, on the other hand, is required
in order to ensure that services are not affected in the area of a
femtocell [58]. Femtocell positions may be decided in random
deployments using either a purely random technique or by using a
weighted random approach when the distribution of femtocells is
not uniform. In purely random deployments, the location of
femtocells can be chosen by using a simply random approach.
Studies such as [60], [61], and [62] make use of a random
deployment approach to get their results.

3.2 Deterministic Implementation of Femtocell Base Stations

The position of femtocells is not randomly selected in
deterministic deployment, as opposed to random deployment
strategy. Instead, the position of femtocells is determined based on
various criteria, including path loss [63], [64], Signal-to-
Interference Ratio (SIR) statistics [65] [66], controlling the power
and radio resource [67], [68], a combination of path loss, SINR
Grid-based deployment methodologies [69], [70] may be used to
achieve these deployments. A dynamic greedy approach for
deterministic placement of femtocells, for example, was presented
in [71], which may be changed and optimized while taking into
account the optimal coverage for peak-demanding regions.
Article [63] describes the development of a model for optimizing
the placement of base stations (BSs) for indoor wireless
communications. A propagation model with parameters for the
path loss is used, and a cost function is defined to show the
coverage of the system is discussed in [64]. A model to analyze
indoor wave propagation is used, with the effects of walls, roofs,
and floors on the propagation taken into account by including
different terms in the expression of the path loss [64]. They also
looked at the prospect of employing Genetic Algorithms to
optimize interior radio coverage in order to determine the positions
of access points, which they found to be promising. The paper [72]
covers numerous strategies for access point placement in wireless
networks, including the Discrete gradient optimization algorithm,
the Genetic Algorithm, and the Global optimization methodology,
and proposes a novel strategy based on a Heuristic approach. A
study published in [73] looks at the optimal positioning of FBSs
in an indoor setting. The authors employ a femtocell route model
to improve the quality of service (QoS) of associated UEs by
installing the femtocell in a suggested position. Article [65]
investigates the subject of determining the appropriate BS location
for CDMA systems. Each mobile user is allocated to a BS based
on the minimum path loss, taking into account the SIR in both the
uplink and downlink directions, determined by a heuristic method .

A novel hybrid approach is proposed in [74] for determining the
best location of FBSs in indoor wireless communication networks
while taking into account SIR statistics in both the uplink and
reverse links. In [75], a mix of a heuristic algorithm and a brute
force search is used to offer a novel technique for finding an ideal
location for BSs from a collection of candidate BS sites in indoor
CDMA networks. In the suggested technique for the placement
issue, SIR limitations on both the forward and backward links are
taken into account. The research study carried out in [76]
investigates the most optimum sites to deploy a FBSs in an interior
setting while taking SIR data into consideration. The study's main
goal is to increase the system's throughput and mean capacity
while keeping costs low.

The research [67], [68], and [77] explore the issue of BS
placement in femtocell networks by regulating the transmitting
power and radio resource management between the FBS and the
outside cell-site, respectively. The research in [78] explores the
topic of FBS placement in LTE networks with the goal of
increasing the efficiency of automated traffic sharing algorithms
by determining where they should be placed. Consideration and
simulation of traditional traffic sharing algorithms in an office
setting with a variety of femtocell location plans are used to assess
this technique. A femtocell deployment method in multi-tier
wireless cellular networks is proposed in [79] based on
morphological segmentation of macrocells, heuristic levels of
traffic intensity, and user distribution with the goal of meeting the
network's current traffic demand. In [80], a dynamic method for
transmission optimization on dense femtocell installations is
developed, which defines resource allocation based on the
satisfaction of femtocell users and the congestion state of the
network. A femtocell deployment site was chosen for this study,
and the effects of interference on incoming handover were
explored. Article [81] introduces an algorithm that modifies a
femtocell's coverage optimally based on user equipment's
handover requests, and the range extent of the femtocell is
maintained depending on whether or not a UE is authorized to use
the femtocell. The research study reported in [82] presents a
strategy for femtocell installations that is based on coverage
adaptability. This technique makes use of information on the
movement of passing and indoor users in order to optimize
femtocell coverage and performance.

3.3 Hybrid Implementation of Femtocell Base Stations

Both deployment types are used in hybrid femtocell
deployment, where randomly available femtocells are used as
hotspots in addition to those that have been deterministically
deployed at the outset based on the cellular network operational
conditions, as demonstrated by the Siemens e-mobility
project and other similar projects [83]. When it comes to medical
scenarios, hybrid deployments of femtocells are also used in E-
health monitoring systems. In these cases, femtocells are deployed
deterministically inside a home or a hospital in addition to those
that are randomly deployed inside an ambulance in order to
transmit medical data to the hospital [84]. Most hybrid femtocell
deployments account for the density of mobile users, the amount
of traffic, and the coverage of their networks when designing their
network models. When it comes to energy efficiency, it is also
critical to maintain or improve the quality of service. For example,
cross-tier interference during the deployment of femtocells has the
potential to drastically decrease the system's performance. Authors
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of [85] investigates the resource allocation issue in both the uplink
and the downlink for two-tier networks consisting of spectrum-
sharing femtocells and macrocells, as well as the resource
allocation problem in the uplink alone. The authors' goal is to
optimize the capacity for both delay-sensitive users and delay-
tolerant users while keeping in mind the quality-of-service (QoS)
limitation imposed by the macrocell and the interference
constraint imposed by the delay-tolerant users. Mixed-integer
programming is used to simulate the issue of sub-channel and
power allocation. In order to address the issue, an iterative sub-
channel and power allocation method that takes into account
heterogeneous services and cross-tier interference is developed
that makes use of the sub-gradient updating technique.

4. Key Significant Research Issues
4.1 Control Software Defined Networking (SDN)

A viable solution to cope with the tremendous rise in mobile
broad-band traffic has been identified in the form of femtocell
technology, which improves spectral efficiency while expanding
coverage area. However, femtocells provide a number of
difficulties in terms of implementing an optimal mobility
management strategy. In order to solve some of these difficulties,
such as signaling overhead, greater packet loss, increased
coordination and management complexity as well as increased
handover delay, SDN is one of the viable solution techniques [86].
Accordingly, because of the massive increase in the volume of
data traffic on communication networks, as well as the growth in
the number of communication devices and new applications, the
deployment of small cells such as femtocells could be a viable
solution for meeting the current and future requirements of the
next generation of wireless networks. However, the dense
deployment of small cells causes a number of obstacles, including
frequent handovers and substantial backhauling, which must be
overcome. Through the separation of the control plane and data
plane, SDN may give a solution to these problems [87] [88]. With
the help of SDN, it is possible to gather information about user
access behaviors such as access time and access point at an SDN
controller that is capable of effectively allocating radio resources.
Furthermore, when a loss occurs at the backhaul, the SDN
controller may monitor the network behaviors and trigger the self-
healing mechanisms to ensure adequate quality of service. SDN
may also be utilized as a management mechanism in 5G/IoT
scenarios, allowing various operators to interoperate flexibly with
a large number of small cells, such as femtocells while maintaining
network security [89]. To guarantee excellent quality of
experience and improvements in network QoS, research into SDN
management approaches would be advantageous in this context.

4.2 Spectrum Management

The deployment of femtocells in existing macrocellular
networks necessitates the acquisition of additional spectrum
resources. A failure to do so will result in interference with the
current cellular networks [90]. In order to offer a wide variety of
services while also delivering social and economic advantages,
spectrum allocation is critical. As a result, many operators place a
high value on making optimal use of their available spectrum. It
would be helpful to do research into strategies and approaches that

take into account dynamic spectrum management methods in
order to prevent interference and improve the capacity
performance of the network. Interference management and
interference minimization are two key aspects of wireless
communication systems. Frequency synchronization is another
significant feature in wireless communication systems.
Synchronization is also essential in order to have effective
handovers between base stations in order to maintain a high degree
of QoS [91]. Inter Symbol Interference (ISI) is a kind of
interference that may occur in OFDMA systems when there is a
timing or synchronization issue [92]. The usage of backhaul ADSL
or the use of GPS inside the femtocell networks may help to solve
the issue of synchronization in femtocell networks. It is necessary
to do further study on time and frequency synchronization in order
to design intelligent algorithms that can solve this problem.

4.3 Interference Management

In the case of a dense deployment of femtocells, interference
is one of the most significant technological obstacles. Overall,
interference is seen to occur in two sorts of ways: cross-tier
interference (femto to macro) and co-tier interference (femto to
femto) [93]. Cross-tier interference (femto to macro) may be
caused by several factors. During the deployment of femtocells,
interference is a critical aspect to consider since it has the ability
to restrict the overall performance of the network while also
affecting Quality of Service (QoS) and network capacity. The
development of interference management algorithms and methods,
such as interference cancellation and avoidance, is thus essential
for ensuring an acceptable level of quality of service (QoS) for
UEs.

4.4 Security

Securing femtocell networks is another major difficulty that
must be overcome. Open access access mode is more demanding
than closed access mode since everyone may join to the network,
making it more difficult to provide effective security measures.
This is because private information of the UEs must be secured.
Numerous security concerns have been raised in relation to
femtocell networks. For example, private information about a
subscriber that is transferred through a backhaul Internet
connection may be hacked, resulting in a violation of privacy and
confidentiality laws [94]. Femtocells are similarly vulnerable to
denial-of-service (DoS) attacks. In the case of the FBS, a hacker
may cause the connection between the FBS and the main network
to become overloaded, preventing the femtocell users from
receiving services. In addition, security is required in closed access
mode to restrict unauthorized users from gaining access to the
network and its resources. It is critical to do substantial research in
this field in order to ensure acceptable levels of security for
femtocell users as a result of these security-related challenges and
the growth in number of femtocell installations, which is becoming
more prevalent.

Furthermore, physical layer security approaches are potential
options for ensuring safe networks in the next generation of
wireless communication systems, which is now under
development. According to [95], physical layer security
approaches are not reliant on computational complexity,
demonstrating that the degree of security achieved will not be
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compromised even when the illegal smart objects in the 5G
communication networks possess tremendous computing
capabilities. Also noteworthy is the great scalability of physical
layer security approaches, which is important for the 5G network
since smart devices are constantly linked to nodes with varying
levels of power and computing capability. SDN and NFV in 5G
networks will offer a wide range of new service delivery models
that need new security approaches. With network functions
virtualization (NFV), network functions are no longer physically
separated from one another in distinct hardware. Because of this,
it is beneficial to develop and apply various methods of monitoring
the allocation of software components to physical computing
resources in a manner that ensures continued effective use of the
available hardware and software components [96]. Aside from that,
due to the high density of femtocells in 5G, key management
would be challenging for users who often enter and exit the service
area of the femtocells. Furthermore, in order to meet the low
latency requirements of 5G, it is necessary to accelerate the
authentication proces. For example, Article [97] proposes an
SDN-based architecture in order to facilitate coordination amongst
heterogeneous cells of varying sizes. The locations of users are
anticipated and tracked via the usage of an SDN controller.
Furthermore, the SDN controller samples various physical layer
properties on a continuous basis in order to determine the
performance of various secure context information combinations.
This study's findings demonstrate that the latency performance of
SDN-based authentication is superior to the latency performance
achieved by standard cryptographic approaches. The authors
further demonstrate that by using pre-shared secure context
information through SDN, the tolerance level of the security
framework may be increased. Allowing it to more effectively
interact with network failures. Various current research in the
fields of small cells and Internet of Things security are listed in
Table XIV and compared. The primary communication
infrastructures, as well as the protocols that are used, are shown in
detail. Additionally, the Confidentiality, Integrity, and
Availability (CIA triad) paradigm, which is used to develop
information security rules, is discussed. An investigation is being
conducted on the availability of mechanisms for access control,
enforcing rules, auditing use, and giving the information essential
to charge for services, as well as investigating the capacity to
provide privacy. Finally, a summary of the difficulties discovered
for each research is provided.

4.5 Cognitive Radio

It is built on Dynamic Spectrum Access (DSA), which has
been shown to be a viable method in the field of communications
technology. It is recommended that CR be implemented in a
number of IoT-based femtocells since it has favorable effects on
interference mitigation, power consumption level, and network
lifespan. The FBS may be able to take use of capabilities such as
spectrum sensing, detecting the unoccupied band, and increasing
overall usage in order to apply spectrum allocation and process
resource limits of low-end UE. CR is significant due to the fact
that there is a trade-off between energy consumption and
bandwidth, which means that in order to lower power consumption,
we must have larger bandwidth. In other words, we need dynamic
and optimum spectrum management. This is when the concept of
CR comes into play. Research into CR-based structures and
methodologies would also be advantageous in order to provide less

costly and/or sophisticated schemes compared to the schemes
described in [98] and [99], which would allow for power
consumption reduction while preserving QoS. As a suitable
solution to the issue of spectrum scarcity, CR networks may also
be utilized to increase spectrum utilization by making effective use
of the available spectrum [100]. When main radio users are not
utilizing the spectrum, CR networks make use of the spectrum that
has been licensed to them (e.g., when the spectrum is idle). As a
result, the activity of primary radio listeners has a significant
impact on the functioning of CR networks. As a result, it is critical
to do research in this area in order to adequately characterize the
behavior of main radio users in CR networks. Also possible is the
use of occupancy measures that are done across a defined region
rather than a single site in order to provide useful information
regarding spectrum utilization. Consequently, research into
methods and methodology for the evaluation and monitoring of
spectrum occupancy would aid in the acquisition of more realistic
spectrum occupancy data, which would serve as the basis for
making spectrum management choices in the future. Furthermore,
cognitive femtocells may be used to minimize interference in
cognitive radio networks. Cognitive skills, like as learning and
reasoning, may be used to femtocell devices in order to allow
opportunistic exploitation of the available spectrum area.
Furthermore, femtocells with CR capabilities are capable of
allocating radio resources in an adaptable manner. They can also
aid in the reduction of co-channel interference and the
enhancement of spatial reuse [101].

4.6 Quality Management

A Quality of Service (QoS) specification may be used to
assign different priority to data flows in order to ensure a given
degree of performance in compliance with demands from the
application. In femtocells, quality of service (QoS) assurance is
considered essential, particularly when the cellular network
capacity is restricted. Streaming multimedia applications that need
a set data rate and are sensitive to delay, for example, fall under
this category. To meet the diverse requirements of multimedia
traffic in a heterogeneous traffic environment, femtocells that
provide QoS assurance should be able to support a variety of
application-specific QoS requirements (such as energy efficiency,
end-to-end delay, dependability, delay jitter, and bandwidth
consumption) with varying degrees of flexibility. When a
femtocell serves a small number of UEs, it is possible to achieve
significant improvements in QoS. Although femtocells have been
implemented in outdoor locations and public venues such as
shopping malls and airports, they have only recently been
deployed in areas where a high number of users are linked with a
femtocell. As a result, the available resources may not be sufficient
to meet the QoS needs of each individual user. Furthermore, when
femtocells are deployed in dense clusters, quality of service
management becomes even more critical since each femtocell may
only have a limited amount of resources available. So that each
user's QoS needs are met, an optimal and efficient radio resource
management system is necessary that takes a variety of aspects
into consideration, such as interference and restricted radio
resource availability.
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4.7 Handover and Mobility Management

Since frequent handover occurs in IoT environments,
femtocell mobility is a major barrier for these devices. With the
constant change in UE coverage, there is a significant difficulty in
terms of optimization, as well as achieving gains in energy savings
and bandwidth usage, among other things. The majority of the time,
users of femtocells are found in indoor locations. As a result, there
is no requirement for specialized mobility management. However,
in order to achieve a dense deployment of femtocells, it is
important to implement mobility management and handover
protocols [102]. Mobility management is one of the most
challenging problems to solve in the event of dense femtocell
deployment since it would be exceedingly impossible for a
femtocell to keep track of all of its adjacent femtocells owing to
the fact that any FBS may have a huge number of mobile neighbors
that constantly modify the network architecture. In order to
improve the performance in terms of energy savings and
bandwidth usage, it is necessary to conduct research into an
effective mobility management system.

4.8 Handover and Mobility Management

Since frequent handover occurs in IoT environments,
femtocell mobility is a major barrier for these devices. With the
constant change in UE coverage, there is a significant difficulty in
terms of optimization, as well as achieving gains in energy savings
and bandwidth usage, among other things. The majority of the time,
users of femtocells are found in indoor locations. As a result, there
is no requirement for specialized mobility management. However,
in order to achieve a dense deployment of femtocells, it is
important to implement mobility management and handover
protocols [102]. Mobility management is one of the most
challenging problems to solve in the event of dense femtocell
deployment since it would be exceedingly impossible for a
femtocell to keep track of all of its adjacent femtocells owing to
the fact that any FBS may have a huge number of mobile neighbors
that constantly modify the network architecture. In order to
improve the performance in terms of energy savings and
bandwidth usage, it is necessary to conduct research into an
effective mobility management system.

4.9 Scalability

A typical HetNet consists of many macrocell sites that are
layered on top of one another and several femtocells [103].
Because of this, maintaining current information on femtocells is
a difficult undertaking. Scalability is one of the most important
design aspects of femtocells, and it must be taken into
consideration throughout the deployment and data traffic
modeling processes as well. The deployment method should be
scalable enough to allow it to function with increasing numbers of
UEs while also ensuring that the application behaves correctly on
a continuous basis. Also required is the ability to be transparently
modified in response to scalability changes. It would be
advantageous to do research on methods for FBS management in
order to develop systems that are adaptable to a variety of
transmission settings and available resources.

4.10 Traffic Modeling

The data flow and processing model has a considerable
impact on the performance of femtocells, particularly in terms of
energy consumption and quality of service (QoS). In order to
properly represent the behavior of the network, the traffic models
for femtocells as well as the systems with which they interact
should be examined, defined, and verified. Through the analysis
of these interactions over time, it is possible to generate profiles
for various tactics such as power allocation approaches and radio
resource management strategies, as well as analyze the behavior
of network traffic in more depth. Furthermore, the performance of
the femtocell should be evaluated using a variety of metrics, such
as cell and user throughput, packet loss, call blocking/dropping
probability, and so on, since an adequate data traffic model can
provide realistic and accurate performance assessment.

5. Conclusion

Femtocells have shown to be a potential alternative for
mobile operators looking to increase coverage and capacity while
also providing high-quality services to mobile consumers at a low
cost while maintaining high levels of quality of service (Quality of
Service). In this article, we reviewed the aims and limits of
implementing femtocell in 5G Network. Also, the characteristics
of 5G wireless system has been discussed. Furthermore, the
requirements of implementing femtocell networks have been
introduced. The use of femtocells and their applications in traffic
modeling and deployment in the 5G environment have been the
subject of numerous studies in the existing literature. In addition,
key open research issues of deploying femtocell in 5G networks
were provided and discussed.
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