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1. Summary 
CAPTCHA stands for a completely automated public 

Turing test designed to differentiate between machines 
and humans. Pronounced as (CAP-TCHA), CAPTCHA 
isn't the only way to block spammers, but it's still one of 
the most effective and widely used ways to do it. In light 
of the developments of our time, the Internet has become 
an integral part of our lives and everything we need is 
related to the Internet. In contrast, the percentage of 
electronic piracy has increased, so the use of CAPTCHA 
to enhance security in electronic systems has become 
very important to distinguish real people and stop 
electronic piracy. The main function of CAPTCHA is to 
prevent automated bots (spam) from proving the identity 
of users. Despite its importance, many studies on this 
topic have not been published. Our current paper aims to 
clarify the CAPTCHA schema and its purpose, review the 
different types, and attempt to compare them based on 
different criteria. Introduce various attack methods, 
design, discuss issues, and improve some kinds of 
problems at an advanced stage. 
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2. Introduction 

Nowadays, nobody can deny the importance of the 
internet in our daily lives. Indeed, the availability of the 
large amount of free information has led to the increase 
of the internet users. Web developers are always 
challenged by security issues. Several methods have 
been developed by researchers to counter such attacks. 
However, most of the methods are very expensive and 
require a lot of expertise. For instance, One-Time 
Passwords. CAPTCHA is one of the cheapest and most 
efficient methods. While many people may not know the 
term CAPTCHA, they use them quite frequently [12]. 
CAPTCHA (Completely Automated Public Turing test to 
tell Computers and Humans Apart) It’s a program that 
can generate and grade tests that most humans can pass 
but also current computer programs can’t. Basically, 
CAPTCHA is a software intended to distinguish human 
from machines typically as a way of thwarting spam and 
automated extraction of data from websites. CAPTCHAs 
invented in 1997. In 2000 Researchers at CMU were  

informed by Yahoo about the "chat room problem" in 
which bots joined chat rooms and solicited users to click 
on advertisements. The CMU professors Manuel Blum, 
Luis von A, and John Langford have developed a 
GIMPY captcha which shows large English words as 
images, prompting the user to select the correct spelling. 
The term “CAPTCHA” was invented in 2003. As of 2009, 
Google has deployed a new captcha technology called 
ReCAPTCHA. In past years, Google has used image-
based captchas to identify objects, trees, street signs [6]. 
There are various types of CAPTCHA for instance Text-
Based, Image-Based, Video-Based, Audio-Based, 
Puzzle- Based and Game-Based, Mouse-Based and 
Invisible-Based recently introduced by Google. These 
types maybe briefly described as following text-based 
it’s a characters in a noisy background, image-based it’s 
depending on image recognition according to a given 
hint, video-based watch the video then describes it in 
three words, audio- based listen to a sound with a blurry 
background, then identify the characters that are being 
spoken, in the puzzle-based the user is presented with 
pieces of images that need to be consolidated and the 
game-based depend on compact games to verify human 
interaction on websites. Each CAPTCHA type has its 
advantages and disadvantages. Therefore, we can't 
consider one CAPTCHA type is good or bad. For 
instance, some CAPTCHAs are suitable for blind where 
are others not. For instance, the audio-based captcha it's 
designed especially for blind individuals while the 
remain types are not suitable for blind people expect the 
new CAPTCHA Mouse-Based. CAPTCHAs should be 
human friendly but should also be robust and resistant to 
computer program. 
Contribution 
In this current work we a have deeply reviewed the 
different types of Captcha Technique. 
Compared the results of each type using different 
criteria. Moreover, we have extracted the advantages and 
disadvantages and highlighted some 
CAPTCHA. Give due attention to Captcha issues. 
In particular security issues which represent the main 
challenges. 
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Paper organization 
The remaining of this paper will be as follows. In 
section 2 we described how captcha works. in section 
3 we are enumerating applications of captcha, we 
presented captcha types in section 4, we presented 
issues in captcha in section 5, in section 6 we offered 
advantages and disadvantages of captcha, and we 
presented a comparison between types of captcha in 
section 7, In section 8 attack models and breaking 
techniques. 
 

3. How CAPTCHA works: 

In this part we will give a brief description of the different 
steps followed by a captcha algorithm. First the user 
launch or load the web page, enter the CAPTCHA 
solution, send it to the server and verify the solution if it 
is correct, the user is legitimate, if it is incorrect, the user 
is illegal, and redirect to the home page. 
 
4. Applications od CAPTCHA 
 
There are several ways to utilize CAPTCHA for practical 
security, such as: 
 Protecting Email Addresses from Scrapers: By using 

CAPTCHAs you can completely hide your email 
address from scrapers. To display an e-mail address, 
the user must solve a CAPTCHA [1]. 

 Online Polls: The CAPTCHA can also be used to 
restrict internet polls from being cast automatically 
by    computer programs [12]. 

 Preventing Dictionary Attacks: According to an 
online article, a dictionary attack is a way to defeat 
an authentication system by attempting to guess its 
secret passphrase or password [12]. 

 Worms and Spam: This protects against spam and 
worms that come from computer programs by only 
allowing mail to be received by humans and not by 

computer programs [1]. 
Search Engine Bots: To prevent the web pages from 
being easily found, they should not be indexed. 
When an HTML tag is used, the bots cannot read the 
page. It only serves to say, "No bots please", but it is 
not guarantee [1]. 
 

5. CAPTCHA types 

In this section we will give a detailed overview of the 
different captcha types, the main types and their variants 
which are the illustrated in the following diagram shown 
in figure2. 

 

 
 

 

Figure 2 CAPTCHA Types 

Figure 1 How CAPTCHA works 
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5.1. Text-Based: The most common type of CAPTCHA, 
Text-based captcha, is presented in a distorted form 
that contains letters and numbers which are case-
insensitive. Furthermore, color blind people can 
easily solve them. and the texts are designed in an 
unrecognizable form (by computer programs) so that 
only humans can identify the characters embedded 
in the image. [1,8] 

There are a variety types of text-based CAPTCHAs: 
 Gimpy: In a gimpy CAPTCHA, the characters 

are displayed in a distorted, cluttered, 
overlapped, or corrupted image. Adding white 
and black lines, making non-linear changes, and 
asking the user to write the correct letter. This 
type of CAPTCHA was designed in cooperation 
with Yahoo! and it’s the most common type [7] 
shown in figure3. 

- A simple type of Gimpy CAPTCHA 
developed from Carnegie Mellon 
University it’s called EZ- Gimpy which 
mean (easy Gimpy) that uses different fonts 
and distortions, making the characters easier 
to detect characters more than Gimpy as 
shown in figure4 It is used in chat rooms. 
[7] 

Figure 3 EZ-GIMPY 

 Re-CAPTCHA: Google’s free service provides 
protection against spam and automated software on 
web pages shown in figure5.[7] 

Figure 4 RE-CAPTCHA 

 Baffle: It was developed at the Palo Alto Research 
Centre by Monica Chew (UC Berkeley) and Henry 
Baird (PARC). It is a CAPTCHA based on reading, 
using random masks as shown in figure6. The main 
idea of Baffle text is to reduce the problems in the 
dictionary. Nonsense that cannot be solved by using a 
computer program, but the user can use this 
reasoning to solve the problem. [7]  

 Scatter: This type of CAPTCHA relies on 
segmentation characters. The characters cannot be 
easily broken because this method segments each 
character into multiple small pieces [7] shown in 
figure7. 

 Clickable: There are two defense mechanisms 
for this type: anti-detection and anti-recognition 
User, to pass a test, the user must select three 
cells containing English words shown in figure8, 
otherwise, the test will fail. The user must be 
proficient in English. The software was created 
by Tencent. Semantic information and image 
interpretation are difficult for computers to 
comprehend. [7] 

5.2. Image-Based: This type of captcha displays an 
image to the user and relies on the user 
recognizing the image from a group of images. 

Figure 2 Gimpy 

Figure 5 baffle 

Figure 6 Scatter 

Figure 7 Clickable 
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It is proposed using SVM (Support Vector 
Machine). In this method, the user the user is 
not demanded to type. It depends on image 
recognition to recognize an object or a 
particular idea from an image. It is also called 
Image Recognition CAPTCHA (IRC) [7,9]. 

There are a variety types under Image-Based CAPTCHA: 

 Selection-based: The only requirement is to 
select the correct answer according to the hint.[8] 

 Click-based: This type requires the users to 
click on characters that appear on a 
complicated background according to a short 
hint as shown in figure9, thereby simplifying 
the task, reducing the passing time and 
minimizing inconvenience to the users[8]. 

  
Figure 8 Click-based 

 Drag-based: Drag-based CAPTCHAs determine 
whether the user is a human by analyzing the mouse's 
track, speed, and response time. They are simple to 
use.[8] Figure10.  

 Bongo: It requires the user to resolve the problem of 
visual pattern recognition. It appears as two blocks, one 
on each side as shown in figure11. A person must 
select the correct characteristic that differentiates the 
blocks appearing on the left from those appearing on 
the 

right. [7]  
 Pix: It displays four different pictures of the same 

object and asks the user to write down the word that 
represents the object or the concept across the four 
pictures [7] shown in figure12.  

 KittenAuth: The test consists of many pictures 
of different kinds of animals, and the user is 
supposed to click all the kitten pictures to pass 
[7] as shown in figure13.  

 Artificial: This method exploited human 
abilities to recognize faces from displayed 
images through an automated reverse test called 
FACIAL [7] shown in figure14.  

 Drawing: It is used in PDA (Personal Digital 
Assistant). In a noisy background, many dots are 
displayed as shown in figure15, and the user is 
asked to connect    them. [7] 

Figure 9 Drag‐based 

Figure 10 bongo 

Figure 11 Pix 

Figure 12 KittenAUTH 

Figure 13 Artificial 

Figure 14 Drawing 
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5.3. Audio-Based: Users with visual impairments can 
use the audio-based CAPTCHA as it works using 
sound- based systems. Audio clips can be 
downloaded. Then, after listening the user submits 
the word. [1,2] Also, Audio-Based CAPTCHA has 
two different types: Listen and speak, Listen and 
write. 
 Listen and speak: Using Text-To-Speech (TTS) 

technology, this system is designed to convert 
the selected word into speech, then play a sound 
clip and ask users to say it. [8] Shown in 
figure16.  

 Listen and write: Users must listen to noisy 
audio that is narrated by a voice that shows 
some characters. Those characters must be 
identified and submitted to servers to prove that 
the user is human. Artificially intelligent 
systems and AI attacks cannot identify the 
characters because the voice signal is distorted 
by additional noise.[8] As shown in figure17.  

5.4. Video-Based: The user must provide three tags 
describing the video and a CAPTCHA engine 
separates the video clip into several segments after 
extracting a segment from a database. If there are 
any tags that match the ones on the video, the 
challenge passes. Videos CAPTCHAs are a 
recently developed technique. However, their 
bandwidth requirements and varying perception of 
the user pose challenges. [2] shown in figure18.  

 Motion-based: Users are asked to choose 
the best description of the person’s motion 
in the video [7]. 

 BTW (Best Three Word): video-
based CAPTCHA Users are required to 
type three words describing a video. [7] 

5.5. Puzzle-Based: It asks the user to identify a 
particular image amongst lumps of images 
presented in an array of images or combine 
the pieces into a new image. For many 
users, this CAPTCHA is an interesting 
challenge. However, people Some people 
may have difficulty rearranging these 
segments if they have low cognitive 
abilities or low vision. [3,7] 

Types of puzzle-based: 

 Mathematical: this test requires an answer 
to a question in mathematics to pass these 
tests. [9] Shown in figure19.  

 Star: The application prompts the user to 
draw some stars into a square, based on 
cognitive abilities. The position of the star 
changes with the movement of the cursor. 
Users must move their cursor in the 
drawable space until the stars. As shown in 
figure20.  

 DND&DDIM: Drag and Drop CAPTCHA. 
DND is developed in [ Desai 2009]. A 
specific word was distorted and each letter, 
separately, must be dragged and dropped 
into the appropriate position of this 
character. [7] Shown in figure21.  

Figure 15 listen and speak 

Figure 16 listen and write 

Figure 18 Video‐Based 

Figure 19 Mathematical 

Figure 20 Star 

Figure 21 DND&DDIM 
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 Tap: The concept of design Tap 
CAPTCHA is built on a hybrid challenge 
that combines both text recognition puzzles 
and shape recognition puzzles.[7] As in 
figure22.  

 M-CAPTCHA: Known as Mobile CAPTCHA, 
the Human Interactive Proof (HIP) blocks bot 
attacks by requiring the user to draw a randomly 
generated pattern as in figure23. This technology 
was designed to use with touch screens such as 
smartphones and tablets. [7]  

5.6. Game-based: Researcher who designs and develops 
intelligent CAPTCHA approaches, which rely on 
compact games to verify human interaction on 
websites.[7] 

There are some types of game-based CAPTCHA: 

 Play thru: Creating a new CAPTCHA that is 
simpler and more fun than other types of 
CAPTCHAs. It’s called a dynamic cognitive game 
(DCG). A simple game piece appears through an 
image that requires the user to solve it. [7] as in 
figure24.  

 GISCHA: It is possible to explain GISCHA with the 
use of a rolling ball rolling on a two-colored square 
surface and a target hall with different shapes. The 

user’s ability to move the ball into the target hall is 
framed as a circle, but it is difficult for the computer 
program to understand and recognize the meaning of 
a rolling ball. [7] 

5.7. Mouse-Based: Several years ago, Google 
developed a CAPTCHA that requires neither text, 
image, audio, nor video data to pass. By simply 
clicking the mouse, the computer can identify 
whether there is a person on the other side of the 
program. This feature is called reCAPTCHA. Users 
have to check a box to confirm they are not robots. 
Checkboxes aren't exactly boxes; they are virtual 
ones. An invisible text area is inserted in the form, 
which is filled with a value unique to the form. By 
examining this value, we can determine if a user is a 
bot or not. It can either be true or false. According 
to an online article, Google wasn’t only dependent 
on check boxes but also relied on mouse movements 
to distinguish humans from programs. Furthermore, 
it analyzes the time visitors spend on the page, bot 
IP addresses, HTTP referrer, number of requests, 
and other factors. Google Analytics can also detect 
bots (to prevent them from increasing page views) 
and Google AdSense can block fraudulent clicks on 
ads (to prevent fraud). Google is keeping a lid on 
how the reCAPTCHA algorithm works, so it is 
difficult to know how it works. If reCAPTCHA is 
unsure about the user, a traditional image-based 
CAPTCHA is displayed. Therefore, according to 
Ahn et al., it is not a CAPTCHA since it is not public 
as CAPTCHA is defined. [12] 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 22 Tap 

Figure 23 M‐CAPTCHA 

Figure 24 Play THRU 
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6. Pros and cons:  
After a giving an extensive review of the different types of CAPTCHA we move now to discuss the pros and cons of the 
main based types in order to extract finally criteria based on which we will be able to compare them, and which is the 
main purpose of this work. 

Table 1 pros and cons 

 
 

CAPTCHA TYPES PROS CONS 

 

 

Text-Based 

- Text based CAPTCHAs are easy to build. [3] 
- Creation and recognition of content do not require a 

database, high internet bandwidth, or memorization of 
content phase. [3]  

- can increase security by using different fonts, lines, 
shapes, and different font sizes that can be recognized 
by humans but are hard for bots or computers to 
recognize. [3] 

- Prone to OCR attacks. [1] 
- Susceptible to dictionary attacks when words are taken 

from the dictionary like Gimpy. [3] 
- Not suitable for visually impaired person [3] 
- Vulnerable to attacks by artificial intelligence tools 

CNN (Convolutional Neural Networks) and SVM 
(Support Vector Machine). [3] 

- Distorted signs: When signs are distorted, random 
sequences such as l and I, 5 and S, G and 6, etc., lead 
to perceptual problems. [9] 

 

 

Image-Based 

- In the images- Based, they use animals, structures, 
vehicles, and other common objects. which are 
familiar to most people. [3] 

- It's not hard to recognize combinations of images 
when you're human, but it’s hard for an automatic 
system to do so. [3] 

- A single task requires a large number of images, 
limiting the repetition of the same image in successive 
tasks. [9] 

- Simple click- based system so you do not have to type. 
[1] 

- Is easier to solve since there is no need to formulate a 
solution, only to recognize it.[3] 

- Easily attacked by OCR attacks. [7] 
- Prone to artificial intelligence attacks. [3] 
- In comparison to text-based communication, the 

network bandwidth requirements are higher. [3] 
- Requires large database for storage of images. [9] 
- The attacker can identify it by using a random rate 

attack or by using a dictionary- based attack. [1] 
- People who are color blind have many problems.[1] 

 

Video-Based 

- Video based CAPTCHAs carry tags which make them 
easy to recognize. [3] 

- Humans can easily recognize the tags, but it's difficult 
for a bot. [3] 

- These techniques provide the user with a moving 
graphic that represents a particular visualization that 
can be expressed in one word.[9] 

- A large database is needed to store video clips [3] 
- To load video, you need high bandwidth. [3] 
- Due to the large size of the files, users have difficulty 

downloading the video and passing the CAPTCHA 
test. [1] 

- Prone to OCR attacks. [3]  
- These videos cannot be solved by foreign users 

or non-native speakers. [9] 

 

Audio-Based 

- Audio-based CAPTCHAs are very useful for visually 
impaired people [1] 

- Humans can easily detect audio with noise, but it's 
difficult for a bot. [3]  

- The audio clip can be downloaded and listened to 
repeatedly at will. [3] 

- Since the system is available in English, the end user 
should be familiar with the language. [1] 

- Characters with similar sounds are difficult for humans 
to recognize. [1] 

- User interaction takes more time higher bandwidth.[8] 

 

Puzzle-Based 

- Interesting to solve. [3]  
- It would be fun. [1]  
- It helps the user to monitor his brain. [1]  
- This captcha system is played like a game so that the 

user can interact with it more. [1]  
- Rearranging segments of an image is very difficult 

for a bot. [3] 
 

- Requires much time to solve. [7] 
- Requires a lot of brain work, so it's hard to solve for 

people with low intelligence. [3] 
- The user cannot easily identify the puzzle. [1] 
- the defect lies in the limitation of the number of such 

questions which have a definite answer, are easily 
retrievable. [9] 

Mouse-Based You do not need to submit text, images, audio, or 
video to pass. A single mouse click is all you 
need.[12] 

As a result of Mouse CAPTCHA failure, Invisible 
CAPTCHA is also rendered useless.[12] 
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7. Issues in CAPTCHA: 
In this paper we will talk about issues may face 
CAPTCHA  
a. Security issues 
b. Usability issues 
 
a. Security issues: Security issues: there are two 

ways to crack CAPTCHAs: challenge 
segmentation and character recognition. Since 
CAPTCHAs are no longer able to withstand 
attacks aimed at cracking the underlying 
protocols through man-in-the-middle or oracle 
attacks due to advances in OCR (optical 
character recognition) techniques, CAPTCHAs 
needed to be developed that are robust, secure, 
and usable. The success of a CAPTCHA 
technique depends on the accuracy achieved 
during segmentation. After this process, single 
character recognition techniques are applied at 
high speed. [1,10] 

b. Usability issues: It is an important aspect of 
CAPTCHA and a measure of how effectively, 
efficiently, and satisfactorily users can achieve 
certain goals in each environment. The diverse 
backgrounds of users, such as differences in age, 
culture, and language, necessitate the 
consideration of two factors when designing a 
CAPTCHA system: visual perception and 
cognitive judgment. An important question is 
how to evaluate the usability of CAPTCHA. 
Using the following quality components, to 
define usability:  [5,10] 

 
 Memorability: if users return to the 

design after a period of disuse, how 
easily can they recover knowledge. [5] 

 Satisfaction: How pleasant it is to use 
the design. [5] 

 Accuracy: is a measure of the 
correctness with which users can 
respond to a CAPTCHA task without 
making mistakes.[10] 

 Response time: is the time it takes a 
user to respond to the CAPTCHA test. 
[10] 

 Perceived difficulty: is the difficulty 
observed by users when solving 
CAPTCHA test. [10] 

To make CAPTCHAs usable, high accuracy, 
low response time, and low perceived difficulty 
are desired. Biases are used in CAPTCHAs to 
improve security control. However, the use of 
excessive or uncontrolled bias levels and 

methods may not only render CAPTCHAs 
unusable, but also reduce security control, as the 
system would have to allow multiple attempts 
for failed tests.[10] 

 
8. Attack models and breaking techniques: 

Table 2 attacks model 

 

8.1. Attack for Text-Based CAPTCHA: 
a. Brute Force Attacks: The sponge can use 

the sensitivity information to automatically 
attack CAPTCHA details by trying answers 
at random or according to a specified order. 
This is typically used when the CAPTCHA 
test has a limited number of answers. 

b. Smuggling Attack: The challenge is to 
automatically repeat the identifying online 
task. The attacker controls the attack 
behavior. At first, the script requires the 
user to perform an online task that the 
attacker wishes to postpone. When the 
malware gets to a victim's host, it intercepts 
the request and stores all information 

Captcha 
type 

Attack method 

 
 
 
 
 
 

 
 

Text-Based 

Brute Force Attack  

Smuggling  

 
 
 
 
  

DE-CAPTCHA 
Pipeline 

Pre-processing 

Segmentation 

Character structure  

Recognition 

post-segmentation 

post processing 

K-Nearest Neighbors 
(KNN) 

Support Vector 
Machines 

Convolutional Neural 
Networks (Deep 
Learning) CNN 

End to End  

Teabag 3D attack  

 
 
 
 
 

Image-based 

Single processing  

Preprocessing  

Vidoop  

Database  

brute force  

Implementation  

 
Audio - 
based 

 
single processing 
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locally. 
c. DE-CAPTCHA Pipeline Attack: The 

attack consisted of five steps applied to a 
specific text CAPTCHA to break it. Attack 
methods in the second stage always 
involved segmentation and recognition. 
Before the segmentation stage, a few 
alternative preprocessing approaches are 
chosen. These preprocessing techniques 
focus on eliminating noise and highlighting 
the information. 

There are some types under DE-CAPTCHA: 
 Preprocessing: The image might be 

considered negligent if it is noise-free. By 
using different techniques, the background is 
removed, and the CAPTCHA is displayed in 
white and black and saved into the binary 
matrix. It is easier to implement the DE-
CAPTCHA pipeline after a captcha is 
transformed into a binary matrix. 

 Segmentation: Different segmentation 
methods are used to cut CAPTCHAs. 
 The following methods can be used to 

segment by single characters: 
 Uniform cutting: The method is suitable 

for CAPTCHAs whose characters are 
uniform in width and distribution. It is 
simple but limited. 

 Feature extraction: You can use this 
method for alphabetic characters and 
Arabic numerals. Certain character 
features are used, For instance, circles and 
dots. It will be possible to detect shapes in 
characters such as in "i" and "j", a loop 
effect in "a" and "b", a cross image in "t" 
and "f," and so on. 

 Projection: For segmenting individual 
characters, the character projection histogram 
proves to be an effective method. This 
technique works well for non-overlapping 
characters. Projections can be horizontal or 
vertical, or a combination of the two. 

 CFS (color filling segmentation): Utilizing the 
CFS algorithm, each connected component can 
be detected using CFS. CFS identifies objects 
that are not segment able by projection and 
contributes to further segmentation. Based on 
a paint bucket flood filling algorithm. As CFS 
is a default segmentation method, it can 
segment CAPTCHA words regardless of 
whether they are tilted or overlapping. 

 Segmentation methods based on character 
components: 

 Filter: There are several types of text-based 
CAPTCHAs that can be processed using this 

method. By using filters of different 
orientations, it extracts the character 
components within a CAPTCHA Afterwards, 
each character is made up by combining 
adjacent elements in various ways 

 Character structure: The contour lines of 
characters constitute some close parts. The 
contour lines of characters constitute some 
close parts. After color filling and removing 
noise components, the strokes of the character 
are segmented along this close structure. 

 Recognition: After segmenting the 
CAPTCHA, the classifier can learn what a 
character looks like by using training mode. In 
the testing mode, each letter is detected 
individually with classifiers in predictive 
mode. 

 Post-Segmentation: Each segment that was 
produced in the previous step is individually 
processed to facilitate recognition. Normally, 
the magnitude of every segment is normalized. 

 Post-processing: The output of the classifier is 
getting better, and it can be enhanced by using 
spell-checking techniques to enhance its 
accuracy and regulation. 

 
d. End-to-End attack: Researchers have 

rediscovered the methods of end-to-end 
attack because multistage processing is 
more complex and deep learning has 
powerful classification abilities. In 
addition to simplifying and accelerating the 
prediction process, it also reduces the 
prediction time greatly. 

e. Teabag 3D attack: Its design is based on 
three- dimensional space. This type of 3D 
CAPTCHA is characterized by some of the 
following characteristics: The 3D-
CAPTCHA is displayed as four letters in 
3D space using only upper case and digits. 
The characters are extremely close to each 
other and appear to be created from slightly 
different perspectives. The present 
challenges to Teabag 3DCAPTCHA can be 
divided into four phases based on 
differences in grid directions and shapes of 
background cells. 

8.2. Attack for image-based CAPTCHA: 
a. Signal processing attacks: common attacks 

in image and audio-based CAPTCHAs. 
The attacker can solve image CAPTCHAs 
by removing the noise and distortion with 
optical character recognition (OCR). Using 
chaos, noise, and distortion to confuse and 
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jumble image- and audio-based 
CAPTCHAs are possible tasks for 
machines. [7] 

b. Preprocessing: the background is removed 
using various techniques and the 
CAPTCHA is rendered in white and black 
and stored in a binary matrix. [3,7] 

c. Vidoop CAPTCHA attack: a special type 
of image- based CAPTCHA attack. It uses 
images of objects, landscapes, people, 
animals, instead of distorted text to 
distinguish people from a computer 
program. [7] 

d. Database Attacks: The underlying database 
can be partially created to attack image-
based CAPTCHAs. Challenges displayed 
on the website reveal a portion of the 
database, but is it economically viable to 
recreate the entire database? While this 
approach may be suitable for an image 
database with a few images, it is not 
feasible for a database with millions of 
images unless there are financial incentives. 
[4] 

e. brute force attack: A brute force attack is 
the simplest and most common method to 
defeat image-based CAPTCHAs. This 
involves providing random solutions to 
challenges based on a limited number of 
solutions until final success is achieved. In 
summary, the system castigates IP 
addresses that typically receive many 
consecutive incorrect responses by 
requiring them to correctly answer two 
challenges within three attempts before 
receiving a ticket. Attackers receive one 
service ticket for every 5.6 million attempts. 
[4,7] 

f. Implementation Attacks: In some cases, 
CAPTCHAs have weak implementations. 
Think about what would 

happen if the same session ID was used repeatedly 
to gain access. Stateful implementations can be used 
to track user sessions and stateful forms, whereas 
stateless services can be used to eliminate these 
scenarios. [4] 

 

 

 

 

 

8.3. Attack for Audio - based CAPTCHA: 
a. single processing attack: common attacks in 

image and audio-based CAPTCHAs. The 
attacker can solve image CAPTCHAs by 
removing the distortion and noise with optical 
character recognition (OCR). Using noise, chaos, 
and distortion to confuse and jumble image- and 
audio-based CAPTCHAs are possible tasks for 
machines. [7] 

 
9. Comparison between CAPTCHA types and 

analysis: 
 

In this section we have chosen nine criteria that 
seems to be the most relevant ones to compare Text, 
Image, Video, Audio, Puzzle, Mouse based 
techniques. 

The most important features that characterize the 
efficiency of CAPTCHA are security and usability. 

The table below is shows that there are no 
CAPTCHA types that provide or combines these 
two features -security and usability -. Therefore, we 
try to enhance the best CAPTCHA type that we 
have concluded which is the Mouse-based 
CAPTCHA. As it is shown in the table 2, this type 
of CAPTCHA represents the highest usability 
feature in term of time of response, easiness, 
learnability, availability, however the weak point of 
the Mouse-based CAPTCHA is the security which 
proved to be in the middle level. 
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Table 3 comparison between captcha types 

 
CAPTCH A TYPES 

 
Text- 
Based 

 
Image-
Based 

 
Video- 
Based 

 
Audio- 
Based 

 
Puzzle-Based 

 
Mouse-Based 

 
Security 

 
Low 

 
Middle 

 
Middle  

 
Middle 

 
High 

 
Middle  

 
Free 

 
Yes 

 
Yes 

 
Yes 

 
Yes 

 
Yes 

 
Yes 

 
Suitable for the 

visually impaired 

 
No 

 
No 

 
No 

 
Yes 

 
No 

 
Yes 

 
Easy or difficult to 

use 

 
Easy 

 
Easy 

 
Hard 

 
Hard 

 
Hard 

 
Easy 

 
Susceptible le to 

OCR attacks 

 
Yes 

 
Yes 

 
Yes 

 
No 

 
No 

 
No 

 
Language 

dependence 

 
Yes 

 
No 

 
Yes 

 
Yes 

 
Sometimes 

 
No 

 
Intelligent 

dependence 

 
No 

 
No 

 
No 

 
No 

 
Yes 

 
No 

 
Photo’s dependence 

 
Low 

 
High 

 
Low 

 
Low 

 
Middle 

 
Low 

 
Success rate on first 

try 

 
Middle 

 
Middle 

 
Middle 

 
Middle 

 
Low 

 
High 

 

In the below figure, an explanation of how the proposed captcha works, the way it works in general is similar to the rest of 
the types where the user downloads the page, then the user appears the proposed captcha test, then the user solves the test 
and sends the solution, the server receives the solution and verifies the solution, if the solution is immediately True, the user 
is legal and skips the page otherwise, the user is illegal and says re-test. in the following figure 25, a detailed explanation of 
the captcha. 
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Figure 25 
The proposed captcha test is a simple drawing in a circular 
shape with a very light line, and the user is asked to hover the 
mouse over the circular line in a circular motion, through this 
movement, the device recognizes the steps if it is a robot or a 
human as shown in figure 26, As we know that in general a 
robot is able to move in straightway not in curvilinear, so we 
have combine  the two most important conditions for the 
captcha, which are high security and ease of use.  

 

 

 
 
 

Figure 26 

10. Conclusion: 
Web applications use CAPTCHA to protect systems from 
malicious bot attacks and to distinguish humans from 
machines. In this paper, we present an extensive review of 
CAPTCHA. First, we start by explaining how the captcha 
works and some of the captcha applications, then we 
mentioned the types of captcha in an extensive manner with 
examples and mentioned the pros and cons of each type and 
made a comparison between the types based on specific 
parameters, in addition, we deeply studied the different issues 
that may a CAPTCHA technique suffer and highlighted the 
most important ones. at the end we have proposed a new 
model. 
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