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Summary 
Creating fake documents and certificates by duplicating them 
from the real ones has become most popular in the upcoming 
days. Also, these documents will be stored in their respective 
offices in a database which is a Centralized Database. Now if 
we'd like to access them then we should always be physically 
present in that particular office. Also, during this pandemic, most 
of the schools, colleges, and offices were subject to online 
document storage. This blockchain system be in the service of as 
a solution for the taut storage of documents in the form of 
electronic files on a blockchain network. The immutable 
property will aid the document from being duplicated by some 
other document and also will result in the permanent entry of the 
particular document in Distributed Databases. Also, the 
blockchain belongings of the decentralized ledger structure will 
help to keep the files safe and unaffected forever. 
Keywords:  
Blockchain, Centralized database, Secure storage. 

1. Introduction 

Storage of documents has become a very paramount 
thing in our present way of living. Also, along with this 
rising needy for documents, the pilfering and duplicating 
of documents is also increasing day by day. So, there is a 
very great need for the shielding and authenticating of 
files to keep them from being demolished, operated, or 
duplicated into some other file. Also, some documents are 
so chief in a way that if they are lost, they cannot be 
rehabilitated or repaired[1]. Apart from all this, the person 
has to be in-person to visit the appropriate office for 
restoring their document and this process takes much more 
time. Because of this, the dominance of document storage, 
the pay-off in our society also has escalated with a great 
increase in duplication and creation of any educational or 
property-related files by giving a certain amount of 
money[10]. These problems can be destroyed by using 
blockchain as a service for storing files. This will be a 
mechanism for easy recovery of documents, complete 
validation of data, and easy elevation of data as well. All 
of these systems will help us to greatly reduce trickery, 
bribes, and pilfering of documents.  
 

2. Background 
 

Document management currently, in this epoch, is done 
by storing it in a centralized DB system.In this centralized 
database system if a single change is made to the database, 
then every other person/office connecting to that database for 
getting information will get erroneous results. Also, there is 
expunging and overhauling of data in the centralized DB 
system[19], thus making the changed information 
irretrievable. Thus, the duplicates of documents and thefts 
can be easily done in the current epoch[11]. These problems 
are dealt with in our model by using a decentralized ledger 
system, instead of centralized databases. 

The blockchain is a data structure that separates the data 
into containers - the blocks. The blocks are quite comparable 
to nodes in a linked list. Each block links to the previous 
block using a hash. A blockchain is made up of blocks that 
create a continuous chain. The end of the blockchain is 
always where fresh blocks are added [3], [4]. Transactions, 
among other things, are the most important aspects of the 
block chain. Hyper ledger and smart contract etc. 
Each component is explained as: 
 
1. Transaction: 

The transaction is recorded in block chain as an asset or 
like a ownership and they are verified and accessed all over 
the nodes. These transactions are processed using timestamp 
as fig 1. 
 

 
Fig.1. Time stamp 

2.Peer network: 
Block chain is a ledger which runs on a p2p network and 

is managed by a central server over the internet. As a result, 
they aren't vulnerable to a single point of failure or 
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malware[15]. For the system to last longer, every member 
shares storage and computational energy. 
 
3.Ledger system: 
Ledgers are independent nodes to record, store and 
synchronize transactions in their respective e-ledgers. 
 
4.Smart contract: 
Smart contract are some application program which are 
saved on a block chain that runs on a certain user defined 
conditions they are written on solidity. 
 
3. EXISTING SYSTEM 
 

The authors of [2] presented a method for dividing 
medical files that used a limited shared data technique. 
Data packets should be restricted as separation data inside 
the doctor-patient context, as they could provide an 
unsecured site for theft to gain access to private medical 
reports for which the patient has opted to not even divulge 
specific information. If there are more partners inside the 
network, the writers agree that recognizing a patient to use 
a variety of techniques is likewise not a viable alternative 
for provisioning confidential material. The key 
information of a patient can be determined by combining 
ages, religion, region, day of enrollment, and medical 
issues[5] utilizing best fit consensus techniques. The 
author suggested a "ceremonious major data exchange 
consensus" [14] make data shareable among disparate 
organizations 
. 
4. PROPOSED SYSTEM 
In this system,Fig 2 we are using ipfs for file storing the 
documents in a secure manner which is based on content 
addressing. In the case of files here, no copy of the file 
was created instead only an encrypted hash is provided to 
the recipient through which he can access the file. IPFS 
being content addressed helps in lowering the bandwidth 
expending and faster file ingress. 
User can upload their personal files which are only 
accessible to certificates, important documents, etc.Using 
the decentralized system to store files provides the user 
with high reliability as our files are at risk from 
theft.Where anyone can post any type of document ( pdf, 
image) to share with other users[16].Users can also plea a 
specific document by circulating a request. 
We proposed to create an API in which the user can be 
able to upload the documents using meta mask gas 
price[12].When the user uploads a document it will 
generate transaction hash for the specific files and when it 
is shared the transaction hash of the sender and the user 
will be stored in the decentralized database. 
 

 
 

 
 
 
 

Fig.2.  IPFS system  
 

5.   FILE UPLOAD 

A file in .pdf,.jpeg format is uploaded by the end 
user. Regardless such files include unstructured 
data, in which they all follow the same pattern, 
which has been authorized by each person's 
internal regulatory authorities. 

 

5.1 Smart contract 

The uploaded file is then given to the smart 
contracts where the execution of the document is 
automated for the immediate outcome to reduce 
the time complexity[18]. This is then fed into data 
storage which contains plenty of versatile data 
which will generate in the form of hash. 

5.2 Database 

The database contains the document and 
the hash value of the respective file in that we use 
BigchainDB which is offering decentralization[7], 
immutable assets. . The data stored in the 
database is transformed into a 256 long bit hash 
function using the SHA-256 hash algorithm. 

A hashing with such a range of 256 bits is 
known as SHA-256 (secure hash algorithm). It's 
a hash function for the power steering. A data is 
divided into 512 = 16 32 bit blocks, with each 
block requiring 64 successions. It will use this to 
set default values for the eight buffers. 
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It is then store the key values in the form of 
array From k[0] to k[63] as shown in fig.3 

                                         
Fig.3 Key Values 

 
The whole hash is divided up into 512-bit pieces 
It performs 64 rounds of operation on ever 
block, with the result of each block pattering a 
the input for another block[20]. The generated 
256 bit hash function is then fed into metamask 
for the transaction as shown in fig.4. 
 
 
 
 
 
 
 
 
 
 
 
   Fig. 4 

5.3 Hash computation  
 
First, 8 variables are their prime values and the first 
32 bits of the fragmentary value of the square roots of 
the first 8 initial numbers:  
 
 H1(0) = 0x6a09e667  
 H2(0) = 0xbb67ae85  
 H3(0) = 0x3c6ef372  
 H4(0)= 0xa54ff53a  
 H5(0) = 0x510e527f  
 H6(0) = 0x9b05688c 
 H7(0) = 0x1f83d9ab  
 H8(0) = 0x5be0cd19 
 
Next, the block as shown in fig.5 is executed only 
one at a time:  
 

Fig. 5 Blocks of transactions 
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The hash of the message is the concatenation of the 
variables HN i after the last block has been  
Processed. 
 
 H=H1(N) ||H2(N) ||H3(N) ||H4(N) ||H5(N) 
||H6||H7(N) ||H8(N)   
 
VI. RESULTS 
 

We have created a situation where the documents  
can be stored securely and the execution time for  
the existing system(Traditional algorithm) and the 
proposed system(Improved algorithm) varies as 
 we use SHA256 algorithm. So that the scalability 
of the system increases by reducing the time taken.  
Fig.6  shows the result of the algorithm. 
 

 
 
 
VII. CONCLUSION AND FUTURE WORK 
  
 In this paper, we have proposed a blockchain-
based document storage system that stores the 
documents, images, etc. In a form of hash which is 
then processed by the SHA-256 algorithm. 
          The proposed system does not have any 
analyzing mechanism to analyze what is written in 
the document. This information can be currently 
elucidated by a person. But in the future, the nodes 
can be made smart through Natural Language 
Processing and given the ability to understand one 
document from the forged one, thus raising a 
security awareness whenever it finds any theft in 
the currently received document. 
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