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Summary 
Digital transformation represents one of the main obstacles facing 
several government, private, and non-profit sectors that help 
stabilize digital transformation in the Arabic region. One of the 
helpful ways to improve the level of freedom, productivity, and 
flexibility among employees to accept the BYOD approach is 
using their own devices to perform their work both in and outside 
the workplace. This study focuses to present the differences 
between the main three economic sectors, which represent the 
most important pillars of the economy in Saudi Arabia within the 
Kingdom's Vision 2030. BYOD also has great importance to the 
stakeholders for raising their awareness by expressing the 
implications, if the concept of BYOD is widely and correctly 
adopted. The study uses the diffusion of innovation (DOI) 
framework and quantitative analysis data to determine the main 
dimensions and important factors that help increase the awareness 
of the target audience. The number of participants in this study was 
830, and the participants are mixing between the government, 
private, and non-profit sectors. The main findings showed a 
significant impact of several factors such as the importance of 
knowledge, ease of use, employee satisfaction, risk awareness, and 
attention to increase the level of acceptance in three main sectors 
study for using the BYOD approach widespread and professional 
use. 
Keywords: 
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1. Introduction 

Many countries around the world are seeking to take 
advantage of digital transformation for enhancing their 
strategic goals and services [1]. Therefore, governments are 
looking to invest and take advantage of digital 
transformation between governments and both the public 
and private sectors for changing economic needs and 
activating digital technologies for providing products that 
help to facilitate work and manage human resources 
professionally [2]. Consequently, digital transformation 

seeks to develop users’ thinking about benefiting from 
business models in line with continuous technical 
developments, raising operational efficiency, and reducing 
the rate of errors and defective aspects in the provided 
services [3]. Additionally, countries seek to take advantage 
of the great chance of the fourth economic revolution to 
create a digital economy that depends mainly on providing 
and expanding technological opportunities to enhance 
customer and employee satisfaction, increased revenue, and 
innovation inspiration [3]. From this standpoint, the KSA, 
represented by its 2030 vision, is seeking to reach one of the 
top ten places in the Global Competitiveness Index, as it 
surpassed 15 places between 2017 and 2020 according to 
the Global Competitiveness Index of the Institute for 
Administrative Development (IMD). This proves that 
progress in overcoming all the difficulties facing this 
transformation is being made through the potential of the 
fourth economic revolution [3, 4]. After the widespread 
COVID-19 pandemic, digital economy trends have taken 
advantage of technology by using the data and digital 
content artificially to automate the processes of cooperation 
between government agencies and private companies [5]. 
As a result, governmental organizations and the private 
sector have reached an advanced level by understanding the 
importance of using technology for facilitating digital 
transformation [6]. It helps with the continuation of social 
and economic activities despite closures and social 
distancing in many communities. During the last years in 
2020, the KSA was keen through the global pandemic to 
provide the capabilities and enablers to accelerate the 
process of digital transformation through a package of 
government aids such as providing cloud storage, providing 
a governance framework for most government transactions, 
and providing the infrastructure that ministries and 
institutions need to reach the beneficiaries technically [6, 7]. 
Furthermore, the government provides an integrated field of 
various data banks and links them with each other to 
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provide the possibility of serving beneficiaries more 
professionally and ensuring the provision of acceptable and 
satisfactory digital services to communities and individuals 
[7]. In the following points, the research paper covers the 
BYOD definition, the main challenging aspects of adopting 
the BYOD in different sectors, an overview of the public, 
private, and non-profit sectors, presenting previous studies 
that focus on the context of the study scope, methodology 
of data analysis, and discussing of preliminary results and 
their implications for the research. 

1.1 BYOD Definition 

Many of the various ways that help increase rates of 
digital transformation at the individual, governmental, and 
private sector levels fall under the Bring Your Own Device 
(BYOD) approach. This approach focuses on employees 
using their personal devices to connect to their 
organization's network and systems. BYOD is making great 
progress in the business world, with around 75% of 
employees in high-growth markets like Brazil and Russia 
and 44% in developed markets already using their personal 
devices at work [8, 9]. The literature indicates that 
companies are unable to prevent employees from bringing 
personal devices into the workplace, and thus their personal 
devices can be utilized in various aspects of work. One 
study showed that around 95% of employees stated that they 
use at least one personal device at work, which is one of the 
various benefits of the expansion of work in the context of 
the BYOD approach [9, 10]. Some of the added benefits are 
reduced expenses and service agreements, as they help 
enhance employee mobility, productivity, satisfaction, and 
flexibility. BYOD helps share information and 
communications in real-time and can be accessed from 
anywhere, even without a LAN or Wi-Fi network available 
[9, 11]. Therefore, this study seeks to discover the basic and 
necessary awareness of employees in different sectors as to 
how to activate the BYOD approach to raise efficiency and 
rationalize spending more professionally. 

BYOD includes personal devices such as laptops, 
tablets, and smartphones that employees are allowed to use 
to carry out business functions [9]. The high expenses of 
information technology make this challenging in critical 
sectors, including the public and private sectors [9]. 
Moreover, It is difficult to sustain the life cycle of technical 
hardware, especially when the economy is affected by 
commercial movement, as in the coronavirus pandemic [10]. 
Thus, providing this service to the public takes priority over 
back-office support to keep things running. Financial 
movement and budgets affected by the high economic 
recession will remain negative for a while and will not 
change soon [9, 12]; therefore, BYOD policy helps to fulfill 
some requirements of running an office business in light of 
the scarcity of occupying various physical office 
workspaces. I could bring my own device and use it for my 

work to save the usual life cycle cost [12]. However, how 
do we overcome the many issues that arise as a result of 
using the BYOD approach? One example of these issues is 
awareness of the importance of the BYOD concept in terms 
of security. This covers several main issues that are 
important to focus on to raise BYOD awareness in the 
public, private, and non-profit sectors [13]. 

1.2 Data Security 

There are high risks when using the BYOD approach, 
especially in the public sector. The files and user 
information are confidential and should be protected with a 
high level of care. According to our previous study, most 
tasks carried out by normal users include completion of 
transactions, follow-up e-mail, and use of internal 
electronic systems to track the work and performance of 
employees [14]. Additionally, some personal information 
that comes from PCs or personal laptops contains data that 
may put the organization at risk [12, 15]. How can a public 
sector organization ensure an acceptable level of 
information security with adequate flexibility for 
employees using their devices and systems’ services? 
Furthermore, cloud services such as commercial cloud and 
governmental cloud are another challenge because there are 
legitimate business reasons for accessing cloud services in 
both public and private sectors to avoid paying high costs 
for purchasing advanced maintenance and business 
continuity plans [9 – 11]. However, in return for these 
services, a vast amount of data and information can be 
shared with various systems through BYOD [15]. What 
information is collected from users? Will employee 
information be sold to any third party? 

1.3 BYOD Policies 

The policies for BYOD are an integral part of the 
governance that many government agencies and private 
companies are looking to provide and activate for desktops, 
laptops, personal tablets, smartphones, and other devices for 
business purposes [12]. Therefore, the BYOD policy is part 
the of risk management policy and security issues policy 
that is associated with company files accessed with personal 
devices [15]. Thus, organizations may decide to develop a 
BYOD policy to meet the needs of their employees or for 
other business reasons, or providing complementarity 
between information technology policies in organizations 
[15]. 

BYOD has been widely adopted by the private sector, 
with an estimated 74% of companies using or planning its 
adoption in the not-too-distant future, but the public sector 
doesn't seem to share this enthusiasm [17]. Also, recent 
statistics indicate that up to half of the councils in London 
do not have a BYOD policy in place [16]. Additionally, 
there are many government attempts to regulate BYOD in 
the governmental and private sectors to determine the level 
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of authority at which employees are permitted to access data 
and applications using their own devices. An example is the 
Canada Education Savings Grant (CESG), which is the 
information security arm of the Government 
Communications Headquarters (GCHQ) and its British 
state affiliates. Many public parties such as local councils 
seek to introduce the BYOD approach to provide more 
flexible work for employees [14]. CESG details the security 
rules that must be followed for any mobile device, but it 
allows for the first time the use of employee-owned 
computers [18]. 

The policies can be distributed according to their main 
classification security parts. Some examples of these 
policies are that any mobile device must be returned to a 
factory setting before it is used to access government data, 
that the device must be able to be fully managed by the 
organization used throughout its use for mobile work, and 
the organization can also ensure that information security 
policy is applied in the device's enterprise management [17, 
18]. Furthermore, CESG has recommended 12 legislative 
articles to control and secure data in transit and certify safe 
embarkation, including detection and prevention of 
malicious code and an accident response plan for security 
issues such as hardware loss [14]. Additionally, using the 
device with a BYOD approach should be supported by 
specific approved and implemented electronic security 
standards, employee agreements, and cybersecurity 
awareness training. Moreover, connecting to public Wi-Fi 
hotspots and avoiding malware are other security concerns 
when discussing BYOD [14, 15]. Thus, some regulations 
should be added to data production policies such as the 
General Data Protection Regulation (GDPR), which adds 
more policies to production data laws, and a higher level of 
protection will have to be provided for sensitive personal 
data, which may create a potential bog for IT departments 
as they seek to incorporate BYOD into their plans [15]. 

1.4 Permissions and Authorizations 

Determining who is allowed to use and transmit access 
to potentially highly sensitive information is not a simple 
task [5]. Therefore, informing the employees what they are 
and are not allowed to do on their devices without 
restricting these powers may lead to more confusion [12]. 
Thus, one cause of concern for many governmental and 
private organizations is the use of different devices and how 
IT professionals ensure a common experience across all 
areas while ensuring no leaks or breaches. The similarities 
in the hardware and software can be expensive, but it comes 
with the peace of mind that's conspicuously absent when 
BYOD is in action [19]. 

1.5 BYOD Benefit 

There are some benefits to using the BYOD approach 
that can be summarized in the following points: 

 BYOD has the power to rationalize spending, but this 
should be carefully weighed against the risks. BYOD 
has moved from a $67 billion industry to a $181 billion 
industry by the end of 2020, something that will 
become increasingly difficult to ignore in the future 
[14, 15]. 

 Employees enjoy greater freedom and flexibility to 
use their own devices to do their jobs [9, 11]. Also, 
employees enjoy and feel comfortable using their own 
devices, which they believe leads to higher 
productivity. 

 The end-user devices are owned by the companies or 
managed by IT departments in government 
institutions under agreements that provide employees 
with a selected set of devices [12, 15]. In this way, 
users have a choice between the number of devices 
that are fully supported while the enterprise benefits 
from enhanced security features and common 
productivity standards found in business devices such 
as ThinkPad and ThinkCentre. 

 It can have priority access to technical support and 
services contracted within the BYOD service, thus 
maintaining the highest standards of security, support, 
and improved software commensurate with the spread 
of BYOD [14]. 

 Using Windows 10 Pro's security features designed for 
BYOD encrypts all data on the device in case of 
unauthorized access [20]. 

 Auditing roles within the organization helps to 
identify many aspects with different features and roles 
that have their own advantages. Such devices are 
equipped with Intel® Active Management 
Technology, which enables IT managers to discover, 
repair, and help protect networked computing assets 
[19]. They can also remotely erase all data on a lost or 
stolen device 

1.6 The Main Three Labor Sectors Working In KSA 

Three main sectors have been largely activated in the 
Kingdom's Vision 2030 due to their great contributions to 
serving society and building the Saudi economy [21]. These 
sectors can be utilized in building and activating various 
qualitative initiatives that greatly increase the level of 
productivity. These sectors are the public, private, and non-
profit sectors. Below is an explanation of each sector in 
more detail. 
 The public sector or the government sector: The public 

sector in KSA is known as the government sector and 
the public sector. This acronym is used to signify all 
economic activities of government agencies. These 
activities are based on governmental ownership of 
products, capital, and services [21, 22]. The public 
sector provides many services that may operate in the 
interests of the Saudi people. This sector is not limited 
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to a specific category of people and communities, 
unlike the private sector [23]. Both the public and 
private sectors follow one criterion, which is the legal 
form of ownership. The KSA has recently witnessed 
an expansion in public sector activities to include all 
public government interests such as security, defense, 
judiciary, education, and health, which are subject to 
supervisory standards and financial regulations 
followed by the government, with expenditures are 
financed from the state budget [22, 23]. Moreover, the 
public sector includes public institutions, which are 
one main commercial domain in the public sector. 
This part focuses on managing some economic, social, 
and cultural activities according to standards of 
efficiency and effectiveness of performance, which 
are managed in a commercial manner [23]. Public 
institutions include public economic, investment, 
financing, educational, and advisory institutions, as 
they are distinguished by their effective roles in 
managing activities with a legal character independent 
of the state, with their own independent budgets with 
oversight to which the various state institutions, 
ministers, or governmental organizations [23, 24]. 
Associated with public institutions are government 
companies that have specific tasks of managing 
economic activities that are subject to full state 
ownership or part of its capital [23]. It is characterized 
by flexibility and administrative freedom from red 
tape, similar to private sector companies such as Saudi 
Aramco, Saudi Basic Industries Corporation (SABIC), 
Saudi Mining Company (Maaden), Saudi Unified 
Electricity Company, and Saudi Telecom Company 
(STC). 

 The private sector: it is the business sector associated 
with companies that are personally owned by 
individuals and are not linked to the state's 
government or any of its institutions. The private 
sector contributes to providing empowerment and 
income to individuals. It is the second party and the 
balancing element in affecting the economic sector in 
every country after the public sector [23]. The private 
sector is considered a free field to devise profit-
making strategies according to decisions appropriate 
to the work environment. The fields of private-sector 
workers are divided into individual work, which is the 
group of work that individuals carry out themselves 
without the help of other people, such as handicraft 
and industrial industries [14, 23]. The second part, 
group work, is one of the most prevalent fields of 
private work. It depends on the presence of more than 
one person in charge of the facility and its capital and 
has more than one employee [14, 23]. The private 
sector strengthens the role of private companies and 
raises their impact on the state's economy [21 - 23]. 
Examples of private sector companies include banks, 

telecommunications companies, insurance companies, 
mobile companies, and others. 

 The non-profit sector: This represents non-profit 
organizations and includes charitable, cooperative, 
and voluntary societies [25]. It can also include 
endowment institutions, which are established to 
provide all forms of cultural, religious, educational, 
professional, and public services without any profit 
motive in exchange for these services [23]. The funds 
of non-profit organizations are provided by the 
members participating in the same association or 
through donations or material gifts, and these funds 
are not refundable to their owners [25]. Non-profits 
can make commercial investments that benefit the 
organizations to ensure the survival of the 
organization, as well as having the advantage of being 
exempt from taxes. These organizations are 
considered credible as they are not biased towards a 
specific race or group and try to help everyone and 
find durable solutions [23 – 25]. Several studies show 
that the non-profit sector faces a major challenge in 
searching for financial stability by moving from 
relying on donations to relying on commercial revenue 
[25]. However, the modernity of this sector in many 
countries of the world in general, and in Saudi Arabia 
in particular, makes this sector dependent on donations 
from wealthy members of society, who have a 
significant influence on the way decisions are made 
within non-profit organizations.  

1.7 Similarities and Differences Among The Three 
Sectors 

There are many similarities and differences among the 
previous three sectors. The similarities can be summarized 
in that they all have competence in specific services that 
would be provided to the public in general [26]. In addition, 
all of them have many laws, policies, and governance 
frameworks that are relied upon to determine their 
responsibilities and jurisdictions [23 -25]. 

For the differences, the public sector focuses on 
providing services and meeting the country's citizens' needs, 
and the government should pay the expenses of these 
services to citizens in return for the taxes that the public 
sector collects from citizens. In the private sector, the 
motive behind its existence is making profits [23, 27]. 
Another difference between the public and private sectors 
is that the private sector is based on quality and encourages 
talent, and it has fewer regulations than the public sector, 
and. The public sector is rife with problems such as a lack 
of attention to special needs and talents, as well as gender 
segregation at work [23, 28]. Job security represents another 
difference between the private and public sectors. The 
public sector grants protections to its employees, as such 
jobs can be considered almost guaranteed. In the private 
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sector, however, jobs are not guaranteed, and employees 
can be removed even if they’ve held a job for years [23, 29]. 
Furthermore, in terms of transparency in the private sector, 
the level of administrative and financial corruption 
decreases and productivity increases based on excellence, 
and the level of accountability for mistakes increases, unlike 
in the public sector, in which productivity decreases due to 
its monotony [23, 28]. Additionally, there are some other 
differences, the most important of which is the centralized 
and bureaucratic structure in the public sector, while the 
private sector is characterized by decentralization and 
innovation. The public sector also aims to provide service 
to all citizens, while the private sector focuses on providing 
service to specific groups with specific needs [23, 29]. 

In terms of the relationship of the public and private 
sectors to the non-profit sector, the non-profit sector has 
many of the same advantages as the public sector in 
providing services to all citizens and providing these 
services depending on many policy regulations taken from 
the public and private sectors [23, 25, 29]. Furthermore, the 
non-profit sector is based on benefiting from the flexibility 
of the private sector in providing necessary support for its 
various programs through various means such as 
government support, donations, gifts, and investment 
activities [25, 29]. Additionally, the level of transparency is 
high in the non-profit sector, as its level of financial control 
increases due to the sensitivity of the funds entering the 
non-profit sector and its miscellaneous expenses [25, 28, 
30]. Finally, the non-profit sector benefits from the 
creativity, flexibility, and quality of operations in the 
private sector, which has made the government in Saudi 
Arabia pay great attention to it through many diverse 
initiatives that should help in the advancement of the non-
profit sector significantly in the future [23, 25, 28, 29]. 

1.8 The Kingdom's Vision of Digital Transformation 

Digital transformation is one of the main aspects of the 
Kingdom's Vision 2030, representing a fundamental 
element in several ministry programs and initiatives [5, 30]. 
This comes from the government agencies’ keenness to 
provide sufficient and transparent information that helps 
push the wheel of development economics and achieve 
success in various fields for government agencies [30]. 
Examples of digital transformation are spread across 
various agencies (Ministries of Health, Labor and Social 
Development, Justice, Interior, Education, Trade, etc.). It 
comes according to a general initiative focusing on 
launching training programs for fresh graduates to acquire 
fundamental and advanced skills in the modern digital 
technology sector to qualify job seekers and state 
employees to keep pace with comprehensive digital 
transformation [30, 31]. It is aimed at spreading digital 
awareness and knowledge and supporting highly qualified 
national cadres to push the process of digital transformation. 

This initiative focuses on creating information and digital 
space to take advantage of the full potential of digital 
transformation in various agencies, institutions, and 
ministries [30]. Additionally, it activates the capabilities of 
the private and non-profit sectors to benefit from digital 
transformation experiences to be applied in the public sector 
[31, 32]. 

1.9 Challenges Facing the Non-Profit Sector in the 
Digital Transformation Field in KSA 

The Kingdom's government seeks social empowerment 
by developing the non-profit sector by developing 
empowerment programs, improving their effectiveness, and 
qualifying the capabilities of their workers through 
programs that enable targeted segments to become self-
reliant [30, 31]. Furthermore, it focuses on the culture of 
volunteer work, improving its effectiveness, and increasing 
volunteer opportunities by adopting the latest international 
methods and best practices in support of volunteering and 
empowering the non-profit sector [31]. Also, the KSA 
government is pushing to enact enabling legislation for the 
non-profit sector and expand the scope of non-profit 
organizations' services [31]. The dimension of the non-
profit sector in the Kingdom's Vision 2030 looks to 
maximize the impact and benefits of volunteering by raising 
the efficiency of the non-profit sector, qualifying its 
workers, and enhancing their capabilities [25, 31]. Also, it 
aims to raise the level of local companies’ contribution to 
supporting the non-profit sector and enhancing social 
responsibility in the business sector [31]. One of the most 
prominent challenges facing the non-profit sector in digital 
transformation and sustainability is the BYOD approach 
[28, 29, 31]. This sector needs the sustainability of the 
technical systems in social services, as well as improving 
the social services provided and increasing the effectiveness 
of their automation [31]. Additionally, it needs the benefits 
from limited collaboration and few participants by 
providing job opportunities and volunteer work, which 
helps to increase productivity and reduce the gap in 
volunteer work and its relevant entities’ needs [31]. 
Throughout these challenges, the importance of the 
contribution of the non-profit sector to activate the role of 
community participation, which is one of the main pillars of 
the Kingdom's vision 2030 in digital transformation, and 
supporting it by all possible means and methods, which 
represent one of the main contributions of the local 
economy through digital transformation, is one of these 
means [25, 31]. Consequently, the government’s initiatives 
support raising the level of knowledge that enables diligent 
and volunteer work more professionally through an 
initiative to automate the services and programs of 
associations and institutions, including technical 
connectivity (Nama System). This initiative aims to 
automate the services provided to non-profit sector 
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organizations and integrate their technical systems with 
those of ministries and other stakeholders [33]. 

The fundamental scope of this research is knowledge of 
the factors that help spread the BYOD approach in the 
public, private, and non-profit sectors, which will help 
reduce financial waste and increase spending efficiency of 
many diverse resources after the global recession due to the 
pandemic [10, 25, 26]. Additionally, it is important to 
determine the expected impacts on each sector if the BYOD 
approach is adopted, and whether these effects will impact 
the policies or security and data levels, as well as various 
usage policies [24 - 26]. The factors in the literature that 
increase awareness and acceptance can be divided into ten 
main items: 
1. Knowledge, which means people know about BYOD.  
2. Practice and usability, which means that people use 

BYOD in daily life to do their jobs. 
3. Business tasks, which means the number of business 

tasks for which these BYOD are used.  
4. Employee satisfaction, which means the number of 

people who feel satisfied with BYOD to do their job.  
5. Risk awareness, which means the number of people 

aware of the risk of BYOD to employees. 
6. Interest, which means the interest of users in using 

BYOD instead of companies providing PC devices to 
them. 

7. Adoption, which means the final decision of users to 
continue adopting BYOD. 

8. Policies and legislation, which means existing policies 
and legislation from the perspective of a consumer of 
BYOD. 

2. Related Work 

Bring Your Own Device (BYOD) has been used widely 
for different purposes worldwide and is still growing, which 
makes it one of the strongest technological trends in recent 
years. BYOD describes the action of employees bringing 
their own devices to their workplaces and using those 
devices to complete their tasks and access the organization's 
information and applications [34]. The majority of research 
in BYOD has been related to security challenges in BYOD 
[5, 15, 35, 37-41], which can be classified into four 
categories including deployment, technical, policy and 
regulation, and human aspect challenges, as shown in Fig. 
1. 

Also, access control issues and risks for BYOD 
implementation have been addressed in several studies 
including [9, 43, 44] that introduce a new security 
framework using new and integrated techniques to 
implement access control policies in the cloud and BYOD 
environment. This solution is derived from considerable 
research into information privacy and security to manage 
and control access to enterprise networks by BYODs. This 
research has been achieved via loosely coupled integration 
of Mandatory Access Control (MAC) and Discretionary 
Access Control (DAC) mechanisms in the BYOD 
environment.  

 
In terms of the level of acceptance for using BYOD, few 

studies are evaluating the use of BYOD in several nations, 
including the paper published in [45], to evaluate mobile 
device usage in higher education institutions in South 
Africa. However, even this paper evaluates the usage of 

Fig. 1. BYOD security challenges [8] 
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BYOD from a security perspective. Also, the study 
examined some key factors for enabling the use of BYOD 
in Malaysian schools for learning purposes [46, 47], which 
also addresses security concerns as well as identifies key 
factors in implementing BYOD in Malaysian schools 
successfully. Also, with the Malaysian aim toward BYOD 
implementation, some factors and proposed models have 
been identified and discussed for implementing BYOD in 
Malaysian schools [48]. The paper published in [49] 
assessed the control of BYOD and their secure usage in 
Namibian institutions of higher learning, which included 
case studies carried out at two Namibian tertiary institutions. 
Another paper investigated the level of user acceptance in 
using BYOD to support Hong Kong universities [50]. We 
noticed that many studies focus on the education sector that 
uses BYOD in their organizations, but some studies focus 
on other sectors such as a study on the banking sector in 
Zimbabwe published in [51], which showed how 
Zimbabwean banks can reduce information security risks 
caused by administrators using their devices in their 
workplaces. Finally, the employees' adoption of BYOD has 
been studied by integrating multi-faceted information 
security-related conflicts and multi-dimensional 
information security fatigue [52]. 

Regarding data security and privacy in Saudi Arabia, the 
paper published in [53] has investigated mobile phone 
security, which indicated that users in Saudi Arabia need 
advanced methods to protect the data stored in their mobile 
devices. Also, WhatsApp users' perceptions of privacy have 
been investigated in [54]. However, to the best of our 
knowledge, the situation of BYOD in Saudi Arabia has not 
been covered before, which needs further investigation with 
current developments in workplaces, especially with the 
current pandemic that affects interactions between users 
and their organizations. 

3. Research Methodology 

The methodology incorporated in this study for carrying 
out different research-related activities and collection of 
information on the concerned study and analysis of same 
has been discussed in this section of the paper. The 
justifications for the selection of these components of 
research methodology have also been provided in this 
section. The study has incorporated a quantitative method 
for assessing the aspects of BYOD and its implementation 
in Saudi Arabia, along with a discussion of terminology and 
usage. The study has incorporated this approach to 
determine and interpret the opinions and perceptions of the 
study participants in the form of comprehensive tables and 
charts.  

The study has relied on primary data obtained from 857 
participants, including 184 participants with knowledge 
about the concepts of BYOD. The participants included 

employees working in private and public sectors as well as 
in non-profit organizations. Data regarding the study 
objectives to develop insights about the variables affecting 
knowledge and usage of BYOD in Saudi Arabia, as well as 
the distinctions among employees in different sectors, has 
been collected from these participants. 

A structured questionnaire with closed-ended questions 
has been used to conduct surveys with the selected 
respondents. A five-point Likert scale has been used for the 
collection of perceptions of the participants. The 
questionnaire had three main components: the demographic 
information of the respondents, their use of personal devices 
at work, and their perceptions regarding BYOD.  
 Demographic information- Gender, age, 

employment status, education, devices provided by 
the companies, and personal devices.  

 Behavior- Usage of personal devices in workplaces 
and behaviors in completing jobs outside their 
workplaces.  

 Concept of BYOD- Emphasis on participants with 
prior information about BYOD.  

4. Data Analysis 

The questionnaire included 29 items and its primary 
attributes have been discussed in this section, considering 
time and space constraints. Out of the sample size of 857 
people, 184 (21.47%) knew BYOD, and 79.46% of the 
sample used personal devices for work-related matters.  

4.1 Educational Qualifications of the Sample 
Participants 

As evident from Fig. 2, the majority (46.44%) held 
bachelor’s degrees, while 25.79% held master’s degrees. 
The majority (85.65%) worked in different sectors. While 
79.46% operate in the public sector, another 15.29% have 
been in private sector businesses. A small section of the 
participants (only 4.20%) works in non-profit organizations. 
The majority (46.09%) of the study respondents belonged 
to the 36-45-year age bracket. The female participants 
account for a substantially small share of the total sample 
(13.07%).  

4.2 Knowledge of BYOD and Usage of Devices 

Although females constitute a very small part of the 
study sample, the percentages in terms of BYOD-related 
knowledge are considerably similar (21.71% among males 
and 23.42% among females). A majority (78.53%) of the 
total sample size had no prior knowledge of the concerned 
concept, although 79.46% used devices for work purposes. 
This in turn highlights the threat of security issues due to a 
lack of knowledge of BYOD. Among the 48.66% of people 
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bringing their personal devices to their workplaces, only 
12.37% knew about BYOD Fig. 3. shows the gender-wise 
participant knowledge regarding BYOD. 

There is a general lack of knowledge regarding BYOD 
usage and its implications among general employees, and 
this indicates the need for organizations to incorporate 
awareness generation and education for users in this domain 
and the implications of the same. 

 
Fig. 2. Educational Qualifications of Survey Participants 

 

 
Fig. 3. Gender-wise participant knowledge regarding BYOD 

5. Results 

The information collected in terms of the level of 
agreement and disagreement of employees has been 

analyzed, and descriptive statistics like mean, mode, and 
standard deviation for each dimension or factor related to 
BYOD and its use and perceptions have been derived and 
presented in Table 1 and Fig. 4. 

As evident in the table, information about the 
perceptions and extent of relevance of aspects of BYOD 
among the survey participants have been collected using 
suitable structured questions where the answer options had 
been provided using a five-point Likert scale.  

As evident in the table, apart from the category of practice 
and usability, in all other categories, the level of agreement 
of employees from the non-profit sector was high. The 
employees in the concerned sector knew more about BYOD 
and performed more business tasks in this domain. 
Employee satisfaction in this sector regarding BYOD was 
high, while the level of satisfaction of the government 
employees was medium and in the private sector was low. 
The private sector employees also had low knowledge and 
usage of BYOD in business tasks, while it was medium for 
these factors among government employees.  

Fig. 4. Factors associated with the employee perceptions regarding BYOD 
 

In terms of risk awareness, interest in, as well as the 
adoption of similar trends, could be observed, where the 
level of agreement of the employees of the non-profit 
sectors has been high and those of the government sectors 
showed a medium level of interest, risk awareness, and 
adoption of BYOD. The level of interest and risk awareness 
regarding BYOD as well as the adoption of the same was 
low among employees in the private sector, as is evident 
from the table. 
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The policies and legislations in this domain are also 

robust in the non-profit sectors while in the case of the 
government it is medium and low in the private sectors. The 
explanations behind enhanced employee performance in the 
non-profit sector in the domain of BYOD has been provided 
in the discussion section of this paper.  

The findings from the concerned survey and the 
numbers in the above-mentioned results table indicate the 
importance of considerable awareness generation and 
implementation of frameworks and policies to facilitate 
useful incorporation of BYOD, especially to mitigate 
problems of security and safety of organizational 
information and aspects of unethical incorporations [56]. 
This can be seen to be especially true in the case of 
employees in the government and private sectors. All these 
indicate the importance of the innovation adoption process 
that has been suggested in this study. These aspects have 
been described and put forward in the discussion section.  

6. Discussion 

Based on the results from the survey and analysis of the 
information collected from the same, a comprehensive 
discussion about the issue of concern has been conducted in 
this section. The discussion has been developed by the  

 

 
research questions and objectives of the paper. The primary 
emphasis has been on the Innovation Adoption Process 
regarding the adoption of BYOD in the present period in 
different sectors of Saudi Arabia and also on the 
performance of the employees from each identified sector 
in each stage and the comprising elements of the stages of 
the innovation adoption process. Based on the same, in the 
later discussion, insights have been developed regarding the 
performance of the public, private, and non-profit sectors in 
the domain of BYOD and the stages of the innovation 
adoption process in which these three sectors in Saudi 
Arabia currently operate. The questions that have been 
addressed in this study are the following:  
 What are the factors affecting the attitudes of users and 

organizations toward BYOD?  
 How do these factors influence the adoption of BYOD 

among the government, non-profit, and private sectors 
in Saudi Arabia?  

 How has BYOD been adopted by consumers in Saudi 
Arabia?  

 What are the differences among the government, non-
profit, and private sectors in Saudi Arabia regarding 
the adoption of BYOD, and what have suggested ways 
to increase the appropriate adoption of BYOD? 

 

N Factor 
Variable 

Sector 
Mean 

Sample 
size 

Mode 
Standard  
Deviation 

Level 

1 Knowledge 
Government 0.8027 679 1 0.3983 Medium 

Private 0.7273 132 1 0.4471 Low 
Non-profit 0.8612 36 1 0.3507 High 

2 Practice and usability 
Government 0.2062 679 0 0.4049 Medium 

Private 0.2652 132 0 0.4431 High 
Non-profit 0.1945 36 0 0.4014 Low 

3 Business tasks 
Government 0.5375 552 

N/A 
0.126 Medium 

Private 0.4165 130 0.1141 Low 
Non-profit 0.5902 36 0.0801 High 

4 Employee satisfaction 
Government 3.4764 679 4 1.1088 Medium 

Private 3.4289 132 4 1.1369 Low 
Non-profit 3.9161 36 4 0.7928 High 

5 Risk awareness 
Government 4.2725 679 5 0.7908 Medium 

Private 4.262 132 5 0.7925 Low 
Non-profit 4.4048 36 5 0.7362 High 

6 Interest 
Government 3.5469 679 5 1.114 Low 

Private 3.6727 132 5 1.1971 Medium 
Non-profit 3.8956 36 5 1.1409 High 

7 Adoption 
Government 3.1504 679 5 1.289 Medium 

Private 2.7647 132 5 1.4418 Low 
Non-profit 3.8332 36 4 0.9856 High 

8 
Policies and 
legislation 

Government 4.0526 679 5 0.8948 Medium 
Private 3.7352 132 5 1.1819 Low 

Non-profit 4.4207 36 5 0.654 High 

Table 1. Summarizing the findings of the survey and descriptive statistics 
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6.1 Innovation Adoption Process 

The process of innovation adoption in any domain can 
assume immense importance with the constant development 
of technologies and innovations and their usage and 
applications in different spheres of human life. The process 
shows the different stages of adoption of a particular 
innovation or a change in operational process among its 
users, based on the level of awareness of the innovation and 
willingness to accept it, which can be a technology, an idea, 
or a change operational process [55]. The stages in the 
domain of the Innovation Adoption Process can be shown 
in Fig. 5. 

The Innovation Adoption Process as discussed and 
presented in Fig. 5 is used to incorporate innovation and 
technology in different spheres of operations and especially 
in professional scenarios to incorporate changes according 
to desired changes and dynamics in the organizational 
framework.  

In the present research, this is of immense importance 
and relevance given that the study emphasizes the level and 
extent of awareness and usage of BYOD (an innovative 
practice in the professional scenarios gaining popularity, 
especially in the current COVID-19 pandemic situation), 
and also its current adoption by employees in different 
sectors in Saudi Arabia. Thus, the steps of the process of 
adoption of innovation are of immense importance in this 
domain and therefore in this research.   

Different studies in different domains incorporate the 
components and stages of the Innovation Adoption Process 
in the domains of professional activities and customer 
behavior. For instance, in their extensive research paper, 
[52] highlighted the incorporation of the Innovation 
Adoption Process to examine the adoption of the concept 

and usage of e-wallets among consumers. The findings of 
this paper highlight critical factors in each stage of the 
innovation adoption framework concerning technological 
innovation, thereby helping develop suitable and robust 
recommendations by the authors. These assertions are 
similar to those of [53] who also highlighted the 
incorporation of the Innovation Adoption Process in the 
domain of mobile wallets, especially emphasizing 
consumers in Finland.  

The Innovation Adoption Process discussed in the 
above section is strongly relevant to this study for the 
following reasons: 
 It will help in assessing the stages in which the 

employees of different sectors currently exist in the 
aspects of adoption of the BYOD framework.  

 It will also help in assessing the level of awareness 
among employees in different sectors regarding usage 
and security issues incorporated in BYOD.  

 The steps of the concerned innovation adoption 
process will also help in understanding the problems 
in different sectors in the adoption of BYOD and also 
the comparison of the situations in each sector. 

Taking into consideration the incorporation of the 
Innovation Adoption Process in different sectors, as 
mentioned in previous studies, the same has also been 
incorporated in the concerned study. It has helped 
understand and explain the stages in which each of the three 
sectors in Saudi Arabia currently operates in terms of 
adoption, usage, and awareness of BYOD, which in turn can 
help to understand security implications and thereby 
develop recommendations in this domain. Based on the 
above discussion and the results table, the stages for each of 
the three sectors and their implications are discussed in this 
section of the concerned paper. 

Fig. 5. Stages incorporated in the Innovation Adoption Process [55] 
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6.1.1 Stage 1: Knowledge Stage 

For the adoption of any innovation in general and 
BYOD in particular, the first stage is that of the stage of 
development of robust knowledge among users regarding 
the concerned technology or innovation and its importance. 
The element or factor from the above table that has been 
considered in this stage is as follows:  
 Knowledge  

This factor has tried to analyze the extent to which 
employees in different sectors in Saudi Arabia know 
about the incorporation, usage, and importance of 
BYOD and the extent to which they are using them in 
their professional operations. As is evident in the 
above table summarizing the results obtained from the 
information analyses of the survey, it is clear that 
knowledge regarding BYOD is considerably high 
among non-profit organization employees as 
compared to the medium level of knowledge among 
employees in the government sector and low 
knowledge among those in the private sector. The 
right stage, in this case, would have been high 
knowledge for employees in all sectors for proper 
incorporation of BYOD and also ruling out the 
possibility of security threats associated with the same. 
The reason for high knowledge among non-profit 
sector employees can be attributed to the smaller size 
and well-developed interconnectivity among non-
profit organizations as compared to organizations in 
the other sectors. Additionally, the employees who 
work partly in such organizations bring information 
and knowledge about technologies and best practices 
from other sectors, thereby contributing to effective 
knowledge development in employees of the 
concerned sector. This highlights the need for more 
knowledge development regarding BYOD among 
employees in the private and government sectors.  

6.1.2 Stage 2: Persuasion Stage 

This is the stage where the potential users of an 
innovation seek more information to develop more 
openness and interest in the implementation of the idea or 
innovation. In the case of the adoption of BYOD innovation 
among employees in different sectors in Saudi Arabia, the 
elements or factors in this stage can be shown as follows:  
 Interest  

The concerned element or factor as visible in the 
results table highlights the interests of employees in 
different sectors in the domain of BYOD as an 
alternative to the provision of computers or devices by 
the companies to concerned employees. As evident 
from the results table, the interest in BYOD is high 
among employees in the non-profit sectors, while the 
interest is medium in the private sector and low in the 

government sector. The presence of high interest 
among the non-profit sector employees in Saudi 
Arabia is that the concerned sector and its employees 
operate with constrained resources, which increases 
their interest in adopting and using the concerning 
innovation, especially in the currently ongoing 
COVID-19 pandemic. On the other hand, there is less 
motivation among employees in the private sector, as 
they expect their organizations to provide them with 
needed devices and technologies. 

6.1.3 Stage 3: Decision Stage 

In this stage, the user or the adopter needs to make a 
decision based on the pros and cons of the innovation to 
reject or accept it. The different factors in this domain are 
as follows: 
 Employee Satisfaction  

The level of satisfaction among employees in the non-
profit sector is high compared to the level of 
satisfaction with BYOD among employees in the 
government and private sectors. Since the non-profit 
sector is small and well-connected, the establishment 
of the concerned innovation can be seen to be easier 
and more convenient in the concerned sector as 
compared to the private and government sectors [49]. 
This in turn can indicate greater importance for the 
other sectors to enhance the satisfaction level of their 
employees with BYOD usage in their jobs. It is natural 
for the non-profit sector of the concerned country and 
its employees to be satisfied with the incorporation of 
BYOD because they implement and use it directly and 
perceive the differences in comparison to other sectors 
due to the robust interconnection of this sector. 

 Risk Awareness  
This factor highlights the level of awareness among 
employees of different sectors regarding the risks of 
BYOD, and per the results of this study, it is also high 
among non-profit sector employees, while it is 
medium among employees in the government sector 
and low among those in the private sector. This can 
also be attributed to the well-connected employee 
network and knowledge management in the non-profit 
sector. Additionally, the assets and resources in the 
public and the private sectors in the concerned country 
are larger than those in the non-profit sector, and this 
makes it more difficult for the concerned sectors to 
manage their resources and share knowledge 
effectively.  

 Policies and Legislation  
This factor highlights existing policies and legislation 
in the domain of consumption of BYOD, and the 
robustness of these policies and laws is high in the 
non-profit sector, while in the private sector there are 
weak policies, and robustness is medium in the 
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government sector. The non-profit sector is 
considerably small, and it is thus easy to manage 
operations in the concerned sector, and it is also easy 
to develop and implement comprehensive policies and 
legislation [49]. This is not the case for the other 
sectors, which are considerably larger and more 
dynamic.  

6.1.4 Stage 4: Implementation Stage 

 Practice and Usability  
The concerning factor highlights the extent to which 
people use BYOD in their daily lives in their jobs, 
which is low among non-profit organizations and 
medium in the government sector, and the same is high 
in employees in the private sector. This can also be 
attributed to the considerable scope of implementation 
of BYOD in the private sector, while there are 
problems in knowledge development and motivation 
for employees regarding practice and usability of 
BYOD in work-related activities in the other sectors. 
This can be because different public and private 
companies provide mobile devices to their employees, 
and this becomes a part of their daily work. This 
contributes to the logical interpretation of the 
concerned result.  

 Business Tasks  
For non-profit sector employees, the application of 
BYOD to business tasks is high, while it is low for 
private-sector employees and medium for government 
employees. Due to the presence of higher knowledge 
of the usability of BYOD among employees in the 
non-profit sector, the applications in business tasks are 
high among employees in the concerned sectors, while 
in other sectors the applicability is not that high in this 
case [35]. This is especially relevant in the present 
period due to the ongoing COVID-19 pandemic, 
where due to remote working set-ups, the importance 
of BYOD is increasing.  

 

6.1.5 Stage 5: Confirmation Stage 

In this stage, the final decision regarding the adoption 
of BYOD is made by employees in different sectors. As 
evident from the results table, the level of adoption of 
BYOD technology is high among non-profit sector 
employees, while adoption is low among employees in the 
private sector and medium in the government sector. This 
can also be attributed to the high level of knowledge and 
information inflow in the non-profit sector, which is also 
easier to manage compared to the private and government 
sectors [35]. Also, the presence of limited resources in the 
non-profit sector leads to more motivated employees in the 
concerned sector to adopt BYOD technology efficiently.  

Based on the above discussion, it can be asserted that 
the employees in the private sector and the government 
sector are in the first stage of the Innovation Adoption 
Process for BYOD for work purposes. However, the 
employees in the non-profit sector have mostly passed the 
first stage and are currently in the second stage. Based on 
the analysis of the stages of the Innovation Adoption 
Process for BYOD in each sector of Saudi Arabia, the 
suggestions for each sector to proceed further can be 
developed based on the following 5-Step Solution Model as 
shown in Fig. 6: 

  
Fig. 6. 5-Step Solutions Model [56] 

 

 For those in the private sector, it is of immense 
importance to develop proper awareness of usage, 
importance, and risks associated with BYOD and the 
potential benefits that can be derived from the same.  

 For employees in the government sector, there is 
medium awareness and identification of requirements, 
and with more emphasis on these attributes, the 
concerned sector can move towards the performance 
of activities through the use of BYOD.  

 The employees in the non-profit sector can be seen to 
have considerable knowledge as well as usage of 
BYOD in performing different work-related activities, 
and the concerned sector can thus move towards 
identification of the security risks associated with the 
usage of the same and thereby manage risks efficiently.  

7. Implications 

The findings of the concerned study have considerable 
importance, as they highlight the current stages of the 
innovation adoption process in which each sector in Saudi 
Arabia is operating in the present period. The different 
factors in each stage highlight the extent of progress of 
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employees across three different sectors and appropriate 
conditions for each of the stages. This also helps in 
understanding key areas of improvement that have to be 
emphasized by each sector for efficient incorporation and 
usage of BYOD, and also for mitigating security threats 
existing in this domain [56].  

However, one limitation of this study is that it 
emphasizes a distinctly small sample, and the number of 
factors incorporated in assessing the performance of a 
sector in the innovation adoption process regarding BYOD 
is also low. This highlights the presence of threats of 
exclusion of crucial information, which may have led to the 
generalization of the outcomes to some extent. Thus, a more 
comprehensive and in-depth analysis of the incorporation of 
BYOD and the security risks for each sector separately is of 
immense importance to future studies in the concerned 
domain.  

8. Conclusion 

This study has emphasized assessing the incorporation 
of BYOD in work activities for employees in different 
sectors of Saudi Arabia, especially taking into consideration 
the importance of this innovation in the remote working 
environment due to the currently ongoing COVID-19 crisis. 
The study also tries to analyze awareness of security threats 
in this domain and the usability and adoption level of this 
innovation among employees in different sectors. From the 
findings of this study, it can be summarized that there 
currently exist considerable gaps in the awareness and 
adoption of BYOD in the private and government sectors, 
although the non-profit sector is performing effectively. 
The study also tries to develop robust recommendations for 
each sector to move toward the next stage.  

Based on the limitations of this study, it can be 
highlighted that there is considerable room for future works 
in this domain, especially in investigating the general 
factors that influence the adoption of BYOD in the private 
and government sectors of Saudi Arabia in the current 
period and the near future. There is also room for more 
extensive studies in the domain of expansion of factors 
affecting security and privacy in the incorporation of 
BYOD in government sector operations in the concerned 
country, and future studies can also emphasize how these 
privacy and security issues in this domain can be 
substantially mitigated.  
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