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Summary

Modern challenges in the educational environment force
scientists and practitioners to search for an adequate answer.
In particular, the war in Ukraine demonstrated the
importance of developing information competence as one
of the main means of distinguishing true information from
a whole stream of fake news. This is especially relevant in
connection with the introduction of distance learning when
students must find and process a large amount of
information on their own. Therefore, the purpose of the
article is to analyze the training of higher education students
through the prism of acquiring the necessary level of
informational competence in war conditions. For this,
general scientific and special research methods, as well as
the experimental method, were used. In the results, the
peculiarities of the interpretation of information
competence in the distance form of education among
modern researchers are determined, the psychological
components of resistance to fakes are analyzed. Based on
the conducted empirical measurements, it was established
that thorough work on student education gives positive
skills when working independently with Internet materials,
strengthens the ability to distinguish false information and
propaganda from the real state of affairs. The conclusions
summarize the results of the empirical research and suggest
ways to improve the situation with the formation of
information competence.

Keywords: high education, competencies, war, Internet,
psychology.

Manuscript received October 5, 2022
Manuscript revised October 20, 2022

https://doi.org/10.22937 /IJCSNS.2022.22.10.37

1. Introduction

The COVID-19 pandemic has posed the latest
challenges to the global society as a whole, including the
educational system. The use of modern techniques and
distance learning technologies has demonstrated their
effectiveness against the backdrop of a number of
advantages, such as cost reduction and savings in higher
education, opportunities for effective management of own
time for students and teachers, the use of the latest
operational solutions to improve the educational process
[16].

At the same time, the possibilities of distance
learning have opened a number of dangers, which (due to
the impossibility to return to the traditional ways of
acquiring knowledge) [2; 14]. Among them is the hybrid
threat, which is deliberately used primarily by governments
of authoritarian countries through a number of bot farms
and other Internet tools. Its essence is to influence the
perception of reality, which is deliberately distorted in the
direction necessary for the customers. In the zone of special
risk are the countries that have been subjected to aggression
(direct and indirect). Aggressors, using their influence, will
at all costs form an information picture, profitable to them.
From this point of view, the mechanisms of counteraction
to such threats due to the long absence of direct conflicts in
Europe is a relevant subject of research. This article aims to



292 IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.10, October 2022

analyze the distance learning of higher education applicants
in the context of war through the prism of information
competence.

2. Methodology

The study is built on the use of general scientific
research methods: analysis, synthesis, deduction, and
induction. By means of the method of concretization, it was
possible to allocate the general conditions for the
introduction of techniques of counteraction to hybrid threats
through the improvement of information competence at
applicants for higher education. The method of abstraction
was required to model certain educational conditions
suitable for improving the learning process. Also, the paper
used the comparison methodology, which became
supportive in identifying more effective ways to establish
disciplines that improve information competence among
students. Thanks to the systematic method of research, it
was possible to consider information competence as a
complex system, each element of which plays an important
role in confronting hybrid challenges.

Let us pay special attention to empirical research
methods. In particular, it is said about the use of experiment
and sociological survey, allowing applicants for higher
education to independently assess the level of mastery of
information competence and compare the data obtained
with the results of their knowledge obtained during the
training. The above method was implemented by creating a
focus group of 50 applicants and applicants for higher
education and developing an online questionnaire, which
included questions to identify the positive aspects of using
distance education (with the possibility of multiple
responses) on the perceived benefits of online learning (the
possibility of) multiple responses). Next, a question on the
perceived disadvantages of distance education relative to
the perceived disadvantages of distance education (multiple
response option), answers on the mental effectiveness,
attractiveness, and predictability of learning in confronting
hybrid threats. The range of scores was from 1 (very bad) to
10 (very good). Later, after information competency
training, the scores were repeated. This made it possible to
take into account the dynamics of information competence
improvement in higher education applicants.

3. Results

Information competence in distance learning and the
challenges of the digital society

The traditional model of education is undergoing a
significant transformation at all stages of the educational
process. The introduction of innovations in higher
education among different spectrums of other ways to
improve the quality of the educational process is focused on
increasing the thorough training of specialists and ensuring
the demand for higher education applicants in the labor
market [2]. At the same time, the new education aims to
provide a potential professional with the basic educational
services of fundamental education and the formation of
special pedagogical conditions in order to activate the
independent development of personality [16]. Active
improvement of information technologies, implementation
of sustainable development concepts, application of
individual means of communication in the refreshing
process cause transformation of the information
environment of universities. For this reason, the large-scale
application of information technologies in the educational
process (especially in distance learning) affects the
formation of information competence, which is currently in
demand in the labor market. Information competence is the
ability of students and teachers to navigate in a large-scale
information environment, correctly apply modern
information and communication tools in accordance with
the requirements of education [4]. At the same time, some
scientists understand the term informational competence as
an integral competence, which is formed from such key
elements as personal, general, and professional competence
[6]. At the same time, the implementation of information
competence manifests itself based on educational
expediency, objectivity, consistency, humanitarianization,
and continuity [4].

At present, thanks to the use of the latest
information and communication technologies, future
specialists not only get the opportunity to find, study,
process information but also are provided with modern
means of communication, affecting the organization of e-
learning using the system of modular object-oriented
learning space (primarily about the platform. Moodle)[17].
Information competence is a necessary set of abilities, skills,
and knowledge important for a modern person in an
information society. Information competence skills
influence the search for important reliable information,
information filtering, formation of network security, protect
against manipulative media [5].

The experience of the Russian-Ukrainian hybrid
war and the introduction of e-learning during the COVID-
19 pandemic clearly demonstrated that information literacy
is an important skill. Russia's propaganda and information
war against Ukraine has brought about significant changes
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in the motivation and essence of media education, with a
key focus on building critical thinking skills and immunity
to modern manipulative technologies for students and
teachers alike.

Ukrainian society needs a broad formation of
information competence skills in the realities of the
propaganda war. Despite this, higher education institutions
are the very institutions that have the capacity to join the
process of forming information literacy of the consumer [4;
18]. However, let us note that it is important for both
teachers and students to become media literate, to acquire
some skills related to activities in the information space.
The formation of this competence is also influenced by
critical thinking skills - a set of conscious skills and actions
applied when evaluating information [15].

Information competence is integrated into the
system of teaching in many European countries, first of all,
through the prism of studying the influence of messages
(media references) on power, politics, historical events, etc.
[12]. At the same time, the British Open Institute has
characterized 10 informationally important trends of the
latest higher education [7]. These are primarily social
learning, learning through events, narrative pedagogy,
dynamic assessment, etc. (See Table 1).

Table 1: 10 trends in modern computerized education

10 trends in modern computerized education
1. Mass social education
2. Formation of learning based on analytical data
3. Flipped classrooms.
4. Digitalization (Bring your own devices)
5. The purpose of learning - education for the sake
of learning
6. A system of dynamic assessment
7.  Learning through events
8. Narrative pedagogy
9. A new way of looking at everyday life
10. Collage system of learning

Source: Developed by the authors of the article

Among the above trends, 5 out of 10 contain
elements of information literacy. Consequently, modern
higher education is impossible without media competence
skills. A modern student should be able to perceive,
interpret, evaluate, analyze informational texts[17]. At the
same time, the teacher must develop students' ability to
apply, evaluate, and disseminate the information message
in various forms [8; 13].

Based on our own teaching experience, we will
form methodological recommendations for the formation of
information competence in students. For the effective
organization of independent, independent, and creative
activity the significant stage is the instruction on the search,
processing of information sources. At the same time, it is
necessary to familiarize students with the tools - means of
information search. These tools can be various kinds of
Internet platforms (search sites) where professional

educational materials (training materials) are located. We
are talking about such platforms as Web of Science, Scopus,
Google Scholar, Chemical Abstracts, PubMed, etc. The
next period is the detailed processing of the information
obtained from the sources by organizing the deductive
method, systematic or meta-analysis. At the same time note
that in the conditions of e-learning should be placed on
learning platforms (Moodle) additional training materials,
tutorials, webinars, multimedia lectures, questions for self-
monitoring, etc. In this way, it will be easier for students to
find the materials they need. This will not only contribute
to the overall orientation of students in the information
learning space but also affect the improvement of the
educational process as a whole. In addition, teachers should
also develop special skills of working with informational
texts:

1. Organization of information search in sources of
different direction and type;

2. Critical analysis of acquired sources;

Analysis of information presented in different
iconic structures (text, table, map, scheme, etc.). 4;

4. Recognizing in the structure of information such
elements as: fact, opinion, manipulation, explanation;

5. Participating in discussions and various issues
related to information resources, formulating one's own
opinion on certain problems, using truthful sources of
information to argue one's position [3].

At the same time, in order to form the information
competence of students in a distance learning environment,
they must be provided with such conditions and have such
skills:
1. Have access to visual, electronic, and printed
information sources
2. Understand that media messages have all kinds of
manipulative elements.
3. Be aware of the fact that all media texts contain
messages
4. Be able to decode and analyze informational

messages [5].

5. Think critically about media texts in the broader
information environment

Based on the acquired skills and abilities, be able to form
their own media texts of various plans, discuss various
media projects and messages [10].

Thus, information competence includes such elements as
creative, aesthetic, interactive, and critical skills. Note that
critical thinking as a component of information literacy
affects the interpretation, awareness of the role of media
content [4]. In turn, the student can evaluate them, applying
a variety of analytical mechanisms [4]. Forms and methods
of educational media expression are actively developing (it
becomes especially noticeable under distance learning
conditions). Consequently, information competence skills
should be systematically improved. So, let us distinguish
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the periods of development of students' information
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competence based on several aspects (See Table 2).

Table 2: Basic aspects of information competence in higher education

Basic aspects of information competence in higher education

The  aspect  of

The aspect of the

A study of

Ability to implement
key operations with
this equipment

differences between
different types of
media

information analysis of | informational texts
accessibility informational texts
Research work Exploring the | Analyzing the
classification of the | difference between
facets  found in | the depicted event
informational and the real one
resources (messages)
Analysis  of the | Using previously | Forming questions
language of | acquired skills and | about the content of
informational texts abilities an information
message based on
prior knowledge
Understanding  of | Identifying and | Describing some
terminology of the | describing different | parts of the
most important parts | stereotypes in | information
of remote invalid | informational message. Exploring
equipment messages the ways in which
(projector, camera, the media can
computer, slide). | Awareness of the | influence people

Ability to analyze,
distinguish between
individual parts of
an informational text

Awareness of certain
ways and means of
organizing the
message in a media
text

Carefully and
critically evaluating
informational

messages. Exploring
the impact  of
informative texts on
others.

representation of the

transformed through

Selection of | Awareness that | The formation of the
different types of | verbal or visual | difference between
information messages form some | the actual event and
messages meaning in analyzing | the covered event,
the different types of | the discussion about
stories  used in | it.  Analysis  of
messages, concrete and abstract
documentary texts, or | meanings in the
advertisements. informative field
Access to | Understanding that | Using informational
information sources | the key essence of an | texts for research,
for analysis, | informational text is | critically analyzing

them, explaining the

find primary and
secondary  sources
for the
implementation  of
scientific work

problems under | a combination of | impact of
study certain elements | informational
(perspective, frame, | resources
sound, etc.).
Access to major | Awareness of waysto | Expressing the
academic databases | organize and present | benefits of  the
(says media library, | information projects sources studied,
library) in order to justification.

Source: Developed by the authors of the article

Taking into account different levels of students'
information

assimilation of
(familiarization,

educational
reproductive,

in general
transformative
(reconstructive), creative) we will form the main periods of

information competence formation, which theoretically
should be passed by the student during information research.
The first stage is familiarization. At this stage, the student
gets acquainted with the material, determines the amount of
information on the available problem and the main
possibilities of its elaboration. At the second stage,
reproduction occurs - the student researches an array of
information materials on the problem, accumulates it. At the
third stage transformation occurs [5]. Here also passes
thorough comparativism and comparison of certain
fragments from various sources of the same problem,
determination of their truthfulness, generalization of the
studied information. The last stage is called “creative”.
During this period the creation of a personal mind language
product based on the received earlier and transformed
information [5] takes place. In particular, at this stage passes
formulation of own theories, judgments, hypotheses,
conclusions, their verification or proof, formation of
personal concepts, writing a creative research paper, etc.

Formation of information competence in war conditions:
the psychological aspect

Russian information aggression has overloaded
the Ukrainian media space with false messages and
distorted information. The problem can partially be solved
by professional journalists who are competent in countering
hybrid threats, which requires additional psychological
knowledge and skills. Therefore, the responsibility of
individual professionals is growing, because correct
presentation and comprehension of materials, refutation of
lies in conditions of war is becoming commonplace.
Accordingly, modern professionals need certain additional
communicative knowledge, which is used by professionals
in hybrid conflicts and during active military propaganda.

If we analyze the essence of propaganda, it aspires
to psychological influence on many individuals. Thanks to
this (separate communication technologies) it is possible to
change behavioral paradigms, to modify the vision of the
picture of the world (supplementing it with a constructed
reality) by pre-directed transformations of information
flows. For example, such methods are reticence of some
information, selection, distortion of facts and juggling
conclusions, conscious construction of information [4].
Modern Ukrainian media space developed chaotically,
there were no mechanisms to counteract the disorientation
of the audience, a special build-up of anxiety, and any
attempts to control the process of presenting information
were met with accusations of the introduction of censorship
[10].

The situation with the use of Internet resources
was similar. This vulnerability was especially evident
during distance learning when independent work with
material presented on the Web became the predominant
form of students' work. For this reason, the growth of media
literacy has become an indispensable aspect of educational
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activity. At the same time, the formation of information
competence is impossible without specific psychological

characteristics, which should be emphasized during training.

We are talking about:

1. An internal sense of logical contradictions.
Manipulative ways of presenting information are very often
based on certain logical contradictions, flaws, or false
arguments added to other, quite fair information. Internal
sensitivity allows us to identify logical contradictions when
dealing with information at a certain intuitive level.

2. Knowledge and understanding of the working
methods of current influence techniques. The ability to
identify manipulative suggestive techniques that may
operate in different forms and apply in different
circumstances. This skill is important because current
military conflicts are accompanied by the latest information
techniques of influencing the psychology of others [1; 5].

3. The ability to perceive information impartially.
The study of information in terms of logical contradictions,
elements of influence allows further impartial perception of
information (e.g., different points of view), with its clear
arguments.

4. The ability to reconcile views and positions with
one another. It consists in the ability to understand and
create messages based on a balanced consideration of often
opposing viewpoints in order to avoid any intolerance in
society.

5. Awareness of the results of one's actions, of the
consequences of one's statements not only for oneself but
also for others. It is a matter of deepening one's
understanding of one's comments, textual expressions,
video, and audio recordings. Voicing one's own position
should be based on the principles of balance, since amid
hostilities one may be exposed to panic, hostile propaganda,
etc. Therefore, a sense of responsibility for one's own words
and actions should restrain one from making hasty decisions
and implementing them.

Based on the use of an experiment and a
sociological survey, we will assess the level of mastery of
information competence in higher education applicants and
compare the data obtained with the results of their
knowledge obtained during the training. This was done by
creating a group of 50 students and developing an online
questionnaire, which included questions to identify
controversial points in the application of distance education.

According to the results of the experiment, it was
possible to establish that the students had a generally
positive attitude to the introduction of distance education (in
total - 8.7-8.8 points out of 10 possible). Such an assessment
was to be expected, since for the past few semesters the
training took place only in this format, so all its advantages
are well known. At the same time, Russia's armed
aggression has made the challenges and threats in the online
environment apparent to higher education applicants. Many
interviewees sensed an increase in propaganda and “double-

speak” material (which had a partial truthful basis but led to
false conclusions that were aggressively imposed) on the
Web. By mastering information competence, the
effectiveness of overcoming such threats increased from 5.8
to 7.0 (out of a possible 10). The applicants also indicated
during the questionnaire that they had mastered information
competence well (from 6.5 at the beginning of their studies
to 8.1 after taking the relevant disciplines), which correlates
well with their overall performance. Whereas students had
a poor basic understanding of the importance of working in
the information space at the beginning of the course, their
understanding improved significantly after the relevant
disciplines.

The experiment demonstrated the importance of
information competence, with which the effectiveness of
confronting fake and hybrid information increases
significantly. Targeted training in such countermeasures is
an important part of the educational process in the context
of war, as well as for the possible war to be avoided.

4. Conclusions

Thus, in the conditions of an informatized society
and in the realities of war, information competence is
important for higher education applicants in the distance
learning system. In this connection, the requirements for
personal information competence as a key component of
professional competence become sharply in demand. As it
has been established, information competence focuses on
the skills of critical thinking, independent elaboration,
search, selection, analysis, evaluation, organization,
modeling, and transfer of information. The work formed
methodological recommendations for the formation of
information competence in applicants for higher education.
First of all, instruction in information retrieval and
processing is important, later an important stage is a
familiarization with information retrieval tools (Web of
Science, Scopus, Google Scholar, Chemical Abstracts,
PubMed, etc.). Later, it is important to be able to analyze
the information obtained from sources using deductive or
systematic methods. In addition, we recommend learning
platforms (Moodle) to place additional learning materials,
which will contribute to the formation of students'
orientation in the information learning space and influence
the improvement of the learning process in general.

The empirical study demonstrated the importance
of information competence, based on which the
effectiveness of confronting fakes and hybrid information
increases significantly. The experimental study showed that
with the help of individual educational elements it was
possible to improve the information competence of the
focus group under study.
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The article formed the main periods of information
competence  formation: introductory, reproductive,
transformative, and creative.

Consequently, we believe that the Ukrainian
society will require wide implementation of the system of
information competence formation in the sphere of
education in the realities of a propaganda war. This will
promote critical thinking of students, their orientation in the
information space against the manipulative possibilities of
the media. For this reason, information competence should
become an obligatory element of educational competence,
which is necessary for the current specialist of any industry,
because the ability to self-improvement throughout life is a
key feature of the personality of the information society.
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