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Summary 
The study considers trends and prospects for developing virtual 
(augmented) reality and civil transactions in relation to digital 
property. In jurisprudence, there is a need to determine the legal 
status of virtual and augmented reality to regulate legal relations 
in the digital environment. Legal relations using new digital 
technologies require the creation of new legislative approaches 
and rules of their legal regulation. The article dwells on the legal 
status of virtual (augmented) reality and determines the methods 
of regulating legal relations in the sphere of digital property. The 
study utilized methods for collecting single and multiple facts in 
order to identify the main trends in the civil circulation of digital 
assets, as well as private law methods. The methods of 
generalization, concreteness, induction and deduction reveal the 
legal nature and main features of virtual (augmented) reality and 
digital property. The paper highlights the specifics of virtual 
reality and civil transactions in relation to digital assets. The 
research has concluded that the sale, exchange and other actions 
with digital objects in virtual reality have distinctive features, 
while digital property has also unique characteristics since it is 
involved in civil circulation and legal relations. 
Keywords: 
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1. Introduction 

The rapid development of global technologies 
(blockchain, artificial intelligence, big data, etc.) based on 
the Internet has led to the emergence of a digital 
environment in the form of virtual reality, i.e. an active 
interactive environment with virtual and audiovisual 
content used for advertising or the sale of goods and digital 
services [1]. 

The creation of digital objects in virtual reality 
stipulates the need to protect intellectual property rights to 
a domain name, avatar, audio-visual objects, trademark, etc. 
Copyrights for the use of creative works made in digital 
form also require legal protection. It is necessary to create 

an effective legal mechanism for protecting the rights of 
owners and users of intellectual digital property [2]. 
The virtual world built over digital technologies offers new 
rules for the relationship of actors in virtual (augmented) 
reality. Digital legal relations can be conducted using 
computer platforms or private networks, while the 
contractual terms apply to the parties involved in digital 
civil transactions users might not be aware of this. 
The digital environment does not establish a physical 
contact between subjects and objects, which poses certain 
problems for legal regulation. The latter is concerned with 
real-life actions rather than virtual interactions that are hard 
to regulate by the existing legal acts. Classical civil law 
focuses on real actions or inactions of persons in the 
implementation of legal relations but the digital 
environment replaces physical reality and establishes new 
rules for the interaction of contract parties [3]. In addition, 
when regulating digital legal relations, it is vital to expand 
the list of protected intellectual objects created with 
artificial intelligence, smart systems, big data, etc. The 
study considers the legal status of virtual reality and 
determines the methods of regulating legal relations in the 
sphere of digital property. 
Legal relations based on new digital technologies require 
the creation of new legislative approaches and rules of legal 
regulation. 

Many scholars and experts have been determining the 
legal status of virtual reality (VR), augmented reality (AR) 
and civil transactions in relation to digital assets. William S. 
Byassee explored the jurisdiction of cyberspace and the 
application of real-life precedents to the virtual community. 
Christopher J. Shifrin considered virtual property and rights 
to it. David Nelmark studied the issues of regulating such 
intangible and exclusive proprietary interests as domain 
names. José van Dijk analyzed digital rights management 
and the circulation of digital objects. P.K. Hallahan wrote 
about the protection of digital assets of public relations 
organizations. L. Brainard examined the circulation of 
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cryptocurrencies and the possibility of acquiring digital 
goods with the help of cryptocurrencies. Many other experts 
addressed the issues of determining the legal nature of 
virtual reality and the circulation of digital assets, but these 
studies do not propose any methods of regulating legal 
relations in the digital environment and do not reveal the 
main features of civil transactions in relation to digital 
objects. 

2. Discussion 

2.1 General Description (Basic Principles and 
Methods, Description and Characterization) 

The research object is the legal status and features of 
virtual reality, trends and prospects for developing civil 
transactions in relation to digital property. The study used 
the following methods: the collection and study of single 
facts; generalization; scientific abstraction; the methods of 
discovering regularities. Content analysis was applied to the 
collected qualitative data. Common topics were identified 
using keyword and phrase analysis. Using comparative 
analysis, we considered various definitions of digital 
property and virtual (augmented) reality. Based on these 
concepts, we characterized civil transactions with digital 
assets. 
The method of objectivity determined the most burning 
legal issues in civil transactions with digital assets and 
suggested possible solutions. Using the method of 

concreteness, we proved that it is necessary to create a legal 
structure in accordance with which digital assets can be the 
subject of civil law transactions within the functioning of 
virtual reality. 

2.2 Algorithm 

The pluralistic approach to understanding the legal 
status of virtual reality has developed requirements for the 
definition of digital objects. Using Google Trends, we 
identified the dynamics of popular search requests for the 
purchase and sale of digital objects. Based on the results, 
we concluded that there is a trend of increasing demand for 
NFTs, i.e. the request frequency increased by 30% in 2021, 
if compared to 2020. 
At the stage of collecting and studying specific facts, we 
used various methods of law interpretation in order to 
clarify the legal nature and main characteristics of virtual 
(augmented) reality and digital property. 
The prognostic method provided scientifically grounded 
forecasts on the legal regulation of digital relations and 
practical recommendations to use traditional legislative acts 
transforming the physical circulation of goods and services 
into digital transactions in virtual reality. 

2.3 Flow Chart 

The study used certain research algorithms to obtain 
the necessary results. The research algorithm is presented in 
Table 1. 

 
Table 1. The research algorithm 

 
 
The development of virtual interaction was facilitated by 
the COVID-19 pandemic. This spurred the online 
environment as the safest platform for various actions in the 
current conditions. Many activities received a virtual form, 
which has raised many questions for legislators in all 
countries of the world. For example, how to implement 
legal regulation in the digital circulation of goods and 
services; whether the current legislative norms can be 

applied to digital legal relations; how the interaction of 
subjects in a virtual environment should be regulated. As 
practice shows, legal relations that arise on the Internet 
cannot always be regulated by classical legal norms. The 
virtual environment differs from the physical world since it 
has the principles of transboundary, anonymity, rapid 
information dissemination, interactive communication and 
the high latency of criminal offenses. Therefore, it is 
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necessary to regulate digital legal relations with due regard 
to typical features of the digital environment. 
The creation of the virtual world has developed the 
circulation of digital objects in the form of digital goods and 
services, digital works, etc. The process develops rapidly 
and digital objects are sold and bought, as well as physical 
values in the form of immovable or movable property [4]. 
In May, the Italian fashion house Gucci created a digital 
version of Dionysus Bag that was immediately sold. In the 
Roblox game, one can buy the Gucci bag for $4,100, which 
is $700 more expensive than in real life. The consumer 
demand for virtual objects arose quite recently. A 
significant event was the sale of a digital painting by the 
artist Beeple in 2021. The buyer paid $69.3 million for this 
artwork in a digital form [5]. People are willing to pay 
money for digital images on the Internet (these are called 
NFTs and are traded through cryptocurrencies). For some 
people, it is important to have enshrined rights to a 
collectible item, and it does not matter whether this item is 
stored in a safe at home or the rights to it are fixed on the 
Internet. According to the existing statistics, digital assets 
were sold for $3.34 billion in the first half of 2021. Morgan 
Stanley forecasts the sales growth to $240 billion (+3400%) 
by 2030 [6]. 

The Chainalysis group of companies, which analyzes 
the cryptocurrency market, issued a report for December 
2021 and estimated the annual volume of NFTs at $40.9 
billion. This analytical report indicated that a significant 
number of investors from different parts of the globe 
entered the cryptocurrency market to acquire NFTs. At the 
same time, UBS and Art Basel estimated worldwide art 
sales conducted in the usual way (without virtual reality) at 
only $50 billion in 2021 [7]. The ownership of a digital 
object is confirmed by a program code, which indicates that 
a person who owns digital property can perform any actions 
with it that are not prohibited by law. The main principle is 
the same as for owning a cryptocurrency, namely an entry 
in a distributed ledger. 

Many websites like www.secondlife.com allow people 
to make purchases anonymously, which can infringe the 
copyright of trademarks and other audiovisual content. To 
make anonymous purchases or sales, buyers create 
"avatars" and, under their cover, not only participate in 
online trading but also listen to courses, video lectures, play 
sports, create unique things, or, on the contrary, copy brands 
from the real world [8]. The thing is that many sellers of 
digital goods create virtual stores using logos of well-
known companies. This activity is illegal since virtual 
goods are identical to branded items sold offline. These 
actions can be regarded as fraud but the current legislative 
acts, as a rule, do not contain such a set of offenses that can 
be attributed to violators. In virtual reality, digital goods 
imitating branded items are sold without the permission of 
copyright holders. The issue of protecting intellectual 
property rights in the digital environment is one of the most 

acute and intractable. Therefore, the legislator faces a task 
of creating legal acts that can provide the effective 
protection of copyright in the virtual world. Technical 
measures can also be used and are used on the Internet to 
protect intellectual property, including content copy 
protection or open licenses. 

In addition to generating digital objects, the digital 
environment is moderated by software, often with the help 
of artificial intelligence. As a result, a new reality is created 
that replaces the physical world. Virtual reality is formed 
for the interaction of subjects with each other and with the 
participation of artificial intelligence, while control can be 
exercised by both people and artificial intelligence. 
Computers that create virtual reality do not belong to 
citizens as their private property. However, they are located 
in a large system and are interconnected according to the 
principle of cloud computing [9]. The creation of artificial 
intelligence, which can perform not only an ordinary 
algorithm of actions, allows a person to interact with it. 
With the help of modern technologies, artificial intelligence 
is able to fulfill complex activities. Earlier there were phone 
answering machines, now artificial intelligence can advise 
customers and comprehend simple situations. Lawyers 
wonder whether to grant artificial intelligence the status of 
a subject. Since the capabilities of artificial intelligence are 
constantly expanding, it is already able to imitate human 
behavior, i.e. this possibility seems quite real [10]. The 
interaction of a person with artificial intelligence in the 
digital environment is promising in social, economic and 
intellectual terms. However, it can be dangerous to use 
artificial intelligence: if it gets out of human control, 
unforeseen situations might arise. The legal status of 
artificial intelligence has not been determined as no one 
knows how to respond to possible mistakes that it can make. 
Thanks to the involvement of artificial intelligence in 
various spheres of activity, labor resources can be 
accumulated, while unemployment is one of the most 
pressing issue in any country. 
Virtual reality can be a reflection of the real world and 
focuses on trade, business and investment. There are trading 
platforms, shops or exchanges that bring profit to the state 
treasury, just like real-life enterprises. The virtual 
environment also provides game content that is in demand 
and has its own consumers, for example, World of Tanks, 
Worlds of Warcraft and Pokemon GO. The latter game 
captured almost the whole world, engaging both adults and 
children into a virtual hunt. 

Being officially recognized as a sports discipline, 
cybersport should be attributed to interactive activity. With 
the help of virtual coaches and teams, athletes prepare for 
competitions remotely. Some competitions can be held 
online if a type of sports allows it. According to experts, 
cybersports is not only rapidly expanding and gaining 
popularity among professional athletes and amateurs, but it 
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can also become an Olympic sport, while the revenue 
market in this area is estimated at $1 billion [11]. 
In addition to digital assets, there are digitized objects that 
can exist both in virtual form and in physical form, these 
include works created online but published on physical 
media [12]. The electronic form of civil circulation differs 

from the circulation of digital objects that exist only in the 
virtual environment and cannot be used in traditional civil 
transactions. The main distinguishing features of the 
circulation of digital objects are presented in the table below 
(Table 2).  

 
Table 2. Typical features of the circulation of digital objects 

 
 
In the circulation of digital objects, content is used (in the 
form of a program code). If content is compared with 
information in analog form, a number of significant 
differences can be identified. As a rule, non-digital sources 

of information are closely related to material media [13]. 
The table below presents distinctive features of digital 
content (Table 3). 

 
Table 3. Distinctive features of digital content 

 
 
Let us consider how digital assets can be classified as 
objects of civil rights. Many international legal acts equate 
intellectual activity, means of individualization (intellectual 
property) and intangible benefits to objects of civil rights. 
The protected results of intellectual activity and means of 
individualization also include software. A computer 
program is one of the properties of a digital object [14]. In 

addition, a digital object is not only based on a program but 
also uses artistic tools, which means that legal norms on 
artwork can be applied to legal relations using digital 
objects of a creative nature. A digital object can be a product 
of the intellectual activity of developers, artists and 
programmers, therefore some digital objects can be 
attributed to intellectual property [15]. In practice, an 
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approach is used when digital objects are equated with 
physical objects and their legal regime is established by the 
analogy of law. However, legal relations in the digital 
environment have their own specifics and precedents 
cannot adequately regulate them. 

Experts argue how to describe not only online 
transactions but also transactions with objects that cannot 
be conducted in physical form [16]. Nowadays consumer 
interest in the circulation of digital objects grows 
exponentially. Such trends stipulate the creation of 
legislative acts on the legal status of virtual reality, digital 
rights and their scope, digital objects, subjects and effective 
methods for protecting civil rights when making 
transactions with digital objects [17]. Scholars develop new 
principles and methods of legal regulation of completely 
new legal relations that arise in the virtual environment and 
are associated with the ownership of digital property [18]. 
Digital objects are diverse; they have specific features and 
cannot be described in common terms. They exist 
exclusively in the virtual environment but they have a real 
value and can be involved in civil circulation. Thus, the 
relations of the parties when making transactions with 
digital objects need legal regulation. 
The challenge of making digital transactions might be the 
anonymity of the parties. Citizens often communicate on the 
Internet citizens using "nicknames" and "avatars". In case 
of dishonest behavior or fraudulent actions, it is necessary 
to hold someone liable and avatars cannot reveal the true 
identity of their owner [19]. 

Some experts suggest to involve state regulators in 
digital legal relations, but this idea seems controversial 
since such bodies have a territorial location and digital legal 
relations are cross-border. The optionality of civil legal 
relations is another argument in favor of their contractual 
settlement by the parties who made a particular transaction. 
If the disagreements that have arisen cannot be resolved, the 
parties must independently resolve issues in the court as it 
is almost impossible to control the interaction of the parties 
in the virtual environment [20]. 

The actions performed with digital objects in the 
virtual environment (purchase and sale, exchange, donation, 
etc.) can be enshrined in the form of smart contracts with 
the preliminary verification of the parties, which will 
minimize the risks of dishonest behavior. In addition, 
legislative acts as traditional civil rules regulating legal 
relations are ineffective in the digital environment having 
its own laws. In addition to numerous copyright 
infringements, virtual reality gives rise to completely new 
crimes that violate civil rights. These include the spread of 
viruses and malicious programs, DDoS extortion attacks, 
cramming (billing for the services that were not rendered), 
credential theft (passwords or logins), etc. There are also 
problems in the field of privacy. The openness of websites 
allows unscrupulous citizens use false information to 
damage the reputation and cause moral harm to citizens [21]. 

Copyright infringements in the sphere of using domains, 
audio, video, e-books and other works are considered in the 
context of intellectual property protection laws, which are 
not always effective as they were created before the 
emergence of the digital environment and digital property 
[22]. In relation to new digital offenses, legislators should 
develop a new algorithm of actions. 

As practice shows, the creation of unified legislative 
acts regulating legal relations with the circulation of digital 
objects is a difficult task. Thus, it is recommended to use 
liability and contract law in this area. Like any other legal 
relations, relations in the digital environment should be 
based on the principles regulating the interaction of the 
parties, including the equality of the parties; the 
intangibility of transaction objects; cross-border relations; 
transnationality; dispute resolution based on contract law. 
The parties of legal relations in the digital environment can 
be both individuals and legal entities. The legal status of 
artificial intelligence is controversial but it is too soon to 
attribute artificial intelligence to one of the parties at this 
stage of development. Artificial intelligence can be 
regarded as an electronic person with limited powers and 
rights. 
New phenomena, including artificial intelligence, digital 
property, digital transactions, smart contracts and 
distributed registry, are structural elements of the legal 
regulation of civil transactions with digital objects that exist 
along with the traditional circulation [16]. The subject of 
civil law regulation is digital legal relations related to the 
circulation of digital assets in the virtual environment 
created by high-tech means. The owner of digital property 
has the right to own, acquire, alienate and create it. 
Transactions in the virtual environment are conducted using 
smart contracts and distributed ledger technology. 
Digital legal relations have their specifics associated with 
the objects of transactions, the scope of digital rights or the 
virtual environment in which the parties interact. Therefore, 
legal acts focused on the physical world are ineffective in 
this sphere [23]. In relation to digital objects representing 
intellectual property, some rules protecting copyrights can 
be applied. However, it is necessary to consider the 
possibilities of the digital environment, i.e. the rapid change 
of information, the virtual assignment of copyright, 
rewriting and copywriting, which allows to customize text 
and assign it. The recognition of creative results of 
intellectual activity should not be based on technical 
resources that reveal the level of borrowing but only on the 
assessment of professional experts who are able to compare 
materials and determine the novelty and creative nature of 
works [24]. 

Digital civil turnover is not only a turnover associated 
with intellectual activity, it is closely related to material 
resources, includes production, distribution, exchange, and 
has a commodity-like nature. Furthermore, digital objects 
can exist in the form of services and work performance [25]. 
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It is worth mentioning that civil legal relations in the digital 
environment might arise in different states. If disputes 
relating to movable or immovable property and committed 
in the virtual environment are resolved with due regard to 
either personal law or the location of such property, the law 
of the location of a digital object cannot be used in the 
digital environment since digital objects exist in the form of 
program code and are not physically connected to any 
territory. The question arises whether it is better using 
domicile or residence in disputes over digital transactions 
with digital property. The possible answer is neither of them 
since legal regulation in virtual reality is counter-balanced 
and becomes the rules of conduct that are established with 
the help of legal regulation. Perhaps transactions that cause 
disputes between the parties can be resolved using 
blockchain arbitration to be launched in the near future. It 
will consider all the features of civil legal relations in virtual 
reality and the circulation of digital objects. 

3. Conclusion 

Thus, digital assets are intangible objects of virtual 
reality modeled by a computer program that have a value 
and can be involved in civil transactions. 
Such transactions in virtual reality has specifics and can be 
designated as a digital civil circulation based on the 
principles of equality of the parties; the intangibility of 
transaction objects; cross-border relations; transnationality; 
dispute resolution based on contract law. 

In the field of digital civil transactions, it is necessary 
to use the rules of liability and contract law at the stage of 
concluding agreements. They are able to resolve 
disagreements that arise at the stage of implementing 
agreement terms. These rules consider the possible non-
performance of contracts due to force majeure and other 
circumstances. 
The further studies should focus on device compatibility 
that gains much social and economic importance. The 
automated actions of distributed networks also become the 
research subject.  
 
References 
[1] Vijayakumar, D. S.: Digital twin in consumer choice 

modeling. In: Raj, P., Evangeline, P. (eds.) The digital twin 
paradigm for smarter systems and environments: The 
industry use cases. Advances in computers, vol. 117, Issue 1, 
pp. 265–284. Elsevier (2020). 

[2] Corbet, S., Lucey, B., Urquhart, A., Yarovaya, L.: 
Cryptocurrencies as a financial asset: A systematic analysis. 
International Review of Financial Analysis 62, 182–199 
(2019). 

[3] Lemley, M. A., Volokh, E.: Law, virtual reality, and 
augmented reality. University of Pennsylvania Law Review 
166(5), 1051–1138 (2018).  

[4] Depamphilis, D. M.: Structuring the deal: Payment and legal 
considerations. In: Depamphilis, D. M. Mergers, acquisitions, 
and other restructuring activities, 10th ed., pp. 295–320. 
Academic Press (2019). 

[5] Fromhold-Eisebith, M., Marschall, P., Peters, R., Thomes, P.: 
Torn between digitized future and context dependent past – 
How implementing ‘Industry 4.0’ production technologies 
could transform the German textile industry. Technological 
Forecasting and Social Change 166(2), 120620 (2021). 

[6] Lee, I.: Morgan Stanley: Rynok NFT-tokenov vyrastet do 
$240 mlrd k 2030 godu [The NFT market will have grown to 
$240 billion by 2030]. Market Insider (2021). 
https://markets.businessinsider.com/news/currencies/luxury-
nfts-metaverse-56-billion-market-revenue-2030-morgan-
stanley-2021-11 

[7] Wang, R.: Legal technology in contemporary USA and China. 
Computer Law & Security Review 39, 105459 (2020). 

[8] Orji, U. J.: An inquiry into the legal status of the ECOWAS 
cybercrime directive and the implications of its obligations 
for member states. Computer Law & Security Review 35(6), 
105330 (2019). 

[9] Kutay, S.: Advancing digital repository services for faculty 
primary research assets: An exploratory study. The Journal 
of Academic Librarianship 40(6), 642–649 (2014). 

[10] Poletykin, A. G., Promyslov, V. G.: Digitally controlled 
assets subjected to cyberattacks: Definitions and 
"Cyberproof" criteria based on the analysis of explicit and 
hidden functions. IFAC Proceedings Volumes 46(9), 1038–
1042 (2013). 

[11] Nizioł, K.: The challenges of consumer protection law 
connected with the development of artificial intelligence on 
the example of financial services (chosen legal aspects). 
Procedia Computer Science 192(7), 4103–4111 (2021). 

[12] Cerrillo-i-Martínez, A.: How do we provide the digital 
footprint with eternal rest? Some criteria for legislation 
regulating digital wills. Computer Law & Security Review 
34(5), 1119–1130 (2018). 

[13] Kirillova, E. A., Pavlyuk, A. V., Zulfugarzade, T., 
Mikhailova, I. A.: Bitcoin, lifecoin, namecoin: The legal 
nature of virtual currency. Journal of Advanced Research in 
Law and Economics 9, 119–126 (2018).  

[14] Corbet, S., Larkin, C., Lucey, B., Meegan, A., Yarovaya, L.: 
Cryptocurrency reaction to FOMC announcements: 
Evidence of heterogeneity based on blockchain stack position. 
Journal of Financial Stability 46, 100706 (2020). 

[15] Sullivan, C.: Digital identity – From emergent legal concept 
to new reality. Computer Law & Security Review 34(4), 723–
731 (2018). 

[16] Cifrino, Ch. J.: Virtual property, virtual rights: Why contract 
law, not property law must be the governing paradigm in the 
law of virtual worlds. Boston College Law Review 55(1), 
235–264 (2014).  

[17] Pacini, C., Andrews, C., Hillison, A. W.: To agree or not to 
agree: Legal issues in online contracting. Business Horizons 
45(1), 43–52 (2002). 

[18] Neubig, T., Wunsch-Vincent, S.: Tax distortions in cross-
border flows of intangible assets. International Journal of 
Innovation Studies 2(3), 101–121 (2018). 

[19] Muenchinger, N.: Proposed US legal solutions to questions 
concerning electronic commerce. Computer Law & Security 
Review 16(6), 378–385 (2000). 



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.11, November 2022 
 

 

290

 

[20] Byassee, W. S.: Jurisdiction of cyberspace: Applying real 
world precedent to the virtual community. Wake Forest Law 
Review 30, 197–220 (1995). 

[21] Khanboubi, F., Boulmakoul, A., Tabaa, M.: Impact of digital 
trends using IoT on banking processes. Procedia Computer 
Science 151, 77–84 (2019). 

[22] Dijck, J.: Governing digital societies: Private platforms, 
public values. Computer Law & Security Review 36, 105377 
(2019). 

[23] Furness, T. A. III, Barfield, W.: Introduction to virtual 
environments and advanced interface design. In: Barfield, W., 
Furness, T. A. III (eds.) Virtual environments and advanced 
interface design, pp. 3–13. Oxford University Press, New 
York (1995).  

[24] Nelmark, D.: Virtual property: The challenges of regulating 
intangible, exclusionary property interests such as domain 

names. Northwestern Journal of Technology and Intellectual 
Property 3(1), 1–23 (2004). 

[25] Hallahan, P. K.: Protecting an organization’s digital public 
relations assets. Public Relations Review 30(3), 255–268 
(2004). 

 
 
 
 
 
 
 
 

 


