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Abstract

Cloud computing refers to the way of storing, processing and
managing data over the internet instead of a local computer or
server. The most significant problem associated with cloud
computing is security. Brute-force Attack, Cipher texts Only
Attack, Known Plaintext Attack is one of the challenging security
threats while sharing data and resources over the cloud. The cloud

provider should make sure of its user’s data storage confidentiality.

In addition, the conventional “Advanced Encryption Standard”
(AES) algorithm requires to be improved to deal with the rising
security risks in the cloud setting. To handle these issues, this
research proposes a new obfuscation with fuzzy based data
security algorithm called OFDSA (Obfuscation with fuzzy based
Data Security Algorithm) to increase the security level and protect
the data stored in the cloud environment. Obfuscation is the most
efficient technique to protect data from various cloud security
threats. In spite of fuzzy incorporation, one could get secure and
optimal communication done in the transmission of data among
the systems over inter and intranets.
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1. Introduction

Cloud computing emerges as a new web-
based computing technology. It offers different
computing services such as data storage, memory,
networking, software, and databases. It basically
consists of three service models namely
“Infrastructure as a Service” (IaaS), “Platform as a
Service” (PaaS), and “Software as a Service” (SaaS).
Similarly, it basically contains three development
models namely Private Cloud, Public Cloud, and
Hybrid Cloud. Some other types of service models are
storage as a service, Application as a Service, Network
as a Service, etc. Correspondingly, other type of cloud
development model is community model [1].

Though cloud is advent technology, it still
faces some significant challenges such as security and
privacy for data storage compared to other
technologies. An efficient Obfuscation and encryption
mechanism is required to protect the data from various
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cloud security and privacy issues. The data security
comprises confidentiality, integrity, and access
controllability [2].

A. Obfuscation in Data Security

“Obfuscation in data security” is to convert
the source data in to an unintelligible form using either
mathematical computations or programming functions
or the combination of both. Hence, the result is
difficult to understand by intruders. In recent times,
this mechanism plays a major role for securing data
storage in cloud.

B. Encryption and Ciphertext

Encryption is the conversion of original data
into unreadable form called Ciphertext by using
certain keys or methods. An authorized party can only
access the data and others cannot.

C. Obfuscation using Encryption

Obfuscation Using Encryption is the process
of converting the source code into an unreadable
formatting syntax when using an encryption key. A
major difference between the term’s obfuscation,
encryption and obfuscation using encryption is
exposed in TABLE L.
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Obfuscation Using
Encryption
Definition | Change the syntax of | Encryption is the | Change the syntax of
any form of data to | conversion  of | the program code to an
another form. It is | electronic  data | unreadable formatting
used in the context of | into another form, | syntax when using an
program code. The | called ciphertext, | encryption key. The
program code will | which cannot be | program code will
produce the same | easily understood | produce the same
output between the [ by anyone except | output between plain
plain text and the | authorized parties. | text and the obfuscated

obfuscated code code.

Parameter Obfuscation Encryption

Key It does not require a | Requires a key
requirement | key to decode data to
its original form
Changes in | In an elusive form In unreadable
data syntax form

Requires a key

In unreadable form

TABLE 1. DIFFERENCE BETWEEN THE TERMS
OBFUSCATION, ENCRYPTION AND OBFUSCATION
USING ENCRYPTION

D. Fuzzy set theory

Fuzzy set theory derived from classical set theory
where elements contain varying degrees of
membership. A fuzzy set is any set that permits its
elements to contain different degree of membership in
the specified range [0, 1]. Due to its extensive series
of significant advantages such as handling uncertainty
and logical reasoning, it is widely used in cloud
computing. In cloud, so many security issues can solve
with the fuzzy logic. In theoretical view, fuzzy set "4
is specified as a set of ordered pair "4 = {(x,1u "4 (x))/x
€ X,u"A(x) € [0,1]}, where p "4 (x) is the membership
function of x € X and X represents the universal set.

E. Brute force attack
A brute force attack, also called as exhaustive search.
In this cryptographic hack, the attacker tries to decrypt
the password by assuming probable combinations of a
determined password.

F. Ciphertext-only attack

Ciphertext-only attack is also known as
ciphertext attack. In this attack, the adversaries access
the set of cipher text, but not the input plaintext.
Frequency analysis is the most important traditional
method used to break the cipher text.

G. Known-Plaintext Attack
In this attack, the adversary accesses both
the crib (plaintext), and its ciphertext (encrypted data).

Moreover, Section 2 describes various
obfuscation and encryption algorithms related to the
data security in cloud. Section 3 explains different
security algorithms that are used to evaluate the
proposed OFDSA methodology. Furthermore, Section
4 describes the proposed OFDSA methodology.
Simulation results and analysis of the proposed
OFDSA is exposed in Section 5. At last, conclusion is
presented in Section 7.

2. Related Work

This section describes some important
obfuscation and encryption algorithms related to the
data security in cloud. The purpose of this study is to
make the system more secure and privacy of cloud
computing using obfuscation with fuzzy based data
security algorithm called OFDSA (Obfuscation with
fuzzy based Data Security Algorithm) which secures
the data from harmful malware attacks in the cloud
environment.

Barack et al. [3] specifies that the obfuscation
code cannot be easily understood by others, but
executing its functions as the original code is
impractical. At the same time, Schneider and Locher
[4] proved that the obfuscation using encryption can
be practical and maintain the confidentiality of
original code wusing this technique. Moreover,
obfuscation without encryption is still considered as a
susceptible mechanism in the security aspects. So that,
this research proposes an enhanced obfuscation using
encryption mechanism to increase the data security
level over the cloud.

In addition, fuzzy incorporation also provides
enhanced data security over the cloud. Hence, this
research work proposes obfuscation with fuzzy based
data security algorithm called OFDSA (Obfuscation
with fuzzy based Data Security Algorithm).
Ramalingam and Arul Marie Joycee [5] presented an
innovative obfuscation mechanism to protect the data
storage in cloud. This technique dynamically secures
data from the interrupters. Abid Murtaza et al. [6]
proposed an efficient algorithm by eradicating the
difficult functions in the symmetric key algorithms.
Arul Oli and Arockiam [7] proposed a novel data
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encryption mechanism with an obfuscation technique
that encrypts numeric type of data stored in the cloud.
In these methods, processing time is high compared to
the proposed system.

Chopra and Lata [8] presented a new
encryption method called “128-bit AES algorithm”.
The experimental outputs demonstrate that the “128-
bit AES algorithm with fuzzy” concepts provides
higher security and reliability. Ryndel and Ariel [9]
presented an improved DES symmetric algorithm
integrating the f-function and eradicating X-OR
operations. But both of these methods offer lesser
security compared to the proposed OF DSA.

Kashmar et al. [10] developed a fuzzy based AES
algorithm to encrypt sensitive data. This work
proposes three encryption techniques to secure data
against cryptographic attacks. Ismanto and Salman [11]
presented a technique to enhance security level of the
data through obfuscation mechanism with AES
algorithm. But these techniques didn’t compare with
any existing methods.

3. Security Algorithms

This section explains some important security
algorithms that are used to estimate the proposed
OFDSA methodology.

A. Advanced Encryption Standard (AES)

Rijndael is a nickname for the AES algorithm,
which is more widely known as AES. It's a technique
that uses symmetric keys to convert plain text in 128-
bit blocks into encrypted text using keys of 128-bit,
192-bit, or 256-bit length. The Advanced Encryption
Standard (AES) has replaced DES and 3DES as the
industry standard and is considered to be more secure.
There are four main types of transformation in it. The
key addition, substitution, permutation, and mixing
are the four operations.

B. Obfuscating Conjunctions (OBCO)

The OBCO [12] mechanism is used to
obfuscate a class of conjunction operations. Basically
the conjunction function is more protected for all
forms of distributions. This OBCO technique declares
that the proposed obfuscator gives promising
protection for all conjunctions against general

intruders. In addition, this technique is associated with
multilinear maps.

C. Structure vs. Hardness through the Obfuscation
Lens (SHOLENS)

The SHOLEN [13] is a novel encryption
system depends upon Collision-resistant hashing that
employs indiscriminability obfuscation and totally
black-box structures.

D. ODSA (Obfuscation Data Security Algorithm)

The ODSA [14] is a symmetric key
encryption technique that produces ciphertext using a
new obfuscation mechanism. As part of the algorithm,
this technique is offered. In order to make the
ciphertext more difficult to break, this ODSA has a
key size of 256 bits. In addition, Mod 256
mathematical logic is applied. This ODSA algorithm
examines the input data one character at a time and
converts it to a 2-bit ciphertext for each of those
characters as it goes.

4. Methodology

Fig. 1 describes the proposed obfuscation with
fuzzy based data security algorithm called OFDSA.
The proposed security framework enhances the
security level and protects the data stored in the cloud
environment.

At first, the input of the source code is
obfuscated using data obfuscation technique. After
that, the obfuscated output is encrypted using AES
algorithm and secret key is created. Then fuzzification
takes place on the encrypted data and the cipher text is
produced. Here after, cipher text is defuzzified and
decrypted using the generated secret key. And then the
decrypted data is changed into obfuscated data. At last,
obfuscated data is converted in to the plain input text.

A. Key Generation

The key is a very important component in
encrypting data saved in the cloud. The data
encryption operation employs a key, which is why it
is so vital for data storage security. It will be more
difficult for the opponent to find the key if the length
of the key is extended. A secret key with a length of
256 bits is generated using developed java code and
utilised in the suggested OFDSA. A mix of alphabetic
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letters, arithmetic numbers, and other symbols make
up the concealed code.

| Key Generation () |

l

| Plain Text (PT) |

l

| Obfuscate Plain Text Using Java Coding (OFT) |

l

| Encrypt OFT with Key OPT (EKOFT) |

l

| Shift the KOPT (SEK OPT) |

l

‘ Find Decimal Number of SKOPT (DSEKOPT) ‘

|

Generate Fuzzy Membership Function to SKOPT (FDSEKOPT)
(using the formula p "A () =11 +(x - m)2)

|

| Cipher Test

Fig. 1 Block diagram of the proposed OFDSA
methodology

B. Algorithm

Step 1. Take Inputs: Source code input is taken.

Step 2. Obfuscate Original Source Code: Original
source code is obfuscated using java coding. This
obfuscation technique makes the data difficult to
understand by an adversary. And also decrease the
coding size as well as increases the processing speed.
Step 3. Encrypt Obfuscated Code Using AES:
obfuscated data is encrypted with the key using AES
algorithm. Then, the encrypted file in the form of
ASCII character is stored in the memory for
evaluating later procedure. AES algorithm protects
data storage and provides data confidentiality in the
cloud.

Step 4. Shift Encrypted Code: Shift operation is

performed on the ASCII character of the encrypted file.

Then the shifted ASCII character is converted into the
decimal value and put in to the fuzzy formation
process.

Step 5. Applying Fuzzy Logic: Fuzzy membership
function is applied on the decimal value of the shifted
ASCII character and the fuzzy membership based
output is obtained using the formula

1A (x) = 1/1 + (x —n)?
(D

where n is the real numbers
At last, the cipher text is generated. For the
defuzzification of the cipher text, the inverse process
of fuzzification is executed. MATLAB function is
used for the computation the membership values of
fuzzy set “A.
Step 6. Decryption of Cipher-Text Using AES:
Decryption procedure is applied on the cipher text to
obtain encrypted text again.
Step 7. De-Obfuscation of Encrypted Code Using
Obfuscator: De-obfuscation id performed on the
decrypted data to acquire original source code.

The proposed OFDSA methodology is illustrated
step by step by taking simple plain text “hai” as an
input. At first, the input “hai” is obfuscated using data
obfuscation technique [14]. After that, the obfuscated
output is encrypted using AES algorithm. The
encryption key generated for this example is
&56780)(><"%SH@!"&* ()& %%S$#@1234.  Then
the residual computational operations are executed
and cipher text is generated. They are revealed in
TABLE II.
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Algorithm Step by step execution with example

Rey 0 SR SR & SRR 123

Plain Text FT)

ie]cHe=[function(z ) retm.
=(e—H ifl{e]{p=preplacainar
a:]:}}Pn,mp}(D 1,1 hai" split(7).0, {100

Obfuscated Plain Text (OFT)

SFE‘;'SDj ISF'BE‘MJA«CEISME.-
1452FFF372 IFSBESS42B A2480FBS!
339D3F2412373EE8 S
SAEOCEFEB63B6
53731BED345DB65DD

Encropt OFT psing AES deaithm with
ke (EKOPT)

1% 777 J40\]; w7 Y7
PP IEP TR N J [}g,};?-\.[," Q7 1857 4
U? o[TR 732 [JTcb? "y, FaSPCQRURT? Moy P SE<W ?
PP bue? gRCDS? 7 >\’ FWCp? p? b7 #1? C<? >? E3[? W ? E
? 100 wa? OF7 7 42 7 “SIp2? 30

Shifted KOPT §EKOPT)

3 65 103 100 123 6 64 102 32 63 122 36 63 47 63 94 49 93 6263
7711035 122307141 103 81 38 63 583563100514 63 77
S"

Decimal Number of SKOPT DEEKCFT) “3 56,6663 11394 24 103 63
4184107986354 1215561 88
963120 7454 63 73 107117
5063995146 69 6042 63 63 103 74345 11239 12463 98 1175563 103
6857636332636211863 428767 11246 3563 11263 4498 63 35 4963 67
606362636951 914511663 1186363 69634910179413393 11812633
63488063 63 1006363945684 11250635148

0.000000 0.038754 0.097;
324 0.200000

543 0.087654 0.0588240.01538,
4 1.000000 0.0789520.08
012376 00356780

Cipher Text =
Fuzy Mamb arship Fonction 0f DSEKORT
(FDSK

7 0.012376 0.075432
6343 0.034322 0.064343
6432 0.085654 0.074326
085432 0.037657
0.063850 0.068

334
0012376 0.023876 .05
32 0078634 0.054321 0.0
132 0.054321 0.054325 0.0
67 0.00766 434 0.038634 0.063432 0.087634

[Lsi.nglheﬁ;ml,h A =114 (x- 0]

(098767 0.054325 0.003300 0.0003333 0.00006 .00
EEE-&ﬁfE)ﬂ*E]EDSZE 0066442 00163 546 0.04366 0.065746
0087007 0.007654 0.076365 0034327 0.0632134 0.06543 0.065545

TABLE II. COMPUTATIONAL PROCESS OF
THE PROPOSED OFDSA METHODOLOGY

C. Benefits of OFDSA

The following advantages may be inferred from this
study thanks to its findings,

e The proposed OFDSA offers Because its
coding cannot be read by anybody who is not
specially authorised to view it, it has a very
high level of security.

e The OFDSA result in the form of a fuzzy
membership function offers an advantage,
because it gives higher difficulty in breaking
the cipher text.

e The proposed OFDSA offers a solid base that
ensures the safety of data that is kept in the
cloud. In spite of fuzzy incorporation, one
could get the secure data storage over the
cloud. The proposed OFDSA works well
against the cyberattacks and the attackers
those who break the cipher text.
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5. Simulation Results and Analysis

The OPNET simulator is used in this research
to evaluate the performance efficiency of OFDSA
against AES, OBCO, SHOLENS and ODSA. OPNET
Simulator is an open free software extensively used in
cloud networking environment. It efficiently
calculates various cloud computing metrics such as
“security, encryption time, decryption time,
throughput, latency, jitter, end-to-end delays, power
consumption”, and etc [15]. TBecause of its extensive
support for cloud settings, network topologies, and
Java programming, this research takes use of his
simulator. The simulation is conducted on a PC with a
64-bit version of Windows 10, a 2.7-GHz Core i5-
7200 CPU, and an 8-gigabyte RAM capacity. Some
important simulation parameters are shown in TABLE
1.

Parameter Value

Coverage area 1000x1000m

Numberofnodes 30

Typesofnodes Heterogeneous

Node assignment Random distnbution

Traffictype Typicalreal-world random traffic
Commumication mode Wireless

Data Size 1GBto 3GB

TABLE III SIMULATION PARAMETERS

In order to assess the performance of OFDSA, the
following parameters are used: Encryption time,
Decryption time and Security level.

A.Encryption Time

The encryption time is the total time taken to
convert the source text in to the cipher by executing
different functions specified in the respective
encryption techniques. The acquired encryption time
is exposed in TABLE III.
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B. Decryption Time Data
P g | AES | OBCO | SHOLENS | 0DSA | OFDSA
The decryption process is identical to the _ _
encryption process, except it is carried out in the other 1 | 2137 | 2321 2562 2073 1983
way. It's thq total length of time it tqok to cpnveﬁ the 3 3851 | 2200 618 3900 3600
cypher text into the source text provided as input. The
results are given in TABLE IV for your consideration. 3 | 6090 | 6345 7318 2896 3313

4 | 8279 | 8869 950 7930 7123

: a5 L TE] 4311 T
Security is an expected thing in any cloud )| 10433 11212 12313 9980 N0

communication process. Security is calculated in TABLE IV ENCRYPTION TIME (mS)
OPNET by activating predefined cloud security

hazard models such as Brute Force attack, Cipher

C. Security Level

Text Only attack and Known Plain-Text attack [15]. Data AES | OBCO | SHOLENS | ODSA | OFDSA
These attacks are employed to represent the secure (GB)

data transmission process throughout the s p— ST IR 5
simulation. The secure data transmission of the : 2039 202 476 21 1976
proposed OFDSA against AES, OBCO, 2| 4085 | 4283 4648 3885 3587
SHQLENS gnd ODSA is estimated by using 3 505 | 6601 3635 o0 30
various security attacks such as Brute Force attack, _ __
Cipher text Only attack and Known Plain-Text 4 5325 | 9029 9131 8040 856
attack..The secgrity level is calculated using the 5 1103101 11370 12354 10040 | 9870
following equation:

TABLE V DECRYPTION TIME (mS)
Security = (Pea/ Pa) x 100 2)

Where Pcqindicates compromised data packets. Data AES | OBCO | SHOLENS | ODSA | OFDSA
(GB)

3 3 1 7
If the security level is higher, then the breakage of . 024 | 814 4680 036 | 9246

cipher is a difficult task to the adversaries. The 2 | 8586 | 8334 89.32 88.87 | 91383
power of the encryption mechanism is measured by o = = —
the computation function that gives the unreadable 3| 8601 | 8170 86.59 2026 | 9.8

cipher. The proposed OFDSA security level 4 85.05 | 8287 8878 8883 80.15
against AES, OBCO, SHOLENS and ODSA is = — - - -
shown in TABLE VL The Graphical ) 8333 | 817 $8.13 $3.00 91.36
representation of the proposed OFDSA’s TABLE VI SECURITY LEVEL (%)

Encryption time, Decryption time and Security
level (TABLE IV, V and VI) against AES, OBCO,
SHOLENS and ODSA are shown in Fig. 2,3 and 4.
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Fig.4. Security level

6. Conclusion

This research work proposed a novel
obfuscation with fuzzy based data security algorithm
namely OFDSA (“Obfuscation Data Security
Algorithm”) to enhance the security and protect data
stored in the cloud. The processing speed comparison
of the proposed OFDSA with AES, OBCO SHOLENS
and ODSA proved that the OFDSA achieves
significant improvement during both the encryption
and decryption process. Experimental results also
proved that the security level of OFDSA is superior to
AES, OBCO, SHOLENS and ODSA. This evidently
shows that the unintelligible cipher created by the
OFDSA is difficult to understand and break by the
intruders.
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